Bl EFinesseMICTIRFZ B2 BN EZLEE
H

]

A

>

o

¢ N

off
SH
o
=S

d
7

AR

db =2 /=
B R1Ez§\

BE

CCE CTIREZ B Z 2
FinesseZ £ &

£ RARIEPGUEH (CTIRRSER )
FRENCAZ % By CSRIE 5

5 ACCE PG CAZ B WIEP

4 B Finesseif ¥

BIECAZ EFinesseil $

5 AFinesse N A B X H i 5
IBUF

S HEBR

b))

AT H A 4B WAl #E Cisco Contact Center Enterprise(CCE)f# R 75 R #£Cisco Finesse M it EH 8 i
SR (CTI) RS 85 2 A SEHEIE B M A WA (CA) R IEF,

FRFH
EXR

Cisco BB THLUTEE :

e
R

- CCEM#12.0(1)
- Finessehix2<12.0(1)
. CTIFRS 88

ERRAH
AXREFNESETUTHRARA :

- EXCCE(PCCE)12.0(1)

- Finesse 12.0(1)
AXHEFNEERRETREXIRERRINRBRFEN . AP EANMARZEZVERXAR
(BN ) RE. IRENRAELTEDRS  BRRETEBFESSWBRERN,



HRER

£CCE 1.5/ , ERF R FERELZT S (TLS)ARA1.2 , X AT IEN AT (SIP)FSEaH& i th
WRTPHEBEETLS 1.2% 2 5%, MCCE 12.0HERNRYPBIEN —BoEBSH , BERFHE
REBEZRDPOFPUWR EXEFTLS 1.2 AMMBKIES, SBEMASPHRIEET B, AXRHEAN
FAEE , RERFinesseMICTIRS B2 HMNEE.

CTIRS S HUTEZER
- NREEEE: A ECTIIRSEZBMCTIZE % ( Finesse, k585, CTIOSHctitest ) 2 [E#H TR %
EE,

- RENMFRLER (BRAEA ) : AFCTIRSHFNCTIZEFRZANRLIERURIFRLIERE
o XRBMINEEEN, JLRIUBIRAAREICCE 12.0(1)6 , FEBELEN,

AR FEH RS NER,
R
CCE CTIR& 8RS

$1.EPCCEE B TEUE(AW) L , $TFFUnified CCE Tools3#¥* , R/EX dPeripheral Gateway
Setup (A ERZEMXZE ) .

] ¥ Shorbout Tools | Application Toaols
“ Huviie Share Wi Manage Manage
T o Gkart Menuy b Programs ¢ Cisco Unified CCE Tools
[ Favorites
[~ DES!ttl:lp Adrrarstration Taaols
& Dowmloads 5 Diagnostic Framework Portico
2 Recert places ,!-'jl Domain Manager
i CVP Desktop W Glossary
s IChdba
B This PC [E Performance Monitor
m Desktop 'f-! Fenpheral Gatewnry betup
Dacuments W Security Wizard
i - - . ) ..

2 EFRCGIAH R T REB



Cisco Unified ICM/Contact Center Enterprise Components Setup

ICM Inistarcess lratance Components
[ Add | (2D | A |
[ ] PG & [
| Edt | PO Edt |
P34
Fioubetd  Crebet

To bl up Adeereibision Dala Servei [Dublatcor A0 Rouber, Loggen. Meateodk
Ittt o Cosnirolier [FIC] Walediioows o Mestweork. (5 stevany commporesnts, wies the
Weh Setup ool

o ped up Adeermbipfon Cler [Cent A1, i the Acknirdteaton Cheri Instales
] St sl

T Instance oo canrol be delsted becasuse i han componsnts et up by the
Web Setup o Admenshiston Cheni Sefup: lool "fou must use the apphcsbis Fool

b vy Bheoes COMmponents belone deleting the irabance in Perphersl Galewsy
Selup

Helg 1=

SEWIECTIRS B L , £Next. BXRIZEFILCGIARSHRE | HiEER,

S PR4 ECTI Server Components Properties ( CTIBRS A4 BRI ) & , 1£#FEnable Secured-only
mode ( BRANZRLER ), HIELTSEEIRO(46030), ARNET—%IF |, B4HEFinesse
BEER—wO, %3 Next.

CTI Server Component Properties

CTI Server cordiguration

| [¥] Enatle Secure-Only Mode

Secured Connechon Pot |‘“5':':5“:I

MosvS ecured Connection Port 42027

[ Agent Login Required for Clent Events

| Help || <Back Nest> | | Cancsl

AE AL £BE 242030 , EAXHFEANERK 240630, WmOS2EEICMREIDAHL
RN —FH2. HREIDHN1(CGl1a)id , RIAmAOSTEFE 142030, HTFERAWRKEIDA
3(CG3a) , E BRIk OS5 746030,

SEREAECTIMNEEORY L, 25T —%", %+ Setup Information(IXBFER)” , AL EH
“Next ( F—% ) "%



Sebup has erough information Eo Begin the configuration

I i Wit s i o chags o of 1R Settings, chok Badh.

IF tiafinndl, chick. Biacet B Bengien oanf'iquring Hre CT1 Gabeweary.

Current Sabtings:

Setup Typs: -
CTI Gabewry, sides A [

PESsbup 5 complsbe . Yiou may start the Unifesd DCRCC Mode
anager sarice now by chdiing e box bsbow,

(] e, start the Undied [CMCC hoids Manager

Clck Firish o Comglete Sebp.

SHR7ETERHRE  ARFHEREEOXMA , WEMT.



Cisco Unified ICM/Contact Center Enterprise Components Setup

10 Instansce: Inataree Componsnt:

L m d

[ E® |

T st up Ademirishiadion Chata Sereer [Distnbator AW, Riouter, Logger, Mework
|rbarface Confsollar [MIC], Wekhiew of Wahwork, Gateway comporents, use the
el Sehup ool

Tor sk wp decderarust abory Ut [Dhand AW, use the St ston Lhert |rvitaler
aned Sshug ool

e Inglance oo cannl b chesbabaed betcmahs f s componsntt 2el up by Lha

Vel S ehup or Admirigiiation Chert % etup 1ood. *r'ow muh uze the agpplcable bool

I'E-I:-lcrr-crre trose componesnts bafore deleting the matance n Pempbersl Dalewsy
isha

 Hep | |EwtSenp|

S8 FEPCCEAlln1 =@ L , M Unified CCEBRSEI2 4,
$189 1% 3% Cisco ICM cc CG3AH B H“FF 14",
FinesseZ2 i ik

S 3TF Webixl % 28 H S fin EFinesse Administration.

$ 2 [6 N Rz E|Contact Center Enterprise CTI Server Settings(Bk & f/0:4 )k CTIBRSS 8312 ) EP
2, WEFR.

SWIEL—4IH , ERCGALREMNZ£BFIROMANKD : 46030, &S ASSLINE"#
BERE



IE : ENRERE , BEELEH S Finesse Tomcatl RS R EFH B 3IFinesse R5 85

S84 MFinesse Administration 71 E ¥4,
S5 3T 5FinesselISSH&E,

$ 6. 1EFINESSEA SSHAE L | HITHS -

utils system restart

URSGHREBRREEHBHREN , B Ayes.

4 RAREPGIEH ( CTIBRS R )

CiscoCertUtilsRCCEMRA12E X mMIFT T E, BEANTEEE AWBEZTWAMAECCEILEH, EX
XH4H | 848 X L CiscoCertUtils R4 A S\ Bl M % (PG)IE P ZE B ER(CSR).



FE1LHITH G B UERCSRIES : CiscocertUtil /generateCSR

coceptlltil SgoneratalER

vam ke ysskhoat  key. 1t will be used to

apenesl.ciy

66 l.exe peg -new ~kew Cinwiomsos 1nkeypsshor
im Chat will Be incorpot

y Diztinguiched Hame or o DM,

ye pome bhlank

REFTERDNES , Hla:
BExRtXEH : £E
B/EARXEH : MA
LE&# : BXB

BluEwH: B8

ANHY : CX

AF# : PCCEAllin1.cc.lab
#R 44:jdoe@cc.lab
A K% |
CIP/NCIEY T - S

F HLIE S M 240 77 7£C:\icm\ssl\certs F1C:\icm\ssl\keys.

P2 S ZEC:\icm\ssi\certs XX #43% | H R E & B iZ X #Fhost.csro

IRENCSRIE+H HCAZR

£HCSRIEHE , REME=ZACAKZR, EALKIH |, HIEHIEFFH ZEMNMicrosoft CARESE =%
CA.

BRCAEANIEPERTIEFT P InMRS TS MR , 204 A Microsoft CAR HIBREFI R,


mailto:jdoe@cc.lab

Properties of Mew Template
Subgect Hame Servel lzpuance Requnsments:

|
%]EHH;HMHMIWWIL
Superieded Templsies

Tiow rwcactily i eoihasnizinm, oedeot i, aned hean click Edi

LX

Ewtesririons nchadesd n this lemplste:
1] Appication Policies

| Bz Covrthianis

i L Centfxaln Template Infornatan
\ |IH.IHIDI' Pobiciss

ﬁ_ﬁﬁllm;a

1 Diszigatatrs o Aol i Plodea:
1 Gerve dutherdcshon

— i ST LE

o0k || Coeed || sk || Hew

o apphcston policy [called enhanced ey utige in 'Wirdewt Z000|
et homw g Cortficate coner uped Select the apgbcator policy reguasd

wm= Bt vk sxgristunes of Certhcabes msued by thes Bemplabe:

Server St ation
Fphe atr pobisd:
Ay Purpose ~
A ek ston |deniity Key Caitficats o
Cetfcsle Hﬁﬂﬁ E
Code Sigrng

A
| Mt et 5

HIR1FTFFWebiR| 5225 3+ S ECA,

2 fEMicrosoft Active DirectoryiE RS L , EFERIEHS,

2 g e el el Al

Mycrasoft Bies Direclory

‘Welcome

D= G| B heiessh hove Dudoney . 5

Ui iFws Wb sl 10 requost & corticato lor your Wb browsed, 8-mail chond, of othar program. By using a
cartificala, you can wenly your idenbily io peopie you communcate with ower the Web, sign and encrypl
ESSa00S, Snd, dopanan upan B typd of cortfcabi you Fiqusst, poriom othes Securty tasks

Yiou o a0 Ukl ifed Web S0 10 download a cortificab authonty (CA) corthcals, cortiicato cham, of
cartificabe revocation lst (CRL), or o view the stahes of a pandng requast

Fior mdng nSormation aboul Actres Deaciory Cortiicabo Seraters, o0 Actng Dingclony Comlcato Sonacas

SRIIEFESRIEBERIED



e
= E-' 'I:i:l‘ o tipsfidcolab/oerisny/en-us/oertrgus.asp
B CcM B Ui Bl Finesse 5] Remote Expert Mobile ) MediaSense B OV BRI CCE B2

Microsoft Acte Lhrectory Cefhcate Seraces = C0=00-00

Request a Certificate

Select the certificate type:
User Certificals

Or, submit anjadvanced cerdificate request,

SRAESRIIPERE , EHHKEEPCGRECSRIEBHARE CRENERE,

SB5 R E P in MRS S P RIEAWeb RS 28R, EXRH , CC Web Servert& i 2 5
EPENRSSESHARIICIEN,

Microsofl Acine Dwreclony Cortheals Samces

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, pa Copy and paste the contents [KI
Saved RE'EILIEEI b of the expected CSH file

Soved Requesh:

ILhniD3CalBITIvET IhanNEgHL SO0 e JuTrail P
Blase-bd-encoded | gWL/HIDRIARE T LEEALGEX kDA qin S EH UG 4R
eotificato request | +LILOYHG+HO/ Sled Y2 BGnHk ISy 1 B/ T TUsua L 30R

(CMC o T SnFDOYARTC+ FouStmg 2 $ 020 koo 30zUT imd

BHCS #10 o rArTo00dnTen

PHCSETY [ END CERTIFICATE REQUEST-----ana w
F »

Cortificate Te :

Additional Aftributes:

Arinbutes

$IR6. B HIR",
S IR7 .1%$¥Base 64418 , AfE £ HDownload Certificate , BT Ro



Microsoft Active Directory Certificate Senaces -- cc-DC-CA

Certificate Issued

The certificate you requested was issued to you.

(O DER encoded or ®Base 64 encoded

rs== Download certificate
==:4 Download certificate chain

TEREREXHHETBRE" . XHRFETH XHEXRF,
SO M Eas & Rhost.cer ( ATk ) o
SBR10.BEFEERRIES, RECAILEFHTHE , A/FiEEDownload a CA certificate , certificate

chain, or CRL, ZBREWHTHI R —IX , AABRIEBNFIERS S ( PGIREMFinesse ) #8248
B,

Microsoft Acteve Direclory Centificate Senices - coDC-Cl

Welcome

Use this Web sile to request a cerlificate for your Web browser,
peophe you communicate with over the Web, sign and encrypd me
secunly lasks

You can ako use this Web site o download a certificate authont
status of a pending request

For moee information about Active Direclory Cerlificate Senices,

Select a task:

Request a certificale
View th f [ rifscat i

Downdoad a CA cofificate, cetificate chain,or CRL

B 11. 82 5Base 64 HEFE T HCAULLP",



Migrogalr Astid Daibitory Cofdo s Sefated — oo-DC-CA

: Downlead a CA Certificate, Certificate Chain, or CRL

{ To brusd cartificates isswad from thes cartiication authonty
To downiload a CA certficala, certificate chain, or CRL, sa

Cil eartllicatn

| Corrant [ce-0C-CAJ |

Enccoding method:
DEH
® Base G4
Lostall Cb codificats
[ Lowymikpad L8 oprhficals I
Lowmiboad U8 carbhcale chamn

Diowvriboad lalerst base CHL
Dirwmibaad latest daita ORI

HPR12. 82 & Save File ( REXH ) HEFOKWEE). XHRHREERIALE Downloads H.

& ACCE PG CAZ & HYiE+

FT1EPGHRE LSMECNcm\ssi\certs , HFRXHMPGHRELEE XA F 4L,
HB2 fHclicm\ssl\certs £ B host.pemil $ E & & H selfhost.pem,

F I3 fFhost.cerE & Hc:\icm\ssl\certs X3k £ #host.pem.

SRAZEBIULESR, EHTRRFT , KB Tdw : CiscoCertUtil /install
C:\icm\ssl\certs\rootAll.cer

hoz oz
Fa 0 Ja F5 46 2bh ae 4F 1F 4b 15 Fd 3B Bi1 &F

" alroady in gtoro,
vl conpletod succossiully,

$ 6. 1/EIFPG, #TFFUnified CCE Service Control , 3#f&¥Cisco ICM Agent PG,



4 R Finesseif$

S T FHWebiil 18 38 H S fin EFinesse OS Admin.

FE2 FEHOS AdminEEE R , A5 S M EISecurity > Certificate Management , Z1EFfi 7R,

Securly = | Software Upgrades

Cartificate bsnagomnt
Cartificabe kAcr o

Cortificate Movocation
IPSEC Coiigur aticn
Dl Cavtifioats Mansgement

S]3.BHEBCSR” , MEFTTR,

Show ™ Seblings ™ Securly T Software Upgrades ™  Services ™ Help

(&), Generate Seit-signed L3 upkosd Corbficatercertincate chain |31 Generste cSR

SRAEERERERWRD , EHRINE , RERTER.

- Shabes
hﬁﬁm:hmrm-mﬂﬂﬁulm‘nﬁtmu typee wll & C8R For that Eype
- Gonerabe Cortdlicats Signing Reques
Carduats Purpose" " [ et w)
Dagtribagtion ™ | FEMEESE Ao lnis |
et Nl | FEMERSEA. o Lok
Subpect Alernabe Hasses (S&Rs)
Fanenk Doemagan :bgl.,h
ey Type™™ [T
iy g | noar .
rath Alggngtm ® | 5reazss |

Gararpty ||| Cloas

@ ¥ inalacatgn rpcpred Eam.

@ " then the Cortficate Puorpode endesg meth BEEEA" 1 seleded, the cortificatelkcey hypa o Elgbe Curie (BC). DB arwria, &
w5 RSA.

S5 RAERIEREEWRE O HEZFTRCSR

Show T Selnge T Secerly ¥ SefiwewUpgrades T Servioms T Help T

#IR6.1E Certificate Purse ( iEPBAIE ) # , 1% FtomcatH &% diDownload CSR ( FHCSR) .



Dowenboad Certificate Signing Heguest

8] vownoescsn [T cove

~ Stalus

"_II Cemifate namaes not ksted below do nol have 8 cormespondey C58

~ awnlaad Cerlilicale SSgming BErguast

Certificate Purpose ™ e

Cowmiicad THA Cloes

@ ¥ decptes reguaned GEm.

£ »

SR7IEFRREXMHHETHEE" , MEFFR.

Opening tomcat.osn x

Youd hanve chosen bo open:
| tomcatess

which is= csr File
fromc hetps:/finessesce.lab:3243

What should Firefox do with this file?
() Dpen with Browse...
(%) Save File

Lha tFRug putarnatically for hibes e thet from fnow o6

| o

ST ARA TRIEFPSERBERED, EPHRFERIANLE (HPC>TR ).

FRIITHAWindowsBREER/HEMEBZXMHFR, FBE TP HGESS
: finsetomcat.csr

BE I CAZ EFinesseilH
ExHd | E—ShEAMEREMicrosoft CABESE =5CA.

AR BRCAEAMIEPERTER A IHMIRS RS HRIE.

SB1ITFHFWebil K85 H FHMZECA.
£ B2 FEMicrosoft Active Directoryil PIRS L |, EIFERIED.



b T e D = @G B hcerssh Aovn Drachiny . -

Usa ihes VWeb sde o requast & corbiicato for your Web biowser, @-mail chant, of olhar program. By using &
cortificaba, you i wanify your ideniity 10 pedphs you communacate with ower the Wb, sagn and encrpd
fraa0is, and, Sopanding upon th typd of cortfcal you requis!, poriofm ofh security trsks

Yiou can alio s this Web $60 10 download 8 cortcaby authonty (CA) oiithoate, cortficalo cham, of
carificate revocabon lsd (CRL), or o vew the stalus of a pandng requast

Fior maorg indormaabon aboul Actred Deaclory Cortiicat Seracies, S0 Actren Dipciony Corblcato Sonacas

SRWIERBRIERFRIEDR , WEFFR.

I oo o |

= = E "I:'i]‘ ':;' ;.‘1 httpssfidconlabfoprisndfen-us/oerirgqus.asp
B CcM B Ui Bl Finesse 5] Remote Expert Mobile ) MediaSense B OV BRI CCE B2

Microsoft Acte Lhirectory Cefhcate Seraces = S0=LIC-LA

Request a Certificate

Select the certificate type:
User Certificals

Or, submit ar* advanced cerlificate request,

SEAESRIIBBERE |, FFinesse CSRIEBHI R AB S 41 H ¥ MEE CREN B R E,

SREEFEEBEF IRMIRS RS 0 KRIEAIWeb RS 2RER. EAKKF , CC WebfRS 3R ERZE
A& P in MRS 28 5 0 I o2,



Microsofl Actve Deieclany Certiheale Seraces

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, pa] Copy and paste the contents ['KI
Saved Request box of the expected CSR file
Saved Regquesh

ILNR1DIGALEITAVET IBanNIqHLS 00 NI Julselt A

Blase-bd-encoded |gWL  HIDRIaRp e LEnLogH i RUAZgin/ S abb4R
certificale request | +LIT0yHE+NE/ 5701 T2BGHKIS Yol P/ I TRsue L 30R

(CMC o STAnEDoyARTC s Foudtmg 2 6 0Za0 koo S0z U TEnd

PHCS 810 or TACT00dRTem

PCSHTY |- END CERTIFICATE REQUEST--—-—--sna W
F H

Conificaie Te A

! T a

fdditional Anributes:

Arinbutes

Submil >

SR B H R,

FIR7 % ¥ Base 644mH5 , AJG ¥ dDownload certificate , 2B FT R

Microsoft Active Directory Certificate Seriaces - cc-DC-CA

Certificate Issued

The certificate you requested was issued to you.

C DER encoded or ®Base 64 encoded

rs== Download certificate
t==24 Download certificate chain

TERSREXHHETBE" ., XHREE TH XHERF,
SO TG E & Rfinesse.cer,

S AFinesseM AMBERIER

FSET1.EWebX ¥ EF £ , FTFFinesse OS AdminIRHE , A5 51 ZESecurity> Certificate
Management,

S PR2 % dUpload Certificate/Certificate chaini®4l , 0@ TR



Cartificats List

Find Ceartificate List whare | Cartificats =l bagins with =]

_‘Ganasrate SeH-zigned |'_l.'lpdlu-|d Cartificate/C ertificate chain | Generate SR |

SE3ERHEBEOF | FCertificate PurseiFtomeat-trustte R ik $ A ig.
S|4 ¥ HBrowse.. BAHERES ANRIEB X4, RE , BT %4,
FIR5.E AP E T 2 itomcatrootcerttI N A , A5 & hUploadiz4l , B FIR.

Uphead Cerificatef Certificate chain

Eaunun (7% cxse

@ Warnifg: Uplgading o custer-wade oerifitate will datnbute d 10 all #ervgrs if thd clumer

- Uplaad Certificate f Certificate chain

centese e u

Description(friendly name) | lomeatrootoe

upioad e oo cor

= R

@ "= indicates requered ihem.,

£

6. % 38 F FSuccess(K Ih):Certificate UploadedH B A< A& O,

ROFERECEHEHRE , BE % , & LEFinesseNARFEBNIES , AL UEHEF
RE,



E‘ E' hitps/finesseacclabBdd 3 femplatform/oertificateUpload.do B @ ﬂ' =

Uipload Certificate f Certificate chain

- Status
@Emﬂ: Camtihcate Uplaaded
@Rﬁtﬂl‘tﬂ'\-ﬂ rade(s] wing the CLI command, "whils systerm restart™,

= Upload Certificate/Certificate chain

Carthiats Purpois™ | tomncat-grust w |
Desonphbionfrendly name) | ]
Uplead File Browse . | Mo file selected.

Upload Close

@ "« indicates required ibem.

] »

F 7.8 dUpload Certificate/Certificate chainiZl L E Z KA1 LA S AFinesse S AR FIE$,

Find Cartificate List whars | Cartificats .L" baging with ‘;II

Genarate Self-signad I Upload Cartificate/Certificate chain I Generate TSR |

SR8 EHHBENOF , £ Tomeat for Certificate Purse.
$ 9. % thBrowse...34 , ARGk EFinesse CAZE X #finesse.cer. ARG , BH T &4,

SE10. 25 £,

|

d
e d
i

() & https/Bressea.colabeBdd 3 fomplatiormyoertifoatel plosd.do

Upload Certificate / Certificate chain

5y e [ o

- Slatus
@\H‘um: Uploading a duster-wide certificate: will distribute i to all sersers in this duster

= Upload Certificate fCertificate chain

Certificate Purpose tameat v
Do zoranbennd fniendly pame Sell-semned ceridcate
Uplaad File finesse.cer

Uplaad Cloge

HSBW11.ZFEEFSuccess ( KID ) [EBLEEE.



Ef , REERECEHMEIRE. XNEOABRZEREIRE.
Wrir
SR A IUATHREENRIETRE,

R HE R

B BDR B X L E BV E R E B



	配置Finesse和CTI服务器之间的安全通信
	目录
	简介
	先决条件
	要求
	使用的组件

	背景信息
	配置
	CCE CTI服务器安全
	Finesse安全配置
	生成代理PG证书（CTI服务器）

	获取CSR证书 由CA签名
	导入CCE PG CA签名的证书
	生成Finesse证书
	通过CA签署Finesse证书
	导入Finesse应用和根签名证书

	验证
	故障排除


