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UTRSHEINE RSN
- BRIRIEBEEEES L& BIFinesse
- BREFBH T EENRS /RS

- RIREFEAHTTPS URLE/N T ERMEIFinessem A , H BiZURLTTH[H
XEYREEFEIFinesselMERRI4EIR :

‘AN EILEFIERE TR, javax.net.ssl.SSLPeerUnverifiedException: Xt Z 44 K K iE”

ol | I ll I+ Agent Another User (another-user) - Extension 5000
Cisco Not Ready ¥ 00:19

‘ "Home My Statistics Manage Call Manage Chat and Email

&) R

B 1 RERFSBHDEATLZLWTLS

MFinesse R E R MITE RS 2R X HiEEERET |, Finesse Tomcat&BE HXEFENMBZZBIIR,
HTEEZS2RE , EEZBLAZXE

MRAERSD[ERUTE -G , NIELIERE -

- TLS_DHE_RSA_WITH_AES_256_CBC_SHA
- TLS_DHE_RSA _WITH_AES_128_CBC_SHA

O HIIX L2210 £ 1 i 20 & F AR BB B E Diffie-HellmanZ48 , MLogjamiFAEBX LERBRE
ATLSE,
ERRESHREEPRITTLSEFLE , UEEHENEB,

1. FinessefEClient HelloZ BH E RE X FHHZRE %K -



¥ TLSv1l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (8x8381)

Length: &7

¥ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 63

Version: TLS 1.8 (@x8381)
Random: S5Scacb293bSefdbdctlbb34464d7de9t5060b00aSbeb81d29...
Session ID Length: @
Cipher Suites Length: 24
¥ Cipher Suites (12 suites)

Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:

TLS_RSA WITH_AES 256 CBC_SHA (@x8035)
TLS_DHE_RSA_WITH_AES_256 CBC_SHA (©x0839)
TLS_DHE_DSS_WITH_AES_256 CBC_SHA (©x08838)
TLS_RSA WITH_AES 128 CBC_SHA (@x802f)
TLS_DHE_RSA_WITH_AES_128 CBC_SHA (@x8833)
TLS_DHE_DSS_WITH_AES_128 CBC_SHA (©x08832)
TLS_RSA_WITH_RC4 128 SHA (©x0005)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (©6x@0@a)
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (©x8016)
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA (@x8013)
TLS_RSA_WITH_RC4 128 MD5 (©6x0004)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (ex@eff)

Compression Methods Length: 1

Compression Methods (1 method)

2. % FthiE#E , TLS_DHE_RSA_WITH_AES_256_CBC_SHA7EServer HelloZ B i8] R B AR 55 25
RE , BALEEREREBIRPRS,



¥ TLSv1 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
Version: TLS 1.0 (8x8381)
Length: 2557
¥ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.8 (6x8301)
Random: 5cacb292c4d71836271620a0866T9bbcebd60dcb849b59cae..
Session ID Length: 32
Session ID: 4c2900808ce66898cc994a332193b0dal244chb9fB83T69c26..
Cipher Suite: TLS DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
Compression Method: null (8)
Extensions Length: 5
Extension: renegotiation info (len=1)
Handshake Protocol: Certificate
¥ Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 1832
Diffie-Hellman Server Params
¥ Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length: ©

3. Finesse K A Nin B R H 45 RIEHE -

¥ TLSv1l Record Layer: Alert (Level: Fatal, Description: Internal Error)
Content Type: Alert (21)
Version: TLS 1.8 (8x8381)
Length: 2
Alert Message

BRI =R

ANTBHLEFERXERE  XMIHREERSFEEENR FXEFZBRENRER , RELITFENT
AZBYIERPTLMBR, XA LAEWindows R S5 85 £ FAWindows4H 5 B 4% 58 25 (gpedit. msc) T K

XX . BXxFinessefLogjamf &M K gpeditfE A i*FAER , BEF :

BR2:EBRATEXHNER/NE
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Finesse Tomcatik®t FJavaliSUnMSCAPIZ £ 1RIEHEF , UXBEHHERAN S SR ELMNE
Ihae, FrE HaEIMRA/Java (1.7, 1.8F11.9 ) REFUTERZE % .

- MD55RSA

- MD2ERSA

- NONEwithRSA

- SHA1ERSA

- mRSAHISHA256

- TTRSAKYSHA384

- mRSAHISHA512

K EEFinesseRF5 e Lz T JavalR AR AN ZIRA T S MLEE LZR —NFEE, ATEIU T
SMRIFERERZ : java -version

¥ : BkJava SUnMSCAPIRRHEFMIFHAEESR , ESH
https://docs.oracle.com/javase/8/docs/technotes/quides/security/SunProviders.html#SunMS
CAPI

MBIFPRERENESETIE2LEIHENZR | Finesse L EFEAZIEI B EEXE RS B/MWTLSER
s XBEFASIENSIARAZR E’Ju‘t:l’: X LF P HIEPMAV M E | XEMAVERE S
CHAREFMBIED | XEEPAENEEREMIEIRZER,

MBEBEELIEIREIR , Finesse2FEAHWER : iEBARA"EIR , WEAMR.

Secure Sockets Layer
=] TLSvl.2 Record Layer: Alert (Level: Fatal, Description: Certificate unknown)
Content Type: Alert (21)
version: TLS 1.2 (0x0303)
Length: 2
-1 Alert Message
Level: Fatal (2)
Description: Certificate Unknown (46)

B SXFARELERSREHNIEBHERIZIZHRNERE L, BE , RSASSA-PSSHMA N FIF
BNEREEL


https://docs.oracle.com/javase/8/docs/technotes/guides/security/SunProviders.html#SunMSCAPI
https://docs.oracle.com/javase/8/docs/technotes/guides/security/SunProviders.html#SunMSCAPI

Field Value
Dﬂersiun V3

| |Serial number

[ DSignaturE algorithim RSASSA-PSS
Eﬁgnature hash algorithm shal
=] 1ssuer | e |
Dﬁ.l'aliu:l from Tuesday, June 2, 2015 3:41:1..,
|;_-__|1.-'a|il:| to Wednesday, June 1, 2016 3:4..,

MREPWEMEFEARSASSA-PSSER |, MEEAK, EXMERT , HESHRE TR

CATIRSASSA-PSSATEHCEHIEH :

- certificates (3906 bytes)
certificate Length: 1728

- Certificate: 308206bc308205a4a003020102021374000000243b805dag. .

# signedcertificate

# algorithmIdentifier (sha256withRSAEncryption)
padding: 0

encrypted: e6230df257be9d34c0f57bc2f88c081c4186aaad092c8155. ..

Certificate Length: 1114

- certificate: 308204563082033ea0030201020213160000000a93cd17d6. .

# signedcertificate

# algorithmIdentifier (sha256withRSAEncryption)
padding: 0

encrypted: 889be6all25c758cd0009b392d3b90a69b64546dcee09c84. ..

certificate Length: 1055

- certificate: 3082041b308202cfa00302010202107b70dbb7c2760da74f. .

# signedcertificate
- algorithmIdentifier (id-RSASSA-PSS)

Algorithm Id: 1.2.840.113549.1.1.10 (id-RSASSA-PSS)
¥ RSASSA-PSS-params
padding: 0

encrypted: d8e9l5ladc76bde55F9277fce916613ce26199e3b50dch54. ..

s ramliama 3 msae

BRI R

. (id-at-cononnane— G

. (id-at-commonName=Jlllllzssuing authority]

. (id-at-commonNameJJfroot A |

BERERIAZ , BAMCARBREFFAILES , ZREEFREAZRMIPERIIENZZHN

SunMSCAPIZZ K 2 — | WHIFTR,

¥ : HxRSASSA-PSSEEZEEMIFMEER | 3

B S [Ehttps://pkisolutions.com/pkcs1v2-

1rsassa-pss/

R R BERBCSCve BREZ79330


https://pkisolutions.com/pkcs1v2-1rsassa-pss/
https://pkisolutions.com/pkcs1v2-1rsassa-pss/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve79330
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