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http://14.18.172.258~

'ress <ENTER> to continue.
UMware Uirtual Machine - Netgate Device ID: b2dB5cS55bab7b75febc2

xx Llelcome to pfSense 2.7.2-RELEASE (amdb4) on pfSense xxx
HAN (wan) -> vmxH@ -> vd: 14.18.172.258/24

B) Logout (SSH only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) [P address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

inter an option:
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7. REFEREIPV6HINIC,

8. A0 LMDHCPRE S,

9. B &yLLfEwebConfiguratorti £/ AHTTP, XFEFLELERFFER,

RE , ERRIIREEEMIEIA.

a b ON -

(o))

he IPv4 WAN address has been set to 14.18.172.258/25
ou can noW access the webConfigurator by opening the following URL in your web

http:7714.18.172.258~/

ress <ENTER> to continue. |}

FTERARIRIE

ST FF Webiil %5 88 H S fin = :http://<ip_address of appliance>

N B SMAEAEAHTTPTREHTTPS.,


http://%3Cip_address_of_appliance%3E

Pisense

SIGN IN

pfSense B [ & X
F=—L . FHRINZEFRBadmin / pfSenseFEH
B=H TRAIBRE

BHEIRNRFRR T 57

;F-jsense
WARMIRAE Tho bl acsconet pasaword e s 5 the skt vl Change the passwword in the Uk Alarusger
Wizard / pfSense Setup / (7]
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Rlisense

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup/ General Information (2]

General Information
On this screen the general pfSense parameters will be set.

Hostname pfSense

Mame of the firewall host, without domain part.
Examples: pfsense, firewall, edgefw

Domain home.arpa

Domain name for the firewall

example.com

Examples: home.arp

Do not end the domain name with "local’ as the final part (Top Level Domain

d

Alternatives such as home.arpa), local lan, or ':rl)-'lc:::dr are safe.

TLD). The local’ TLD is widely used by mDNS (e.g. Avahi, Bonjour,

ng and networked devices. These will not network cc

Rendezvous, Airprint, Airplay) sme Windows syst ectly if the router uses 'loeal as its TLD.

The default behavior of the DNS Resclver will ignore manually configured DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard.

Primary DNS Server
Secondary DNS Server

Override DNS [+

Allow DNS servers to be overridden by DHCP/PPP on WAN
pfSenseZ k@S — 2

BiFIP#h it E R . MREFZHERE TDHCP , MELTUERE,
RENTPEYE ARST 2R EN A FAE TR FIRFPEFEBRNE X,

Flisense

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / Time Server Information (2]

Step 3 of §
Time Server Information
Please enter the time, date and time zone.

Time server hostname 2.pfsense.pool.ntp.org

Enter the hostname (FQDN) of the time server

Timezone Etc/UTC E|



BETHEEOS , EFER, REGUIEFHRED , THE , LREE@RFURL,

msense System -

COMMUNITY EDITION
Advanced

SIaTLISf C Certificates B+

General Setup
System InfolTIRAFRN. OO0 Netgate Services And Support o0

Name Package Manager  ices.com Interfaces Q00

User Register !5 (Local Database) . Y

sean WAN autoselect 14.10.162.250
System Routing line
Setup Wizard 107 daeeb3bdcd2b1c77
BIOS Update hnologies LTD
User Manager w 12 2020
Version Logout (admin) l64)
built on Wed Dec 6 15:10:00 EST 2023
FreeBSD 14.0-CURRENT
Veersion information updated at Tue Feb 20 10:30:24 EST 2024
&
CPU Type Intel(R) Xeen(R) Platinum 8180 CPU @ 2.50GHz

AES-NI CPU Crypto: Yes (inactive)
QAT Crypte: No

pfSense GUI — B & THFI&
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webConfigurator

Protocal COHTTP ® HTTPS (SSL/TLS)

SSL/TLS Certificate GUI default (65cced3b25159) v

Certificates known to be incompatible with use for HTTPS are not included in this list, such as certificates using incompatible ECDSA curves or weak
digest algorithms,

TCP port 8443 -
Enter a custom port number for the webConfigurator above to override the default (80 for HTTP, 443 for HTTPS). Changes will take effect immediately
after save.
Max Processes 2 -

w

Enter the number of webConfigurator processes to run. This defaults to 2. Increasing this will allow more users/browsers to access the GUI
concurrently.

WebGUI redirect Disable webConfigurator redirect rule

When this is unchecked, access to the webConfigurator is always permitted even on port 80, regardless of the listening port configured. Check this box
to disable this automatically added redirect rule

HSTS [ Disable HTTP Strict Transport Security

When this is unchecked, Strict-Transport-Security HTTPS respeonse header is sent by the webConfigurator to the browser. This will force the browser to
use only HTTPS for future requests to the firewall FQDM. Check this box to disable HSTS. (NOTE: Browser-specific steps are required for disabling to
take effect when the browser already visited the FODN while HSTS was enabled.)

OCSP Must-Staple [ Force OCSP Stapling in nginx

When this is checked, OCSP Stapling is foreed on in nginx. Remember to upload your certificate as a full chain, not just the certificate, or this option
will be ignored by nginx

WebGUI Legin Enable webConfigurater login autocomplete

Autocomplete When this is checked, login credentials for the webConfigurator may be saved by the browser. While convenient, some security standards require this

to be disabled. Check this box to enable autocomplete on the login form so that browsers will prompt to save credentials (NOTE: Some browsers do
not respect this option)

GUI legin messages [0 Lower syslog level for successful GUI login events
When this is checked, successful logins to the GUI will be logged as a lower non-emergency level. Note: The console bell behavior can be controlled
independently on the Notifications tab.

Roaming Allow GUI administrator client IP address to change during a login session

When this is checked, the login session to the webConfigurator remains valid if the client source IP address changes

Anti-lockout [ Disable webConfigurator anti-lockout rule
When this is unchecked, access to the webConfigurator on the WAN interface is always permitted, regardless of the user-defined firewall rule set,
Check this box to disable this antomatically added rule, so access to the webConfigurator is controlled by the user-defined firewall rules (ensure a
firewall rule is in place that allows access, 1o avoid being locked out!) Hint: the "Set interface(s) IP address” option in the consale menu resets this
setting as well.

DMS Rebind Check [] Disable DNS Rebinding Checks

When this is unchecked, the systemn is protected against DNS Rebinding attacks. This blocks private IP responses from the configured DNS servers
Check this box to disable this protection if it interferes with webConfigurator access or name resolution in the environment

Alternate Hostnames

Alternate Hostnames for DNS Rebinding and HTTP_REFERER Checks. Specify alternate hostnames by which the router may be queried, to bypass the
DNS Rebinding Attack checks. Separate hostnames with spaces

Browser HTTP_REFERER Disable HTTP_REFERER enforcement check

When this is unchecked, access to the webConfigurator is protected against HTTP_REFERER redirection attempts. Check this box to disable this

protection if it interferes with webConfigurator access in certain corner cases such as using external scripts to interact with this system. More
information on HTTP_REFERER is available from Wikipedia
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System / Advanced/ Miscellaneous (7]
Admin Access Firewall & NAT Metworking Miscellanecus System Tunables Natifications
Proxy Support
Proxy URL myproxy.domain.com
Hostname or IP address of proxy server this system will use for its outbound Internet access
Proxy Port 3128
Port where proxy server is listening

Proxy Username

Proxy Password

assword for authentication to proxy server Confirm
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System/ Package Manager/ Available Packages (7]
Installed Packages Available Packages

Search

Enter a search string or *nix regular expression to search package names and descriptions.

|

Name Version Description
acme 0.7.5 Autornated Certificate Management Environment, for autormated use of LetsEncrypt certificates. 4= Instal

Package Dependencies:

& pecl-ssh2-1.31 @ socat1744 @ phps2-8211 @ phps2-fp-8.2.11

apcupsd 0.3.92_.1 ‘“apcupsd” can be used for controlling all APC UPS models It can monitor and log the current power and battery status, perform + Install
automatic shutdown, and can run in network mode in order to power down other hosts on a LAN
Package Dependencies:
& apcupsd-3.14.14.4

arping 1.22.4 Broadcasts a who-has ARP packet on the network and prints answers. 4 Install
Package Dependencies:
& arping2.21_1

arpwatch 0.21 This package contains tools that monitors ethernet activity and maintains a database of ethernet/ip address pairings. It also - Install

reports certain changes via email.
pfSense GUI — %%
F=L ERALTEMENRLGS

1. haproxy
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Flisense

COMMUNITY EDITION

Advanced

Status / [ coienrs ] A

General Setup

System InfolTIRAFRN. OO0 Netgate Services And Support o0
Name Package Manager  ices.com Interfaces Q00
I s

il Raglater 15 (Local Databaze) 111, autoselect 14.10.162.250
System Routing Jine
Seupwizarg  O7dassbbecazbicTs
BIOS Update hnologies LTD Name Version Actions
User Manager w12 2020 haproxy v mt3i
Version Legout (admin) I64) Open-V-Tools ' 10.1.0_5,1 mt3i
built on Wed Dec 6 15:10:00 EST 2023 Packages may be added/managed here: System -> Packages

FreeBSD 14.0-CURRENT

Veersion information updated at Tue Feb 20 10:30:24 EST 2024
I |
L

CPU Type Intel(R) Xeon(R) Platinum 8180 CPU @ 2.50GHz
AES-NI CPU Crypto: Yes (inactive)
QAT Crypte: No

pfSense GUI — iEB Fhi%l &
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Rlisense

COMMUNITY EDITION

System / Certificate / Authorities (2]
Authorities Certificates Revocation

Search term Both v |

Enter a search '-:'.!I'I:J: or I:II‘.."—':J:'.:'H' expression to search :.V':Irl ate names and dist 'I'\_l..I'E!I=§J names.
Certificate Authorities
Name Internal Issuer Certificates Distinguished Name InUse Actions

pfSense GUI - CAIEH FI&
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Elisense

COMMUNITY EDITION

System / Certificate / Authorities / Edit (7]

Authorities Certificates Revocation

Create / Edit CA

Descriptive name MyRootCA

g characte &
Method Import an existing Certificate Author ty v
Trust Store Add this Certificate Authority to the Operating System Trust Store
When enabled, the contents of the CA will be added to the trust store so that they will be trusted by the operating syste

Randomize Serial Use random serial numbers when signing certificates

certificates then serial numb

i of using the sequential value from Next Certificate Serial

Existing Certificate Authority

Certificate data =
-
A

Paste a certificate in X.509 PEM format here

Certificate Private Key
(optional)

Paste the private key for the above certificate here. This is optional in most cases, but is required when generating a Certificate Re

Next Certificate Serial

nal number to be used as a sequential serial number for the next certificate to be signed by this CA. This value is ignored when Randomize

pfSense GUI - CAS A

AN TR

1REME - REREE R

2N FE TR RFERS ARBIEB RN,
3. {RIEH Trust StoreMRandomize Serial EE4E.

4 FFEANEH MBI E BB X AEH, BRES-----BEGIN CERTIFICATE-----F1-----END
CERTIFICATE----—-1T,

5.8 B RE,
6.IANES AP , BT,



Flisense

COMMUNITY EDITION

System/ Certificate / Authorities

Authorities Certificates Revocation

Search @
Search term | Both v | -
ring or *nix regular expression 1o sear ~artificate names and distinguished names

Certificate Authorities

Name Internal Issuer Certificates Distinguished Name

In Use Actions
MyRootCA X self-signed 0 OU=pki.uclabservices.com, O=Cisco Systems Inc, CN=UCLAB Services Root, C=US o ra 1

Valid From: Sat, 26 Jan 2019 12:18:03 -0500
Valid Until: Wed, 26 Jan 2039 12:27:59 -0500

pfSense GUI - CA%I&
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Flisense

COMMUNITY EDITION

System / Certificate / Authorities / Edit ©

Authorities Certificates Revocation

Create / Edit CA

Descriptive name MylntermediateCA

splayed in the GUI for reference

s but it cannot ¢

sntain any of the fo

Import an existing Certificate Authority >

Trust Store Add this Certificate Authority to the Operating System Trust Store

zontents of the CA will be ad

to the trust store

Randomize Serial Use random serial numbers when signing certificates

le of signing certificates then serial nur certificates s

be automatically randomized and

instead of using the sequential value from Next Cer te Serial

Existing Certificate Authority
Certificate data Nx4CTsA/mmVShybEaxr LXHS3HGx1+b61 hAoSQuI2t1vAjpHAEGIWVG =
P2mHOTOJEBO
yZgYhidaAs/BmwaNAPcYTOZ]
—----END CERTIFICATE----- =
v

Certificate Private Key
(optional)

quired wher erating a Certificate Revocation List (CRL)

Mext Certificate Serial

dasa

next certificate to be signed by this ‘hen Randomize

pfSense GUI - CAF A § A
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Rlisense

COMMUNITY EDITION

System / Certificate / Authorities

Authorities Certificates Revocation
—
Search (-]
Search term Both v M|
E a se string or *nix reg ression to search certificate names and distinguishec

Certificate Authorities

Name Internal Issuer Certificates Distinguished Name In Use Actions
MyRootCA X self- 1 OU=pki.uclabservices.com, O=Cisco Systems Inc, CN=UCLAB Services Root, C=US o ?. * ﬁ
signed

Valid From: Sat, 26 Jan 2019 12:18:03 -0500
Valid Until: Wed, 26 Jan 2039 12:27.59 -0500

0 ST=CA, OU=Cisco TAC, 0=Cisco Systems Inc, L=San Jose, DC=UCLAB12, DC=local, P 1

CN=UCLAB12IssuingC, C=Us €@

MylntermediateCA

Valid From: Mon, 28 Jan 2019 13:10:27 -0500
Valid Until: Sun, 28 Jan 2029 13:20:27 -0500

pfSense GUI - CABE#E
EFUEPMANN , BWERPEUES EBEZIRIES , WER.
ST . NARFEMNEEMNS HCSR

XEIRT A|ECSR, SHCSR , ARSAZRIEBHNIS R, MRELEAPFXIERWIEILES , N
ALSARIER, BXRXLELR | 55 HpfSense X,

TEFRER"RE | RERERIER R,

Rlisense

COMMUNITY EDITION

System / Certificates / Certificates

Authorities Certificates Certificate Revocation
———
Search term | Both v | |
Enter a search -'.'.I'I'\:J: or *nix r»—-(J'IJ..1I expression 1o search cert rl:'-\f? names and dist 'II_I.:I:-:!'.:‘:: names
Certificates

Name Issuer Distinguished Name In Use Actions

GUI default (65cced5b25159)  self-signed  O=pfSense GUI default Self-Signed Certificate, CN=pfSense-65cced5h25159 i ] webConfigurater " #f SR C'
Server Certificate

CA: No Valid From: Wed, 14 Feb 2024 11:42:03 -0500
. Valid Until: Tue, 18 Mar 2025 12:42:03 -0400
Server: Yes

pfSense GUI — iEHFIXK
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Flisense

COMMUNITY EDITION

System / Certificates / Certificates / Edit (2]

Authorities Certificates Certificate Revocation
S
Add/Sign a New Certificate
Method Create a Certificate Signing Request v

Descriptive name sce-web-

the G

Thi ut it cannot contair e ing characte &
External Signing Request
Key type RSA v
2048 v
The len se when generating a new RSA key, in bits
The Key Le ould not van 2048 or some platforms may consider the certificate invalid
prime256v1 [HTTPS] [IPsec] [OpenVPN] v
Digest Algorithm sha256 v
rvices and platforms, such as the GUI web server and QpenVPN, consider weaker digest

Common Name myece.mydomain.com

The following certificate subject components are optional and may be left blank

Country Code us W
State or Province Merth Carolina
City Research Triangle Park
Organization Cisco Systems Inc

Organizational Unit Cisco TAC
pfSense GUI - CSR&I%

o HE  NTHIIRFPIEZFVEBUEPERZFR

R B  RIEBEH—IER
FARBNREE L . SELUBRRECNFTESENER
« Common Name : B#tT£REFE ML
REBENHFEERRHARIERER



Certificate Attributes

Attribute Notes The follow

selected mode

ng attributes are added to certificates and requests when they are created or signed. These attributes behave ¢

Jepending on the

For Certificate Signing Requests, These attributes are added to the request but they may be ignored or changed by the CA that signs the request

Certificate Type Server Certificate »

f this CSR will be signed using the Certificate Manager on this firewall, set the attributes when signing instead as

they cannot be carried over

Add '.;.'::t—--e::w;::f:c' usage attributes to the signed certificate, Used for ::ln(:l!'.-:j usage restrictions on, or granting abilities 1o, the signed cert ficate

2 FQDN or Hostname W myece.externaldemain.com
Alternative Names ¥

Type Value

Add SAN Row + Add SAN Row

pfSense GUI - CSREH

« Certificate Type : £ T H % &k i%EF Server Certificate,
- FAEN  RERASNEMEEZABTR(SAN).

N B NAEABTFEMESANT B, S£REERMEMAEH.

FIEFEREERRE , E#ESave,
3. fCSRSH I,

Flisense

COMMUNITY EDITION

System / Certificates / Certificates

Created certificate signing request ece-web-2024

Authorities Certificates Certificate Revocation

—
Search term Both v M |

Enter a search :'>1r"1:’] or *nix li":.iuléil expression to search certificate names and distinguished names

Name Issuer Distinguished Name In Use Actions
GUI default self-signed O=pfSense GUI default Self-Signed Certificate, CN=pfSense-65cced5b25159 @ webConfigurator & # PR C
(65¢cced5b25159) -
Valid From: Wed, 14 Feb 2024 11:42:03 -0500
Server Certificate )
Valid Until: Tue, 18 Mar 2025 12:42:03 -0400
CA:No
Server: Yes
sce-web-2024 external - signature ST=North Carsling, OU=Cisco TAC, O=Cisco Systems Inc, L=Research Triangle d = _|]-I|_

pending Park, CN=ece.uclabservices.com, C=US

pfSense GUI - CSR&H

ERExportiZ IR ECSR , RAEEEMNCAHRTER.,. REIRIEHRE , BNHE S FEHNPEMZBase-
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Flisense

COMMUNITY EDITION

System / Certificates / Certificates

Created certificate signing request ece-web-2024

Authorities Certificates Certificate Revocation

Search term

Enter a search string or *nix regular expression to searc guished names

ch certificate names an

MName lssuer Distinguished Name In Use Actions
GUI default self-signed O=pfSense GUI default Self-Signed Certificate, CN=pfSense-65ccedsb25150 @ webConfigurator &* i S C
(65cced5b25159) -
Valid From: Wed, 14 Feb 2024 11:42:03 -0500
Server Certificate )
Valid Until: Tue, 18 Mar 2025 12:42:03 -0400
CA:Ne
Server: Yes
ece-web-2024 external - signature  ST=North Carolina, OU=Cisco TAC, O=Cisco Systems Inc, L=Research Triangle ] ’ iﬁ]‘
pending Park, CN=ece. uclabservices.com, C=US

pfSense GUI — iEH& A
ERBERRUASAZRIES,
5. &R PP REMIEBEIE,



Rlisense

COMMUMITY EDITION

System / Certificates / Certificates / Edit (7}

Authorities Certificates Certificate Revocation

Complete Signing Request for ece-web-2024

Descriptive name ece-web-2024

The name of this entry as displayed in the GUI for reference
This name can contain spaces but it cannot contain any of the fo owing characters 72 &
Signing requestdata - BEGIN CERTIFICATE REQUEST

MIIDVDCCAQQCAQAWEZ cxHIACBENVEAMTFWVIZS51Y2xhYnNlcnZpY2VzLmNvbTEL
MAkGAIUEBhMCVVMXFzZAVBENVBARTDKSvenRoIENhcmdsa MRBWHQYDVQQHEXZS
ZXN1Y¥X]1jaCBUcmlhbmdsZSBQYXIrMROWGAYDVQQKEXFDaXNibyBTeXNeZW1zIElu

YZESMBAGALUECxMIQ21zY28gVEFDMIIBI jANBgkqhk iGOwEBAQEFAADCAQBAMIIE v
the certificate signing data from here and forv i it to a certificate auth or signing
Final certificate data cDmHRUrNEFCWORR2984L JgDgs 1pmlcPL &
)1 3ITATIWDLLEXAGIqB+jyBG5bTsZQf
QNYnxuZ5Mnugx1PNI7EPQng0/ 11gXoaxDz60g+IW
----- END CERTIFICATE----- -
/

pfSense GUI — iEHH A
1% #EUpdate MR IFIE$ o
6.RBIUFHHIEAWREIER,

Flisense

COMMUNITY EDITION

System/ Certificates / Certificates (2]

Authorities Certificates Certificate Revocation

—
Search term Both v :

Enter a search -\'.IZ'I:_J( r *nix !ﬁ-\'J'Ui-C-I[ expression 1o search cert ﬁ::e‘.:— names and di '-'\|Z'IZ_:'.II.‘G"‘-‘ZZ names

Certificates
Name Issuer Distinguished Name In Use Actions
GUI default self-signed D=pfSense GUI default Self-Signed Certificate, CN=pfSense-65cced5b25159 @  webConfigurator &* #f PR C'
(65cced5b25159)

5 Valid From: Wed, 14 Feb 2024 11:42:03 -0500
Server Certificate

Valid Until: Tue, 18 Mar 2025 12:42:03 -0400

CA:No
Server: Yes
ece-web-2024 MylntermediateCA ST=Morth Caroclina, OU=Cisco TAC, 0=Cisco Systems Inc, L=Research Triangle Park, f *ﬁ = Eﬁ
CA:No CN=ece.uclabservices.com, C=US o
Server: Yes

Valid From: Tue, 20 Feb 2024 12:31:00 -0500
WValid Until: Thu, 19 Feb 2026 12:31:00 -0500

pfSense GUI — iEHFIXK



7R ERE K pfSense LREZANER , BEENTRE,
R #LIP

EpfSense LHEBEMILEDEE—NP, fEpfSensed |, WIREBIELLP(VIP)TE K-

S 1: MFirewall S HL%1 & £ Virtual IPs

Rlisense  syster o Firewal -
COMMUNITY EDITION
Aliases
Status / Dashboard NAT Qb+e
Rules

System Information schedules m Netgate Services And Support [+ X x]

Name ucproxy02.uclabservices.com  Traffic Shaper Interfaces /’ ° e
admin@14 10,162 g "
User admin@14.10.162.125 (Locall Virtual IPs i:—n WAN 1 T 14.10.172.250

System WMware Virtual Machine
Metgate Device ID: b2d05c55bab7b75febc2

BIOS Vendor: Phoenix Technologies LTD
Version: 6.00
Release Date: Thu Nov 12 2020

Version 2.7.2-RELEASE (amd64)
built on Wed Dec 6 15:10:00 EST 2023
FreeBSD 14.0-CURRENT

Wersion information updated at Tue Feb 20 14:57:47 EST 2024

(s |
=

pfSense GUI - VIP TR HI R

ETH  EEAJIZRE

Rlisense

COMMUNITY EDITION

Firewall / Virtual IPs 2]
Virtual IP address Interface Type Description Actions

0]

pfSense GUI - VIPEF T

=S RtuER



msense System ~

COMMUNITY EDITION

Firewall / Virtual IPs / Edit (2]
Type ® |P Alias CARP Proxy ARP Other
Interface WAN v
Address type Single address v
Address(es) | 14.10.162.251 i | a2 y
The mask must be the network's subnet mask. It does not specify a CIDR range

Virtual IP Password

Ei iID g Confirr

VHID Group 1 v
Enter the VHID group that the machines will share

Advertising frequency 1 ¥ 0 ~
Base
The fre ) e erti nea T = 1 e the lowe nbin 1 oth values in the clust ull h
145
Description ece-VIP
l ":L"'

o

pfSense GUI - VIPEL &
£ X LEEERMVIP,
o KH - ERIPHIA
Interface : EEBRE B MLIP# U AYEE O
Address(es) : i APt

WU - W T AT AESENIPbuL | #EIEXMI/32
UWE  REMEXEK  UEUEERZEMREE

ERRFURRRER,
NEEMENE NPt ES IR,

EWL  NARE



lisense

COMMUNITY EDITION

Firewall / Virtual IPs (7]

_\l Apply Changes

Virtual IP Address

Virtual IP address Interface Type Description Actions
14.10.162.251/32 WAN IP Alias ece-VIP P

pfSense GUI - VIP%I&
WIFTBVIPJE |, %&#Apply Changesiz
Pie & By A 3%

pfSense EEREFH Xk, BIAMMEFERR, HRJFRALEF 20 , FARWESER I AE
KB,

S B 1: MFirewal T 15| &R ik #ZERules

msense em Firewall =
COMMUNITY EDITION
Aliases
Status / Dashboard NAT B+e

System Information Schedules m Netgate Services And Support (+ X x]

Name ucproxy02.uclabservices.com  Traffic Shaper e }' ° e

User admin@14.10.162.125 (Local  Virtual IPs 2% 4 —— 1410172 250

AN
LT R

System WiMware Virtual Machine
Netgate Device ID: b2d05c55bab7b75febc2

BIOS Vendor: Phoenix Technologies LTD
Version: 6.00
Release Date: Thu Nov 12 2020

Version 2.7.2-RELEASE (amd64)
built on Wed Dec 6 15:10:00 EST 2023
FreeBSD 14.0-CURRENT

Wersion information updated at Tue Feb 20 14:57:47 EST 2024
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=
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Rlisense

COMMUNITY EDITION

Firewall / Rules / WAN

Floating WAN

B @

Rules (Drag to Change Order)

| States Protecel  Source Pert Destination
v 0/13.35MiB e = x
x 0/0B * RFC 1918 networks *
x 0/3.63 MiB x Reserved *

Mot assigned by IANA

pfSense GUI — B A& #HL I 51 5=

s =2

Port Gateway Queue Schedule Description Actions
8443 * Anti-Lockout Rule O

22

i Block private networks b o

g & Block bagon networks ol

FEER , MR ANRINRFTET LS |, M - MREAFANRMBIFEARANTE, &

AR A T 58 — SR AN o

E=E BB AEAN | LAV REAR B IP i ik AY ik 0443



lisense

COMMUNITY EDITION

Firewall / Rules/ Edit = E @

Edit Firewall Rule

Action Pass v

Choose wir

Hint: the

whereas with block the packet is dropped silently. In either case, the original packet is d

nat to do

for UDP) is returned to the sender,

Disabled | Disable this rule

Set this option to disable this rule without removing it from the list

Interface WAN v

Choose the interface from which packets must come to match this rule

Address Family 1Pvd v

Select the Internet Protocol version this rule applies to

Protocol TCP v

Choose which IP pratocel this rule should match

A ;
Seurce ] Invert match i ~ / v

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this setting must remain at

its default value, any

Destination ] Invert match Address or Alias l 14.10.162.251 ! o
Destination Port Range HTTPS (443) v HTTPS (443) v
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port

Extra Options

Log | Log packets that are handled by this rule

Hint: the firewall has | zal log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see

the Status: System Logs: Settin

Description Allow ECE HTTPS

ription may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewsll

Advanced Options

pfSense GUI — By A& & M N B &
FEREE/IEMN,

- BEERET

« Interface : EEMN N A FHEO

o HbhERFIFNHIL ; ERE ZHEI

o KR RIFIEERNEE(Any)

« Destination : MDestination T #1 % & Fi£EAddressTAlias , #A 5% A R H N B 1Pt 1k
« Destination Port Range : i£$% , EFromMTo T R FHHTTPS(443)

 Log : L EEE A D RSN CE A ER Tk EIES

- A BEXAKMUFSERN



%&#Save,
EUL . RIEPFREHANUERMEHE RpfSenseIRE

EFRAJIER AN FEAZFH IR TS,

Rlisense

COMMUNITY EDITION

Firewall / Rules/ Edit = Ee

Edit Firewall Rule

Action Block "

CPRST or

iginal packet is discarde

v UDP) is returned to the sender

Disabled _] Disable this rule

Set this option to disable this rule without removing it from the list

Interface WAN
Address Family 1Pvd v

Protocol TCP v

Choose which IP protocol this rule should match

Source Invert match Any hd ~

its default value, any.

Destination

- . 7
Destination Invert match ik J v / »

The Source Port Range for a connection is '._.'I: -’_d”:-‘ random and almost never equal to the destination port. In most cases this '-:F-'.|I"(_] must remain at

Destination Pert Range (other) hd {other) -

From Custom Ta Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if enly filtering a single port

Extra Options

Log

ce. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see

Description Drop all sther inbound traffic

A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the f

Advanced Options . : |

B save

pfSense GUI — By AEEFMNEE

 ¥R4E . E$EPE LE(Block)
+ Interface : EFEH N A FHEDO
o MR BRI ; EBRE L IEIN



o KR : RIFEENEE(Any)

- B RIFEEREE(Any)

 Log : &AL E%EAETICF S AN TE A EM Tk EiES
WA RN LIESEAN

%$#ESave,

BRL  REANFERELETN AT ERER

msense System - Interfaces -

COMMUNITY EDITION

Firewall / Rules/ WAN & @
+ Apply Changes
Floating WAN
—
Rules (Drag to Change Order)
) States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
W 21351 MIB * = = WAN Address 8443 x = Anti-Lockout Rule ¢
22
4 /0B * RFC 1918 networks * * * * * Block private networks O
365MiB * Reserved * b * * w Block bogon networks o d

Not assigned by IANA
1 v 0/0B IPv4TCP * = 1410.162.251 443 (HTTPS) * none Allow ECEHTTPS 3 L00m%

] XI= 0/0B IPvd TCP * * * * none Drop all other inbound traffic 3, #* (OO

(1 0] ] ool ooee | © tesoe J O com J @ s

pfSense GUI — By X & #1051 &
MREFE | FHEIANNSMHTEEF
132 Apply Changes , = By A 3% F | 422 48 09 IR 35 P 35 B9 0L/ 3 17 B

Bt EHAProxy

HAProxy# =



External Address

IP:PORT

~
Type Servers

http/https/tcp

Rule g

Certificate binding Loadbalancing Option

(optional) \ L
= = Action ’

s 3

Header Manipulation Health Check Method

(%-forward-for) ) L
S

Persistence
(Cookie/stick-table)

Frontend 8

HSTS

Backend

HAProxy#f:&:

HAProxy @3 8] ¥/ f5 i 8 2 SK i

Bl E & P B EN K E iR,

AR EIEPHIROAE., WEBHE , A TEIRELRLIRE

JEimE L EYEWebRSGFRBENKE LR,

RimENKRRSSRENRO, RS ENARBEELE. SBITRARENS AL,
BB T AERSERAACLT BEESML FIRER.

ACLEBABIZFERIMN , ELERRAURESHBELETRANERERS.

#IZADHCProxyi& &

H 1 MServices T 11 5l & & FEHAProxy



Rlisense

COMMUNITY EDITION

Auto Config Backup

Status / Dashboard Captive Portal + @
DHCP Relay
System Information DHCP Server Netgate Services And Support (-] x]
Name ucproxy02 uclabservices com
y DHCPVG Relay Contract type
User admin@14.10.162.125 (Local Database) DHCPv6 Server 0
System VMware Virtual Machine DNS Forwarder
Netgate Device ID: b2d03e55bab7b75fe6c2 | pc pocoiver NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES
BIOS Vendor: Phoenix Technologies LTD Dynamic DNS
Version: 6.00 - if n ¢ Ay i I i f N I
Release Date: Thu Nov 12 2020 HAProxy fyou pun‘T ased your pfSense gate\&-ay |re..f..a appliance from Netgate and elected
oMP P Community Support at the point of sale or installed pfSense on your own
Version 2.7.2-RELEASE (amd64) ' oxy hardware, you have access to various community support resources. This includes

built on Wed Dec 6 15:10:00 EST 2023 NTP the NETGATE RESOURCE LIBRARY.
FreeBSD 14.0-CURRENT

PPPoE Server You also may upgrade to a Netgate Global Technical Assistance Center (TAC)
i W' r 1 j 4

T e e e e Router Advertisamat Sl.lppoﬂ SUDSCFIDIIIOI'I We're always on! Qur team is staffed 24x?x3.65 and _
Version information updated at Tue Feb 20 14 committed to delivering enterprise-class, worldwide support at a price point that is
o SNMP more than competitive when compared to others in our space.

Wake-on-LAN . . i

CPU Type Intel(R) Xeon(R) Platinum 8180 CPU @ 2.50GE Upgraide Your Seppart Community Support Resources
AES-NI CPU Crypto: Yes (inactive) » Metgate Global Support FAQ « Official pfSense Training by Netgate
QAT Crypto: No =
= Metgate ssional Services  » Visit Netgate.com

pfSense GUI - HAProxy T H1 %1%
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Services / HAProxy / Settings O=uwEe

Settings Frontend

Backend Files Stats Stats FS Templates

General settings

Installed versien

Maximum connections

Number of threads to
start per process

Reload behaviour

Reload stop behaviour

Carp monitor

Enable HAProxy

2.8.3-86e043a

1000 per process. [Connections  Memory usage

number of concurrent connections to X

Sets the maximum per-process

NOTE: setting this value too high will result in HAProxy not being able to
allocate r:ehc;ugh memaory.

Current 'System Tunables’ settings.

'kern.maxfiles 30767

‘kern.maxfilesperproc 27684

1 50kB

1.000 48 MB
10.000 488 ME

100.000 4,8 GB

alculated for plain HTTP connections,

Full memory usage will only show after all connections have actually

been used uaing sal officading will increase this

When setting a high amount of allowed simultaneous connections you will need to add and or increase the following two 'System Tunables’
kern.maxfiles and kern.maxfilesperproc. For HAProxy alone set these to at least the number of allowed connections * 2 4+ 31. So for 100.000
connections these need to be 200.031 or more to avoid trouble, take into account that handles are also used by other processes when setting

kern.maxfiles

Defaults to 1 if left blank (1 CPU core(s) detected)
FOR NOW, THREADS SUPPORT IN HAPROXY 1.8 IS HIGHLY EXPERIMENTAL AND IT MUST BE ENABLED WITH CAUTION AND AT YOUR OWN RISK

[J Force immediate stop of old process on reload. (closes existing connections)

Note: when this option is selected, connections will be clogsed when haproxy is restarted. Otherwise the existing connections will be served by the old
haproxy prc s until they are closed. Checking this o will interrupt existing connections on a restart (which happens when the configuration is
applied, b p-address.)

Its to 15 minutes, but could also be defined in different units like 30s, 15m, 3hor

Defines the maximum time allowed to arm a clean soft-stop. Def:

1d
Disabled b
Meonitor carp interface and only run haproxy on the firewall which is MASTER

Stats tab, "internal’ stats port

Internal stats port

Internal stats refresh rate

Sticktable page refresh
rate

1999 EXAMPLE: 2200

P A

Sets the internal port to be used for the stats tab. This is bound to 127.0.0.1 so will not be directly exposed on any LAN/WAN/other interface. It is used
to internally pass through the stats page. Leave this setting empty to remove the "HAProxyLocalStats” itemn from the stats page and save a little on

recources

20 Seconds, Leave this setting empty to not refresh the page automatically. EXAMPLE: 10

Seconds, Leave this setting empty to not refresh the page automatically. EXAMPLE: 10

pfSense GUI - HAProxy 1% &

& # Enable HAProxy £ i 4E
B AR REEH(Maximum Connections){H. BZFEAT PR RUKRBBEXAMEANFNIFHAE

/CN 0

Hlinternal statsiig AWM A —ME, iFAATERIEZ LHHAProxyRitER , BEFRRERZINE

£ o

A RERSEIT IR R E.
REERBE , ARFELENITEEEHRTERN.



EERRE

E sense System =

COMMUMNITY EDITION

Services / HAProxy / Settings O=u B
+ Apply Changes
A
Settings Frontend Backend Files Stats Stats FS Templates

Enable HAProxy

pfSense GUI - HAProxy M i ik

N g REBRRRAEYCRE , BEERS QFUERE . S UENHTSHEEERHN
Aell. BEXFENARTATEMED.

Bt iEHAProxy f& i

MEmTTiE. RERmw4ME|I RGN, BRECSER RiR XL,

Rlisense

COMMUNITY EDITION

Services / HAProxy / Backend Co=wuEe
Settings Frontend Backend Files Stats Stats FS Templates
——————
Advanced Name Servers Check Frontend Actions

pfSense GUI - HAProxy % il f& i

EFEAJdZEH,

Services / HAProxy / Backend / Edit COo=wEe
Settings Frontend Backend Files Stats Stats FS Templates
T ———
Edit HAProxy Backend server pool
Name be-ece
Mode Name Forwardto Address Port Enerypt(55L) S5L checks Weight Actions

Field explanations: o




pfSense GUI - HAProxy f& i /8 5
N iEimi M E .
EEmTEL , HE— MRS J|AME RS TSR+

S5L
Mode Name Forwardto Address Port Encrypt(SSL) check:

) [active | [cc125weba Address+Port: ¥| [14.10.162.107 | [443 O

&

SSL servers only, The server certificate will be verified against the CA and CRL certificate configured below.
Check certificate:  —

SSL servers only, when set, must match the hostnames in the subject and subjectAlternateNames of the certificate provide
Certificate check CN]

SSL servers only, Select the CA authority to check the server certificate against,

CA:
[ None |
CRL SSL servers only, Select the CRL to check revoked certificates.
’ | None v |
. SSL servers only, This certificate will be sent if the server send a client certificate request.
Client certificate
[ None v|
" Persistence only, Used to identify server when cookie persistence is configured for the backend.
Cookie
| weba
Tuning, If the number of incoming concurrent requests goes higher than this value, they will be queued
Max conn: |
Advanced, Allows for adding custom HAProxy settings to the server. These are passed as written, uze escaping where nea¢

Advanced |

If set configures this server item as a template to provision servers from dns/srv responses.
DNS template count | ]

faiw — BRSER IR

REATEIABRSHENEN. STPTEFEEEXRRESHANEE, XRERNESITEERE LR

o

REIRSSERAV M, X W] SAES B N FQDNRY P ik,

REIEZEMNIKO, XS HECENIKO443,

& Encrypt(SSL) &£ 4E,

fECookieF AR —ME, XELEMHMECookieNE , H BERIRALAZM —H,
BETHE —MRSRRE , EF0 T 57K B ERE N E A EMWebR S5 85,



Loadbalancing options (when multiple servers are defined) @

Balance O Nene

This allows writing your own custom balance settings into the advanced section. Or when you have no need for balancing with only 1 server.

© Round robin

Each server is used in turns, according to their weights. This is the smoothest and fairest algorithm when the server's processing time remains
equally distributed. This algorithm is dynamic, which means that server weights may be adjusted on the fly for slow starts for instance.

O Static Round Robin

Each server is used in turns, according to their weights. This algorithm is as similar to roundrobin except that it is static, which means that changing
a server's weight on the fly will have no effect. On the other hand, it has no design limitation on the number of servers, and when a server goes up, it
is always immediately reintroduced into the farm, once the full map is recomputed. It also uses slightly less CPU to run (around -1%).

@ Least Connections
The server with the lowest number of connections receives the connection. Round-robin is performed within groups of servers of the same load to
ensure that all servers will be used. Use of this algorithm is recommended where very long sessions are expected, such as LDAPR SQL, TSE, ete... but
is not very well suited for protocols using short sessions such as HTTPR This algorithm is dynamic, which means that server weights may be
adjusted on the fly for slow starts for instance.

.
O Source

The source IP address is hashed and divided by the total weight of the running servers to designate which server will receive the request. This
ensures that the same client IP address will always reach the same server as long as no server goes down or up. If the hash result changes due to
the number of running servers changing, many clients will be directed to a different server. This algorithm is generally used in TCP mode where no
eookie may be inserted. It may also be used on the Internet to provide a best-effort stickyness to clients which refuse session cookies. This
algorithm is static, which means that changing a server's weight on the fly will have no effect.

O Uri (HTTP backends only)
This algorithm hashes either the left part of the URI (before the question mark) or the whole URI (if the "whole” parameter is present) and divides the
hash value by the total weight of the running servers. The result designates which server will receive the request. This ensures that the same URI will
always be directed to the same server as long as no server goes up or down. This is used with proxy caches and anti-virus proxies in order to
maximize the cache hit rate. Note that this algorithm may only be used in an HTTP backend.
Len (optional)
The "len’ parameter indicates that the algorithm should only consider that many characters at the beginning of the URI to compute the hash.
Depth (optional)
The "depth” parameter indicates the maximum directory depth to be used to compute the hash. One level is counted for each slash in the request
[ Allow using whole URI including url parameters behind a question mark.

HAProxy /g it — g9
ARk #Sf ipviA
N FECERRS S , XIUNHRE N R/EE,



Access control lists and actions

Timeout / retry settings

Ceonnection timeout 60000

The time (in milliseconds) we give up if the connection does not complete within (default 30000)

Server timeout 60000

The time (in milliseconds) we accept to wait for data from the server, or for the server to accept data (default 30000

Retries 2

potentially on another server. This is useful if health-checks are too rare and you don't want

After a connection failure to a server, it is possible to retr

to reconnect is

the clients to see the failures. The number of attempts

Health checking

Health check method

et by the "retries” parameter

w
ermsarmsrsssssssesssssesssssssseresssssessssssssesaseey
t o che " servers health, can als
PS servers(requirs checking the S5L box for the serv
Check frequency

milliseconds
For HTTR/HTTPS defaults to 1000 if left blank. For TCP no check will be performed if left empty

Log checks When this option is enabled, any change of the health check status or to the server's health will be logged

f server is DOWN, so the amount of additional

By default, failled health check are logged if server is UP and successful health checks are logged i

information is limited

Http check method GET v

OPTIONS is the method usually b
then changing this to GET usually has the biggest chance of work
filter out of its logs

Url used by http check [system/web/view
requests.

‘platform/common/login/root.jsp?partitionld=1

Defaults to / if left blank

Http check version HTTP/1.1\r\nHost\ ecel25.uclabservices.com
Defaults to "HTTP/1.0" if left blank. Note that the Host field is mandatory in HTTP/1.1, and as a trick, it is possible to pass it after "\"\n" following the
version string i

HTTP/1

Also some hosts r require an accept parameter like this

HTTP/1.@\r\r

HAProxyfg i — BT KR E
L& A8 A U7 (R 42 ) Bl R o
HEE/EHRETURENERIANEE.
BREZTRARES S
1. BITWRRERE  HTTP
2. REMR - FELUEAS1HHERIAE,
3. HERE : R WEM I FHEMSTRRAERXEABE,
4. Hitp &E 7L : MNIIKRHPEFEGET,
5. httpR EEEFEREAMNURL, : X TFECERSSS , iH@ A

/system/web/view/platform/common/login/root.jsp?partitionld=1
6. HTTPRERA : # A , HTTP/1.1\r\n\Host:\ {fqdn_of_server}

FHRRERARMLZEEERSHFMFQDNZHIEE =,



Agent checks

Agent checks (O Use agent checks

Use a TCP connection to read an ASCI| string of the form 100%,75%,drain,down (more about this in the haproxy manual)

Cookie Enabled Enables cookie based persistence. (only used on “hitp® frontends)
Server Cookies Make sure to configure a different cookie on every server in this backend.

Cookie Mame PFSenseCookie

The string name to track in Set-Cookie and Cookie HTTP headers
EXAMPLE: MylLoadBalanceCookie JSESSIONID PHPSESSID ASP.NET_Sessionld

Cookie Mode Insert w
Determines how HAProxy inserts/prefixes/replaces or examines cookie and set-cookie headers.

EXAMPLE: with an existing PHPSESSIONID you or example use "Session-prefix” or to create a new cookie use “Ingert-silent

Ag MEQUEst T Chodse server and
i Set-Cookie value is overwritten if present and set to an
: unknown value or inserted in response if not present.

t cookie ccookie namer insert

Cookie Cachable O] Allows shared caches to cache the server response
Cookie Options [T Only insert cookie on post requests ) Prevent usage of cookie with non- ) Prevent usage of cookie over non-
HTTP components sercure channels.
Cookie Options
Max idle time It only works with insert-mode cookies Max life time It only works with insert-mode cockies

Cookie domains

Domains to set the cookie for, seperate multiple domains with a space.

Cookie dynamic key

Set the dynamic cookie secret key for a backend. This is will be used to generate a dynamic cookie with

Stick-table persistence

is can be required for servers that keep track of

These options are used to make sure seperate requests from a single client go to the same backens
for example a shopping cart

Stick tables none ~

Email notifications

Mail level Default level from global w

Define the maximum loglevel to send emails

Mail to

Email address to send emails to, defaults to the value set on the global settings tab if left empty.
HAProxyJg i — CookieF At
BUE L F“Agent checks ( (REBRZE ) 7
L& CookiedF Atk :

1. Cookie Enabled : #3123 A & F Cookiefy#F A 1,
2. Cookie Name : $#2fCookie#y & #ro

3. Cookie Mode : M\ T HIMEHiEEFE Insert,

4. BUHIRBEHRIED,



HSTS / Cookie protection (-

HSTS Strict-Transport- When configured enables "HTTP Strict Transport Security” leave empty to disable. (only used on “http” frontends)

Security

WARNING! the domain will only work over https with a valid certificate!

Clients will cache this header for the set duration which means removing this header will still require a valid certificate for the set time.
31536000 Seconds

sested the page with this setting active will not be able to visit this domain over a unencrypted http connection. So make
nd the consequence of this setting or start with a ow value
r testing if you are absolutely sure you want this ) (12 months) would be good for production
Cookie protection [0) Set "secure” attribure on cookies (only used on "http’ frontends)

This configuratio e attribute on cookies if it has not been setup by the application server while the client was browsing the

application over a ciph

Advanced settings (+]

HAProxy/g % — HSTS

BmEERENERIE S ITUREERINEE,
MREFREBHSTS , BRSSP EEBA{E, ECEtHiH AHSTS Cookie , At tEER TRH,
%&#Save,

Bt i HAProxy B i

Y# E|Frontend3E &,

Rlisense

COMMUNITY EDITION

Services / HAProxy/ Frontend COo=uEee

Settings Frontend Backend Files Stats Stats FS Templates
Primary Shared On Advanced Name Description Address Type Backend Actions

pfSense GUI - HAProxy 7 il B i
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Settings Frontend Backend Files Stats Stats FS Templates

———
Edit HAProxy Frontend
Name fe-ece
Description Frontend for ECE
Status Active v

External address Define what ip:port combinations to listen on for incomming connections

SSL
Listen address Custom address Port Offleading Advanced Actions
O [1410.162.252 (eceVIP) v | [443 | | | mO

1

NOTE: You must add a firewal
want this rule to apply t

rules permitting access to the listen ports above

another |P address than the IP address of the interface chosen above, select it here (you need to define Virtual IP

ses on the first)

a te that if you are trying to redirect connections on the LAN select the "any” option. In the port to listen to, if you want to
specify multiple ports, separate them with a comma (,). EXAMPLE: 80,8000 Or to listen on both 80 and 443 create 2 rows in the table where for the 443
you would likely want to check the SSL-offloading checkbox

Max connections

Sets the maximum amount of connections this frontend will accept, may be left empty.

Type http / https(offloading) v

fines the processing type of HAProxy, and will determine the availabe options for acl checks and also several other options
Please note that for https encryption/decryption on HAProxy with a certificate the processing type needs to be set to “http
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Default backend, access control lists and actions

Access Control lists

Use these to define criteria that will be used with actions defined below to perform them only when certain conditions are met.

Name Expression cs Not Value Actions

|

C5' makes the string matches 'Case Sensitive' so www.domain_tld wil not be the same as WWW.domain. TLD
- 'Not’ makes the match if the value given is not matched

Example

Name Expression ClNotValue

Backendlacl [Host matches www.yourdomain. tld
lmddHeaderAclSSL Client certificate valid

acl's with the same name will be ‘combined using OR criteria
For more information about ACLs please see HAProxy Documentation Section 7 - Using ACLs

NOTE Important change in behaviour, since package version 0.32
-acl’s are no longer combined with logical AND operators, list multiple acl's below where needed
-acl's alone no longer implicitly generate use_backend configuration. Add "actions' below to accomplish this behaviour

Actions Use these to select the backend to use or perform other actions like calling a lua script, blocking certain requests or others available.
Table
Action Parameters Condition acl names Actions
Example
Iction Parameters ICondition
lUse Backend Website1Backend Backendlacl
t head tHeacfem.]mc— X-HEADER-ClientCertValid 1dt ac
hitto-request header se . ddHeaderAc
PrEquest A S N ew logformat value: YES pacneace L|
Default Backend be-ece ¥

If a backend is selected with actions above or in other shared frontends, no default is needed and this can be left to "None®.
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Default backend, access control lists and actions

Access Control lists Use these to define criteria that will be used with actions defined below to perform them only when certain conditions are met.
Name Expression cs Not Value Actions
O &, ccmpWSs Host starts with: no no cemp.uclabservices.com:8085 f -ﬂ-ﬂ
Ok cempSSL Host starts with: no no ccmp.uclabservices.com ]

1

-'CS  makes the string matches 'Case Sensitive' so www.domain.tld wil not be the same as WWW.domain. TLD

- ‘Not’ makes the match if the value given is not matched
Example:

i‘iame Expression lc I'-Noﬁvalu e

wdlacl [Host mate

25 yourdomain.tig

laddHeaderAclSSL Client certificate valid

acl's with the same name will be ‘combined using OR criteria.

For more information about ACLs please see HAProxy Documentation Section 7 - Using ACLs

NOTE Important change in behaviour, since package version 0.32

-acl's are no longer combined with logical AND operators, list multiple acl's below where needed

acls alone no longer implicitly generate use_backend configuration. Add "actions’ below to accomplish this behaviour.

Actions Use these to select the backend to use or perform other actions like calling a lua script, blocking certain requests or others available

Action Parameters Condition acl names Actions
O43» Use Backend See below ccmpSSL S
backend: be-uclab-ccmp120-2sl
(A Use Backend See below cempWs om0

backend: be-uclab-cemp120-ws

1

Example:
Action Parameters [condition
lUse Backend 'Website1Backend Backendlacl

- 1
: Headername X-HE}'—'DER-C?:en‘Ce.’l"."Mlg!l |
http-request header set z laddHeaderAc!
New logformat value: YES |

Default Backend Mone A

f a backend is selected with actions above or in other shared frontends, no default is needed and this can be left to "None
HAProxy/Si% — ACLE &
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SSL Offloading

Note SSL Offloading will reduce web servers load by maintaining and encrypting connection with users on internet while sending and retrieving data without
encrytion to internal servers. Also more ACL rules and http logging may be configured when this option is used. Certificates can be imported into the
pfSense "Certificate Authority Manager” Please be aware this possibly will not work with all web applications. Some applications will require setting the
SSL checkbox on the backend server configurations so the connection to the webserver will also be a encrypted connection, in that case there will be a
slight overall performance loss.”

SN Filter
Specify a SNI filter to apply below SSL settings to specific domain(s), see the “crt-list” option from haproxy for details.
EXAMPLE: * securedomain.tld 'public.securedomain.tld
Certificate ece-web-2024 (CA: MylntermediateCA) [Server cert] v

Choose the cert to use on this frontend
[0 Add ACL for certificate CommonMName. (host header matches the "CN' of the certificate)
Add ACL for certificate Subject Alternative Mames.

ocspP [0 Load certificate ocsp responses for easy certificate validation by the client

A cron job wil update the ocsp response every hour.

Additional certificates Which of these certificate will be send will be determined by haproxys SNI recognition. If the browser does not send SNI this will not work properly. (IE
on XP is one example, possibly also older browsers or mobile devices).

Certificates Actions

1

(C) Add ACL for certificate CommonMame. (host header matches the "CN' of the certificate)

(O] Add ACL for certificate Subject Alternative Names.

Advanced ssl options

MOTE: Paste additional ssl options(without commas) to include on ssl listening options.
some options: force-sslv3, force-tlsv10 force-tlsv11 force-tlsv12 no-sslv3 no-tlsv10 no-tlsv11 no-tlsv12 no-tls-tickets
Example: no-sslv3 ciphers EECDH+aRSA+AES TLSv1+kRSA+AES:TLSv1 +kRSA+3DES

Advanced certificate

specific ssl options .
P P NOTE: Paste additional ssl options(without commas) to include on ssl listening options

some options: alpn, no-ca-names, ecdhe, curves, ciphers, ssl-min-ver and sslmax-ver
Example: alpn h2http/1.1 ciphers EECDH+aRSA+AES: TLSV1+kRSA+AES: TLSv1+kRSA+3DES ecdhe secp256k]
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Flisense

COMMUNITY EDITION

Services / HAProxy / Frontend Co=uwEe
+ Apply Chnnnea|
Settings Frontend Backend Files Stats Stats FS Templates
———
Primary Shared On Advanced Name Description Address Type Backend Actions
[ ,i, o 7.:& fe-ece Frontend for ECE 14.10.162.252 Adaa https be-ece (default) &‘ ifﬁ[g

2 =
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