HEECEFRARENT

HEHEER
B &

SORE M

EERES —TF
£ o iR B iR EWeb /LB URL

FHXEHERHESSO

X

BEAESSOAXN Hi

AN BAEECEBRARPNREBNS XEERARER —BF(SSO)FMENLTR.

TR
=R

Cisco BB THUTES :

/—

17T



BREER RO LR (PCCE)
BRI — B R0 L AR (UCCE)
L VK F & F B 4 (ECE)

Microsoft Active Directory

fE A RVAH

AXEPNERETUT R MEHIRA

UCCERRZS : 12.6(1)

ECERRA : 12.6(1)

Windows Server 2016 _E #9Microsoft Active DirectoryBx & & 2 1 iE R S5 (ADFS)

ANHEPHNEEHRETREXREREFHRZFEEN, AXEFEANARRZRAERAR
(BN ) BE. MRENMBLTEIRS , FERRETRAERSHIBERRE,
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S=EER
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Finesse®& X FIECE,

A LUAFIPXEEARERL — &R, XAEFREFRZICisco Administrator 2 ERIHT A P B &5 A
A B R L FapEEREEI A,

AREREFNEEIZEM :

c PRAFPMPRESREFIFNZET SHITHESERBEERSENTRE , FUITHENRE . &F
NMAZENEENARS,

- ATFEEESIZENEEREBERZARELRH AUANIEE A , —BBHASSO , B4AEDKX
REFREENANERABURL. BEXFAEE , BSRAEN S XIRE,

- BEBSSOEEJavaZAEUKS)IES , UATEEEEARTEACHNAFRFEAHSSORRE
& FKE|Finesse AEPHWECEN 2 X1, BEAEBHITIER A RIKSIES,

- EREIED , BTN ERIDSHZEEEZEFR(SSL)IEBSAZFAENARS . BRI
EWSSLIER X # | EERENITH IHERIDS X,

« Unified CCERBIEERSH{/EXX 2 KNE, NAFERLKURLREINFHEPPAFBZM
Unified CCERHI A F B4 FMERE, MREFETHERE , NEIEFERELERINIEESR , }#
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EREBOH , BHRNEB ST EE.

€ File Action View Window Help

«= 2@ B

[ ADFs
» [ Service

| . Relying Party Trusts |

1 Claims Provider Trusts
[ Application Groups

S 3

HEE
Actions
Display Name Enabled  Type  Ideniifier Relying Party Trusts -
Add Relying Party Trust..
View [ 4

&

EAMEBFEE ESH , BHEFE HATHATSR
a B EERHBFEFR T , ERFIRAXRTREFNBIELEM , REETH T -5

& Add Relying Party Trust Wizard

New Window from Here
Refresh

Help

Select Data Source

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Corfigure Certfficate
@ Configure URL

@ Corfigure ldentifiers
@

Choose Access Corntrol
Policy

@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data about this relying party

() Import data about the relying party published online or on a local netwarlk

|Use this option to import the necessary data and certificates from a relying party organization that publishes

its federation metadata online or on a local networl.

Federation metadata address (host name or URL):

Example: fs.contoso .com or https://www contoso .com/app

() Import data about the relying party from a file

|Use this option to import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not

validate the source of the file.

Federation metadata file location:

Browse...

(®) Enter data about the relying party manualy

|Use this option to manually input the necessary data about this relying party arganization.

| « Previous | |

Net> || Cancel

bEBEEREBEMW AR , NMEBHRBRETEN, BHT—H”




¥ Add Relying Party Trust Wizard

Specify Display Name

Steps Enter the display name and any optional notes for this relving party.

@ Welcome Digplay name:

@ Select Data Source ECE Console

@ Specify Display Name Nates:

@ Configure Certfficate ECE 12.6.1] -
@ Corfigure URL

@ Corfigure ldentifiers

@ Choose Access Control
Palicy .

@ Readyto Add Trust
@ Finish

« Previous | | Mext = | | Cancel

c.7£Configure URL ( BEEURL ) TWE :
i.1%£#Enable support for the SAML 2.0 Web SSO protocoli&1i,

i FEEH S SAML 2.0 SSORRFB|URLF B H |, IBUTHRIIZMURL : https://<Web-Server-Or-
Load-Balancer-FQDN>/system/SAML/SSO/POST.controller



¥ Add Relying Party Trust Wizard

Configure URL

Steps
Welcome
Select Data Source
Specify Display Name
Configure Certificate
Configure URL
Configure |dentifiers

Choose Access Control
Palicy

Ready to Add Trust
Finigh

AD FS supports the WS-Trust, WS-Federation and SAML 2.0 Web550 protocols for relying parties.
W5-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.

[] Enable support for the W5-Federstion Passive protocol

The W5-Federation Passive protocal URL supports Web-browserbased claims providers using the
W5-Federation Passive protocal.

Relying party W5-Federation Passive protocal URL:

Example: https://fs contoso.com/adfsAs/

Enable support forthe SAML 2.0 Web550 protocol

The SAML 2.0 single-sign-on (550) service URL supports Web-browserbased claims providers using the
SAML 2.0 WebS5S50 protocol.

Relying party SAML 2.0 550 service URL:

|hﬁp5:;’fece12'Eweb1a.ju123.lucalfsystem;’SAM L/S50/POST controllerd

Example: https:/fwww contoso.com/adfs s/

dEBREMARFIL , REEBAEERAR , RERT RN

« EMSAFEALLTHER : https:// <Web-Server-Or-Load-Balancer-FQDN>/



i Add Relying Party Trust Wizard

Configure Identifiers

Steps
Welcome
Select Data Source

Specify Display Mame

@

@

@

@ Corfigure Cerificate
@ Corfigure URL

@ Corfigure |dentifiers
@

Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

Relying parties may be identified by one or more unique identifier stings. Specify the identifiers for this relying

party trust.

Relying party trust identifier:

|https://ece 126web1a jo123local/

| Add

Example: https: /s contoso.com/adfs/services trust

Relying party trust identifiers:

Remove

< Previous

Mext =

Cancel

e.FEChoose Access Control Policy TH , #H EF B IAE Permit everyone”SKEEH “next’,




Steps
Welcome
Select Data Source

Specify Display Mame

@

@

@

@ Corfigure Cerificate
@ Corfigure URL

@ Corfigure |dentifiers
iz

Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

i Add Relying Party Trust Wizard

Choose Access Control Policy

Choose an access control policy:

Mame

Pemit evernyone

Pemit evenrone and require MFA

Pemit evenyone and require MFA for specific group

Pemit evenyone and require MFA from extranet access

Pemit evenyone and require MFA from unauthenticated devices

Pemit evernyone forintranet access

Pemit evenyone and require MFA, allow automatic device registr...

Description
Grant access to evenyone.

Grant access to everyone and reguire M
Grant access to evenyone and require M
Grant access to the intranst users and re
Grant access to evenyone and require M
Grant access to evenyone and require M

Grant access to the intranet users.

Pemit specific group Grant access to users of one or mare sp
<| m | >
Policy

Pemit evenyone

[] 1 do not want to configure access control policies at this time. Mo user will be permitted access for this

application.

« Previous || Meat = || Cancel

fREEZSMEETH , BEHT—F%




¥ Add Relying Party Trust Wizard
Ready to Add Trust

Seps The relying party trust has been configured. Review the following settings, and then click Next to add the
Welcome retying party trust to the AD F5 configuration database.

Select Data Source Monitoring | |dentifiers I Encryption I Signature I Accepted Claims I Organization | Endpoints I Note < I &

Specify the monitoring settings for this relying party trust.

Configure Certificate Relying party's federation metadata LURL:
Configure URL

Specify Display Name

Configure |dentifiers

Choose Access Contral
Palicy b o

Ready to Add Trust
Finigh

This relying party’s federation metadata data was last checked on:
< NEver =

This relying party was last updated from federation metadata on:
< NEver =

< Previous || Mext > || Cancel

9. BRWAMEBBEERE , KRG XA



¥ Add Relying Party Trust Wizard

The relying party trust was successfully added.
Welcome

Select Data Source
Specify Display Name
Configure Cerfficate
Configure URL
Configure |dentifiers

[+] Corfigure claims issuance policy for this application

Choose Access Corntrol
Policy

Ready to Add Trust
Finish

HIR 4
EEBREHEFEEIIRT , BENECERIENERAFEE AT RE B PETEML,



G File Action View Window Help

=2 2[E

] ADFS

» [ Service
| Access Contrel Policies
| Relying Party Trusts
7] Claims Provider Trusts
] Application Groups

Update from Federation Metadata...
Edit Access Control Policy...

Edit Claim lssuance Policy...

Delete
Help

<]

Actions

| Reling Pry Trsts

Add Relying Party Trust...
View
New Window from Here
|G Refresh
Help

ececonse

o

Edit Access Contral Pelicy...
Edit Claim lssuance Policy...
Disable
Properties

K Delete

H Help

Opens the properties dizlog box for the current selection

Update from Federation Metadata..,

HI 5

EERMEEAF , SMEL

kI |, REETRIMSAML. 2



ECE Console Properties

Monitoring |dentifiers Encryption Signature Accepted Claims
Organization Proxy Endpoints Motes Advanced

Specify the endpoints to use for SAML and W5-Federation Passive protocols.

LIRL Index  Binding Diefault Re
SAML Assertion Consumer Endpeoints
https://ecel2bweblajol123)... 0 POST Mo

£

Add SAML...

Add W5-Federation... Remove

Cancel

TG
f£Add an EndpointE O/ |, IZRIEAFHTEE :

1. R SAML LogoutfE N &R E,
2. ¥ ZEFURLIE E 71 https://<ADFS-server-FQDN>/adfs/ls/ ? wa=wsignoutcleanup1.0

3. Click OK.




Add an Endpoint

Endpoint type:
SAML Logout

Trusted URL:

hitps:// WIN-260MECJBIC2 jo123 Jocal /adfs As/ Pwa=wsignoutcleanup 1.0)
Example: https://sts contoso.com/adfs/As

Response LIFL:

Example: hittps://sts contoso.comAogout

OK Cancel

HR]R7
EEBREHEEEETIRD , RENECERENEE , AE'BFE B P REGFERBREE



™2 ADFS
W File Action View Window Help

= HE HE

| ADFS Relying Party Trusts

| Service

- o Display Name Enabled 1
| Access Control Policies
| Relying Party Trusts - Update from Federation Metadata... \
_| Claims Provider Trusts Edit Access Control Policy...

| Application Groups

Edit Claim Issuance Policy...
Disable

Properties
Delete

Help

SR 8

F£“Edit Claim Insurance Policy”& A #“Issuance Transform Rules” &+ T , #£d;Add Rule...i%4
HHATUOTERE :

aEEEMNRE TR  NTRXEFEZFLDAPEMENFRARE , RFEE T -5

lssuance Transform Rules

The following transform niles specify the claims that will be sant to the relying party.

Order = Rule Mame lesued Claims

Wz Add Transform Claim Rule Wizard
Select Rule Template

Steps Select the tempiate for the claim ne that you want to create from the following list. The description provides
@ Choose Fule Type details about each claim nule template.

@ Configure Claim Rule Claim nide template:
[Send LDAP Atrbutes as Claims

(laim nde template description:

Using the Send LDAP Attribute as Claims rule template you can select attibutes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attribites may be sent as
mukiple claims from a single nile using this nde type. For example, you can wse this nule template to create
a rule that will extract atiibute values for authenticated users from the displayMame and telephoneNumber
Active Directory atiributes and then send those values as two different cutgeing claims. This nile may also
be used to send all of the user’s group memberships. I you want to only send individual group
membarships, use the Send Group Membership as a Claim rule template.




b. B EFAMM A :

REFAEAN R EREEFE,
. E X LDAPE HEH 15 tH A BASR B AV IR 5Y

1E#EName IDER R HFRARBEER,
R FFinishiR B Edit Claim Insurance Policy®& 0 , AfF R EHO0K,

N —

s r — - - Ea-
i Add Transform Claim Rule Wizard

Configure Rule

Steps You can corfigure this nule to send the values of LDAP attributes as claims. Select an attribute store from which
@ Choose Rule Type to estract LOAP attibutes. Specify how the attibutes will map to the outgoing claim types that will be issued

fram the nule.
@ Configure Claim Rule

Claim rule name:

Account name to Name 1D

Rule template: Send LOAP Attributes as Claims

Attribute store:

Active Directory W |

Mapping of LDAP attibutes to outgoing claim types:

l;géqfnﬁ?bme (Select ortype to Outgoing Claim Type (Select or type to add more)
» |User-Principal-Name w [ Mame 10 W




Edit Claim Issuance Policy for ECE Conscle

lssuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims

Account name to Name 1D Mame |10

Add Rule... Edit Rule... Remove Rule...

‘ OK ' Cancel Apply
HE]9

#ERelying Provider TrustsZl&kH , NG A2 EHWECEE K AF E1E.

EfFNEMEOS  BI'SRETF , FREHYEE1REBENSHA- 15 SHA-256, FHTHH
ERAEO,
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Relying Party Trusts

Display Mame Enabled Type Identifier
ECE Canzole fes WS5-T.. hitps://ecel26webla jo123 local’

ECE Console Properties

Monitoring I |dentifiers | Encryption | Signature I Accepted Claims |
Organization I Endpuoints | Proxy Endpoints | Motes Advanced

Specify the secure hash algorthm to use far this relying party trust .

Secure hash algorithm: | [ SHA-256

HB] 10
WAUEHiE B & BRI ARSIMARHE.

« EAD FSEBR4IAT , &FEHARETAD FS >REHRES FHRIIRSEM>EI LT F>5
B EHRIERSIRNF
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Qi File Action View Window Help

o |[m B[m

T

EREEB

Add Relying Party Trust...
Add Claims Provider Trust... ew

Add Attribute Store... e Directory Federation Services provides single-sign-on (S50) access for client
Add lication Group... uters.

Edit Federation Service Properties... More About AD FS

Edit Published Claims
Revoke All Proxies

hat's newin AD FS?
D FS Deployment Guide

[ilew » \DFS Operations Guide

MNew Windew from Here tegrate Azure Multi Factor Authentication with AD FS

Refresh onitor AD FS Service using Azure Active Directory Connect Health
Help More About Azure Active Directory

Azure Active Directory. a seperate online service. can provide simplified identity
and aceess management, seeurity reporting 2nd single sign-an to cloud and
on-premises web apps.
What is Azure Active Directory?
Extend your directory to Azure Active Directory

Identity and Access Management

| Actions
| rofs N
Add Relying Party Trust...
Add Claims Provider Trust...
Add Attribute Store...

Add Application Group...

Edit Federation Service Properties...

Edit Published Claims

Revoke All Proxies

View ]
Mew Window from Here

|G Refresh
Help

NEdit the federation service properties




Federation Service Properties

General | Organization | Events
Federation Service display name:

JO123 ADFS
Example: Fabrkam Federation Service

Federation Service name:
WIN-260MECJBICZ jo123 local

Example: fs fabrkam.com

Federation Service identifier:
http:/AWIN-260MECJBICZ jo123 local /adfs/servicesArust

Example: http://fs fabrlcam .com/adfs./ services Anist

Web S50 lifetime {minutes): 480 |2

b

[ ] Enable delegation for service administration
Delegate name:

[ ] Mlow Local System account for service administration

Allow Local Administrators group for service administration

-

BB S DiRHEERF
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ELESSOEEJavaZEUKS)IES , AT EEERARFTEACHAFPFEAESSOERREILER
FFIFinesse A\ S ECE D X,

MREFSSORENATEEEEARTEACHNAFFEHESSOEREIE X FIFinesse s Z8HY
ECEX X , AR JavaZ 4R FE (JKS)IE B N NMAE S |, HTERNECEEIIPIRS 85 L BIRMNE B



FEEFNEATRE,
BEERENITER TAERIKSIES,

AR XESREATEAADFSEN S HRHBEFNRS. RS ORHBFAUEAT
B 75 AR EL B A AU

AT RBIRR T a R 7E 385 A 4 BLJKS I -
a. £ HJIKS :

keytool -genkey -keyalg RSA -alias ecel26webla_saml -keystore C:\Temp\ecel26webla_saml.jks -keysize 204



AR MR ANBZAERD, AENBRAZEMATHEECENSSOE B TR B RSEMH
BB

twebla_saml -

b. S HiEH :

Itkeytool s 5 f¥file name W ece126web1a_saml.crtffy.criig =X HIiE B XH S HEIC\Temp B X H,



keytool -exportcert -alias ecel26webla_saml -keystore C:\Temp\ecel26webla_saml.jks -rfc -file C:\Temp\e

HIR 12
B & D RHER

1. #AD FSEEZH A L, BEAARETNECERIENEB S EHE.
2. { A EENBMHER , ARESEETF FR2T RN RE.
3.ARMAHRIUES (HEL—FHRER .ot ) , RFEK/ETFOK.

BIEMF A
HPR 13

EfISSORLE J fEACisco IDSHITRIBH B S B R 28 , HIfFCisco IdSARE 8 Tomeatit $ &
ABIR A,

a.EECEEERFI NI XAKXET , BHESecurity T , ARfe MEM K H FikFCertificate

Management.,

il Enterprise Chat and Email A @ Pantition Administrator

Name = Componsnt Type Descripson Expire Date

bAEIERERERF , BHHERRAFMAMNNEAEE

« Name : B AUEFHH B

« Description : NUEFH AR MR,

« Component Type : i%£#CISCO IDS,

« & AUEB(Import Certificate) : G AU |, BREEZRMFI(Search and Add)#Z 4 H i A
BERHFEMEER :

o U3 (Certificate file) : KX ¥ (Browse)ZHHEFREES AREFH, REELL .pem, .der
(BINARY)=.cer/certi& X5 AIEH,

« Alias Name : WGP IRMEFIZ,

c.RERE



'L',';,_EL:‘ Enterprise Chat and Email

Partition w

Create Certificate

Access Restrictions
MName* Cisco IDS Server
Attachments
Audit Log Certificate for Cisco IdS Server

Description
Certificate Management

CORS
Component Type* CISCO IDs w

Data Masking
Rich Text Content Policy Import Certificate e.
Settings

Single Sign-0On

EEREL—ER
S 14
1. EECEEERFI AN XKFEET |, BE“Security’ &1 , AREMEM F & dikESingle Sign-

On > Configurations.
2. TESelect Configuration FHIFIFRH , EFAgentH EGeneralit i+ TR EELE :

- BRARERER  AE{RRMALUEASSO,
« Single Sign-On Type : #%#Cisco IDS,



Enterprise Chat and Email A © Partiion Administrator

€I560

Configurations

H 15

RESSORBELET FHRMHEEEFHAEE
a. OpenlID Connecti2 112 5
FTEAFEELIKURL

« FCisco IDSHRE A FE R LIwURL,

- LLURLEIEAFSHE/AFERAPL

« H#X A : https://cisco-ids-1:8553/ids/v1/oauth/userinfo , E Hcisco-ids-13& 7~ ECisco IDSAR
EZ N 2R EE A (FQDN),

AP ERERER

- HAFPGRLIKRURLEREINFHENENR , ATHRIRE—ITSCCERFNAF &,

« UnifiedZPackaged CCEH Ky BF & #5 M A = B A PEEL,

o XENNARCEBRIERESHERZ—,

« R Unified={Packaged CCEFRXIEH A & EUser Principal NameTE |, iER M ‘upn™ER
User Identity Claim nameZEXHI{E,

« R UnifiedskPackaged CCEFRRIEH A F & 5ESAMIK = B #RITEL , HRME sub™EJUser
|dentity Claim nameZ K&,

#HBh A F B B4 IRURL (Secondary User Info Endpoint URL)

« Cisco IDSARS 22 H # B A F Info Endpoint URL.
« H#RXF : https://cisco-ids-2:8553/ids/v1/oauth/userinfo , E Acisco-ids-23k R B Cisco
IDSAR S5 258 T2 PR EE B (FQDN),

AFEERLIRURLAEE

- ECERATHAFERLRURLETAR T ERIEFEANHTTPS E,



https://cisco-ids-1:8553/ids/v1/oauth/userinfo
https://cisco-ids-2:8553/ids/v1/oauth/userinfo

« NERHETHIRPIERPOST ( LA EFPOSTUAEEIDSIRS BT E ) -
POST : ATXREHKIEZIIEELIH LM Cisco IDSERSF 2RI 5 %o
HRSHEEFEFERE ()

« BMEECEREFAHTHNIGENE (B).
- RIFRAKINEARTEREFREEZFP, (HFME:1; &ZKE:30)

ARIFSSOEFinesse /S & F

s MREHEFEATEEEEATRETEACHAFFEAESSORREIEERFinesse A\ FHECESD
X , FE Gt RiEd,

- MRBA , NIXAREGHREAEFR T RSREHER B2 THER,

s XEREHIIPEE A FHZIIPIRSES.

"c',';;',;' Enterprise Chat and Email

Partition v

Configurations

Access Restrictions
Select Configuration Agent w

Attachments

Audit Log

General 550 Configuration

Certificate Management

CORS Openld Connect Provider

Data Masking

Primary User Info Endpoint URL* https://ids-fodn:8553/ids/v1/oauthfu ...
Rich Text Content Policy v P tps:i/ fa fdsielf /
Settings User Identity Claim Name* upn
Single Sign-On -~
Configurations Secondary User Info Endpoint URL
Licenses
User Info Endpoint URL Method® POST w
Providers
Access Token Cache Duration 30
(Seconds)*
Allow S50 Login Outside Finesse [ @)
b. B ARt &
=
SLFId

® |dPHE%%§E’\J g&%lDo



Configurations

SOREEFIES
° (A\ﬁiIE:F}O

bguration | Agent

Entity 1D

Identity Prowvider Certificate

tity Location®

User identity Attribute Mamea*

Enable Encrypied Assertion

Assertion Decryption Certificate

General | Organization | Everts
Fedaration Senvice display name

L

Exampie: Fabricam Federation Senvice
Faderstion Senvice nams:

| 23kocal

Exaergia 13 Inbebiam com

Mt PWIN-2E0MECIBICE o123 Jocal...

Faderation Senvice identfier.
it

1123 osaladta Servics st

Exampie: hitp ./ /fs fabokoam com/adis /senvices st

SAML Subject Identifier w

e

Web 530 Wetime fninutes). 430

Enatie delsgation for senvice admiristration
Dedegate name

Alow Local System account for service administration

| Mlow Local Adminstratons group for serdice administration




o IEPAFLL-----BEGIN CERTIFICATE-----"FF 3k , BA“----END CERTIFICATE----"& B
« XRMVTFAD FSEEEFIA>RES>IIP>THREZHINTEZRITH,

o 0 un o rmose @
+ B S!N:: ptest Subgsct lsguer [Effectve Date
Identity Provider ; '{'“ = '_""M o Senvice communications
thentication Met

| Juthenticatio oe [ CN-AWIN-260MECIBIC2jo 123 Joeal, OL=TAC, Qslisen, L CHig1Z3WIN-2EOMEC)..  1/31/2024

| Certificatas
Entity 1D hitp:/ AWIN=260MECJBICZ jo123 local.., Claim Descriptions Token-decrypting

| Device Registration [EICN=ADFS Encryption - WIN-260MECIBIC2jo123jocl  CH=ADFS Encrypion - W_..  1/31/2024
\dentity Provider Certificate* Token-signing

1] Ity r Certimcate a = CH 5 o 133
ieb Application Proxy

User Identity Location* | Access Control Palicies

SAML Subject Identifier 4 | Relying Party Trusts

Claims Provider Trusts
| Application Groups

User Identity Attribute Name*
Enable Encrypled Assertion
Assertion Decryption Certificate”
L
AP amuiE

« EFESAML Subject Identifier , FHEP P FRIRALE IR B N EIASAMLEBARIRAF , IISAMLET
SHHESR |, f<saml : Subject>FHAF B,

« EFSAML Attribute SUfF & U E D BAIEF RIS ERMYE , Hlemail.address, #EUser
Identity Attribute Name= Bt PR 8 1%,

AP EREEEH

X HUser ID LocationfE R SAMLIE HErE A,

XA LESAMLEIE R RE AR THAFPSHRIEEREMEM |, 52064tk

CRA L ATFEIREESAMLEMNFAF

Fltn , IR BETemail.addressEHEFRENEINFAF , A BRHNE FEHFHEUHEERSE
FREMAFREHATLTE , NaFERRENSAMLEHCIRFAF .

BRMZEWE (k)

s MREBHFLEBLGMIREAENRFAEEZBERANBENE , EREToggleiRHIFEIRE N
Enabled,
« BN, FiZ{EIKE N Disabled,

WS fR AU
R Enable encrypted assertioni% & JJEnabled , & R diSearch and AddiZ4ll , HRINEESGEH
HIEE,
£ Assertion Decryption Certificate & A 2 X MAE S
- Java Keystore File : $&fitJava Keystore Filefy XX #3& R, XN jksiEX , BERRHERH
SO REEFRFPOWXEMENHREER,
« Alias Name : @2 Z AR ME—HRIRAT,

- BEAERD ; HRJavaB i E X FTENZE,
- RPAFE  HRBBNBEZRAMENZRSE,



AR XEEBSADFSEERFIA LERENECESH A FER MNEEI -~ AV IE+H T

o

c.lRS R AR
RS R4t K2R & B0

- FIRBARERBA.
SK4#Id

- RHECENAREFHIINEBURL,



ECE Censole Properties

Service Provider

its | Proxy Endpoints ] Notes | Advanced

Service Provider Initiated a _ | Encoyption | Signature | Accepted Ciaims |
Authentication Specify the display name and identifiers for this relying party trust.

Display name:
Entity ID* https:f/ecel26webla.jol23. local/ [ECE Conscle

Relying party identifier:
Request Signing Certificate” o | | -

Example: hittps.//fs.contoso com./adfs services Arust
Signing Algorithm® SHA-256 hd Relying party identifiers:
Identity Provider Login URL* https://WIN-260MECJBIC2 jo123.loc ..
Identity Provider Logout URL https://ecel26webla jo123. local/def ...

BERERILES

« EEJavaBRAEUKS)IEBFRERMELENEE,
« ERS R4 R BB T BR40 /R 210 B 4L ks X4



AR XI5 EEFIAD FSEREZESIS LEERENECERR A EENER AT FHYIEH
UUTiT

Service Provider

ECE Console Properties
Service Provider Initiated [ Orgsrization | Endpoints | Proxy Endpoints | MNotes | Advanced
Authentication Monitoing | Identfiers | Encryption Accepted Caims
Specify the signature verfication certificates for requests from this relying

Entity ID* https:/fece126web1a.jo123.local/ pary. .

Subject Issuer Effective Date Expirati

CN=ece126a.. CN=ecel28app.. 1/31/2024 2:21.. 1/29/2

Request Signing Certificate* @ * = P
Signing Algorithm* SHA-256 w
Identity Provider Login URL* https://WIN-260MECJBIC2 jo123.0ocC ...
Identity Provider Logout URL https:f/ece126webla jo123 local/def ...

EHREE



- REBSREHABHERE L.
- WMREMADFS , ZEXAME SR ET+ T NECECIBNEBR A EEFERENEETHE,

Service Provider

ECE Console Properties

Service Provider Initiated & Manitoring ] Identifiers [ Encryption I Signature [ Accepted Claims |
Authentication Organization | Endpoints | Prowy Endpoints | Notes | Advanced
Specify the secure hash algorithm to use for this relying party trust.
Entity ID* https://ece126weblajo123.local/
Secure hash algorihm| | SHA-256 v
Request Signing Certificate” e
Signing Algorithm* SHA-256 w
Identity Provider Login URL" https://WIN-260MECJBIC2 jo123.loc ...
Identity Provider Logout URL https://ece126webla.jo123.local/def ...

PR MEEFERURL

« SAMLE#RIFHURL,
« il , XFADFS , M Ahttp://<ADFS>/adfs/ls.

RIRRHERFEHURL

« SEHEPEAPEEBRIMURL, XEMHIERN |, ATAREMURL,
o flgn | ESSOFEHE , TLUERE E E [ Flhttps://www.cisco.comZEA EMBURL,

HIR 16

RERT

EH5 XiRERIZREWebARSE8/LB URL
H A7

¥R 1E “Partition settings” T i A IE#&AIWeb Server/LB URL >%&#Appsit T+ , Ria S E
General Settings > External URL of the Application



http://FQDN_OF_ADFS/adfs/ls
https://www.cisco.com

Y Enterprise Chat and Email

Partition

Chat & Messaging

General Settings

Knowledge

External URL of Application

https.f/ecel26webla.jo123.local

Maximum number of records to
display for search

Maximum number of records to
display for NAS search

N XEEREIESSO

100

Integration



= .
xz=

- WSBRIGERFPCCE,
- XEATFHECCEEE WL R Ehttps:///cceadminF 7 RIKWECE/NT &,

HPR 18
Ny XEERBEESSO

1. EECEEERFH AN XRFELT , SifiSecurityi£3 , AREMEM F & FikESingle Sign-
On > Configurations.
2. mERBEETHIRY , SRS XEER , AR AREFAEE

LDAP URL

- LDAPBRFZEHIURL.,
o XATLARLDAPARS 23V HIBFURL(HI4N |, Idap://LDAP_server:389)= 2 /& B X URL (5140
, Idap://LDAP_server:3268).

- WMRECEELE TLDAPE , MBI CCEEREZEHATAMECER , AT B30 XRMEIRE
H,

- BR , EEIMMBPEE S NIHREE T & HAUPNRIActive DirectoryZf Bd |, R EBEHAEAIR
AELDAPI® 03891636/ 131 HI8SURL,

- LDAPEER O] LAELE 9 fiF A i 03268132698V £ /& B X URL,



AR BREMEREALBEBERURL, WRFHFERAGC , NApplicationServer H &P BV 1%
mr,

- LDAPE#RRIIFRERE<@>
javax.naming.PartialResultException : RAEBHELSIA ; RRBH
“‘DC=example , DC=com”

DNJE 1%

- GEAFREZEBNDNHEM,
« g0 | userPrincipalName,

L

- NBaselEENEHNARFAEERE,
« Search base27ELDAP B ZHMAERPFRIE,
« f5lzn , DC=mycompany , DC=com,



A TLDAP# ZHDN

- MRLDAPRSFATERYE , HRMELDAPE i LEFRRNRNAF N T 2 H/EH
(DN)o
- WRLDAPHRSBRAFERHAE , BNLFERE

Het

AL

- MRLDAPREAARERHE , FIRHELDAPE FH LEFERENRIAFNED,
- MRLDAPRSHEATERHE , HBRHLFREE,

HER 19
RERE
AR SERECEHREMS XEERNERBEREE,

B BERR
iR BRI 3

1. EECEEERFHEN T XEEET , #£iEiSystem Resourcesit Il , ABMNEM KL ikF
Process Logs,

2. N2 5 R ik B ApplicationServeri#t F2> M “Maximum Trace Level” T 1 3 & 1% & Fif 35 HY BR BR
K alo



=z

3 )
EE

s BEHIRVBREREFH ERRINSSOEFRIEIR , 5 ApplicationServerit 12 IR kR i%
BHART,
- ENSBRE , BUREAFNEMEENRINES4 , LBRBZ AL,



il Enterprise Chat and Email

L1 -

‘ace! 26applacalarm- - process
wce 26app laAppiicationServer
‘ece] 26applaccompanent - stabus
ecel 26appia Databaserbonionng
wee] 2680018 dem=registry

‘ece] 26app1a CrSMContmllnr

ece 28appia DSMContolleLaunchHeiper

ece] 208001 0dx- process
ece] 268001 3 EAAS. prOcRES
‘eea] 26300 13 EAMS-process
el 2Bappia MessagingSener
et 2BApH1a MONIEE- process
‘ecel 26applaProcesslauncher
o] 2630013 PUNYE- (OGESS
‘BCa ] 26300 1A TRpON- NOCESE

e 268001 Aules - CHthi- PrOcess

|I|l|l|l|
cisco

| Partition v ‘

| - ‘

HEBERR 7 R 1

Error

Apps  Departments  Integration  Language Tools  Security Senvices  Storage

Enterprise Chat and Email

Drescrigtion

oce 1 2Eapp | acalarm-rules- procass
noal2EapplaAppicationS erver
ecel2tapp] a component-status
ecel 2éapp] a Databasehonitonng
Bee] 26ann 1 8 dem-registny

ocel2tappla DEMControder

ece126appladx-process.

#ca 12640013 EARS - process
aca 1263001 3 EAMS-process
see] 26ann ] & Messaging Senr
681203001 A OIS (rocess
ecelliappia ProcessLauncher
Bca 1 264001 A pUrge - process
Bca 1 263001 3 TBR0N-INOCass

#ce1 263001 A 1es-CAChe-Process

Edit Process Log: ecel26appla:ApplicationServer

MName

Description

Maximum Trace Level

Log File Name

Maximum File Size

Extensive Logging Duration

Extensive Logging End Time

Advanced Logging

ecel26appla:ApplicationServer

ecel26appla ApplicationServer

A @ Parttion Administrator ~

System Resources

4 - Info ~

8 - Trace ~
7 - Debug

6 - Dbquery

5 - Perf

4 - Info v o

Tools  User



%3 : 500

- HiIX
- HIRUHA  NRABRFLRTEERAR , ANEHRHEEBFERAN,

BES

=k

o |[dP&FKM- <samlp : Status><samlp : StatusCode
Value="urn : oasis : names : tc : SAML : 2.0 : status : Responder" /></samlp : Status>

o LE&L |, RA“Responder’®RAD FSIRFHE —LRB-EXMERT , EERBIECEEEZH
A (SSOmE>RFRME ) LA BRIRILER", ARBEIER"ET ~ LEFECEEH A
FEMNIEH,

- XREMAJavaZB i FE X4 RRIES,

BRI R BR S5 88 B &-IRERE 57

<{froot>

unmar shal | AndVal i dat eResponse

2022-09-21 18:18:15.002 GMT+0000 <@> ERROR <@> [392364:qtpl158258131-392364] <@> ProcessId:3272 <@ PID
2022-09-21 18:18:15.002 GMT+0000 <@> INFO <@> [392364:qtpl158258131-392364] <@ ProcessIld:3272 <@ PID:

L10N_USER STATUS CODE_ERROR

2022-09-21 18:18:15.002 GMT+0000 <@> ERROR <@> [392364:qtpll158258131-392364] <@> ProcessId:3272 <@ PID
at com.egain.platform.module.security.sso.handler.SAML2_0_Handler.unmarshallAndValidateResponse (SAML2_0
at com.egain.platform.module.security.sso.handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Han
at com.egain.platform.module.security.sso.handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Han
at com.egain.platform.module.security.sso.handler.OpenIDConnect_Handler.validateReqWithAttributes (Openl
at com.egain.platform.module.security.sso.admin.SSOAdministrator.validateRequestWithAttributes (SSOAdmin
at com.egain.platform.module.security.sso.controller.SSOControllerServiet.doPost(550ControllerServiet.j

at java.lang.Thread.run(Thread.java:834) ~[?:7]

error Code=500&error String=The application is not able to login the user at this tinme as ldentity Provi de

2022-09-21 18:18:15.003 GMT+0000 <@> DEBUG <@> [392364:qtpl1158258131-392364] <@> ProcessId:3272 <@ PID
2022-09-21 18:18:15.003 GMT+0000 <@> DEBUG <@> [392364:qtpl1158258131-392364] <@> ProcessId:3272 <@ PID

- FEAREREE —BR-BRESRUE B PHNBEREZILEBERE,

- BRFLSTRI1PER B Java Keystore jks X4 £ & BIECEEE 2 H A LAY “Request Signing
certificate” £ , iZF BRI F“SSO Configuration”>“Select Configuration 'Agent”>“SSO
Configuration”#& I+ >“Service Provider’>“Request Signing certificate”

- WBREECEEH S EEMN LR (Signature)it £ T L& crt30 - (5812%),



HEBEBR 7 R 2

Error

« $HIRAHG : 400
« HIRUEEA | SAMLIE RN T HETR | B WIUFKRM,

BES

=

IR REAADFS LM “FEZ B IUEH"MECE SSOE & S MR R FIUE B Z RIIEH R

Ui

B P BR S5 88 B &-IRERE 57

<tfroot>

Entering 'validateSSCCertificate

2022-10-07 15:27:34.
2022-10-07 15:27:34.
2022-10-07 15:27:34.
2022-10-07 15:27:34.
2022-10-07 15:27:34.
2022-10-07 15:27:34.

2022-10-07 15:27:34.

Error: Could not parse certificate:

2022-10-07 15:27:34.
2022-10-07 15:27:34.
2022-10-07 15:27:34.
2022-10-07 15:27:34.

Signature validation fa

2022-10-07 15:27:34.
2022-10-07 15:27:34.
2022-10-07 15:27:34.
2022-10-07 15:27:34.

523
520
521
521
521
523

523

523
524
525
525

525
525
525
525

GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000

- <@
GMT+0000

GMT+0000
GMT+0000
GMT+0000
GMT+0000

| ed:

GMT+0000
GMT+0000
GMT+0000
GMT+0000

and validating the sanl

<@>
<@>
<@>
<@>
<@>
<@>

<@

<@>
<@>
<@>
<@>

<@>
<@>
<@>
<@>

DEBUG <@>
DEBUG <@>
DEBUG <@>
DEBUG <@>
DEBUG <@>
DEBUG <@>

[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]

<@>
<@>
<@>
<@>
<@>
<@>

response against certificate:

ProcessId:3272
ProcessId:3272
ProcessId:3272
ProcessId:3272
ProcessId:3272
ProcessId:3272

<@>
<@>
<@>
<@>
<@>
<@>

PID
PID
PID
PID
PID
PID

INFO <@> [537838:qtpl1158258131-537838] <@ ProcessId:3272 <@> PID:

ERROR <@>
DEBUG <@>
DEBUG <@>
DEBUG <@>

java.io. |l CException: Inconplete data:

[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]

<@>
<@>
<@>
<@>

ProcessId:3272
ProcessId:3272
ProcessId:3272
ProcessId:3272

<@>
<@>
<@>
<@>

PID
PID
PID
PID

ERROR <@> [537838:qtpl1158258131-537838] <@ ProcessId:3272 <@ PID
INFO <@> [537838:qtpl158258131-537838] <@ ProcessId:3272 <@ PID:
ERROR <@> [537838:qtpl158258131-537838] <@ ProcessId:3272 <@ PID
DEBUG <@> [537838:qtp1158258131-537838] <@> ProcessId:3272 <@ PID

- BERBRBPEINE R TEBTED : java.iolORE  BETEE XA SHRMER
R R A AR E#H A

- EfERILE : £AS FS Management > AD FS > Service > Certificates > Token-Signing >
Export this certificate > open in a text editor > copy all contents > paste under 'ldentity



provider certificate' fixed in the SSO configuration > Save,

FSRARENEE —BRX-FORKEFF2FN FHRHAEF IR EESR5).

RULEA - ESAMLEBMHHRAZAF S0,

HEBEBR 7 R 3

Error
- BiRHB : 401-114
- i

BEDH

&2

<tfroot>

FIBRSS 88 B &-IRERE H7

get SSODat aFr onSAM.Token:

2024-02-01 01:44:32.081 GMT+0000 <@> ERROR <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@
2024-02-01 01:44:32.081 GMT+0000 <@> TRACE <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@

L1ON_USER | DENTI FI ER_NOT_FOUND_| N_ATTRI BUTE:

2024-02-01 01:44:32.081 GMT+0000 <@> ERROR <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@

com.

at
at
at
at
at
at
at

at

error Code=401- 114&error Stri ng=User

egain.platform.module.security.sso.
egain.platform.
.egain.platform.
egain.platform.
egain.platform.
.egain.platform.
egain.platform.
egain.platform.

com.

com

com.
com.

com

com.
com.

module
module

module.

module
module

module.

module

.security.
.security.
security.
.security.
.security.
security.
.security.

exception.SSOLoginException: null

sso.handler.SAML2_0_Handler.getSSODataFromSAMLToken (SAML2_0_Hand
sso.handler.SAML2_0_Handler.unmarshallAndValidateResponse (SAML2_
sso.handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Ha
sso.handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Ha
sso.handler.OpenIDConnect_Handler.validateReqWithAttributes (Open
sso.admin.SSOAdministrator.validateRequestWithAttributes (SSOAdmi
sso.controller.SS0ControllerServiet.doPost(SSOControllerServiet.

java.lang.Thread.run(Thread. java:830) [?7:7]

Identity not found in SAML attribute: 'upn':

2024-02-01 01:44:32.083 GMT+0000 <@ DEBUG <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@
2024-02-01 01:44:32.083 GMT+0000 <@> TRACE <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@

5P

IER TR R A BB (User Identity Location)#1“F I 38 # & #(User Identity
Attribute Name) = E& H 77 7£ B (& [R] &/ T~ PR B



- HECEEEZH AT AFFHNE M AFSOBEMEEWREAELE , B AREE THX
B BE-BFF>TET , BFENRE>SSOEE LT F>MARMERF"(E15F).

EESEYS

Eﬁ!l“ EHEEMMNEEZEQ LT FAFENEEX. ITR—HRMMNEZLXHF

SN
EE

« REBBRNEZELXHERNRE, BEARTHEHERERATPCCENRA, IR
BIE WA & & Packaged Contact Center Enterprisesk ( B FPCCE ) & ( BF
UCCERIPCCE ) »

« ERE. ARBERZE , BREEFER DA RF L FIF XN FHRET
FRAE T EE R,

» https://lwww.cisco.com/c/en/us/support/customer-collaboration/cisco-enterprise-chat-
email/series.html



https://www.cisco.com/c/en/us/support/customer-collaboration/cisco-enterprise-chat-email/series.html
https://www.cisco.com/c/en/us/support/customer-collaboration/cisco-enterprise-chat-email/series.html

ECERRZ<12.6(1)
o ol BVK PR F B4 B B Y



https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/enterprise_chat_email/enterprise_chat_email_12_6_1/Maintenance/Guide/ece126_userguide_administration.pdf

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



