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AN BEBMBERES T — R AL EEEMN LR FHCisco Meeting Server(CMS)EERXHMEN ST, T —RFRLEEREMCMS 3.0RFEIAN , RETFLEL
EY(SIP)EY

SoRFKH
BER
Cisco BUUER T MU T ER -
. CMS Callbridge 3.0 ESRA , HRF/MIF A, (—NFHFHES AT —ANREW
. Vbrick% i N #4451 2 (DME) ( A FMCMSFH RS & 7 2R )
- Vbrick Rev(fli& : REFEEZABMNEHABA TR ERN RN TEE
- MESXHRS(NFS)BE FRMEM |, ATLIFEWindows ServersiLinux E# TR E

- X FWindowshr$ 28 , ERBEZRIEWindows EFBMEZXHRL(NFS)
- X FLinux , BEREBIRIELnux LB E X4 RE

ER A
AP EBET U TR RELERA :

- CMS 3.2 B mima , # B ® /R RABEETE, (RHBEFTIEELFER )
. VBrick% # = 455 2 (DME)3.15.0 Rhel7

- Vbrick Rev( s 5vBrick ReviRS B —REMA. TEFHIARS)

. TNFSHIWindows Server 2012 R2

HFRER

CMS 2 1R R ESERASI A 7 X B Fr R EHE MY (RTMP)HCMSRAL ISR . £


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/jj574143(v=ws.11)
https://help.ubuntu.com/lts/serverguide/network-file-system.html

CMS 3.0 , BIAT T—RALERE , cRETSIPHAH, 3.0 EIRAMER Y BEEMELIR
AHUXMPP)e CMSERA3. 1R B S MRA ZHRTMPSHMNY , B bt AT B NZBECMS AL E 82 4A 45 5 44
RS R ZEHBER. XECMSHAEIREEH 5XIFRTMP(S) ( Youtube, Facebook, WowzaZ
) NEMREEER. BHEl, CMSHAEES 2@ Vorick DMEER AT RIRS 2N |, 2H#E
WERTER,

A3 5VBrick DMEKYSEEY TR ( W& ) £ , AP AUMNTRENRENE M &R EALER SR
CMS£1. kst , HVBrick RevitVBrick DMEEARY , X B 7T MHNEMBZEE S VBrick Reviz
RAFPINEE. A, CMSEEBEFAMHEEIL T NEZZSWRFSHNEEENFSEHMMARE
EEEVbrick LZ 2 WRFHRRFNTHERE. TEFHISATEH. BEHBALEERFAHGE
3 il MNFSH#EIA EVbricko

AL 5
MNumber of Number of 720p Number of 1080p MNumber of audio-only
vCPUs RAM | streams streams streams
aGE 20
8 8GE |20 2

AXEFHESHRETREIRETRREFNREREN, HAEANFTEREMUER (A ) BETH. IREEANREXNGEG , FHALCEL T H#ER
AWOHEERME,

LtREF

IREFAHTTUREESREEFAHERNRSSR L TN REEMNERSHE L, MRE
FHEREEER—ARSHEL  MRMLANVCPUMERER., MREHMERSHRLET , WEAE
iIEREHER RS ERAE | EDANMYEZONAGB RAMEY T A E B,

EITEEEFNSUBRSHREEMNZ XM RELENFS)NEERR., LHEFMIZITEFENRI
RSSER L, MAREEXWAFFUF L,

Component Connecting to Destination port to open

Call Bridge MFS (version 3) 20449

Uploader Web Admin of Call Bridge 443 or port specified in Uploader configuration

Uploader Vbrck Rev server 443 for video uploads and AP access to Vbrick Rev server

[
S

ZEHEACMSHBRLERMN LHZBEFN/LAAR , flwn . EEZNRRSEEMENcallbridge. EFENRIRS RN callbridgeBFEMNEF SN HRRSERMN
callbridgeBf £, ANMETERIE , HdCalloridge B EEEFEMRLER FEBRFBRSSE DAk ENMERESREEA THEMZ S,
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FRIRFFUET B IR E HF EZ I,

i SRNE

MR ERAHFEEMWThitpsiERE | BR , E2MNFSIPER , RUAERBRSHLAEEAT
TLSEENBRILF.

streaner> pki csr tac CN:.*.tptac9.com subject Al tNane:streaner.tptac9.com.............. ......
Created key file tac.key and CSR tac.csr CSR file tac.csr ready for downl oad via SFTP

REUMA #EUE B AN (CA)EBIEFH, EHREXHERDI(SFTP)HEKRIES LZEF
StreamerfR$5 87, S LIHIAE R LA ES.

AP BEFFIESATRGERR, FEALEREEENSE,

https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/
Version-3-1/Certificate-Guidelines-for-all-Deployments-3-1.pdf

streaner> pki list User supplied certificates and keys: tac.key tac.cer ROOICA. cer exanple. key
exanpl e. csr tac.csr

FM|2. MMP/SSHEL &

« EAMMPE TE BERAE R0 O LR EMITHSIP TCPRITLSIR O
streamer sip listen <interface> <tcp-port|none> <tls-port|none>

streamer> streamer sip listen a 7000 7001
{REEMATLS sipiEfE. FTCP SIPEEEREBERN'T , MM T
streamer> streamer sip listen a none 7001

« AMAEERRSIFNALES

streamer> streamer sip certs tac.key tac.cer

. BERGRARE
streamer>3fi&k 3 25 sipfF47720p

« BRRAESR

streamer> streamer enable

« WEF , MREBRETTLS , WATBERLEER LI SIPRATTLSIAE
streamer> tls sip trust ROOTCA.cer

AR NBERTLSEERS , RMNBWE ATLSKIE.
streamer> tls sip verify enable

c BiFFEHANREEEERTER

streaner> streaner Enabled : false SIP interfaces : tcp a: 7000, tls a:7001 SIP key file :
tac. key SIP certificate file : tac.cer SIP CA Bundle file : none SIP Resolution : 720p SIP
traffic trace : Disabled Call Limt : none

< EAGTREARLERS  "RLBREA" AEEESMER R, MR


https://www.cisco.com/c/dam/global/zh_cn/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-1/Certificate-Guidelines-for-all-Deployments-3-1.pdf
https://www.cisco.com/c/dam/global/zh_cn/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-1/Certificate-Guidelines-for-all-Deployments-3-1.pdf

streaner> streaner enabl e SUCCESS: Key and certificate pair match SUCCESS: Streaner enabl ed

SIR3. ArmE

LWEL B £ FE B CallBridgefICMSH 1T, TERCMS WebadminiZ O LMAPI, EMRESTE i ( #Postman, Poster ) 8] A FH 1T RME.
BRFSIPHAEESE , A LME MR #9/callProfiles for sipStreamerUri FELBHMEAE.

ECMSHRS 88 LEFAPIL, $ ZEWebadmin > Configuration > API

o BIRIPMEEX

1-1of 1) | show all v| | Create new |

« Bii&sipStreamuri=demo@streamer.com & StreamingMode=Ezh/F3h

The user part of the configured "sipStreanuri" (i.e. the part before '@ synbol) has no
significant nmeaning, and for the new SIP streaner conponent, although required, it can usually
be anything, e.g. "streamer @treaner.cont'. The inportant part of the URI is the "domain" part.

| « return to object list |

/api/v1/callProfiles/1c390ade-d4c2-4cfb-bc3a-251dc6d8b367

Related objects: /apifvl/callProfiles

Object configuration

streamingMode manual
sipStreamerUri  demo@streamer.com

Write this object to "/api/v1/system/profiles”

/api/v1/callProfiles/1c390ade-d4c2-4cfb-bc3a-251dc6d8b367

e ———

e
gatewayAudioCallOptimization [
lyncConferenceMode  [| | <unset> v|

lockMode [ | | <unset> v|

sipStreamerUri [ | demo@streamer.com

Modify |
Ei B sipStreamuri=demo@streamer.com & StreamingMode=B31/F 3

o ¥ EEAIE N FHA B B callProfile i i1 ZEl/system/profiles, X2+ REE , BB/ sipStreamerUri” i Tk 2 28R 1E,


mailto:sipStreamuri=demo@streamer.com

| « return to object list |

/api/v1/system/profiles

Related objects: /api/v1/system/profiles/effectiveWebBridgeProfile

Object configuration

callLegProfile add951de-3ded-4619-a428-d779e6b0ad23
callProfile 1c390ade-ddc2-4cfb-beda-251decdB8b367

dimfProfile 5a7edd42-adc7-4ad5-Bbc3-e3b998e2d648

/api/v1/system/profiles

| | |add951de-3ded-4619-a428-d77%e6b0a323

1c390ade-d4c2-4cfb-be3a-251dc6d8b367 ]

userProfile D | || Choose |
iviBrandingProfile [ | || Choose |
callBrandingProfile [ ] | || Choose |
compatibilityProfile ] | || Choose |
diallnSecurityProfile [ | || Choose |
webBridgeProfile [ | || Choose |

FcallProfile /M I B R 52/8L B S4F

* JFVBrick 'streamURL A INEI A FREHNZER, A TSE |, FHCMS WebREAIE T & H'Stream'HI 22 (8]
Space configuration

ulb'f#z: WAEYZE ()

« {&ERZEE BURBI“StreamURL”s “streamURL"#& X T : rtmp://<VBrickBroadcastUsername>:<VBrickBroadcastPassword>@<VBrick I[P}
FQDN>/live/NameofStream. £l , HIFHEE R “rtmp://broadcast:broadcast@10.106.81.40/live/SpaceStream77”



Object configuration

nams Stream
autnGenerated False
uri 1004

calld 98765

streamUrl - romps/ broadcast: broadcast @10, 106,81,40/ve/SpaceStreamsT

setret VWIUQIUSCuqUGIEE. peR_g

Japifv1/coSpaces/ca2847f3-02c7-438b-93e5-09434ecIded2

wsarProvisionsdCaspace
name

uri

sacondanyUri

]

[ | Stream
| 1004
Ol

| GUID (none avallable)
|- present
| tuRt user part) - present
(URI user part)

callld ] | %8765
rmag [
passcode [
defauitiayout [ | zunset> [
tenant [
calkegProfle [
callfrofile ]
calBrandingProfile [
dialinsecuntyProfie [ |
requireCalifd ] | <unset> »
seaet [ | WWaUQWScunlG2i6 p3R_g
regenerateSecrat [ [cunsel> ]

nonMemberaceess [ [<unset v
[

orovmerlid

- prosent

=
| | Choose)
| |[Chooze |
| ||Cmm.
| [ Choose |

[

streamiyd [
onmerAdGud [
[

[

[tmp 106,81 40Gve/SpaceStream7T | (URL) - present
| | GUID (none available)
[

meetingScheduler
[paneFlacementHighestimportance
paneFlacementSalffansMode [ | <unseb w

SEIUP : EHEAN

BE , — S EloutboundDialPlanM M8 B E X URI ( 38 7] B2 “streamer.comZEE AR R ) o
% Bt E outboundDialPlan N LA PL Bt streamerUri 2 F T & B B9 151

Qutbound calls

Filter || Submit |
Call
] Domain SIP proxy to use Local contact domain Local from domain Trunk type Behavior Priority Encryption  Tenant Bridge
Scoph
1 | streamer.com 10.106.81.58:7000 : m Standard SIP Continue 20 Unencrypted ne <all> feit]
7 | streamer.com 10.106.81,58:7001 e s StandadSP | Stop Encrypted o b | fedt)
recorder.com 10.106.81.58:6060 ' fresd-igdon StndadSIP | Continue | 10 Unencypted | no | <alb | fecil]
7 | recordeccom 10.106:81,58:6061 Sk StandadSP | Stop 10 Encrypted o b | fedt)
! (ade |
| N I || [standardSIP | | [Stop v/ |0 Ao v LAk Mo
[ Resel
B2 B ua A
SIPSIP(5060,5061)DialPlanRule“sip proxy to use”
streamer> streanmer Enabled : true SIP interfaces : tcp a: 7000, tls a:7001 SIP key file : tac. key

tac.cer SIP CA Bundle file :
none

SIP certificate file : none SIP Resolution :

. Disabled Call Linit
LtBEF

720p SIP traffic trace

EE AR UEMNFSHEEZN A R
streamer>_t £ F2 Fnfs 192.168.15.38 : 4

- BELHEFRERN VRS SBEURIIERER

streamer> uploader cms host join.mextp.local



- BT FN 2RSSR LIEEWebEEix O
streamer> uploader cms port 445

- BIETRUMFN 2RSSR LI E EBAPIA R RN A F
streamer> uploader cms user apiadmin

streamer> uploader cms password
EimARE:

- PRSI MCMSHE MBI LW RS R EEFHE
EETHURFHSWRSERL , IWebEE G I B iIE B4 S (crt-bundle) , ZHEHATITER
CAILL+ & 5 Fr A P RIE B AV EIZS,

streamer> uploader cms trust ROOTCA.cer

- BEEVbrickEHF L HREFEZESINmO
streamer> uploader rev host ciscotac.rev-na.demo.vbrick.com
streamer> uploader rev port 443

AE RESHIEE , MmO RIA 443

- AINEE LA WSFH B APIF BRI Vorick Rev A F
streamer> uploader rev user tacuser
streamer> uploader rev password
A ZD:
FHE B LR INEIVorick ReviEERE
B UE P L8 (crt-bundle) , ZLPZR1EVbrick ReviR S 8585 HRCAIE P MATE FENEBH
RS

streamer> uploader rev trust vbrickbundle.cer

-RELBREFEEFBR LBER

streaner> upl oader Enabled : fal se NFS hostnanme : 192.168. 15.38 NFS directory : Recordi ng CV5
host : join.mextp.local CVS port : 445 CMS user : apiadmin CMS trust bundle : ROOTCA cer Vbrick
Rev hostnane : ciscotac.rev-na.deno.vbrick.com Vbrick Rev port : 443 Vbrick Rev usernane :
tacuser Vbrick Rev trust bundle : brick.cer View access : Public cospace_nenber_access : edit
recor di ng_owned_by_cospace_owner : false fall back_owner : adnin coments_enabled : true
ratings_enabled : true downl oads_enabled : true active_upon_upload : true del ete_after_upl oad

fal se
MREBER , ¥ EAuploader enablets /5 AUploader . FIAHBLMERKI , MTFIRo

streaner> upl oader enabl e SUCCESS: upl oader enabl ed
BiuE

TabES



* C & i wcure | et s e et B v @

sIP

9596@10.127.241.219 [less] (eall 77, incoming, unencrypled)
call duration | 2 minutes, 28 seconds
incoming media | AAG (64.0 Kb/s, -6.008 gain), H.264, 768 x 448 30.0fps, 321 Kb/s
outgoing media | DPUS, H.264, 640 x 360 4.91ps, 4.91 Kb/s
additional protocols | unencrypted Active Control, unencrypted H.224
remote address | D506@10.127.241.219
SIP call ID | 1¢gb000-10001-2911-831492a610.127.241.219

CMA  Guest_330 [less] (call 80, incoming, encrypled - AES-128)
call duration | 27 seconds
incoming media | no audio
outgoing media | OPUS, H.264, 768 = 448 30.0fps, 321 Kbis
remote address | guest2537753157

Monitor —= Multi-Protocol Connections

(ol w| entries Page Refresh Interval: | Mever -~
L= L Tue, 11, Aug 2020 O0:34:10
Bamam T [ Porl Sl Lkt Ta
In RTME Activa 101060160 1995 14040 o 3 min 23 po< Spaceftraam 7T

A0 10081 A0S OMASpAcaSIeamTT || MEpoU10. 100 81 4000044 AsSpaceSreamTT || MMEH 1010681 40 181SAeSpaceSreamTT

AL TE R B R SIP TR LY

LREF

ELHEFNREASRERED , EAUFIRDEHH AT,

Jun 17 22:24:41.867 user.info cns-02 Upl oader[1]: scanning directory:

/ mt/recordings/forwardedCalls Jun 17 22:24:41.867 user.info cnms-02 Upl oader[1]: scanning
directory: /mmt/recordings/spaces Jun 17 22:24:41.869 user.info cns-02 Upl oader[1]: checking the
status of /mmt/recordi ngs/ spaces/ 8a7076e2-6db6- 47e9- 98ee- 3bd063e32559/ 20210618032309+0000_vi d-

i d=c4605aaf - dc49- 4cd7- 9174- c46185bal983@bri ck. np4 Jun 17 22:24:41.870 user.info cns-02

Upl oader[1]: CGetting from https://ciscotac.rev-na.deno.vbrick.com 443/ api/vl/videos/c4605aaf -
dc49-4cd7-9174- c46185bal983/ status Jun 17 22:24:42.035 user.info cns-02 Upl oader[1]: Received
vbrick response status code: 200 Jun 17 22:24:42.035 user.info cns-02 Upl oader[1]: vbrick
response: main.vbrickStatusResp{Status:"Ready"} Jun 17 22:24:42.035 user.info cns-02

Upl oader[1]: file 20210618032309+0000_vi d-i d=c4605aaf - dc49-4cd7-9174- c46185bal983@bri ck. np4 vid
c4605aaf - dc49-4¢cd7-9174- c46185bal983 status Ready Jun 17 22:24:42.035 user.info cns-02

Upl oader[1]: CGetting from https://ciscotac.rev-na.deno.vbrick.com 443/ api/vl/videos/c4605aaf -
dc49-4cd7-9174- c46185bal983/ pl ayback-url Jun 17 22:24:42.200 user.info cms-02 Upl oader[1]:

Recei ved vbrick response 200

HRRHERR
b=

1. FT¥F ATHE

StreamerfE E A CallbridgetA B BRSS 2 L EEICRKEF W AIE, MEFREFEE , RFUETE , NEH
BEPNE RO T RNEIR,

—— e R —— - 8 S R S S A o

04:00:18.946
04:00:18.246

conference d1bed391-edBc-4406-994c-2e07b46fbidc: lock state has changed to unlocked
AP call leg d85ba532-16c3-4afe-bf82-5514c8219eid in call d1beB391-edBe-4406-094c-2e07b46fbidc (AP1 call 5d906715-44id-4a63-8ad6-af2d43al8cad)

| 2020-08-09 04:00:18.846 unable to start recording (space “TAC2Y) -- no icense

2020-08-09 04:00:18.947 conference d1be8391-edBo-4406-994c-2e07hd Gibidc has control/media GUID: 6d365821-ddfa-49d7-bidc-323089¢2c3e5
| 2020-08-09 04:00:18.947 conference d1be8391-edBc-4406-994c-2607b46fbfc named "TACZ"

2020-08-09 04:00:18.947 call 2: configured - AP call lag d05ba532-16¢3-4afe-b182-5514c9219efd with SIP call ID *58dda880-10001-21-031492a@10.127.241 219"
| 2020-08-09 04:00:19.213 call 2: compensating for far end not matching payload types



BRRIMFTEMNIF . FEHABS license” AJ AIECLIF R EF AT LIRS

cmsl> license Feature: callbridge status: Activated expiry: 2023-Apr-28 (690 days renain)
Feature: turn status: Activated expiry: 2023-Apr-28 (690 days remain) Feature: webbridge status:
Activated expiry: 2023-Apr-28 (690 days remmin) Feature: custonizations status: Activated
expiry: 2023-Apr-28 (690 days remain) Feature: local _|icense_npde status: Activated expiry:

2023- Apr-28 (690 days renmin) Feature: recording status: Activated expiry: 2023-Apr-28 (690 days
remai n) Feature: personal status: Activated expiry: 2023-Apr-28 (690 days remmin) Feature

shared status: Activated expiry: 2023-Apr-28 (690 days remain)

2.TLS#%A
MREETTLSI A ERNAIES. ARLEREEUEBLUEATLS
WREBRATH. XEETCPIRO

streaner> streaner sip listen a 7000 7001 streaner> streanmer enable FAILURE: TLS port set but no
certificates configured FAILURE: Streaner configuration not conplete

MIE , BAE2ANED AT BRTLSIR A SR NSIP TLSEEMRAEBFIUEH
/U\HE XF ﬁTLSJI_ﬁ A,
3. RTMPHi &kl BT IEH

B EHFERER

daenon. i nfo streaner streaner-sip[2280]: 144500.368 : INFO: call 3: retrieved stream URL from
RTCP: "rtnp://broadcast: broadcast @O0. 106. 81. 40/test"” daenon.info streanmer streaner-sip[2280]:
144500. 368 : INFO : call 3: parsing rtnp://broadcast: broadcast @O. 106. 81. 40/t est daenon.info
streaner streaner-sip[2280]: 144500.368 : INFO: call 3: RTMP stream="test" daenon.info streaner
streaner-sip[2280]: 144500.368 : INFO : call 3: RTMP server="rtnp://10.106. 81. 40: 1935/test"
daenon. i nfo streanmer streamner-sip[2280]: 144500.370 : INFO: call 3: Connected to RTMP server
daenon. i nfo streamer streamer-sip[2280]: 144500.370 : INFO: call 3: C2 pending - |len 1536
daenon. i nfo streaner streaner-sip[2280]: 144500.370 : : call 3: snd: create new chunk stream 2
daenon. i nfo streaner streaner-sip[2280]: 144500.370 : : call 3: snd: create new chunk stream 3
daenon. i nfo streanmer streamner-sip[2280]: 144500.370 : INFO: call 3: RTMP sent chunk size of
4096 and connect message daenon.info streamer streaner-sip[2280]: 144500.410 : ERROR : call 3:
connection : far end closed connection 5

'\l—%ﬁ & l)lb&l. IE %ﬁﬁﬂ = EF' E’J 5 Bga ;‘F J’/{ rtmp://<VBrickBroadcastUsername>:<VBrickBroadcastPassword>@<VBrick IP5}
FQDN>/live/NameofStream™## % E A& RTMP URL

4 AL B ER A 5% (B B

HTCMSHAERZETSIPHEF, I , HIMFFd , EREMBERE. XTESBTFUTEIABNZR. HERUTTH , HHCMS Callbridge KX T H
VERPOY BT AT BSEE — SRAEREINVITER A8 545 IR T K W

2021-06-28 17:37:02.412 Info user 'guest300535034' starting stream ng (space 'test')
2021-06-28 17:37:02.413 |Info APl call leg bc0917df-589c-4628-887d-79481d322fed i n cal

63f 0b174- 831le- 4al2- b4ee- 27186d4162af (APl call 00286960- 9af 9- 4d5d- 9ca7- 20dd40425292)

2021-06-28 17:37:02.413 Info call 44: outgoing SIP call to "deno@treaner.com' from space
"test"

2021-06-28 17:37:02.413 Info call 44: configured - APl call |eg bc0917df-589c-4628-887d-
79481d322fed with SIP call 1D "7d37a80e-7996-4e8d-aa87-77c9d4729cec"

2021-06-28 17:37:04.482 Info call 42: receiver report 1 interval for rx video 0 = 6113ns

(period 6108ns) 00000000



2021-06-28 17:37:22.074 Info call 44: falling back to unencrypted control connection...

2021-06-28 17:37:54.075 Info call 44: ending; local SIP teardown with reason 7
(transaction timeout - no provisional responses sending INVITE) - not connected after 0:52
2021-06-28 17:37:54.075 Info call 44: destroying APl call |eg bc0917df-589c-4628-887d-
79481d322f ed

2021-06-28 17:37:54.076 Info streaming call leg for space 'test' disconnected with reason

7 (transaction tinmeout - no provisional responses sending | NVITE)
EECMS CallbridgefR 5585 ERY HBERFANRE |, URIEE A X FNVEURRBRELER, BEKEcalprofle2BEE T EBHNRLERUR , #FERES
CospaceXBko

FBEF
1. Vbrick#&§iA T IEH,

EEHEFBSH , BULEREIR

Jun 27 11:29:27.864 user.info streamer Uploader[1]: Received vbrick response 500 Jun 27

11: 29: 27. 864 user.info streaner Uploader[1]: posting to:

https://sal es. vbrick.com 443/ api/vl/user/login Jun 27 11:29:47.870 user.info streaner

Upl oader[1]: Received vbrick response 500 Jun 27 11:29:47.870 user.err streamer Uploader[1]:
Failed to initialise Vbrick dient Jun 27 11:29:47.870 user.err streamer Uploader[1]: vbrick
returned status code: 500

R Avorick RFEREE 7T EWMWEIENFE O, SEEHRLERERNEERACMS callbridge
webadminif 0o
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