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AXEPWEEETUTHREME SR

- CMS W7 2.3.7

. CUCM hR7K 11.5.1

- Google Chrome hR7x 69.0.3497

- WinSCP hx7< 5.7.7

- Windows Server 2012
AXEPHNEENRETHERREREFNEZFREN,. AXEPEANFMAERERVEXAR
BN BRE, MEEBFEANREXENG , FHAECLTHRAMETSHNEERM,

ol
W15 FICMS

-BXREFZCMSH , RELESERWMIDBE  HEREEH
- BRIANERR
AFP4 : admin

#35 : admin

- BMAERER  BRSRLEREBREFERD
Uelcome to the CHMS UM

acano login: admin

Pleaze enter password:
Password has expired

Please enter new password:
Please enter new password again:

Failed logins =zince last successful login 0O
acano >

acano>

CBRINBEURE— NN EBARP  IBEEZEARENKFNZER A UETFHE,
. AL T4 : user add <P %> admin
- B AT BB HBIAFTRB

1 L —iff
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B2y EREHA
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. I&1T hostname <& %> &
- ERRS S

. 1217 reboot 5 H



acano> hostname CH501

A reboot 1s required for the change to take effect
acano.»

acano> reboot

Haiting for server to stop...

Haiting for server to stop...
Haiting for server to stop...
Haiting for server to stop...
Haiting for server to stop...
Rebooting. ..

$£35: EEFMKRR

- EERTRYFIMNIRE , BiETipvda R

. ANhnipv4 BB

. 1217 ipv4 <#EO> add <IP #iit>/<FMEB> <FX> B
CMS01> ipud a add 17£.16.85.8-27 172.16.85.1

Only interface enabled: setting gateway as default egress route

CH501>

BLEARTX
. 1217 timezone <N XE#>
- EEEMATANK , 1BE1T timezone list 855
- AN IR GRS [E L (NTP) BRSS 2%
. 31T ntp server add <IP #ziit> @i
CH301> ntp =erver add 10.88.246.254
CH501>
CH301> timezone America-Mexico_City
Reboot the system to finish updating the timezone

. h0 DNS BR% 28
. I=47 dns add forwardzone <i®#%> <DN SIP> %

XX : 7N DNS EWEEREE , BR , WRE(IEHATE DNS #4147 , WA £ H LEN

|4% : ®F CMS HFHHE

- BEfE CMS RS , EELRREF AL
 BERHBZREAUE , AOERNTRIFREES (MAC) ibik | AT aEF 52 i,
. 1547 iface a B &

- & MAC Hyut



- BEENHEAREKR | UEEKRIFAL,
AEE AT TBE AN ERIE,

CH301> iface a

Mac address 00:50:56:96:CD:2A

Configured values:

Auto—negotiation: default
default

default

1500

10000
full

REBETIEXHE  BXHEME RN cms.lic
- £ WinSCP s E ftt SFTP & F um {34 L& F| CMS fR% 85

e,

Mame Size Changed
| ACANO-MIB.txt 4KB 8/8/2018 5:59:13 AM
| ACANO-SYSLOG-MIB.txt 2KB &/8/2018 6:24:02 AM
, audit 10KB 10/6/2018 4:48:03 PM
boot.ison 10KB 10/6/2018 3:58:11 PM
| ems.lic 9KB 10/6/2018 4:47:54 PM
__ live,json 9KB 10/6/2018 4:47:54 PM
_leg 1,440 KB 10/6/2018 4:48:03 PM
 logbundle.tar.gz 1KB 10/6/2018 4:48:03 PM

. EENHIE |, E1T license S
. EF‘HE&‘%

. ﬁ reboot iF 5
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s CIN=EU L . anmil ©of .

. webbridge.csr

nad wia SFTE

AEE ERROF , ABNRSRGET E-NIEH , BUUNFRERSIE - MNMEB, BX
PIBIEPNESEE , BSAILHOIEERE

BT RESERU TR  csr XHM key X, EMREEZHSTRTP OENRSE
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https://www.cisco.com/c/dam/global/zh_cn/td/docs/conferencing/ciscoMeetingServer/Reference_Guides/Version-2-4/Cisco-Meeting-Server-MMP-Command-Reference-2-4.pdf

| ACANO-SYSLOG-MIB.bdt
|| audit
boot.json
__|callbridge.csr
__| callbridge.key
__| ems.lic
. livejson
__log
| logbundle.tar.qz
| webadmin.csr
| | webadmin.key
__|webbridge.csr
| | |webbridge.key
__ XMpp.C5r
| . xmpp.key

Size
4KB
2KB
16 KB
10KE
26 KB
26 KB
26 KB
26 KB
1,442 KB
1KB
26 KB
26 KB
26 KB
26 KB
26 KB
26 KB

- EAIERFRIEN CSR £H
- BREANERTE Web FF KM Web R85 41 IE
- HEZLBMIEH LML CMS RS8R

e

Mame

|| ACANO-MIB.tit

|| ACANO-5YSLOG-MIB.bet

|| audit

| |boot.ison

| callbridge.cer

|| callbridge.csr

|| callbridge.key

|| crmes.lic

| livejson

L_|leg

[ | hogbundletar.qz

jlﬂnnlc.ﬁ..:ﬂ

| webadmin.cer

|| webadmin.csr
webadmin. ke

| webbridge.cer

|| webbndge.csr

| |webbridge.key

|xmpp.ces

L ampp.csr

__|xmpp.key

Changed

8/8/2018 5:59:13 AM
8/8/2018 e:24:02 AM
10/6/2018 5:04:18 PM
10/6/2018 3:5%:11 PM
10/6/2018 4:51:02 PM
10/6/2018 4:51:02 PM
10/6/2018 5:04:14 PM
10/6/2018 5:04:14 PM
10/6/2018 0416 PM
10/6/2018 5:04:19 PM
10/6/2018 4:51:54 PM
10/6/2018 4:51:34 PM
10/6/2018 4:54:38 PM
10/6/2018 4:54:38 PM
10/6/2018 4:59:35 PM
10/6/2018 4:59:35 PM

Size

4 KB
2KB
20KB
10 KB
ITKE
ITKB
ITEB
iTKE
ITKE
1,451 KB
1KE
3TKE
3TKE
3TKE
3TKE
3TKB
3TKE
3TKE
iTKE
iTKE
ITKE

- R EALERIEHHR CA RMEMPEES,.

Changed
B/E2018 5:5%:13 AM

8/8/2018 6:248:02 AM

10v6/2018 5:14:04 PM
104672018 3:53:11 PM
10672018 5:12:20 PM
10/6/2018 4:51:02 PM
10/6/2018 4:51:02 PM
107872018 51404 PM
10672018 31404 PM
1082018 5:14:04 PM
10/87 2018 5:14:04 PM
100672018 51404 PM
10062018 5:12:23 PM
10/6 2018 4:51:54 PM
1062018 4:51:54 PM
10062018 5:12:26 PM
10v8/ 2018 4:54:38 PM
1062018 4:54:38 PM
1006 2018 5:12:27 PM
10082018 4:52:35 PM
1062018 4:58:35 PM
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pki list A5

ELLLT: CMS J:EIJ HAFTBIES

LR

6% : DNSig%

. 73 Callbridge. xmpp. Webadmin 1 Webbridge £l DNS #biik (A) i23F
- WRFTE IS FEIE@ CMS IP bk

| callbridge Host (4] 172.16.85.8 static
'—| crms01 Haost (A) 172.16.85.8 static
| webbridge Host (4] 172.16.85.8 static
xmpp Host (4] 172.16.85.8 static

- 7 xmpp-client 812 RS IZF (SRV)

- REIEFKMEX A
BRS% _xmpp-client
W _tep
0 5222

B ¥R # A XMPP FQDN , 41 xmpp.anmiron.local

—_————— - _———— L— - —_——— _— o o —

—| _empp-client Service Location IISF‘JIIJ ['ID]['ID][EEEE] xmpp.anmirendocal. static

B7% . RSEE
& Callbridge :

. #i A callbridge listen <##0> &%
. i A S callbridge certs <callbridge-key-file> <crt-file> [<cert-bundle>]
- BN R BIZ CSR M2 A

ﬁ%ﬂﬁ@mﬁ CA R{EMEMA P HIEPHNESHST

> callbridge listen a

> callbridge certs callbridge.key callbridge.c



AR FURFRTEORNSRETA T EM 1P it A Mtk (NAT) WE0 L

Bt & Webadmin :

ebadmin listen < 0> <i§O> %

ebadmin certs <B4A3 4> <crt X 4> [<IE PR E>) D

3

EX : iR webadminHlwebbridgeZE—RFEFPEE , MAAEFRED LEREE (IR
AR O , webbridgeE E{IWTiH 443, webadmini@ EHl & 1£ i 0445,

fii & XMPP :
. =17 xmpp listen <A E%¥> e
. 1517 xmpp domain < &>
- &

1T xmpp certs <key-file> <crt-file> [<crt-bundle>] #F %

AE  HEMME50IE DNS IS FAVE TR,

Bl iE Webbridge :

TR webbridge listen <interface[:port] whitelist>
T webbridge certs <B4A3X#> <crt 3'C4¢> [<crt LR T>] oF
- 11T webbridge trust <crt #45E> T

CH501>» webbridge listen a

=1
iz 1

Irl.;ll f.EII

> webbridge «

> webbridge

EX  F1F ort LT R Callbridge iE$ , % NE| Webbridge # = gEiL Callbridge {§4E
Webbridge , X8 AERGEEMATIRE,

T callbridge restart a9
T wbeadmin enable &%
1T xmpp enable 5+

X



callbridge r

AR RSHRLAHNAERSEERY , MREEXY , FRECANSR , RIEMBEE
REIEH

Eggwﬂﬁﬁéifsﬁ XMPP g% , AR HEAHEE , ETHFUMEHETER XMPP RS # 1T
ik,

. iZ1T xmpp callbridge add <A#4-&#H> e
- GR —NZER , B

L L =

. EFIRAHE

. 158 CMS Web £HE

- SRMERE > ER

- WAMEKER
#E — R AY B 852 5 % A B2 /Y Callbridge Y& %5 , B4 callbridge
= WAL , Bl anmiron.local
B S5 88 it ik ®iE CMS IP it , 430 localhost:5223

HE R MWL — Sl | 5l 6DWNANabpumuti4pAb1



EERER
General configuration

XMPP server settings

Unique Call Bridge name [H llbridge ]
|
|

Domain [n nmiron.local

Server address | localho=t:5223

Shﬂrﬂd cacrot |"I"'I‘I'I"'I‘""'l" ]Ensgll

e — ]

Confirm shared secret

- J9 3R E8. 632 S B8 P A AL MY
- SMERR > KB

- WAMEXER
) A CMS BRZ523891E4 |, 470 anmiron.local

SR WMARTRFIUERHE, Fla00
BiRZH EFER

Call matching

Targets users Targets IVRs Targets Lync Targets Lync Simplejoin

Targets spaces
no no edit

[ | anmiron.local 0
| | | | [yes ] [yes v] [yes ] [no v] [no +] Add New || Reset

- BIEA TNz
- EMZERR > 2
- MAMRER
B8 AR IR =[] |, flfn spacetest
URI B84 8 A L2 8 URI , BN spacetest
M ID 1 AM Webbridge 1A Ltk 22 6] B RE AL 1D , %40 spacetest
=5 MR AVFIHRIZEE , WA —NRF ( NEEE )

Space configuration

Filter Submit Qnery_]

] | spacetest spacetest spacetest

A% URIAFSBoREUSBEERERECEAVNEENHFRSHNE, HlmEUFR

+ spacetest@anmiron.local

- SEERRE > ¥R > Web RHrR E

- MAMKRER
ﬁgﬂKF‘gFﬁ URI 3% £ Webbridge Web 5 , %0 https://webbridge.anmiron.local

WBEKF JID i85 £ CMS HEE#E , a0 anmiron.local
BEEL BT R R AW



https://webbridge.anmiron.local

Web bridge settings

Guest account client URI |https://webbridge.anmiron.local

Guest account JID domain |@nmiron.local

Guest access via ID and passcode |secure: require passcode to be supplied with ID +

Guest access via hyperlinks | allowed N"|

User sign in |a||-:|wed V|

Joining scheduled Lync conferences by ID | not allowed 'v'|

8% . £ LDAP

- ¥TFF CMS Web R H
. S ZE R/ > Active Directory

- WAMXEER
B
WO
):: )k
#B
B X 3=

pUp 4
EREH

):: Pk
REH
Z2/§ URI A&

)
ZZRIMEL ID

LDAP fRZ525 IP sk |, 4540 172.16.85.28

MREFEANRIEREER , KON 389, MRMLABHRZLERE , KON 636

WA LDAP fRFZ23]MEE R , f5l20 anmiron\administrator

MAEERAFPNED

X 23X B Active directory BJiZE , /20 CN=Users, DC=anmiron, DC=local

X 23K B8 Active directory BIIZE , 5131 (memberof=CN=CMS, CN=Users, DC=anmirol
DC=local)

AFENERAX , HlE0 $cn$

BAFPEEZRID , #lin $sAMAccountName$@anmiron.local

ZEEMWERAR , Hli0 $sAMAccountName$ Space

ER S/ URI, a0 $sAMAccountName$.call
M Webbridge £ ALY ID |, 4l40 $sAMAccountName$.space

Active Directory Server Settings

Address |172.16.55.25 |

389

Port

Secure connection [ ]

Confirm FIEISE.'I.I'JDI’EI |-------------

Username |anmi:|:r:|n\administratnr

Pangurd |IIIIIIIIIIIIIIIIIIIIIHI Car‘lcel

Import Settings

Base distinguished name |CH=Users,DC=anmiron, DC=local

Filter (menberof=CH=CHS5, CH=Users, DC=anmiron, DC=1ocall)




Field Mapping Expressions

Display name

Zcns

Username

SziMiccountNameS@anmiron. local

Space name

SsiMLiccountNames Space

Space URI user part

SsiMbccountHNames.call

Space secondary URI user part

Space call ID

SsiMhccountHames . space

- EERR
- EEMRIES

ENTX5IEFHATEERRRK A Active Directory Hig B, ILREIDE A TFIRE Active Directory £
EUREREENERFE., ATHIF EEMLERESRT , 5 HActive Directory EH B ZheE. S

ERPNMUEYN > 28 , RAREEREHRHEE

- EARGIH , QIET R CMS WA
- £ AD LT AP Mt HHLZhRE

- EE-NRAP AR
- SMERERE R

. =R H R 2B distinguishedName P

- 2
Users Properties 2] x [} CMS Properties L2] x |
5 obect [ Secoy | Atrbute Editor | General | Members |  MemberOf |  ManagedBy |
| : | Object | Security ] Attribute Edtor
Aftributes:
Attrbutes:

Attribute Value A —

displayName <not set> Attribute Value ~

displayNamePrintable  <not set> displayNamePrintable  <not set>

distinguinhedNawe CN=Users. DC=anmiron. DCocal distinguishedName CN=CMS.CN=Users,DC=anmiron,DC=local | _

String Attribute Editor - String Attribute Editor -

Attrbute: distinguishedName Altribute: distinguishedName
Value: Value:

|CN=Users,DC=anmiron,DC=loca||

| [CN=CMS CN=Users,DC=anmiron,DCocall

ok || cancel | [ ok | [ Cancel |
. lastKnown Parent <not set> ?_;oupType ix:?ggDDOZ = (ACCOUNT_GROUP I SECU
; " info 5
mSDSConsistencyC... <ot set> v instanceType (x4 = (WRITE) .
£ ][] > | < = 5
[ ok |[ Cance ok ][ Corce

AR : BX LDAP TERNESFEE , BiFR CMS SEIEE

9% : Bl CUCM

- TFF CUCM K9 Web S
- SMEBIRE > P4


https://www.cisco.com/c/dam/global/zh_cn/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-4/Cisco-Meeting-Server-2-4-Single-Combined-Server-Deployment.pdf

i3k |
- ERYRBETHREAES | &R SIP P4k
CEET—-F

- Trunk Information

Trunk Type* SIP Trunk v

Device Protocol® SIP v

Trunk Service Type* None(Default) v
Next

- RANEXER

RER WA SIP FAEF , 5130 TrunktoCMS
B #rit sk A CMS IP 3t s{FEAL M HF FQDN |, #5140 172.16.85.8
BiRik A WA CMS AT mrryiwa |, 4la0 5060

SIP FRELMEBXH ERLZLHEBENH , flNIERS SIP PR EH
SIP BB # EEFRSWHERAE SIP B0 X4

rSIP Information

Destination

[ Destination Address is an SRV

Destination Address Destination Address IPv6 Destination Port
e |172.16.SS.S || ||5060

MTP Preferred Originating Codec* 711ulaw

BLF Presence Group* | Standard Presence group v |

SIP Trunk Security Profile [Non Secure SIP Trunk Profile v

Rerouting Calling Search Space |< None = v|

Qut-Of-Dialog Refer Calling Search Space | < None > v|

SUBSCRIBE Calling Search Space [< None > vl

SIP Profile* |5tandard SIP Profile For TelePresence Conferencing v | View Details

DTMF Signaling Method * |No Preference v|

- ERRE

CEERER

- SIMEEWMERE > SIP BRHEES > ¥ > EREKH

- WAMERKER
IPv4 = WALGEZ CMS #91 , #1401 anmiron.local
SIP F4¥/BE I FI| 3R 112 2 B B2 MY SIP 4% TrunktoCMS



—Pattern Definition

Pattern Usage Domain Routing

IPv4 Pattern™ anmiron.local

IPvE Pattern

Drescription

Route Partition | < Mone = vl

SIP Trunk/Route List* | TrunktoCMS w | (Edit)
[ Block Pattern

BRI

Hrir

Callbridge 1 XMPP &g
. §T7F CMS § Web R

- BMERSE > ER
- XMPP E#ERA ML FUEREF localhost

Status w Configuration v Logs v

System status

Uptime 12 minutes, 47 seconds
Build version 2.3.7
XMPP connection connected to localhost (secure) for 55 seconds
Authentication service registered for 54 seconds

- M\7E CUCM L3Ry IR & & H ey
- 5 URI spacetest@anmiron.local



e spacetest@anmiron.local

- 3TFF CMS B9 Web R E

- SERES > By

. WP AZR B TR 5 Bh I Y
Active Calls

Filter

| Set |

.. User1 One
¢ On a call ﬁ

Q_ spacetest@anmiron.locall L x| o

o v Contacts
» User2 Two

Contacts Offline

» Usercmi@anmironlocal

- Offline

Show only calls with alarms

Conference: spacetest (1 active call)
[] | 8IF 30103@anmiron.local [more

(incoming, unencrypted)

| Disconnect || Disconnect All |

LDAP & CMS B

. TFF CMS Web &
- SMERE > AP
- MIMERAFPHNTEEY R

Users

Filter Submit Query

CMS Userl cmsuserl@anmiron.local
CMS User2 local

XMPP ID

cmsuserl@anmiron.local

iron.local

- SMERR > 2@
-BRENMNEFECEECHZR



Space configuration

URI user part Secondary URI user part Additional access methods ) Default byout

1518 Webbridge

- £ Web XI¥E8574 188 Webbridge ARG ELERIM T : https://webbridge.anmiron.local
ZREANERHEMNED , BFAMAL

% Cisco Meeting App X

&« > C & https://webbridge.anmiron.local/?lang=en-US % O

@ @ English (US)

M

Cisco Meeting App

Sign in

- SLET M AD SERCRY I P A BES B %
CIERBR
- MARFENES
- AP XS BR , ZIDI'FFJ?/?
s——

€ 2 C @ hitps//webbridgeanmironlocal/Zlang =en-US T O
M = o @ cmsuserl Space S (o [
L ]
Q CMS Userl
Cisco Meeting App
Recent

e

TR HERR


https://webbridge.anmiron.local
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