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Key:
keep-alives
4— basic messaging, presence and XML routing traffic

It XMPP xS 8 h & ROIEA = XMPP RS 8% , HEARE —IX#ITHRE.
AR MR EEHEYL XMPP RERED , MENUEBMRARS R,

XMPP RS 25 AR EZEEE B ST MERERSE /. XMPP HE AT KIXREMIRS 88, W
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pki csr <BHAEBEERETR>

cbl> pki csr abhiall CN:tptac9.com subAltName:cbl.tptac9.com,cb2.tptac9.com,ch3

HB2.EH ERCSRHAFEA A MU B MR WA ERIEH, ERILER VCS IEHIEREE Microsoft
UEB RN ERIUES (5 32 I 5)

https://www.cisco.com/c/dam/en/us/td/docs/telepresence/infrastructure/vcs/config _gquide/X8-
8/Cisco-VCS-Certificate-Creation-and-Use-Deployment-Guide-X8-8.pdf
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https://www.cisco.com/c/dam/global/zh_cn/td/docs/telepresence/infrastructure/vcs/config_guide/X8-8/Cisco-VCS-Certificate-Creation-and-Use-Deployment-Guide-X8-8.pdf
https://www.cisco.com/c/dam/global/zh_cn/td/docs/telepresence/infrastructure/vcs/config_guide/X8-8/Cisco-VCS-Certificate-Creation-and-Use-Deployment-Guide-X8-8.pdf

cb2> pki list

User supplied certificates and keys:
callbridge.key

callbridge.crt

webadmin. key

webadmin.crt
abhiall.key

abhiall.cer

dbclusterclient.cer
dbclusterserver.cer
dbclusterserver.key
dbclusterclient.key

cabundle-cert.cer

A EXRF , A 34 XMPP 1 RER —MEH,

% 3% : EE CMS UUfEAR XMPP A4,

cbl> xnpp dommin tptac9.com
chbil>xnpp listen a
cbl>xnpp certs abhiall.key abhiall.cer certall.cer

*certall.cer= CA certificate

/R MRECARMIERESE , NIFRHSEBEN RN IHEBEEERD, ITRESER—
M@ BB N .pem, .cer.crt) , HR I ERCALEPMEFMERREBHNEIAR, IEHHR
BIFNIEBE—ENIRF , EFiR CAIEB T HRE. EREZSEEN , ABEFE (5
I Web X ¥ 85 XMPP &/ i ) B3R XMPP R85 0 B iR SiE H AIE B RH,

HEEBEFRSEN , LRGSR

cbl> xnpp certs abhiall.key abhiall.cer certallbundle.cer

certall bundle.cer= CA certificate + Internediate CA + Internediate CAL + Internediate CA2 +....
+ Internediate CAn + Root CA

where n is an integer



4 3MNE B/ XMPP T QEER 3 MEBA , iBHEAMLIES

xnppserverl.crt + xnppserver2.crt + xnppserver3.crt= xnmpp-cluster-bundle.crt
AR #4H fE F —MIE$ abhiall.cers
BSFAUTREERREXIEBNFAER

https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/
Version-2-2/Certificate-Guidelines-Scalable-and-Resilient-Deployments-2-2.pdf

F 4% BE SFTP MIEB R L& EIZIT XMPP AHMFTE CMS,

B admin@10.106.81.32 [ New Session
I Desktop O -~ =i kA Ak / <root> ~ = [T Al

S lm c [ v i# Download ~ .7 Edit ~ X L Ly Properties [ L¢
2 \Acano\Upgrade\Clsco Meeting_Server_2_2_5_vm-upgrade /

Size Type Name
Paren | & |.
img 213,472 KB Disc | 1_8 8.bak
211_8_8json
1cert.csr
1cert.key
2_0_9.bak
+12_0.9,json
2_1_3.bak 1
v12_1_3json
2_1_5.bak 1
v12_1_5json
2cert.csr
2cert.key
& 64c6f5a2-071c-cOeb-32bcd1d9-4cc27da9.d..
s abhiall.cer

cb1>> xmpp cluster trust xmpp-cluster-bundle.crt

EXHREF , XMPP £E{E1F abhiall.cer

cb1>>xmpp cluster trust abhiall.cer

E£ 5% NEUMFRINE XMPP RS ER,

cb1> xmpp callbridge add cb1

ERESR  XFEE XMPP RS A FEEA N cb1 KRR MET,

AR ERE, FURMFEHRANZS | SRESEEEMFURMFTE XMPP RS 25 89 15 H AR
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https://www.cisco.com/c/dam/global/zh_cn/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-2/Certificate-Guidelines-Scalable-and-Resilient-Deployments-2-2.pdf
https://www.cisco.com/c/dam/global/zh_cn/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-2/Certificate-Guidelines-Scalable-and-Resilient-Deployments-2-2.pdf

cb1> xmpp callbridge add cb2

cb1> xmpp callbridge add cb3

EE  BIMNPURSFLAEE—BH. NREMKRILTRMNE XMPP AR S5 85 # WAL R 5759 1F
MELS , BFEALT®S : xmpp callbridge list

cb1> xmpp disable
XA XMPP fRSEET R
#£ 6% BH XMPP £8,
cb1> xmpp cluster enable

FEHT R EMBIL XMPP £8, kGt 2tlZ 1 MR XMPP #£8 | HttT = ( XMPP R85
) IOALLEE,

cb1> xmpp cluster initialize

EMBALTR

cb1>xmpp enable

B7H . FRURFRMNEE =N XMPP T R - EMAEE,

[B 7 NIRRT, X ESRERA S — > XMPP BRS5 8511 RIR AR [E] — RO R4 8 AR 2 40
ANDIRE AL FAHT, B2 A LA 855 AT BASEE B3R R4

cb2>> xmpp callbridge add-secret cb1

L R A B9 22 4R

cb2> xmpp callbridge add-secret cbl
Enter callbridge secret

HEFEH , 1F121T xmpp call bridge list 5 F. ERIIHE— MR LERWPIEEH,



cbl> xmﬁp callbridée list

¥k XK

Callbridge : cbl

Domain : tptac9.com

Secret : kvgP1SRzWVabhiPVAb1
%k Xk

Callbridge : cb2

Domain : tptac9.com

Secret : uBiLLdIU8vVQgj86CAb1
% %k

Callbridge : cb3

Domain : tptac9.com

Secret : RITmSh4smhLYguGpAbl

PR WY MR R IR R =N T RE.

ch2>> xnmpp di sabl e

ch2>> xmpp cl uster enable

ch2>> xmpp enabl e

cbh2>> xmpp cluster join <cluster>

£B . REE—ITP AN IP it g A
$F 8L FHURFRMBIE=/N XMPP 71 R HFEMAEE,

[ T ORI, XEREAE - XMPP IR 7T IR ALHY [E) — W AL X 477 2 #5023 4A
NI AL AT, B8 A AR 85 AT BASEER IR IRAE

cb3>> xmpp callbridge add-secret cb1

Fan A 0L 47 9 22 4

cb2> xmpp callbridge add-secret cbl
Enter callbridge secret

NEEFEH. LA LUZ1T xmpp callbridge list f8 %o @S 25 HE - N R EERBFIE RN



cbl> xmpp callbridge list

kK
Callbridge : cbl
Domain : tptac9.com
Secret : kvgP1SRzWVabhiPVAb1
kKK
Callbridge : cb2
Domain : tptac9.com
Secret : uB1LLdIU8vVQgj86CAb1
KK
Callbridge : cb3
Domain : tptac9.com
Secret : RITmSh4smhLYguGpAbl

AR FURFZEH MBI T RSSFRITRATER,

cb3>> xnpp di sabl e

cb3>> xnmpp cl uster enabl e

cb3>> xnmpp enabl e

cb3>> xnmpp cluster join <cluster>
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Status v Configuration w Logs w

General configuration

XMPP server settings
Unigue Call Bridge name | cbl
Domain tptac9.com
Server address
Shared secret [change]

Confirm shared secret

WMREITEFEAEE RS SR (DNS) EZEF UM XMPP SR , &FERN XMPP £F1RE DNS
SRV 2% , LEHERMEIERFH I XMPP 553549 DNS A i25%, DNS SRV i2RHER R :
_Xmpp-component._tcp.

_Xmnpp- conponent . _tcp. exanpl e.com 86400 IN SRV 0 0 5222 xnppserverl. exanpl e.com _xnpp-
conponent. _tcp. exanple.com 86400 IN SRV 0 0 5223 xnppserver 2. exanpl e. com _xnpp-
conponent. _tcp. exanple.com 86400 IN SRV 0 0 5223 xnppserver 3. exanpl e. com

TENRHIEERMARO 5223 ( MREMEA 5223 , NEAHAEEO ) .
FEFUNFERNEERH, flm, F LARBEESF

Cb1 Z4NH

Callbridge : cb1

15 : tptac9.com

4R . kvgP1SRzWVabhiPVADb1

cb2 M cb3 FILRE , T A 3 NFFIHF cb1, cb2 M cb3 EEX LS IR,
RITXESRE , BEME=NFWUMF O EEFHRS

Lo

IZ1T cb1>> xmpp cluster status , L5 AIIRENE X XMPP S SIPIRS . MREH R EHE
, LIS ARE XMPP BRE28 ( fUZ1THELL Meeting Server £ ) WZIHESR, RS S AR
5 ENZ BTE SRR,

THERTR , —1MRETRK 10.106.81.30 , HEAE M ERMET Ko



cbl> xmpp cluster status

State: FOLLOWER

List of peers

10.106.81.30:5222 (Leader)
10.106.81.31:5222

10.106.81.32:5222

Last state change: 2017-Aug-13 11:37:
Key file : abhiall.key
Certificate file : abhiall.cer

Trust bundle : abhiall.cer

B , EHMAERINT R LRERS.
EE=ATRLE

cb2> xmpp cluster status

State: FOLLOWER

List of peers

10.106.81.30:5222 (Leader)
10.106.81.32:5222

10.106.81.31:5222

Last state change: 2017-Aug-13 ©7:27:58

Key file : abhiall.key
Certificate file : abhiall.cer
Trust bundle : abhiall.cer
ch2>

EE=ATRLE



cb3> xmpp cluster status
State: LEADER
List of peers
10.106.81.32:5222
10.106.81.31:5222
10.106.81.30:5222 (Leader)
Last state change:
Key file :
Certificate file :
Trust_bundle

TR HE R

XMPP IXRERENERYIRE. A XMPP XS 82 Et AT eE S K B &E

2017-Aug-13 07:28:05
abhiall.key
abhiall.cer
abhiall.cer

=1 REDNSEE , FRER LHNHERKRIHIT DNS [RE,

Status v Configuration v Logs *

Filter Show all messages B suomit [download as text] [clear]
Date Time Logging level Message
2017-08-13 05:15:25.479 Info 335 log messages cleared by “admin®
2017-08-13 05:16:17.804 Info No DNS A or AAAA records for _xmpp-component._tcp.tptac8.com
2017-08-13 05:16:17.804 Info XMPP connection dropped while session was live for reason 2
2017-08-13 05:16:17.804 Info XMPP component connection disconnected due to failure reason: "dns error”
2017-08-13 05:17:21.806 Info No DNS A or AAAA records for _xmpp-compenent._tcp.tptac9.com
2017-08-13 05:17:21.806 Info XMPP connection dropped while session was live for reason 2
2017-08-13 05:17:21.806 Info XMPP component connection disconnected due to failure reason: "dns emor”
2017-08-13 05:18:25.808 Info No DNS A or AAAA records for _xmpp-component._tcp.tptac8.com
2017-08-13 05:18:25.808 Infa XMPP connection dropped while session was live for reason 2
2017-08-13 05:18:25.808 Info XMPP component connection disconnected due to failure reason: “dns error”
1
]
Cisco

Status w Configuration w Logs w

System status

Uptime 1 day, 17 hours, 41 minutes

Build version 2.2.5

XMPP connection failed to connect to due to DNS error (28 seconds ago)

ion service reg for 1 day, 17 hours, 41 minutes

Lync Edge registrations not configured

CMA calls 0

SliPcalls 0

Lynccalls O

Forwarded calls 0

Completed calls 0

Activated conferences 0

Active Lync subscribers 0

Total outgoing media bandwidth 0
Total incoming media bandwidth 0

Fault conditions

2017-08-13

04:45:16.107

XMPP connection to " failed

Recent e

MREBIXLERER

rrors and warninas

BFRE SRV IEXMNEE.

£ XMPP IRE8EHHF , FEILRFHERER XMPP RS 2283d DNS #1716, HETMETLER
DNS R ERFMNE, WUMHF—IRMUERE —& XMPP RS aF. FERMAAERFWUMFTEEZSIR—
8 XMPP fi558% , RAFMEREMIKRINERS R, MRENWLE R DS I YHFFE XMPP
AR5 ERAVIEEE U , FIURMF LA EMERESHAi XMPP BRS5 88, AN I BUE B WY R HFRY4E



Al XMPP PR 5525 Bi & W AL M 4

ERREFIWEE (£ WebRTC EF % ) , EEFH _xmpp-client._tcp 1835, EHEIEH

, BT A0 5222, EREBMNAER , RO RS R AT EZRB , AT AR O RS SR EZE1T
# XMPP RS,
%40 : _xmpp-client._tcp.tptac9.com TLAFELTF SRV 2% :
_xmpp-client._tcp.tptac9.com 86400 IN SRV 10 50 5222 cb1.tptac9.com

BXA XMPP BRS58 11 RIRE DNS i FMEW. I 7RI XMPP IRErED , BFEEM A DNS &
EFIMFA XMPP fRS5as , EFEN XMPP £81%E DNS SRV g3k , SEHETIEFH P E
XMPP R&525H9 DNS A i85, DNS SRV i2FH KX H : _xmpp-component._tcp.tptac9.com
BIEE I 3 & XMPP RFJ|/ITIEWRE , IR AMBE =8 RFFNIERO TR
_xmpp-component._tcp.tptac9.com.86400 IN SRV 0 0 5223 cb1.tptac9.com
_xmpp-component._tcp.tptac9.com.86400 IN SRV 0 0 5223 cb2.tptac9.com
_xmpp-component._tcp.tptac9.com.86400 IN SRV 0 0 5223 cb3.tptac9.com

FELROIPIEENROR 5223 , MIREEMEA 5223 , LA UERAEAHEMKO, ER , THEHRLL
METFTPRE R IR O o

=2 SCMSRE N E R & HRIEXRMES,

Status v Configuration v Logs ¥

System status

Uptime 24 minutes, 26 seconds
Build version 2.2.5
XMPP connection failed to connect to localhost due to authentication failure (1 minute, 2 seconds ago)
Authentication service no authentication components found
Lync Edge registrations not configured
CMAcalls 0
SIP calls
Lync calls
Forwarded calls
Completed calls
Activated conferences
Active Lync subscribers
Total outgoing media bandwidth
Total incoming media bandwidth

[=l=Nelel=Nelela]

Fault conditions

MRRMAXLZZHARBATES , BRINEESFININBRIERK. FHRRCAARERSA  GR
SIERARETRHERINZES , BEMA SSH BXRFEE , ARETIHSS : xmpp callbridge list



cb1l> xmpp callbridge list

kK

Callbridge : cbil

Domain : tptac9.com

Secret : RIJITmSh4smhLYguGpAbl
KK

Callbridge : cbh2

Domain : tptac9.com

' Secret : uBiLLdIU8vVQj86CAb1

| skskk

Callbridge : cb3

Domain : tptac9.com

Secret * R1ITmSh4smhLYguGpAbl

cbl> xmpp callbridge list

Kk

Callbridge :

Domain
Secret

ook
Callbridge
Domain
Secret

kokok
Callbridge
Domain
Secret

cbl
tptac?.com
kvgP1SRzWVabhiPVAb1l

cb2
tptac%.com
uBilLLdIU8vVqg]j86CAb1

cb3
tptac9.com
RITmSh4smhLYguGpAbl



cb3> xmpp callbridge list

kKK

Callbridge : cb3

Domain : tptac9.com

Secret : RITmSh4smhLYguGpAbl
kKK

Callbridge : cb2

Domailn : tptac9.com

Secret : uB1LLdIU8vVQgj86CAb1
kKK

Callbridge : cbl

Domain : tptac9.com

Secret : kvgP1SRzWVabhiPVAb1l

RNHENTA XMPP RERENIRE, Rt , HAE 3 BRFSF/LETHT , BRATERS R LR
ZHAME. WEFFR , ERS|/DILANERE , IEANHEERASRREGEHIN A ZHAERE
o BEREHMBRSRE , QMTEN 1A ANZHATER,

7RI EXMPPH S xmppEEHRBEEXH.

i E R TR 10.61.7.91:5222 NEE*H

cbl> xmpp cluster status
State: LEADER

Li st of peers
10.61.7.91:5222

10.61.7.91:5222

10. 59. 103. 71: 5222
10. 59. 103. 70: 5222 ( Leader)

AE  BWEEExmpp T RZBIMNBEEFRRXELET Q. WREMUTEHPHN T KR ERT
XMPP EE , AEFTREHMATNE XMPP £&#H |, BALHETL XMPP RS ER
S, RRtIBETRNEERE,

XHESHMERDRELTEZ, RIERE

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi67717

FERUATERENE 94 T


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi67717

https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/
Version-2-3/Cisco-Meeting-Server-2-3-Scalable-and-Resilient-Deployments. pdf



https://www.cisco.com/c/dam/global/zh_cn/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-3/Cisco-Meeting-Server-2-3-Scalable-and-Resilient-Deployments.pdf
https://www.cisco.com/c/dam/global/zh_cn/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-3/Cisco-Meeting-Server-2-3-Scalable-and-Resilient-Deployments.pdf
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