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S FCMS WBE X E|Expressway-C

a.SMmIEE>S—BE>ERWERSH.

b.B AW RS BEEWeb R E,

c.fEGuest account client URIFER i A ST AURL,
d.® &HSave,

e fFCMS I AURLF NI ZEExpressway-EfR S EE BER B EZ B FR(SAN), &S HCisco VCSIE
jfﬁ“?&iuﬁgﬂgﬁﬁggibﬁgo
Status Configuration Applications Lisers Maintenance

Cisco Meeting Server

Meeting Server conliguration

Enable .-

WWRinhredps akeno . Ach

$£ =% : BHTURN on the Expressway-E and Add the Authentication Credential to the Local
Authentication Database

a. S M Configuration > Traversal > TURN,

b.)8 ATURNBRSS , MoffElon,

c.i£$F Configure TURN client credentials on local database ¥ R ( AR B MED )

S WRIEE 1 Exprossway-ESKR | 7 AEMWAHTURNES S | BRRERETAL
BHRE., BB TAPIEE RN EIMMturnServerkfl | FFelEaEHEINEN
Expressway—EEE“%% (BESRIPATIHNEELRE , ZIZEE TR —NExpressway-EfR S 88

HHERE ; =/ MurnServerfVELER L , NEAEZ B IPHut M H MExpressway-EfRF 2SI E
BIEIE ) .

N BB TCPHTTPSHBR T LE S/ ABATEERRNENS DS  BTURNREBLANE
P A TURNBRS 20 51P. TURNIERTFEEE T & 7 1 5 22

E=2 . EExpressway-ENEE IR O

It EENEN | K HwebrtcERIETCP 443 L3 A |, {BExp 12.78| AT A F4430 5T 5 Bz
O(DMI),


/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-9/Cisco-VCS-Certificate-Creation-and-Use-Deployment-Guide-X8-9.pdf
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a. S B System > Administration,
b.FEWebRFEEE T , N FHRIETUFWebBRE Rix D EH R445 , RELTFRF.
c. A TWebRTCR E RS Y FTBExpressway-E L EE H % 3aZ|3b,

N oRE - BRNBUTUEESRDO | ENWebRTCE S i EA443, ME WebRTC 3% 88 i i

B35 0 80 , Expressway E @fHEZEERER A 443,

L : fFFExpressway-ER A TURNARS 88 , A TEECMSHRS 88 L# T IRANATZR

ECMS 2.9.xixA = | £ Configuration —> APIE# R NE RS S

« serverAddress : ( Expresswayfy%& APt )
« clientAddress : ( Expresswayfi/A\ &Pt )
« KA : (expressway)

- AFA . (WFTR2cHFIEE )

- B (MPSR2cHFAEE )

+ tcpPortNumberOverride:3478

d. X ER FTURNK S Expressway EfRE 2R EE L B4ac
L RR {5 IR M L B 20 BR Y R A5

[api/v1/turnServers/266¢b509-71fb-4ecc-b600-b93d07d886ff

serverdddress B | Address CB reaches oul to using 3478 UDP

chientaddress Address Client (web app of WebRTC) uses for TURN
FEET T usefname that was -:-:-;'-r-gu*ed in step 2c
pasmvand pazsword that was configured in step dc
useShortTermCredentials falsg v |- present
sharedSecrat
type BABIESSWAY ¥ | = present
mumBRegistrations 0 - pregent
tepPorthumnberDvennde MTE - present
calBridge Chaose
caliBridgedGroup Choosa

Madity

- present

- present

I uF
FERAAT, TEIARBREREEIZET.
HI1:7f Expressway C £ , & WB 2B EHER

a. SMIEE>Z—BE>THNRWRS R, ELMEFWBHIPHIL :



Status System Configuration Applications Users Maintenance

Cisco Meeting Server YYou are here: Ci

Meeting Server configuration |

Meeting Server Web Proxy i

Guest account client URI * | webbridge.alero.aca i

Save

Name Address

webbridge.alero.aca 10.48.36.5

b.SMEIEE>L —BE> HTTPAWFIR>E3RIAN . REREERLIURINEIMN

Meeting Server web bridges https 443 Prefix / GET, POST, PUT, HEAD, DELETE
Meeting Server web bridges wss 443 Prefix / GET, POST, PUT, HEAD, DELETE

N EEMET AETARIIWE | BAMURXAFSHTTPSHEAEEWS , IFA—2AF
g—EIE,

c.lEWB FQDNE’JZ'E%%?—E(SSH)I%‘ E';RE',"fiExpressway CJ:*’QEEIJExpressway E, #E&T
/EZdJ'H(/L:\o _.l'ﬂﬁa IJ'H(/L,\ aJI., ﬁ{l:l>/lb E'fnSSng% E'lj(/l_,\o /l_a\ E IJWBE’JFQDN ;:FE.E*T%
A Expressway-E,

Status System Configuration Applications Users Maintenance
Unified Communications SSH tunnels status You are here: Status » Unified Communications * Unifie
e Dom: tatu s Pee

vcs-e.alero.local webbridge.alero.aca Active 10.48.35.247
vce-e.alero.local alero.lab Active 10.48.35.247
vics-g.alero.local alero.local Active 10.43.35.247
vcs-82.alero.local alero.lab Adctive 10.48.36.247
Ivcs—ez.alern.lucal webbridge.alero.aca Active 10.43.35.2471
vcs-82.alero.local alero.local Adctive 10.48.36.247

F£=F : BIUITURNARS 27 2 AN EICMS RS 25

HCMS APIRER | ERRIESFEE  RAERTENERSH. £ IR, HE-MEERATR
BRA -



Related objects: /apiivl/turmSeners
[api/vi/turmnServers/ 266chb509-7 1fb-decc-b600-b93d07dBR6ST status

|_ XML w’Ew_| \

sarverdddress 10.0.0.36
chentdddress 175.12.5.1
numRegistrations 0
username cmsturn
useShortTermCredentiads false
type expressway
tcpPortNumberOwernide 3378

SR TURN RS2V XEE , BETIRME (RTT) (AB® Ms it ) . EERNTHRESHE
FA#9 TURN BRSSE5HY CB R+ 2 EE,

B=F  RILEAE#RTHFUHRERNTURNPEER TR

FAWebRTCE F it TSR IR | A LA E HExpressway E I TURNIRA R YIRS, SHE
Status > TURN relay usage , R/Fi%FEview,

R HEER

ERANIE:

« 3K B ¥ 2SI HAR S (0 4a] £ Chrome SR Firefox 1 4 FRHAR S 44)

« WebRTCH ZB#% & M X ¥8 88 — chrome://webrtc-internals=edge://webrtc-internals — %1z
bR ST BN IR F 4k o

- KR EHEBELIFEEETR.

- \E/Pi#%. Exp E. Exp CHICMS##3RkWiresharko

- Exp E network.http.trafficserveri@is & B Fi# 1Twebsocket i FE B BR o

SEB WebRTC BEFIREERE , BLNR (BT ICE X )

FEiltZEH | RTCEFIHREW S MDA Hjalero.space , 18 24 &% A R 1 & H 5% 2 50 A FE AL At
, & i f$ 8 RConnecting , MM FEFIR :
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Connecting

jalero.space

a¥y
i -
g

Cancel

Y30 ¥E, REERELHE WB RH,
EHRRHE , BERA TSR

o MRZHAHITE | EE RTC B B3 Wireshark , Y HITHER | F& LR
- HUMEAGE , KE CMS E4BE:

FECMS WebAdmin £ &M ZILogs > Event logs,




o {EAstunidiEWiresharkiR iR, BHSEUT R :

. e L A b

EWiresharkiR iR |, LB R EF iKE i A3478 LAY Expressway-E TURNARS 28 £ 2B & 7 &Il
A Allocate Request:

1329 2017-04-15 10:26:42.108282 10.55.157.229 10.48.36.248 STUN 186
Allocate Request UDP user: expturncreds realm: TANDBERG with nonce

ARS5 28 B Rz 0 BL 4R %

1363 2017-04-15 10:26:42.214119 10.48.36.248 10.55.157.229 STUN 254
Allocate Error Response user: expturncreds with nonce realm: TANDBERG UDP error-code: 431
(*Unknown error code*) Integrity Check Failure

G

3965 2017-04-15 10:34:54.277477 10.48.36.248 10.55.157.229 STUN 218
Allocate Error Response user: expturncreds with nonce realm: TANDBERG UDP error-code: 401
(Unauthorized) Unauthorized

HECMSEEH , EREATHE :

2017-04-15 10:34:56.536 Warning call 7: ICE failure 4 (unauthorized - check credentials)

FRRFER
BRECMS LEEMTURNEIE , HHARE SExpressway-EAith & 3 I U BIEE B E A EUEPTEL,

HAED WebRTC & P i £ 3% A 0 A B I i£ I



A& Mot weose | b fweblbiidae alena e

SN i

X4 & RTE Callbridge R7A > —fRTAE :

2017-04-15 12:09:06.647 Web bridge connection to "webbridge.alero.aca” failed (DNS failure)
2017-04-15 12:10:11.634 Warning web bridge 1ink 2: name resolution for "webbridge.alero.aca" f
2017-04-15 11:55:50.835 Info failed to establish connection to web bridge 1ink 2 (unknown erro

RIRFR :

- F{RCallbridge 7] LUF Join URL#EHT H Webbridge FQDN ( Callbridge B Lt fE 4 7
Expressway-Ef Pt ) o

» AW Tdns flush , B & 17 5 E(CLI)RI#Callbridge L IDNS&E 17,

- FWRWB{SECallbridge RFERIEFH (MARMEKE ) o

TEE#E cospace Bt , A EZB WebRTC B i ( EMENRIEHR ) FET , BEHEEDE WB
PR E

FRRTT R



« F{RCMST LN CBEAT N EFM 4 EA_xmpp-client SRVIEE , HHRWebRTCIERE ] LAE
METE,

- ZIREBABEF IR | IWEEF % LB WiresharkiEZR M2 i B Hid % ( ‘BFEExpressway-
E_E&tcpdump ) :

SMBLEF>UH>ZH B ERILR , BREZBFFHHTALEZE , 2i&EF Take tcpdump while
logging ( ZIAREFR ) :

Diagnostic legoing

2 e |

A

~ AR EEIAMMEUZE , THRRKEFIWIZE LA Wiresharkifizk MExpressway-E LK H
FiERKEBEF., EEINAMWFWNE | £1k Expressway E E# BERIZRMNEFix LR EIR
, AT & AR CKAEIREIE,

o fRIE45/#% E % MExpressway-E T8 H B , HTFEA O L HMED EREW
.pcap3X .
o« ERAstunTIEFHNEBIE IR
- REEBRMATEFIREIExpressway EA B IP#biut A EER , G2 HEEFollow
> UDP Stream.,
- BE , REFEFHRPSEERE B #ri% 0 7£24000-299995EE A , BlExpressway-E LY
TURNAR 4% ASEE .
- MEEFIRABIINBEEROBE |, BREFRREREExpressway ERH#EIR,
- MRERDF)XE Expressway E BIE TEFin , BRENE FW 2B AT H UDP RE.
« WMRBERKREE , BREPHAE , BR2ZB5HOEOBE R L,
- MR Expressway-EZFE T /5 ABSNATE XK N M & OS] (DUAL-NIC) , H B X
X125 28 BRI , FEREREHWAIBFW ELZFHEE TNATRE . MX12.5.3F 1 , 437
Expressway T BEE I INEE,

S\ER WebRTC B IR TSI A cospace H R & ( TTEERE , HHEEER )

EXMERT , RTCEF ImAEH MW IDEEAT Rjalero.space , 1B &5 ABH 2 FHiE 2 b A FEY
i, 2METREELEEE — BEEE:
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KE CMS 2EEEBIBLTEANIBMLE LM CB HHY _xmpp-client SRV 2%,

EESEYS
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