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[root@fndblr23 bin]# ./cmu list
EREEKARERF (6412 ) v7.3.0-165, MRIXFTHE(c) 2018 SafeNet, REFMIENF,

WA ORI | e

handle=2000001 label=NMS_SOUTHBOUND_KEY
handle=2000002 label=NMS_SOUTHBOUND_KEY—cert0
[root@fndblr23 bin]#

EE
MRBREFFICBHB |, NfEFcgms.properties S HIH B |, MTFFIR :

[root@fndblr23 ~J# cat /opt/cgms/server/cgms/conf/cgms.properties | grep hsm
hsm-keystore-password=qnBC7WGvZB5iux4BnnDDplTWzcmAxhulSQLMVRXtHBeBWF4=
hsm-keystore-name=TEST2Group

[root@fndblr23 ~J#

[root@fndblr23 ~J# /opt/cgms/bin/encryption_util.sh decrypt
gnBC7WGvZB5iux4BnnDDpITWzcmAxhulSQLMVRXtHBeBWF4=

ERERNY

[root@fndblr23 ~J#

EXMIERT , fEZEHNZEEPassworexample
1.NTLSEBERE :
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JEE : fELinux® | “netstat’ 2B N ‘ss"m D
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EHRH5

[root@fndblr23 ~J# ss -natp | grep 1792

ESTAB 00 10.106.13.158 : 46336 172.27.126.15:1792FF : (("java" , pid=11943 , fd=317))
MREEARLTEEIULRES , MRAEARNTLSEREFERE,

EXMERT , BNEFPEZIHEHSMIE®R , HEH ntls information show i SR UENTLSERSS IE
EE1T,

LA BREANTLSERED, B LAER ntls information reset’ EE 11488 , AFBEX XS
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[hsmlatest] lunash : >ntisfE B & R
NTLSER :

EITIRES 1 1 (up)

BEREF I 1

B 1

FINRY & P imiE

KM EFFmiER © 20150

WRER 0 (L)

# : 20095

[hsmlatest] lunash : >
1. Luna Safenet® F iw#riR :

HSM%Z F i th #5 J9 Luna Safenet® F i , AI@Id £ /usr/safenet/lunaclient/bin™{x & £ A,
Nlunacm™@p T ITIREl. SRS IEIBREAEFFIHENEMEERESTAEMHA)LNHSMS X,

EHIRD

[root@fndblr23 bin]# ./lunacm

lunacm ( 641 ) v7.3.0-165, MRIXFTHE(c) 2018 SafeNet, REFTIENFl.
LA B R R RN Luna® P ImAYARA ( EARBIR RT3 ) o

RHEE RUTAHSMAER , B ENHSMZ XAMHAARE.,
mathematica

EHIRB

#@fEId > 0

FR&-> TEST2

Fr%15-> 1358678309716

ME->LunaSA 7.4.0



B #F iR AR-> 7.4.2

BLE-> Lunaf A9 XSO (PED)Z4A S H A = FEE

Slot Description -> Net Token Slot

fafEld > 4

HSM#rZ-> TEST2Group

HSM&515-> 11358678309716

HSM& &-> LunaVirtual

HSME £ hr4s-> 7.4.2

HSM#&L &-> Luna Virtual HSM (PED)Z4A & H A1 5 FE1E =
HSMRZS->FER- HAR
BREMHSMEFRED DRI —I2X , A THES AR ROHAAHERNEE,

d.EZFHERIunaZ P inEl B WHSMBRS 8 |, 15 fE B & /usr/safenet/lunaclient/bin & #Y./vtl
listServers

[root@fndb1r23 bin]# ./vt]l TistServers
vtl (64-bit) v7.3.0-165. Copyright (c) 2018 SafeNet. ATl rights reserved.

Server: 172.27.126.15

You have new mail in /var/spool/mail/root
[root@fndb1r23 bin]#

e MREABA N , RIEELLE /usr/safenet/lunaclient/bind Kenterig , N4 & REBE D vtids S o] A
opriigTIEC

vtl verify 5 T Luna% P i 7] AEYHSM#3E 75 (X,
vil listSlots 5| T B Y EB A F R VAR (HAL ) (MREEE{EZAHAGroup ) -

MR EHEH B AHAGroup , B X E REE #U4H HHAGroupfE B,

[root@fndb1r23 binl# ./vtl verify
vtl (64-bit) v7.3.0-165. Copyright (c) 2018 SafeNet. All rights reserved.

The following Luna SA Slots/Partitions were found:
Slot Serial # Label

- 1358678309716 TEST2

[root@fndb1r23 binl#



[root@fndbT1r23 bin]# ./vtl TistSlots

vtl (64-bit) v7.3.0-165. Copyright (c) 2018 SafeNet. A1l rights reserved.
Number of slots: 1

The following slots were found:

Slot Description Label Serial # Status

0 HA Virtual Card Slot TEST2Group 11358678309716 Present
[root@fndb1r23 binl#

fEBEHRHAGroupREBEE A , BATATLAER vt listSlots, MR E R ERHAGroup , MAE RYE
g | N EEHAGroupE B A,

EHEHAGroupREBERE A , B —#5 %2 M/usr/safenet/lunaclient/bin& H ./lunacm , R/ % Hha

1654
op

FRNBEEYES XNED, EBEHS , E—ERHNSTHEEERR. XKRTFHAL TER

N

N0

WMREANno , WEAEBEEHA , BEFTLTEIRS,

fElunacmiEX T , A/ £ ha ha-only enablefs & EUEHA,

Tunacm:>ha 1

If you would 1like to see synchronization data for group TEST2Group,
please enter the password for the group members. Sync info
not available in HA Only mode.

Teddehfdk

Enter the password:

HA auto recovery: disabled

HA recovery mode: activeBasic

Maximum auto recovery retry: 0

Auto recovery poll interval: 60 seconds
HA Togging: disabled

Only Show HA STots: yes

HA Group Label: TEST2Group

HA Group Number: 11358678309716
HA Group Slot ID: 4
Synchronization: enabled

Group Members: 1358678309716
Needs sync: no

Standby Members: <none>

Slot # Member S/N MemberLabel Status

—————— 1358678309716 TEST2 alive

Command Result : No Error



9. FF BNIHRIHSMERS 28, BEHSMRSFZB[IEEEDCH , HAiFZREIFHPEDIIE 1T,

PEDR&— NN ESREE D REETHER  XREMZEMNZESHRIL , BRIFAFEEB
Mok, BUNFAGFHTELIRE , tadmindkconfigif(al,

SIHFTE RS R EENEN S Ehsm show

FimET |, RATATUAF T hsmiRBZBH B Nhsmlatest, lunashi2 REFEIFEITE —RHSMARS 25

o

BT LB BIHSMBERAFRRA NT7.4.0-226, BRITAIABREMER , WiRBNFIIS, FHWIESZE
=4 ( LILRPEDZERERE ) , MABRINANERZHSMEN S X A%, BIEE , WAk
, HSME P i 518 & P Y 70 XA R ER.

[hsmlatest] lunash:>
[hsmlatest] lunash:>hsm show

Appliance Details:

Software Version: 7.4.0-226

HSM Details:

HSM Label: HSMLatest

Serial #: 583548

Firmware: 7.4.2

HSM Model: Luna K7

HSM Part Number: 808-000066-001
Authentication Method: PED keys

HSM Admin login status: Not Logged In
HSM Admin login attempts left: 3 before HSM zeroization!
RPV Initialized: No

Audit Role Initialized: No

Remote Login Initialized: No

Manually Zeroized: No

Secure Transport Mode: No

HSM Tamper State: No tamper(s)

Partitions created on HSM:

Partition: 1358678309715, Name: Testl
Partition: 1358678309716, Name: TEST2

Number of partitions allowed: 5
Number of partitions created: 2

FIPS 140-2 Operation:

The HSM is NOT in FIPS 140-2 approved operation mode.

HSM Storage Information:

Maximum HSM Storage Space (Bytes): 16252928
Space In Use (Bytes): 6501170
Free Space Left (Bytes): 9751758

Environmental Information on HSM:



Battery Voltage: 3.115 V

Battery Warning Threshold Voltage: 2.750 V
System Temp: 39 deg. C

System Temp Warning Threshold: 75 deg. C

Functionality Module HW: Non-FM

Command Result : 0 (Success)
[hsmlatest] lunash:>

HSMBRS 28 LM H B A & 8 fEpartition showdi &
BRIV ANFEREIXER., FISHMSXMRITE. s X RITEHEN2,

RN , FEEMNFPH — NN RICSMPHEEMENZLAN , MEHHN S — X RECSMPIE
PBo

client listfs % :
BINEERENE FiKTEclient listin T # “registered client list”® 5l H

client show -c <client name>X ¥ HEFIRELE. U R, IPHUURAMEF RS BN X, KD
By % H 20T AR

AEXE , B#MNAUEESTXEWH, FHSURTEXNR. AEXHERT , 2XTR=2 , I IXNRE
FEAFMCSMPILEH,

[hsmlatest] Tunash:>partition show

Partition Name: Testl

Partition SN: 1358678309715

Partition Label: Testl

Partition SO PIN To Be Changed: no
Partition SO Challenge To Be Changed: no
Partition SO Zeroized: no

Partition SO Login Attempts Left: 10
Crypto Officer PIN To Be Changed: no
Crypto Officer Challenge To Be Changed: no
Crypto Officer Locked Out: no

Crypto Officer Login Attempts Left: 10
Crypto Officer is activated: yes

Crypto User is not initialized.

Legacy Domain Has Been Set: no

Partition Storage Information (Bytes): Total=3240937, Used=1036, Free=3239901
Partition Object Count: 2

Partition Name: TEST2

Partition SN: 1358678309716

Partition Label: TEST2

Partition SO PIN To Be Changed: no
Partition SO Challenge To Be Changed: no
Partition SO Zeroized: no

Partition SO Login Attempts Left: 10



Crypto Officer PIN To Be Changed: no

Crypto Officer Challenge To Be Changed: no

Crypto Officer Locked Out: no

Crypto Officer Login Attempts Left: 10

Crypto Officer is activated: yes

Crypto User 1is not initialized.

Legacy Domain Has Been Set: no

Partition Storage Information (Bytes): Total=3240937, Used=1036, Free=3239901
Partition Object Count: 2

Command Result : 0 (Success)
[hsmlatest] lunash:>
[hsmlatest] Tunash:>client Tist

ELKSrv.cisco.com
172.27.171.16
10.104.188.188
10.104.188.195
172.27.126.209
fndbT1r23

registered client
registered client
registered client
registered client
registered client
registered client

v A WN B

Command Result : 0 (Success)
[hsmlatest] lunash:>
[hsmlatest] Tunash:>client show -c fndbl1r23

ClientID: fndblr23
IPAddress: 10.106.13.158
Partitions: "TEST2"

Command Result : 0 (Success)
[hsmlatest] lunash:>


http://elksrv.cisco.com/
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