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Error while creating FND trustpoint on the device. errorCode: PnP Service Error 3341,
error Message: SSL Server |ID check failed after cert-install
Error while creating FND trustpoint on the device. errorCode: PnP Service Error 3337,
error Message: Cant get PnP Hello Response after cert-install
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. Cisco IOS® XE Everest 16.5.3% & & i 4

. Cisco |OS® Everest 16.6.3% % & iR A
16.7. 1% E SR AH AT B Cisco IOS®

BXRIEMEER , BiHA : https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Plug-and-
Play/solution/quidexml/b pnp-solution-quide.html#id 70663
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£ %t Certificates H %2 All Tasks > Request New Certificate... , Z1EFIRo

| Consale Roat Issued To =~ Issued By
=1 Lol Certificates (Local Computer) | 7, JFndserver. frd.iot rontca
=l [ Personal ol nms. Frd.iok rootca
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| Trusted Roc all Tasks
| Enterprise T
Tl | Trbarradisk

Request MNew Certificate, ..

Impork, ..
Wiew >

BEHET—F , REEEActive Directory ¥ MM , WA FT R,

I Certificate Enrollment _ (O]

_J Certificate Enrollment

Select Certificate Enrollment Policy

ertificate enrollment policy enables enrollment For certificates based on predefined certificate templates, Certificate
entollment policy may already be configured For wou,

Configured by your administrator

fctive Direckory Enraliment Policy

Configured by you add kew

% HNext , 1R HINMS/FND-servertl B H#E 4 (F6 /5 S TelePresence Server(TPS)EE) , A& &
More Informationf%#% ( WIEAMR )



B Certificate Enrollment O =

| Certificate Enrollment

Request Certificates

You can request the Following tvpes of certificates, Seleck the certificates you want bo request, and then click Enrall,

Active Directory Enrollment Policy

[ Directory Ernail Replication 1) STATUS: Available Dietails ()
[ Domain Controller 1) STATUS: Available Dietails ()
[ Domain Controller Bukhentication 1) STATUS: Available Dietails ()

Details ()

FEirIPEMF , BHUTEES -
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Certificate Properties Ed l

/¥ Subject |General | Exkensions I Private Key | Certification autharity I Signature |

The subject of a certificate is the user or computer ko which the certificate is issued, %¥ou can

enter information about the bypes of subject name and alkernative name values that can be used
in a certificate, F
Subject of certificake

The user or computer that is receiving the certificate

Subject narme: k
Tvoe: D=jsc0
+P CN=nms.fnd.iok
COmmon nane j add =
Yalue:
< Remave

Alternative name:

Twpe:
3 nms, Frd.iak
IP address (w4) j
10,435,435, 229
Yalue:
add =
< Remave

SERE , #fCertificate Properties® O FHIOK , AR EHEnrollAEKIUES , HEEKTERELET

Finish,
BEE RIS PHSANTFE

ERELERNIIPREESEBNER , BUNENTAAREEY :
FEMicrosoftE 2 HI & (MMC)HRITFIEBERE T , RABRFIES ( FitHH ) >PASES.

M4 LBV IE S H 3T F Detailsit Tl . @ TR LEHRSANFE , MBI T



Certificate |

General Details |CertiFin:aI:i|:|n Path I

Show: | <all> -]
Field Yalue ;I
E Enhanced Kev Usage Server Authentication (1.3.6....
E Kew Usage Digital Signature, Mon-Repudia. ..
E Application Policies [1]Application Certificate Polic, ..
E._Sul:nject ke Identifier 8b 3b 34 3d da 09 ae= 49 30 d3...

Subject alkernative Mame DS Mame=nms.fnd.iot, IP &d...

E Aukhority Key Identifier keviD=fa 73i6bcy ef 2c 43 1...
E iZR.L Distribution Points [1]CRL Diskribution Point: Distr...
£ Authority Information Access  [1]8uthority Info Access: Acc.,.. ll

IDMS Marme=nms.Frd.iak
IP Address=10.45.43.229

S HER S ABIFNDR4AE
ESARBRFNDBAEFFEMIBZH , BRITHS HE.pfdXX .
EMMCHREIGERERETH , RIFESR (FitHH ) >MASES
HREHERWIES , REEFAI Tasks > Export... ( MEFR )

File Action Yiew Favoribes  ‘Window  Help
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= Ll Certificates (Local Computer) o Fndserver. frd.iot rookca 5103
= [ Personal == nms. fnd.iok rookca
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d Trusted Roaot Certification & E._;;Jra Al Tasks b o 4J03
J Enterprise Truskt 'L;Jra 4J03
3 Intermediate Certification £ 'E;;Jra Zuk Fequest Certificate with Mew Key. ., 4103
J Trusted F;Iul:ulishn:rs 'E;;Jra Copy Fenew Certificate with Mew Key. ., 4103
| Unkrustea Certificates P Delete
“| Third-Party Rook Certificati .;_qua ———————————  Manage Private keys... HO3
7 Trusted Peaple .;?JF'I"I"IG . Froperties ddvanced Operations P | S/03
" Remate Deskkop Selrootca, fnd.iot oy 4/03
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Certificate Export Wizard r

Export Private Key
You can choose ko export the private key with the certificate.

Private kews are password protected. IF wou want to expork the private key with the
certificate, wou must bvpe a password on a later page.

Do wou want ko export the private key with the certificate?
% ‘es, export the private key

" Mo, do not export the private key

ERUBFIELREPNAAEILES , MEFR.

] IS T8 VO Lot | VS e R (e [ e 3 O Y e 50 e=d R | LS LS e 8 I e [ 6

¥ Personal Information Exchange - PKCS #12 {.PFX)

W Include all certificates in the certification path if possible
[ Delete the private key if the export is successful
[ Export all extended properties

" Microsoft Serialized Certificate Store (55T

BHT—F , RS HEBHE pREFEECHMLE,

2 EPNP—2{E AR FNDZHF
PECSHIES | BASUIEFNDAT B B,

59 £ — 5 R pHE 2 AW EIFNDIRS B(NAERRI(NMS) i A ROVAEM) , HlafE A
SCP,

FIH.pixAR , LETHSHFEERNBA :

[root@ot-fnd ~]# keytool -list -v -keystore nns.pfx -srcstoretype pkcsl2 | grep Alias
Enter keystore password: keystore
Al'i as nane: |e-fnd-8f0908aa-dc8d-4101-a526- 93b4eaad9481

ERUTR TR BAE

root@ot-fnd ~]# keytool -inportkeystore -v -srckeystore nns.pfx -srcstoretype pkcsl2 -
dest keystore cgns_keystore_new -deststoretype jks -srcalias |e-fnd-8f0908aa-dc8d-4101-a526-
93b4eaad9481 -destalias cgns -destkeypass keystore

I mporting keystore nms. pfx to cgns_keystore_new. ..

Enter destination keystore password:



Re-enter new password:
Ent er source keystore password:
[Storing cgns_keystore_new]

VMr ni ng:
The JKS keystore uses a proprietary format. It is recommended to migrate to PKCS12 which is an
industry standard format using "keytool -inportkeystore -srckeystore cgns_keystore_new -

dest keystore cgnms_keystore_new -dest storetype pkcsl2".
fFizemeTd , BRAEAEBBYXH ( MWindows CAS H ) Eiftnms.pfx , 7 BsrcaliaslE5 £—/ iy
T (keytool -list)#9 %3 Hi 46 T Ed .

ARG FERRNBUAFHER

[root@ot-fnd ~]# keytool -inportkeystore -srckeystore cgns_keystore_new -destkeystore
cgns_keystore_new -deststoretype pkcsl2 Enter source keystore password: Entry for alias cgns
successfully inported. Inmport command conpleted: 1 entries successfully inported, O entries
failed or cancelled Warning: Mgrated "cgnms_keystore_new' to Non JKS/JCEKS. The JKS keystore is
backed up as

"cgnms_keystore_new. ol d".

2 alS HWCALERRMEIZALE

[root@ot-fnd ~]# keytool -inport -trustcacerts -alias root -keystore cgnms_keystore_
new -file rootca.cer Enter keystore password: Omner: CN=rootca, DC=fnd, DC=iot |ssuer:
CN=rootca, DC=fnd, DC=iot ... Trust this certificate? [no]: yes Certificate was added to
keystore

RfE , AT EEAPNPENEEFARA 7550 UE & 43 KISUDIREH AN E 24 E.

NTFRPMZ% , SUDIERER4IHHAE—E , AEATVEKE
: lopt/cgms/server/cgms/conf/ciscosudi/cisco-sudi-ca.pem

NTFOVAZE , B HSUDREREHRIEM :

[root@ot-fnd ~]# docker cp fnd-container:/opt/cgns/server/cgns/conf/ciscosudi/cisco-sudi-ca. pem

AR R ELAN N B & SUDIRY RIS B4R B

[root@ot-fnd ~]# keytool -inport -trustcacerts -alias sudi -keystore cgns_keystore_new -file
ci sco-sudi - ca. pem

Ent er keystore password:

Omer: CN=ACT2 SUDI CA, O=C sco

I ssuer: CN=Ci sco Root CA 2048, O=Ci sco Systens

Trust this certificate? [no]: yes
Certificate was added to keystore

LAY, B EEE I SFND—REA.
BUER SR BAELLATFND



FRABHEECH , BERUBRA , & FE#Hcgms.properties P L,
B BNCRFEENRHAE

3 FRPMZ % -

[root @ndnns ~]# cp /opt/cgns/server/cgns/ conf/cgns_keystore cgns_keyst ore_backup

N FOVAZRE -

[root@ot-fnd ~]# cp /opt/fnd/datal/cgnms_keystore cgnms_keyst ore_backup

HUBHBRNFER

T FRPMEE :

[root @ndnns ~]# cp cgnms_keystore_new /opt/cgns/ server/cgns/ conf/cgns_keystore

NFOVARE :

[root@ot-fnd ~]# cp cgns_keystore_new /opt/fnd/ datal/ cgns_keystore

;®E , EHcgms.properties 34 A 2757 FE (Y 21D
B, ER— NN NBEZEF/RE,

3 FRPMZ&EE -

[root @ndnns ~]# /opt/cgns/bin/encryption_util.sh encrypt keystore
7j | XPni VpMrat +Tr DAMh1lw==

3T FOVALE :

[root@ot-fnd ~]# docker exec -it fnd-container /opt/cgns/bin/encryption_util.sh encrypt
keystore
7j 1 XPni VpMrat +Tr DWjh1w==

BREMEBNZAFEZBEREARE,

3 FEFRPMIIZ % |, i51E/opt/cgms/server/cgms/conf/cgms.properties i 3 i
cgms.properties , X F & FOVAH % % E d/opt/fnd/data/cgms.properties , LL{EZ S FH I Z 1T
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