XJ & T APIHEPNMIE H#t 1T EEBERR

B =%

A"Hj/\

E2ES

EPNM APILE 4
EZEPNMALE

RPN BEEFAREST APIARNZ R HFEE BN |, WATHEBREPNME F#FE,

BRER
ESRHER T P um A RE S AL B AN 1T AR A YR 1E W 4B B HR 8] (EPNM) A SR R 2% 38 AN Y 7R Fh 471 1 AP A9 4
ﬁ_*q:o

EPNM API&E 41

BHATREMNEEEANREEAIESEMEAINEZESHREE, XEBANFHTHRRREL
MEEFBERZ , MR D EHLET R F RS BAE M S RE,

EPNMA AL EBERRIM 5% |, BlanEE B F oA 20X A, KA B 48 E B UUE A9 ) 2 S E IR Y
(SNMP)FEBA R IERIAB RS B RS B|IREBTHE . BRTXEGEN , EPNMERHE MR
SKRSE RN AREEDO(REST API) , TRTRRBXER, BR. RSBE. BRAITNSTH
HEEE B,

SR XFETAPIRVBERAERA R TR LE

- EEEZENBA  ERIRITAMENXYWURL , HESZLHPHTTPSEEXAEEEARG KK
iE Y WebSocketZ i,

o TEEEMN  AFPNEAREBEZ U BARICIE S (XML)F/=HJavaScriptit R &k R E(JSON) 7
FHAENPOSTERMREST WebfRSS



FRIEBHMRZMEMNEN |, ATLBIJSONEXMLER K %,
HEAREPNME &

RIANBRT , BHRANEFENLTEZEARS. EBSATA], BEFE X restcont-config.properties X4 ( TEE
FBHEPNMAIA )

/opt/CSCOTumos/conf/restconf/restconf-config.properties

epnm.restconf.inventory.notifications.enabled=true
epnm.restconf.alarm.notifications.enabled=true

TE [ 3% 432 9 38 Al

EREF , EFRimE{TWebSocket HF BEFEXHWURL, EXGHRITMZEHTTPSEET
EPNM,

Connection-oriented

/ POST
gi Persistent connection EPNM

Websocket client
(provides a full-
duplex
communication
over a TCP-IP

connection

1=1TWebSockets PythonZ& F i

PythonH By WebSocket-client A A T £ & /= im 4L 85 1 € 2 WebSocket,

import websocket
import time
import ssi
import base64



def on_message(ws, message):
print(message)

def on_error(ws, error):
print(error)

def on_close(ws, close_status_code, close_msg):
print("### closed \###")

def on_open(ws):
ws.send("Hello, Server!™)

if _name__ == "_main__":
username = "username"
password = "password"

credentials = base64.b64encode(f"{username}: {password}".encode("utf-8")).decode("utf-8")
headers = {"Authorization": f"Basic {credentials}"}
websocket.enableTrace(True)
ws = websocket.WebSocketApp("wss://10.122.28.3/restconf/streams/v1l/inventory.json",
on_message=on_message,
on_error=on_error,
on_close=on_close,
header=headers)
wS.on_open = on_open
ws.run_forever(sslopt={"cert_reqs": ss1.CERT_NONE})

1T R [ E & i

HARBIRE — N T ET HEPNMEYWebSocket® i :
wss://10.122.28 3/r estconf/streamsivi/inventory.json. 'S {8 FIPython websocketE , AR S IEEH LB Z AFE H
HE. ITAEAL (REZITHNBAZER )

* /restconf/streams/vl/alarm{ .xml | .json}
* /restconf/streams/vl/service-activation{ .xml | .json}
* /restconf/streams/v1/template-execution{ .xml | .json}

* /restconf/streams/vl/all{ .xml | .json}

ItE on_message, on_error Fl on_close BIERZ BB E , EWebSocketiE#Z 7 B W EEE., BRI 1RT K
BT A X LB B, Itk on_open BRENR ZWebSocketiZEiE BB H AR FEAHARNE R,

It username F password XEIZE R HEIZEBRSB/AMENEREIL,. RAF , XEZIENER
basesd HE IR FH R MNEIWebSocketiBE R Rk,

Bt run forever XYWebSocketX I RIFAFE , LUEBNIERE , SHELREITH , HOUWK B RS SEBHHE
Bo It <opt SHATEEEENSSLTLSIET, It cert_NoNEflagZE FBIEPRIE,

BTG LLEWebSocket & iF 2 IBCE A -
(env) devasc@labvm:~/epnm$ python conn-oriented.py

--- request header ---
GET /restconf/streams/v1/inventory.json HTTP/1.1



Upgrade: websocket

Host: 10.122.28.3

Origin: https://10.122.28.3
Sec-WebSocket-Key: YYYYYYYYYYY
Sec-WebSocket-Version: 13
Connection: Upgrade
Authorization: Basic XXXXXXXXXXXX

--- response header ---

HTTP/1.1 101

Set-Cookie: JSESSIONID=5BFB68B0126226A0A13ABE595DC63AC9; Path=/restconf; Secure; HttpOnly
Strict-Transport-Security: max-age=31536000;incTudeSubDomains
X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=bTlock

Upgrade: websocket

Connection: upgrade

Sec-WebSocket-Accept: 0zns7PGgHjrXjOnAgnlhbyVKPjc=

Date: Thu, 30 Mar 2023 16:18:19 GMT

Server: Prime

Websocket connected

++Sent raw: b'\x81\x8es\x99ry;\xfc\xle\x15\x1c\xb5R*\x16\xeb\x04\x1c\x01\xbh8"'
++Sent decoded: fin=1 opcode=1 data=b'Hello, Server!'

++Rcv raw: b'\x81\x0OeHello, Server!'

++Rcv decoded: fin=1 opcode=1 data=b'Hello, Server!'

Hello, Server!

BAILERUTREFERARERSSHNBAITHE

ade # ./sql_execution.sh "SELECT * from RstcnfNtfctnsSbscrptnMngr WHERE CONNECTIONTYPE = 'connection-or

N T EF 1S conn-oriented.txt X ( RREFEERANER ) , BUUFEARUIENHEERR
HTML aha ( LEAETEUbuntuflESRiHBE T HARE ) -

devasc@labvm:~/tmp$ sudo apt-get install aha
devasc@labvm:~/tmp$ cat conn-oriented.txt | aha > conn-oriented.html

%Jﬁ EFTﬂZ conn-oriented.html 35‘"] ﬁ%ﬁ ':F' E’g j(ﬁ: .

SUBSCRIBEDUSER SUBSCRIFTIONCREA

5e-4300- 8767652166237 881

RIFEPNMEL N, —BEY , AENERRENRANENEREAHRNREEDRES

- BEXEFIRSRS SRMITIER
- BEXRSSHFRLEFREEXRBMEN



MERFERER K SEERBRBEITH , BALUKIE HTTPoELETE B3R susscripTioniD FEURLHR
:.I:E'E https://
Alan

devasc@labvm:~/tmp$ curl --Tocation --insecure --request DELETE 'https://10.122.28.3/restconf/data/vl/c

IHUFH 2, DEBUGSH showlog , SERMIX R , SQLEH

ATHREAEMEENNFNEFRTEEBBEBANERER  SUNETERNBEEER , HREITAREFE. WRTHEE
BiTH , BEREFHAMAEBRR HILITA,

Ee, WA REATAERSAEEES com.cisco.nms.nbi.epnm.restconf.notifications.handler.NotificationsHandl erAdapter SA{EERE IR
KX ANEHERE

ade # sudo /opt/CSCOTumos/bin/setLoglLevel.sh com.cisco.nms.nbi.epnm.restconf.notifications.handler.Noti

RREITHRE , BUUREHER T TEEWebSocketZ /7 i | Pit 1t #9 5% B localhost_access log.txt:

ade # zgrep -h '""GET /restconf/streams/.* HTTP/1.1" 101' $(1s -1t /opt/CSCOTumos/Togs/localhost_access_

BE , BARERERE (FENEBERHREEE ) locahost_access |og.txt).

H CONNECTIONTYPE ENDPOINTURL ISENDPOINTREACHABLE NOTIFICATIONFORMAT SUBSCRIBEDUSER SUBSCRIPTIONCREATIONTIME SUBSCRIPTIONID SUBSCRIPTIOI
connection-oriented B852a674a-e3d0-decc-8eal-787af30f1305 0O json root Mon Aug 28 22:17:06 BRT 2023  8743327441517764088 inventory

T—MBEE RN KEITFHPOSTIER !

ade # grep -Eh 'DEBUG com.cisco.nms.nbi.epnm.restconf.notifications.handler.NotificationsHandlerAdapter

AEEEREEIRS , EPN-MEBESHBRAATABANMERFRAERBEEEXFTREFNEA, LRFIERENCSANEYEE
HETEPNM & IEH —NEH :

{ "push.push-change-update":{ "push.notification-id":2052931975556780123, "push.topic":"inventory", "pu



FTEEEA

T—AMNRIEFRRE , connectionless BA :

Connectionless

POST (subscription)

https://<fqdn-epnm>/restconf/data/v1/cisco-notifications:subscription
—data{
"push.endpoint-url":"http://10.122.28.2:8080/api/posts",

H \

POST
http://10.122.28.2:8080/api/posts EPNM

&
)

EPNM issues alarm or
inventory information,
depending on the type of

""" o subscription informed in
accepting XML

andf DrJSON ffffffffffffffffff
alarm, all)

payloads as a

POST request.

Client running a
REST webservice

& {TREST Webservice PythonZ /= i

AP N EBEBEIZ XML F/EISON A 8 4E 1 POSTE R BIREST WebfRSS. HLRESTERS £ ERIEPNMrestconf notifications
framework R B, X2 EEZRITEY L ZRMREST WebBr % R4l

from flask import Flask, request, jsonify app = Flask(__name__) @ app.route('/api/posts', methods=['POS

X2 E N B ANKIEE Python Flask WebBIF /api/posts #% HTTP POST 3R, It create post() FXiFAR , HTTP POST #HR &%
B Japi/posts. EB create post() BER , EFA R TR B ABEROBIE request.get_json() , IREISONAE AR, RE , BRAHES
$TENA print(post_data) AF A B M. RE , EARHAGIRMAELHE S message FMHME Post created successfully ( FEMER ) . bk

RBUEBREESREEIHTTPRARBER201 ( BRI ) BEFR.

It if _name _=='_main_" block2¥rHEPythontdits , REMARTIENERFIZT , MAREAERE A, WRHAENEERF
217, E2BFlakBARFHEEEN P FFKO LZTZEA, bt debug=True B AREHER  ZEXENRBHTEHR
RHREF AR BN B EF MRS R



BEITRRF LB REST web RS

(venv) [apinelli@centos8_cxlabs_spo appl$ python connectionless.py * Serving Flask app 'connectionless'

TEEE IR

RPiTRBA : RESTRSFLRKEEF—BREUTH, EAFF , TR al.

[apineTlTli@centos8_cxlabs_spo ~]$ curl --location -X POST --insecure 'https://10.122.28.3/restconf/data/

FRHEANE R 9 201Wa B2 , LA WA R IE 32 AT Y 115

{ "push.notification-subscription": { "push.subscription-id": 7969974728822328535, "push.subscribed-use

A BUBN GETERIREVA AT @5« -

curl --location --insecure 'https://10.122.28.3/restconf/data/vl/cisco-notifications:subscription' \ --

EEWNT .

{ "com.response-message": { "com.header": { "com.firstIndex": 0, "com.lastIndex": 1 }, "com.data": { "p

HIUFH S, DEBUGZ B show log, EAMI X #HE , SQL#H

MERHEES , BHEMTA : —MAT dl ("push.topic’: "al") —MNAFETE (" push.topic': "inventory" ). S& A LUE S R $IEE
SRBINC(EEE , THANER R FTERE , # B SUBSCRIPTIONID FE& S GET it UEBREER):

ade # ./sql_execution.sh "SELECT * from RstcnfNtfctnsSbscrptnMngr WHERE CONNECTIONTYPE = 'connection-le

(s} INSTAMCE_VERSION CL CONNECTIONTYPE ENDPOINTURL SUBSCRIBEDUSER SUBSCRIPTIOMNCREATIONTIME SUBSCRIPTIONID SUBSCRTPTIONTORIC
eenn T i ieeersings ez tion- 1oy raot Tue fug 29 10:02:05 BRT 2023 T9A99T4TI6020326935 mil
337837630 @ cnfhtFctnssbacrptitingrd  ConAection-1cis root Fri Mar 31 17:45:47 BRT 2023  20855078c0l/eie/isl Laveitary




MREEMERTERETH , WA E HTTPDELETE B3R , 22 EMBRMITEID, FRIZEZEM R subscription-
id 2985507860170167151:

curl --location --insecure --request DELETE '"https://10.122.28.3/restconf/data/vl/cisco-notifications:s

W , WRBAEWHRIEE N REEESH A SUBSCRIPTIONID EF 7969974728822328535.

UEFELXETR , ERIRAITMEN ( ELTAREEMERE ) connection-oriented EE9F &FIME X< TF connected-oriented & F
) , RER201ME R

(venv) [apinelli@centos8_cxTabs_spo appl$ python connectionless.py * Serving Flask app 'connectionless'

EARN G | FRhE T APIRIE &5 LLFEEPNM (connectionlessHl connection-oriented) 34T T B8 |, H4AH 7T Al AEE L EMNENE
P i R o

BXER

e https://www.cisco.com/c/dam/en/us/td/docs/net_mgmt/epn manager/REST Conf/Cisco_Evolved Programmable Network_Manager 5 1 2 F

. R 3 % - Cisco Systems


/content/dam/en/us/td/docs/net_mgmt/epn_manager/RESTConf/Cisco_Evolved_Programmable_Network_Manager_5_1_2_REST_API_Guide.zip
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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