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HTTPS is NOT reachable [ SCP is reachable

Expected: Cisco DNA Center certificate has 10 be installed successfully

and Device should be able to reach DNAC (10, } via HTTPS
Actlon: Reinstall Cisco DMA Center certificate. DNAC (10
certificate installed automatically on davice when device is assigned to a

Site, please ensure device is assignec to a site for HTTPS transfer to

L

work, Alternatively DNAC certificate (re) install is attempted when HTTP

failure detected during image transfer
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show running-config | sec crypto pki

R AE FIDNAC-CAEE S FIDNAC-CASE, MR L EEZTIDNAC-CAEES. BEHmE , WEE
H&Mﬁﬁujﬁ $DNAC-CAIF$,

MRZFARFAEYE  FREUTSRF I LRDONAC-CAILES :

« TEWebi 25 , # Ahttps:/ <dnac ipaddress>/ca/pemand T &.pem X #
F.pemXH-RFEI A 1T E AL H

A XA miEER R AR FFT T .pem X4

FF A M K& ZCLI

S IR {E{A IHFIDNA-CAIEF show run | in crypto pki trustpoint DNAC-CA

MRAIHHDNA-CAIEP |, HHEEEEN T no crypto pki trustpoint DNAC-CA 5l BRDNAC-CAIEH


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-3/user_guide/b_cisco_dna_center_ug_2_3_3/b_cisco_dna_center_ug_2_3_3_chapter_01010.html#Cisco_Task_in_List_GUI.dita_e68bd03e-3f35-4954-aeb9-26657028a469
https://%3Cdnac_ipaddress%3E/ca/pem

o HHREENATETHSUREDNAC-CAIES :

crypto pki trustpoint DNAC-CA
enrollment mode ra

enrollment terminal

usage sd-client

revocation-check none

exit

crypto pki authenticate DNAC-CA
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copy https://<DNAC_IP>/core/limg/cisco-bridge.png flash:
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MXC.TAC.M.03-1001X-01#copy https://10.x.x.x/corel/img/cisco-bridge.png flash:
Destination filename [cisco-bridge.png]?

Accessing https://10.x.x.x/core/img/cisco-bridge.png...

Loading https://10.x.x.x/core/img/cisco-bridge.png

4058 bytes copied in 0.119 secs (34101 bytes/sec)

MXC.TAC.M.03-1001X-01#
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MXC.TAC.M.03-1001X-01#$//10.x.x.x/corefimg/cisco-bridge.png flash:
Destination filename [cisco-bridge.png]?

Accessing https://10.x.x.x/core/img/cisco-bridge.png...

%Error opening https://10.x.x.x/core/img/cisco-bridge.png (1/O error)
MXC.TAC.M.03-1001X-01#
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AR ERMRHTTPSI &5 5 | 25 @5 M BRcisco-bridge.png 34 delete flash:cisco-bridge.png
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& LLIZE AT show run | in http client source-interface s SUISIEELE -

MXC.TAC.M.03-1001X-01#show run | in http client source-interface
ip http client source-interface GigabitEthernetO
MXC.TAC.M.03-1001X-01#

MBEZFNRFEOFEBRRRDRIED |, HTTPSHE 5 AR K.

BEE R

3256 E R & B “Inventory Cisco DNA Center ( FEZ 2 RIDNAHG ) " EE1PH#13E10.88.174.43 :

BREREBE
Device Name P Address Device Family Reachability :;I'}
RC.TAC M.OZ- 1001 X-01 .etlecuit.mx 10.88.174.43 Routers @ Reachable
HTTPS3Z 44 % 1= 5k 1

MXC.TAC.M.03-1001X-01#copy https://10.x.x.x/core/img/cisco-bridge.png flash:
Destination filename [cisco-bridge.png]?

%Warning:Thereis afile already existing with this name

Do you want to over write? [confirm)]

Accessing https://10.x.x.x/core/img/cisco-bridge.png...

%Error opening https://10.x.x.x/core/img/cisco-bridge.png (1/O error)
MXC.TAC.M.03-1001X-01#
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MXC.TAC.M.03-1001X-01#show run | in source-interface
ip ftp source-interface GigabitEthernetO

ip http client source-interface G gabitEthernet0/0/0

ip tftp source-interface GigabitEthernet0
ip ssh source-interface GigabitEthernet0
logging source-interface GigabitEthernetO vrf Mgmt-intf

wieEO .

MXC.TAC.M.03-1001X-01#show ip int br | ex unassigned
Interface |P-Address OK? Method Status Protocol
GigabitEthernet0/0/0 1.x.x.x Y ES manual up up
GigabitEthernet0 10.88.174.43 YES TFTP up up

MXC.TAC.M.03-1001X-01#

BIEFLREER , ERIDNASOMEF$EOGigabitEthernetO 7 2 Gigabi Ethernet0/0/0& T 7 1% &

GBS EBOREDRTERS ERRAE,

MXC.TAC.M.03-1001X-01#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MXC.TAC.M.03-1001X-0(config)#ip http client source-interface GigabitEthernetO
MXC.TAC.M.03-1001X-0(config)#

MXC.TAC.M.03-1001X-01#show run | in source-interface
ip ftp source-interface GigabitEthernetO

ip http client source-interface GigabitEthernetO

ip tftp source-interface GigabitEthernetO

ip ssh source-interface GigabitEthernetO

logging source-interface GigabitEthernetO vrf Mgmt-intf
MXC.TAC.M.03-1001X-01#

MXC.TAC.M.03-1001X-01#copy https://10.x.x.x/core/img/cisco-bridge.png flash:
Destination filename [cisco-bridge.png]?

Accessing https://10.x.x.x/core/img/cisco-bridge.png...

Loading https://10.x.x.x/core/img/cisco-bridge.png

4058 bytes copied in 0.126 secs (32206 bytes/sec)

MXC.TAC.M.03-1001X-01#



EE  TERMEAHTTPSI &5 /T | 8/ 5 & M BRcisco-bridge.png3X 4 delete flash:cisco-bridge.png
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FEABSREMEIRE B BMT4 RS ER show clock

BEZREREIFZPDNAC-CAIEBRANKRRIZ S, BHFXENEL ; ERE , DNACCAERZELK , FRR :

Jan 1 10:18:05.147: CRYPTO_PKI: trustpoint DNAC-CA authentication status=0
%CRYPTO_PKI: Cert not yet valid or is expired -



start date: 01:42:22 UTC May 26 2023
end date: 01:42:22 UTC May 25 2025

BUNEER , EBREN; BR , HIREERBIEHERERHEIH.

WO P 48R B B A

MXC.TAC.M.03-1001X-01#show clock
10:24:20.125 UTC Sat Jan 1 1994
MXC.TAC.M.03-1001X-01#

AEAeE IR, BERRIEFE , TUESNERX TEEntpfRSERIEA D Sclock set FRHE BT,

FarHEERA

MXC.TAC.M.03-1001X-01#clock set 16:20:00 25 september 2023

NTPE & R

MXC.TAC.M.03-1001X-0(config)#ntp server vrf Mgmt-intf 10.81.254.131

BRI LLUZ TR R BRHTTPSE) &

debug ip http all

debug crypto pki transactions
debug crypto pki validation
debug ssl openssl errors
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