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Interface tengigabitethernet 1/0/1

no cts rol e-based enforcenent
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interface range $uplinkl

no cts rol e-based enforcenent

BXDNACEHRNFMEL , FSHAR X ELURL,

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-
management/dna-center/1-2-
1/user _quide/b dnac ug 1 2 1/b dnac ug 1 2 chapter 010000.html
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cts rol e-based sgt-map <I SE/ DNAC Subnet > sgt 1000

cts role-based sgt-map sgt 2

cts role-based sgt-map <Wreless OIT Infra> sgt 1000
cts rol e-based sgt-map <Underlay OIT AP Subnet> sgt 2
cts rol e-based sgt-map <Monitoring Tool |P> sgt 1000

cts rol e-based sgt-map vrf CORP_VN <Voi ce Gateway and CUCM Subnet > sgt 1000
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ip access-list rol e-based FALLBACK
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TrustSeci% & E|TrustSeci®¥ & :

cts rol e-based perm ssions from2 to 2 FALLBACK
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TrustSeci® & EISGT 1000:

cts rol e-based perm ssions from2 to 1000 FALLBACK

LRSGACLIEAR M MIEARLEISE, DNAC, WLCHEZET B2 HHBE

SGT 1000&|TrustSeci® % :

cts rol e-based perm ssions from 1000 to 2 FALLBACK
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EBIZESGT , i5EXZIDNAC > Policy > Group-Based Access Control > Scalable Groups > Add
Groups , TUEfFE E B FIISE Scalable Group , #2HAdd , MASGTEHHAREE,

B PXGrid&E MK , DNACH &R RMEEIMSCT, XE5R/KIEFABSCTHEZERME,
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FESDAREH | R{XMDNAC GUIBIZ#TSGT,

Pol i cy Narme: Domai n_Users_Access

Contract : Permit

Enabl e Policy :

Enabl e Bi-Directional :

Source SGT : Dommin Users (Drag from Avail able Security G oup)

Destinati on SGI: Donmmi n_Users, Basic_Network_Services, DC Subnet, Unknown (Drag from Avail abl e
Security G oup)

Pol i cy Name: RFC_Access

Contract : RFC_Access (This Contract contains limted ports)
Enabl e Policy :

Enabl e Bi-Directional :

Source SGT : Dommin Users (Drag from Avail abl e Security G oup)

Destinati on SGI: RFC1918 (Drag from Avail abl e Security G oup)

EolREE , FERIDNAC , ARSMERK>SE>FMSE>HRMAEDIN , AEEERT

EHESR , HEZDNACH S M FPolicy > Group-Based Access Control > Group-Based-Access-
Policies > Add Policies > Create policy ( 843 EE R ) , AEH HSave , AJ5 ¥ EHDeploy.
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P& ®ZSGCT

ERIFISEW BN RZYLSGT |, HizTUA T a5 : show cts environmental-data

# L iTeER YR O £ 3XhE
BWIF EITEBEN ENRE , BETUATHS

- show run interface <uplink>
. show cts interface <uplink interface>

A IP-SGTHR S

ERIFARHEENIP-SGTHE , IF1Z1TL T @ : sh cts role-based sgt-map alll



DMALC P
ISE IP
OTT Wireless Infra IP Rangea
Monitoring Sanver IP

Critical Services IP
OTT AP Subnet Range

Salf I

Undeday IP subnet Range
Salf IP

Sailf 1P
Salf 1P

73 [E IRSGACL

EIRIFFALLBACK SGACL , iE21TEA a8+ : sh cts role-based permission
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ERIFMISETEHHSGACL , iHZ1TLL T #p % : show access-list <ACL/Contract Name>




RFC AcCCeEss

Security Group ACLs

" Mame | pEC Access
Descri ADY EM Crackad ©
APIC_EM Created Sgac
P Wersion (=] Pvé  (®) Agnostic

i eq o3
perme #g 535
I cp d g 24
Denmit tep dst eq 5353
permit ud 67
permit udp o5t 2Q 08
Y & tep dst eg 551
Y it tcp dst &g BOOS
sermit bep dst eg BOED
it Udp O 1 591 T
Tt udp 95T eq BOOE
T s | H0R
pnTTit by 123

it iy 7

W g 7

Wt e q 443

A £t e 443
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AR IEBE AL E VR SGACLIH AR

ERIFSGACLEKR M H , HE1TLL T i85 : Show cts role-based counter
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1. "X BIP_Phone —> IP_PhonefyRE , AIAB AMRENER KR AIEZTEE.
2. DGT RFC1918H M R IFRTPIHMGEE R IFZINEMHE RE 2. IP_Phone —> Unknown /2 i
MHENSEE.

A f 3. < B VLANL i To M 48 U3 4]

DNACH IR BB X EVLANL A THIE , RIEERE , ZISER M RN AMEMEEEFREXE
VLANFISGT 3999, Default Deny in trustsecEk B PR il 37 1E 32 17 (R 4E A R 48 % R o

RRF R :
E FIDNACEREFM AN &ML R KR L HEEXBSGTHISGACL

cts role-based permssions fromO to 3999 FALLBACK

cts rol e-based perm ssions from3999 to 0 FALLBACK
XERSRANEEERS .

AR IR THUASE —MERS | HF A E R H#E,

R4 BB TEARRBVLAN,

MTFISET mxA , iItENHAXBVLANE , B340 (MEIEZEZ101MELE ) RABIHKES
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interface range $uplinkl

no cts rol e-based enforcenent

rol e-based sgt-map <ISE Prinary | P> sgt 1102

rol e-based sgt-map <Underl ay Subnet> sgt 2

rol e-based sgt-map <Wreless OIT Subnet>sgt 1102

rol e-based sgt-map <DNAC | P> sgt 1102

rol e-based sgt-map <SXP Subnet> sgt 2

rol e-based sgt-map <Network Mnitoring Tool |P> sgt 1102

rol e-based sgt-map vrf CORP_VN <Voi ce Gateway Subnet> sgt 1102

ip access-list rol e-based FALLBACK

permt ip

rol e-based perm ssions from2 to 1102 FALLBACK

rol e-based perm ssions from 1102 to 2 FALLBACK

rol e- based

rol e- based

rol e- based

AR LETRPHRE EITHREOBEEN TR , FRERRETEBRNEEILIATR
o EUATRL , FEREBALGT RN LITHRKED K MAFEXMK , XSXMNF3HTMK.

per m ssi ons
per m ssi ons

per m ssi ons

from2 to 2 FALLBACK

fromO to 3999 FALLBACK

from 3999 to 0O FALLBACK
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