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BIHEEN A (PnP)RIE : ENIFTFTAVHTIRE , TEE , RiE+ , FEADNARLAFEE,

MFIRE . DNARLBIREH 7 4535 EHE B ML (DHCP) RS B/ R % .
FERFAF

ER

BREZIBNVENLANBSLMEGEEN AR A RE—EN THE, SR TLANBZL , RETCET
DNA®R 1.0 , BEDNAF UL AR E S R4t K AHEE RS,

HRER

LA;;Q LR —MEETEMABBERAR | EEREGEAISISEN KR BB D ICRE &M EE
RLRIRE o

FrsafE A Bl

FEZTLANBZ L2 BT , IFEARPNPAEENVRAMA R MNEAETIE

Edgel#dir nvram *.cer
Directory of nvram/*.cer

Directory of nvram/

4 -rw 820 <no date> |OS-Self-Sig#l. cer

6 -rw 763 <no date> kube-ca#468ACA. cer

7 -rw 882 <no date> sdn-network-#616F. cer

8 -rw 807 <no date> sdn-network-#4E13CA. cer

2097152 bytes total (2033494 bytes free)
Edgel##delete nvram:*.cer

¥44R¥E Provisioning > Devices > Device Inventory R [ & E A R B iFHIRE



bl pNA DESIGN POLICY PROVISION ASSURANCE
CISCO CENTER

Devices Fabric

Device Inventory

Inventory (6) Unclaimed Devices (0)

WANCSCvh68847 |\ EEHEKARFASCEAARFANRS , T2 K
ERROR_STACK_UNSUPPORTED#EIREE.. HLANBHLEHFHARE R — AR , 2HN
HE. B2 , BTiR% 2Catalyst 9300 HER , LANBLEEZFRIZIRE , REERAKR
BB, B , PnPFaFRIRE B#k , BHIRERBE,

LAN B 31 {LEZ TR ERITHLELS IR ?

DNAR/OMEADHCPE B FE M 7R &, M FiRZJRIMNIPHEUSTE R EN U R E P HAT E
NN R, FEE , hSmEDR25,

X St RINME -

1.7EPnPHRE EHEIXBIVLAN 189IPH it

2. 7EPnPRE L #3% FLoopbacO/y IPH# it .

SIEEEE T FREMRIER IR Z AR EHOEFIPnPRER/30 IPHL,

WMREENT LEEE , DNAFAOLERFEPAPRE |, M FIRBBZWHNDHCPEELMEFEL43 , HA
TE X7 EEIDNAA Ol #9 R 48 382 O -5 (NIC) SR #AIP(VIP) i sit B 1Pt ik

HPnPREZ N , VR EERE, Rit , HAEwOEHETVLAN 1. Bt , REc@EPFIRER
EDHCPRIUHER . MFIRBEIRMELANE Lt a9 IPE uE# 1T N E

WE , BTHETLANBFCHABIAF , Bt , WRLANB S R EERTAMIZEIT |, &5 A SABRRRE

f=o

P B BR


https://tools.cisco.com/bugsearch/bug/CSCvh68847

You're expecting to see this on the PnP agent logs:
%PNPA-DHCP Op-43 Msg: Op43 has 5A. It is for PnP
KPNPA-DHCP Op-43 Msg: After stripping extra
characters in front of 5A, if any:

SA1D;B2;K4; I<DNAC IP>;J88; opd3_len: 38

* If hitp succeeds but hitps fails,
| you have a certificate problem

DNAR/ 3.1 LANEBY{LEX BE

- network-orchestration-service
- PNPRRS

DNAR/M.2 LANEZH{L X A&
FERA1.29 , RBBpnp-service , L EBFRLANB L BERN | BEEERUTRS ¢
- P&
- PRIt
- connection-manager-service
- BIEMBRSE ( XE1.14RIBRpnplRESZE0Y) )
DNA M X2 8 B8 iR jE(PKI) < B &

. apic-em-pki-broker-service
- apic-em-jboss-ejbca

MMZETHRER P E REtcpdump?

sudo tcpdunp -i <DNA Center fabric's interface> host <PnP Agent ip address> -w
/ dat a/ t np/ pnp_capt ur e. pcap

*EFIEIIRE |, BEACTRLC



X & pnp_capture.pcap X 4 F & 1 /data/tmp/H . BEZEF Fsecure copy(SCP)dn S MDNAR
51X, SEAUT TS MDNAFRMEE # -

$ sudo tcpdump -ttttnnr /data/tmp/pnp_capture.pcap

[ sudo] password for maglev:

reading fromfile capture.pcap, |ink-type ENLOMB ( Et hernet)

2018-03-08 20:09: 27. 369544 1P 192.168.31.1 > 192.168. 31.10: | CWP host 192.168. 1.2 unreachabl e,
Il ength 36

2018-03-08 20:09: 39.369175 I P 192.168.31.1 > 192.168. 31.10: | CWP host 192.168. 1.2 unreachabl e,
Il ength 36

2018- 03- 08 20:09: 44. 373056 ARP, Request who-has 192.168.31.1 tell 192.168.31.10, |ength 28
2018-03-08 20:09: 44.374834 ARP, Reply 192.168.31.1 is-at 2c:31:24:cf:d0:62, length 46
2018-03-08 20:09:50.628539 | P 192.168. 31.10.57234 > 192.168.31.1.22: Flags [S], seq 1113323684,
wi n 29200, options [nes 1460, sackOK, TS val 274921400 ecr 0, nop,wscale 7], length 0

2018-03-08 20:09:50. 630523 I P 192.168.31.1.22 > 192.168.31.10.57234: Flags [S.], seq 2270495802,
ack 1113323685, win 4128, options [nss 1460], length O

2018- 03-08 20:09:50. 630604 | P 192.168.31.10.57234 > 192.168.31.1.22: Flags [.], ack 1, win
29200, length O

2018-03-08 20:09:50.631712 | P 192.168. 31.10.57234 > 192.168.31.1.22: Flags [P.], seq 1:25, ack
1, win 29200, length 24

2R Hbridge.png R4 ?

CEDNAR ORI 101 EHBGH | BALEAHTTP ( FEMIES ) HHTTPS (EHIEH ) &
S SUUEDNAR O SPIPRIE S BB,

HREWRFR(SSLBEBRETM TERBRRH (FTEHN
.pcap3 HF IR EI 2R3 )

EHEIR
AREMVREA :

- DNARRUMYAE $ 7E Subject Alternative Name(SAN)(E#E F & #5(SAN)) ZE & B EHMIPH
Eﬁi;;ft:ﬁqﬂﬂ’\JSAfo‘—Eﬁ , AT BABAT AT 184k

458 A 33 3 B8 B9 UE UE P
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& A NotSecure hitps://mxc-dnacd/apps

il Your connection to this site is not
Clscg SECung

| You should not enter any sensitive information on
this site (for example, passwords or credit cards),
bacause it could be stolen by attackers. Learn

Wt ™ do? Take a Tour

You have chosen 1o disable security warnings for

this site. Re-anable warnings s

Meed t
Want b

B Certificate (Invalid)

Show certificats
‘ & Cookies (5 in use)
¢ L3 Site settings

BRI

Model your entire network, from sites and buildings to devices and links, both physical and
virtual, across campus, branch, WAN and cloud.

e Add site locations on the network
= Deasignate golden images for device families

= Create wireless profiles of 5510s

r—

WS I RES. SO

Boot cortificate authority

Expires: Wednesday, Jose 5, 2070 a1 1826204 Central Dayligh Time
O S Cad COM™ canicats B not trusisd

L= Y TR

F  Dotaile
Cwtension  Subject Alternative Name ( 2.5.29.17 )
Critical NO

IP Address 10.88.244.133

IP Address 10.88.244.135

IP Address 10.88.244.138 SAN

IP Address 192.168.31.11 Field

IP Address 192.168.31.12

IP Address 192.168.31.14

IP Address 192.168.31.77



Am @ RE Qews=Eg e =g aaart
N ssl [x] -
MNo. Time Source Destination Protocal Length  Info

2018-03-08 14:10:11.873236  192.168.31.1 192.168.31.18 TLSv1.2 281 Client Hello

SIS

2018-03-88 14:18:11.879597 192.168.31.10 192.168.31.1 TLSv1.2 2895 Server Hello, Certificate, Server Key SERRAL erver Hello Done
2018-03-08 14:10:11.092431 192.168.31.1 192.168.31.18 TLSv1.2 65 Alert (Level: Fatal, Descr:ipt
Frame 3: 65 bytes on wire (528 bits), 65 bytes captured (520 bits)
Ethernet II, Src: 2c¢:31:24:cf:dB:62 (2c:31:24:cf:d@:62), Dst: B@:5d:73:c0:c7:90 (@0:5d:73:c0:c7:90)
862.10 Virtual LAN, PRI: @, CFI: @, ID: @
Internet Protocol Version 4, Src: 192.168.31.1, Dst: 192.168.31.10
Transmission Control Protocol, Src Port: 31441, Dst Port: 443, Seq: 144, Ack: 2842, Len: 7
Secure Sockets Layer
v TLSv1.2 Record Layer: Alert {Level: Fatal, Description: Bad Certificate)

Content Type: Alert (21)

Version: TLS 1.2 (@x@383)

Length: 2

v Alert Message

Level: Fatal Ll——m—————
Description: Bad Certificate (42)

ATYYYY

R,

MREBBFE=FCA (IEPWENM ) , BHEAMAIIEERELEZTEDNARGIPHHEFIVIP it #Y I $5
o MBRIEZEE=HCA, DNAR LA LA BERIER, BFHRRERTAC , BSETRLRE,

DNAR L E R ERE
AREMERE :

ZFRIANBE R T , DNAROMYEZIEFTLS v1.2,
ERIEAD | EE ADNAFOLIRBAEEFERTLS v1

ERTH

4 = ® RE R &= =B A]aai
| | | Apply a display filter ... <38/>
No. Time Source Destination Pratacol Length Info
| 4 2018-03-14 £8:20:21.563736 10.213.1.20 10.213.1.223 SsL 128 Client Hello
5 2018-83-14 @8:20:21.563773 10.213.1.223 10.213.1.20 TER 54 443-49365 [ACK] Seg=1 Ack=67 Win=29208 Len=0

6 2018-03-14 08:20:21.563926 10.213.1.223 10.213.1.20 54 443-+49365 [RST, ACK] Seq=1 Ack=67 Win=2926@ Len=@

Frame 4: 128 bytes on wire (96@ bits), 120 bytes captured (968 bits)

Ethernet II, Src: Ciscolnc_cf:90:41 (dc:ce:cl:cf:90:41), Dst: 3B:@e:4d:9¢:3b:b8 (38:0e:4d:9c:3b:bB)
Internet Protocol Version 4, Src: 10.213.1.20, Dst: 10.213.1.223

Transmission Control Protocol, Src Port: 49365, Dst Port: 443, Seq: 1, Ack: 1, Len: 66

Secure Sockets Layer

v SSL Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)
Vers ionxewl }
Length: 6

v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

(2
>
>
(2
v

Length: 57
Version: TLS 1.8 (@x@3@1)
» Random

Session ID Length: @
Cipher Suites Length: 18
» Cipher Suites (9 suites)
Compression Methods Length: 1
» Compression Methods (1 method)

PnPRE L& AMdebugi v , ATFEHEXRE

debug crypto pki transactions
debug ssl openssl

debug ssl openssl errores
debug ssl openssl errors
debug crypto pki api


https://www.cisco.com/c/zh_cn/td/docs/cloud-systems-management/network-automation-and-management/dna-center/1-1/admin/b_dnac_admin_guide_1_1/b_dnac_admin_guide_1_1_chapter_01.html#task_vq4_yyk_ybb
https://www.cisco.com/c/zh_cn/td/docs/cloud-systems-management/network-automation-and-management/dna-center/1-1/admin/b_dnac_admin_guide_1_1/b_dnac_admin_guide_1_1_chapter_01.html#task_vq4_yyk_ybb

- debug crypto pki transactions
- debug ssl openssl msg

g BI iR 4> 2 BT ER M 1Y B 10T & 7% #4A

Bit k| #F MFEProvisioning > Devices > Device Inventory R EIR B R BB IRE , BEEUT
@] &R Mﬁtﬁ@ﬂﬂﬂﬁ?ﬂiﬁﬁlﬁ MiRE G , I’ZB NI RTEhttps://<DNA Center ip>/mypnpH, IMREEF
s HEELEPWPEEFEIRLUTUTRENELR , KEGUITERMERENER , HERIR
&F 8 RAPNPHRERNIEE

ERROR | qt p604107971-170 | | c.c.e.z.inpl.ZtdH storyServicelnpl | Device authentication status
has changed to Error(PNP response com ci sco. enc. pnp. nessages. PnpBackof f Response i s nissing
previously established authenticated session key) | address=192.168. 31. 10, sn=FCW212XXXXX

LAN B 3 {b MR R 75 3R

- EDNAROM 27 | HERFEERN SR ( — 2R AR MR BRARETETE ) o
- LANBMtEE LB FAHERIEE , KRATE105 8,
. EEZZIDNAR LG EPnPEPJﬁdeREﬁim PnPEA100 MR AIE O R\ EHKL , —BF
B, ERREBELANBILRARBELD
MRBEERCAHPNPEE , MATLAE K ARIE E’Jiﬁ%;‘!ﬁ,@ :

nore pnp.log | egrep "(Received unclainmed notification|ZtdDeviceUncl ai mredMessage) "

MEREHE | NREHNREBMNTAIADNARL | PnPTERSH,
WA 7E HERR ESCEILANBE Bh4E

1. XA BT Fig 20 L1788,

2. EDNAR O EBEILANBE F11L,

3. NP IBRSBIELE . # write erase

4. MNVRAMA I BRFF B IE$, # delete nvram:*.cer

5. il Brvian.datXX . # delete flash:vlan.dat

6. MNERERHLM BRI R # Al ERE$ . # delete stby-nvram:*.cer

a. T FF AR BB AN
b.EREBAKARMRIWEZEFE,
c.HiBRIES . # delete nvram:*.cer
d.MiBRflas vianZX#EFE . # delete flash:vlan.dat
e EFTELER B,
1.EHMEH,
8.EFFRMHEMNHEK , BIIAAEKA , RRZHEIWKREENFE.



WNT: waited 0 seconds for NVRAM to be avail abl e

- System Configuration Dialog ---

Wuld you like to enter the initial configuration dialog? [yes/no]:

0. AEIfMFiREH L1786, # no shutdown

R AT LLS A BILAN AutomationfES5 B B RE X H KR ?

DNA CenterEZ—NEWBMFIS ( EWA. FHT ) WCSVIH , MTHIFAR :

il B
Edgel FOW 2038000
Edgel FOW2131 000, FOW21310Gm0o, FOW 21310000, FOW 213100
Edgel FOC205 2000, FON 2052 0o, FOWN 2052 Fxoo
Edged FX521310000m

X FHEARLANB BL , CSVX MR EBBTRAA-NENBNSNFIES, FISHERESRT
o ESFIMMKBCSVHUHSE,

/ImypnpfE1.2ARBERE T ?
BT ARz —BEPP:

. FEWeb3x| ¥ 25 # %1 A https://<DNA Center IP>/networkpnp
- MDNAAFR/OET | EFEUTREAEENATE .

BETA

5% , i7A)https://<DNA Center IP>/networkpnp

FFER



.......

REERERERBERLANBSCFRARIERERME  FERMBE P, LERBEH
TEHRE, EERANCLIZIERBEMA L.

ERTZAREZHBEILANESLE EHWNRE , BFEAEEREZDIY ( SSHE Telnet ) =R
[8]1i% % L loopback 03% O AYIPb it

FEER |, BPKIEB KRR I HEZEBIPNPAE

AR, PENIRE2ITFTFDNACHPNPR Z 2B HiE R 2 B (DF) i, XARESHAT1500F
THHES (BESSLEPNRED ) KEF , BEELANBFLATRETET K. EDNAFLHEZE
MBEEHREIN-—LEELFESHE

error Message=Failed to format the url for trustpoint
RO EW A RERERDNAROLRPNPRE 2 B MR A FFE AP Ssystem mtu 9100 BT ER
i,

Switch(config)#system mtu 9100



	数字网络架构(DNA)中心的局域网自动化提示和诀窍
	目录
	简介
	词汇
	先决条件
	要求

	背景信息
	开始使用前
	LAN自动化在运行时要执行哪些步骤？
	故障排除图
	DNA中心1.1 LAN自动化相关日志
	DNA中心1.2 LAN自动化相关日志
	DNA中心1.x公钥基础设施(PKI)相关日志
	如何运行流程图中显示的tcpdump?
	您尝试复制的bridge.png文件是什么？

	当安全套接字层(SSL)通信未按预期工作时捕获示例（将完整的.pcap文件附加到本文）
	证书错误 
	可能的原因：
	使用浏览器验证证书
	捕获示例
	解决。

	DNA中心重置连接
	可能的原因：
	捕获示例


	PnP代理上有用的debug命令，用于证书相关问题
	响应缺少之前建立的已验证会话密钥
	LAN自动化和堆叠解决方案
	如何在堆栈上实现LAN自动化

	我可以导入到LAN Automation任务的主机名映射文件的格式？
	/mypnp在1.2中到哪里了？
	 库存错误
	存在连接，但PKI证书未成功推送到PnP代理


