CX=REBXRV2.0
B =%

LB
RREM
BifE
FFCXE= K IEV2.0 )
Cisco DNA Center IAUERRAS
EHECXENIE
FCXEREBEEFICXE

& i ESXi 5.5/6.0 £%

Web i ESXi 6.0 &%

Web i vCenter &%

Oracle Virtual Box 5.2.30 &%

Microsoft Hyper-V &%

PEEE
CLI%E FAAB Ry %
EiiECisco DNA CenterBA RS HE# X BICXERE

Al

Bl

ERZHLERRIRE

EERFIREHTRE

BRe

6 iF
il 4

HiERs

HiEfEs

RAEE

Z2LE
'ﬂf m ~u] HJEﬁK

CX Cloud Agent
HE
BRASFF T

DUF MRS

Secure Shell (SSH)
#®o

CX Cloud Agent & Cisco DNA Center 3%



CX Cloud Agent 55 Fi B9 12l 33 48
CX Cloud Agent 24 HE&

BEHERR
R
WES NIV

CED

AXENTBERNNEFHEECX)ZRE, BERCX)ZRER-NMARICHERICAIBHBERGFE
, TREREBRARIMRS IR, SEDRATUERSAMMNRREITRE, BENEE, CX

Cloud AgenttlEH ™= miE Tt , F BIhEE , HEBF RBARHEE,. 2. B31L, HHEFEI/A
TERMUANFRIESI AT — RS

N % AEBERCXEREV2.0MS, HSHCisco CXERE R MAXEL,

CX Cloud architecture

Cisco

::—O— l = |

Microservices API{Gateway

v
£

e . 2
Cisco al Secur sories B e — —
Lifecyle/Learning * Partner
insigh eer uccess
specialist
* Network
Data Store Cisco Cisco DB FN PSIRTs HW/SW Architect  Pal
telemetry TAC Ticketing contracts EOX advisories Network Designated
e Expert
nager
TAC Engineer Designat wpert CSE
L | |

its
ed E

CX Cloud Agent %243

NoxE aEETnES (REBHAR ) RESE, KERARAREMTE.

FRFZ M

CX Cloud Agent fEREEE\HL (VM) E1T , ATAF BN ERLL IR Z (OVA) SEER (VHD) B2t
TTH.

HBEK :

« UM TEENERER

- VMWare ESXikR4<5.55% & = ki 4~

- Oracle Virtual Box 5.2.30

- WindowsE A Al 15 1212 FF iR 4<2012%12016
- BERHGEEEFAUEEERUTERNEL


https://www.cisco.com/c/en/us/support/cloud-systems-management/cx-collector/series.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/cx-collector/series.html

- 8 &1 CPU
- 16 GB 7F/RAM
- 200 GB W& Z= A
s XTREENIREZERFEPOAEFRCXSHENTEREXFENES
CX=REAHER £ FIFQDNATCPi% 0443 EWHTTPSHEE 2 k&b & REVBRSS 85
FQDN : agent.us.csco.cloud
FQDN : ng.acs.agent.us.csco.cloud
FQDN : cloudsso.cisco.com
FQDN : api-cx.cisco.com
« T REENIERKNBEDOAEFRCXSHEN T ERREXFENES
CX=AIEE AR 5 FAFQDNFTCPIk 0443 L MHTTPSE B B bk Ak & RPN RS 25
FQDN : agent.us.csco.cloud
FQDN : agent.emea.csco.cloud
FQDN : ng.acs.agent.emea.csco.cloud
FQDN : cloudsso.cisco.com
FQDN : api-cx.cisco.com
« NTHEENIZRL A XBEROAEFHECXESBENTEHRREXENEF
CX=RIEB LB £ AFQDNFTCPiR 0443 EWHTTPSIE#E R ML AL & RV ANRSS 25
FQDN : agent.us.csco.cloud
FQDN : agent.apjc.csco.cloud
FQDN : ng.acs.agent.apjc.csco.cloud
FQDN : cloudsso.cisco.com
FQDN : api-cx.cisco.com

s WFEAEEHNERBNFTERTABBEHRMENEZIEREXBHNES , REENRIEES
B ECXZ=EMCXRIER , FEEEREEIFQDN : agent.us.csco.cloud. FECX=RERINE
MEICXEE , WEETBEEE,

o NTFCXEREMAMEE |, LA LA E)iw H22,

A% CX Cloud Agent By Efb 15 FA :

- MEEVMINEFZ A THDENEEBMYDHCP) , FEZIRMIP, N , HHRE—NTH
HIPv4ittht, FMEEE., EIAM<IPibit FIDNSARS85IPHbit,

o NX¥FIPV4 | FXIFIPV6,

« EEMN1.2.8%1.3.3.9505%2.1.2.08)2.2.3. 5 ANEET S M7 A HA)EE ERBEZMELE
H(DNA) AR R AR

- MEMEZFEFSSLEE , M AFIRCXEZRENIPHbL,

X s
ERFCXE2HR , AR EEHEX L,

FESE H b1

cisco.com mixpanel.com




csco.cloud cloudfront.net

split.io eum-appdynamics.com

appdynamics.com

tigcdn.com
jquery.com
BETXEHSE :
=) b:10 KK, AR AIEM F A b X
cloudsso.cisco.com cloudsso.cisco.com cloudsso.cisco.com
api-cx.cisco.com api-cx.cisco.com api-cx.cisco.com
agent.us.csco.cloud agent.us.csco.cloud agent.us.csco.cloud
ng.acs.agent.us.csco.cloud agent.emea.csco.cloud agent.apjc.csco.cloud
ng.acs.agent.emea.csco.cloud ng.acs.agent.apjc.csco.cloud

FRBICXERIBV2.00 K RFZH
FEF %K ZICX Cloud Agent v2.02 Bl AZUH B A ED 75 51 H By 4% 5t

1. BREFBARZELMEZECX Cloud Agent v1.12. xR EE IR,
2. R AREEHE RS , BHITUTSRKEEZRS R

1. BRECXEREELDNH G ITRE(CL)ESE,

2. 1T cxcli agent configureDNSH 6

3. 5 ADNS IP#dit,

4. BE, Exit



https://csco.cloud/
https://csco.cloud/
https://csco.cloud/

- BRESONSEAVXESGAFHESEIBHETRZABRENEM. CXRREBELMEES I RIXLE | 3 BiXLiE A6

« ERIVZOAREHRRREBVMRE (FEEBTER ).

% EE 1102 HTHRASME XA RBIVLI, REESHEKBIVLI2X , BASREN2.0, AFATLMCXEITF FHIAdmMIN Setting

BUNEERERRATRY

1. DNACR HEEF &R
2 EEEBAENER AR NRHWDNACHF
3. DNACE= BEY B2 #001 Ptb 1k 5531 37 /) 38| Pitb 1k

4. =RIEFDNACZ BB B Th Al ikt

Cisco DNA Center TAUERRZS

TAE8 35 M HA £28F Cisco DNA Center RRZA<J 1.2.8 £1.3.3.9 M 2.1.2.0 £ 2.2.3.5,



DNA Center Cluster

DNA Appliance
Node 1

DNA Appliance Virtual IP
MNode 2 Address

DNA Appliance
Node 3

1P Addr3

stlasn]s
CISCO

Cisco® Cloud
AWS, NTP.
DNS, etc

REST APIs
and
DMA Center Ul

MNetwork
Devices

%% 2 HA $8% Cisco DNA Center

SZ YR 5 AR

I #E Cisco.com EIRGERAE AL | FATEREE LT 3 525 #9 B#f IE AR A -

» Google Chrome
e Microsoft Edge

* MozillaFirefox

MECXTHE

EEBE CX Cloud Agent , EHITU TR :

1. =7 cx.cisco.comiA & FF| CX Cloud.

2. % Campus Network H S ZEIASSETS & COVERAGERE


https://cx.cisco.com/

4.0y, ) tonsiwen

AESETS & GOVERS ADCPTION LFECYCLE EXPERT ENGAGEMENTS ADNTSORES CHSES

Aniaty Cinsrage Lisarvias | OET HELF

MET TR GINNIGTION STATUS CERAGT BRI AT DT OF FEPORT B

000 DINA Citrvier 1 0 CmOibIn IIDBTEaN SD0UT LOur SeTwenr Th (WO may Bk 23 hours [ st 0o Cx Ctoue g ]

| n S i 3 Cocuad Al sl conPect with

M. o

Pasets 3T

it 81 Secarity Advisaries Conensoe Seftieses Tyae  SoftwareRslesse B Address
- Lecation Saatry

o BENRIFPHNRECXTZRE, RECXEZRE-FKIBBEREOTH.

@ 1
Add Cloud Agent to your CX Cloud pit crew
SET UP CX CLOUD AGENT Ag L P
o% CX Cloud Agerit gathers tolematny dats fram the divices on your ratwork, allcwing you B talke
f all the hyper- el d expertise that CX Gloud has to offer.
) Ruview Doployment Roquiromonts
Accopt Strong Encryption Agnesmont
R Review deployment requirements
Dropiay acd Pakr with Virtual Maching Prepare your network for CX Cloud Agent
€ Cloud Agent runs as a virtual machine (VM], so you'll need a hypervisar to hostit.
T Befare you downiosd and instsl the image e, make Sure G Cloud Agent i able 1o connect 10 the designated server(s) via HTTPS on pon 443 using bath the
FODN and the P address
o
- For AWS US data crnters
e
L s - FQDN: agent.us cxco.choud
L | " = FODN: ng. 565 330, U5 £5e0.ckud
L =1 - PODMN: cleudisn clseo tom

- PQDN: api-cx.csco.com

=

\E Rovigw the CX Cloud Agert Overview for complete hardware and softwarg prorequisites.
=

—.,
fg\ CX Cloud takas socurity seriously. Review the Security saction of the CX Cloud Agent Ovarviaw 1o leam how CX Cloud Agent handles and stares
\ ¥ yourdata

1 set up this configuration on port 443

FRAPFER

o FIREEDPBERPHOMLESM , HiEH set up thisconfiguration on port 4438 1%4E



% AR AEETHER (REFHARE ) RHESE, XGERETEEMTE.

5. B EgkEE, fFITFFSet Up CX Cloud Agent - Accept the strong encryption agreement® 0.

Set Up CX Cloud Agent

Accept the strong encryption agreement

Than you can dewnioad tha mmage S for she CX Clead Agent vimual macfirn,

SET UP CX CLOUD AGENT
= 5%

Irructons

@ Redew Deploymont Requiremonts
Ta appty for elgibility to download Strong encrypiion software images:
' Accept Strong Encryption Agresmeng

r Profie is comrest and complele

1, Ensure the addross ksted in your Cisco com Use:
Dowrésad lmage Fio
2. Head sach of the conditions below carelully prior io selecting your answer.

Duoploy ard Pair with Virtual Machines

Samue eckard
-1
tadecknrcisco. com CXSuporAdmin3gaii
O Busiineas Dhiiben's Fusttion: ®
CommancialiChiian antity

P

Gowernmend entity, a Miitary entity or Defense Coniracior

I Government erdily, & Mistary entity or Delerse Condractor, Ane you in

Austria, Australla, Bedgium, Canada, Cypaus, Czech Republic, Denmark, Estonla, Finland, France_ Germany, Groece, Mungary, inedand,
Iealy, Aapan, Latvia, Lithuania, Lusembourg, Malta, Metherlands. Rew Zoalard, Norway, Pelsnd, Partugal, Slovakio, Slevenia, Spain,

Swedan, Switarland, United Kingdom of the United States
Yes Ko

by BthoTERe DG SO
he usage of Clsco Systen

11, | hirdiy carty 1t I,

apide by ihe condiiors set forth above negardn

NEE I

6. WIFRF. MK, BFER4HMCCOAFIdFRPMERNES.

7. %R E M # Business division's function.

8. ik ¥ ConfirmationE 1 E R ZE A FKMH.

9 BEHME, RECXERE-THREXHEOITH.



@ Help
Set Up CX Cloud Agent X

Download image file

SET UP CX CLOUD AGENT Donenload the apgronist image file for your vimsal maching format
E
oA
For use with Vithware vEphers, Wiware wCenter, or Omacle VirtualBox
& Povew Deployment Reguiroments Cipee =D = Cavtpr=207 ] =rplosse = 150 ova

@  Accent Strong Encrypion Agresmart
VHID
o Dxremicad Image File For use with Microsoft Hypar-Y
CER =[N = Cipitisr= DO =il = 1 54 vt

Deploy sl Pair with Virtual Machico

Cisco End User Licenze Agreement

ﬁ In order to download soffwane, please confirm that you have nead and agres 1o the berma of tho
Cigco End User Liconse Agrearmmni png sy plemarsal Product Terms, il applicably

I | sccopt

TR

10 ERE LM AR T RREM TN

11 %9 accept ERER B BRI KL AP F TR

12. B ETHEHAR, FITFRECXZRE-BEMEXN EDNER,

13. ESFOVARENRERE , RERET —F2RECXERE,

FCXERIEERZIICX T

L AARH AN EBERSTTRE(CL)FRENEN KB,



@ Heip

Set Up CX Cloud Agent x

Deploy and pair with your virtual machine
SET UP CX CLOUD AGENT

————— b s

Deploy the dowmloaded file on your wirtual machine. After deployment, you'l receive a pairing code. Please enter the code below.

Pairing Code
@ Roview Deployment Requiroments

@  Accent Srong Encryption Agroament
@ Daveiasd Image Fie

©) Daploy and Paie with Vinual Maching

[ E)

2. REHEEMCX =R, Set Up CX Cloud Agent - Registration successfuld M E R/LE4H , RS2 B3 SHZEConfigure Con

& Holp

Set Up CX Cloud Agent X E

Registration successful!

SET UP CX CLOUD AGENT

_ 5%

@ Roview Depioyment Requirements

Accopt Swong Encryption Agreernent

LR

Downigad image Fiie

E

O Depley and Pair with Virnsal Maching
T
s

F

@) Next up: add your data sources

FER RS



£ Back to Data Sources

Configure connection to CX Cloud

Connect a Clsco DNA Conter
W Address oF FQDN Location (City, State, Country)
Username Passwaord
Codection Fremeency Time
Freguency y Tirme ST

Bl fun the first coliection now [Ehis may take up to 75 miruies)

The fursi daia sowce you sdd must be a Ciico DMNA Cenber. After 1had you can add additional Cisco DNA Centers and devices nod connecied
o 2 controller,

3. AR | ARG ¥ HConnect ThisData Source, REMEI4 & RIEIAE B BRINERE",



Configure connection to CX Cloud

Successfully Connected

/ex=", Cisco DNA Center live.com

|.\ t:.m { Inventory collection runs every day At 02:00 AM IST
/
o First inventory collection will run immediately when you hnish adding your data sources

Connect another data source to CX Cloud Agent?

+  Add Another Cisco DNA Center

Done Connecting Data Sources

%‘ 3EE . mEHAdd Another Cisco DNA Center SUR N2 A DNAC,

DNACE ]



Configure connection to CX Cloud

Successfully Connected
== Cisco DNA Center live.com
E Inventory collection runs every day At 02:00 AM IST
i Cisco DNA Center live.com
g Inventony collection runs every day At 01:00 AM IST
‘e Cisco DNA Center demo.com
=1
o=

Connect another data source to CX Cloud Agent?

+

First inventory collection will run immediately when you finish adding your data sources

First inventory collection will run immediately when you finish adding your data sources

Inventory collection runs every day At 01:00 AM IST

First inventory collection will ren immediately when you finish adding your data sources

Add Another Cisco DNA Center

Done Connecting Data Sources

4. BEHEERERBER. BEREQTT,

Data Sources

Data Storage Region: United States

o Connect Meraiki Dashbaard 1o CX Cloud to get insights and sdditional systerns informnation absout your Meraki asoms. Get el up in sbout 10 minuies

t.g 3 Total Data Sources
Mama
CX Cloud Agent
1=
10,997 238126
221901

.,J

Type

CX Cloud Agent v2.0.3

Cisco DA Certor

Cisco DA Centtor

Data Last Updated
1 minites ago
1 minustes ago

1 minutes aga

Search dala sources

Status

& Rurving

2Rinz

BT



MENMMEEE

ABUER A TE—RTUREFBCX AR :

WMRIEE VMware vSphere/vCenter I % i ESXi 5.5/6.0 , % ERE ik

RI%EE VMware vSphere/vCenter Web & F il ESXi 6.0 , 1§84 E Web & /7 i vSphere 3 H 4

TSR % Oracle Virtua Box 5.2.30 , i5¥#% = Oracle VM

R %E$F Microsoft Hyper-V |, % = Hyper-V

OVA ZF

ZE % ESXi 5.5/6.0 2%

& P i A VF 2 AvSpherefif B P iR BB BCX = EOVA,

1. FEB&S , B3IVMware vSphere® i H & F.



(&) VMware vSphere Client X

vmware

VMware vSphere’
Client

All vSphere features introduced in vSphere 5.5 and beyond are
available only through the vSphere Web Client. The traditional
vophere Chent will continue to operate, supporting the same
feature set as vSphere 5.0.

To directly manage a single host, enter the IF address or host name.
To manage multiple hosts, enter the IF address or name of a
vCenter Server.

IP address [ Name: 10, 126.77.60

Liser name: root

Password: |

[ Use Windows session credentials

2. M E File> Deploy OVF Template.
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(&) Deploy OVF Template - O X

Source
Select the source location.

Source

OVF Template Details
MName and Location
Disk Format

Ready to Complete
Deploy from a file or URL

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

o | = | [=

OVA %%

o BIFOVF Details3t 2 i Next.



| @ Deploy OVF Template

OVF Template Details
Verify OVF template detais.

Source

OVF Template Details

Mame and Location Product: CXCloudAgent_2.0_Build-144

Disk Fo:rnat e 2.0

Network Mapping

Ready to Complete Vendor: Cisco Systems, Inc
Publisher: & CISCO SYSTEMS, INC.
Download size: 1.1GE
Size on disk: 3.1GE (thin provisioned)

200.0 GB (thick provisioned)

Description: CxCloudAgent_2.0_Buid-144

_teo |

BiRFAES

# AUnique Name ( RIfE i N RS BRUILALHIX ) |, R ETHNexto




@ Deploy OVF Template =

Name and Location
Spedfy a name and location for the deployed template

Source Name:

OVF Template Details -
CXCloudAgent_2.0_Build-144_R=18]

Name and Location I =

Dick Format The name can contain up to 80 characters and it must be unigue within the inventory folder,

MNetwork Mapping
Ready to Complete

__EE_J < Back I Next >

BMRAE

B —/\Disk Format , RERTHNext ( BIUEABEERE ) .

N



& Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: Idatastorei (11)
OVF Template Details

Mame and Location

W Available space (GB): | 873.1

MNetwork Mapping
Ready to Complete

" Thick Provision Lazy Zeroed
™ Thick Provision Eager Zeroed
f* Thin Provision

__teo |

AL

1% # Power on after deploymentEi%4E , ARJS S diFinish.




@ Deploy OVF Template

Ready to Complete

Are these the options you want to use?

Source

QVF Template Details
MName and Location
Disk Format

Network Mapping
Ready to Complete

When you didk Finish, the deployment task will be started.

Deployment settings:

OVFfile:
Download size:
Size ondisk:
Name:
HostfCluster
Datastore:

Disk provisioning:
Network Mapping:

IV {Power on after deployment!

C:\Users\owadmin\Downloads\OVA\CXCloudAgent 2.0.

1.1GB

3.1GB
CXCloudAgent_2.0_Build-144 DBMO
localhost.

datastorei (11)

Thin Provision

"VM Network™to "VM Network”

_teo |

HEE TR
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IEEERE

(< Deployment Completed Successfully —

Deploying CXCloudAgent 2.0 Buid-144 DEMO

Completed Successfully

Close

| I P .

EEXEE

o EERIEBHVM , TTFEFE H 35 FNetwork Configuration,

Web &% ESXi 6.0 B3

1t 25 P i% 48 A vSphere WebER BCX =R EOVA,

1. £ A T 88 E LA BV ESXI/RE SAHL 45 15 R = FiE B R FIVMWare Ul



vmware ESsXi

P dwnid

VMware ESXi B &

2. 1%#2 Virtual Machine > Create/ Register VM

Ede Eda Mwew Higtery Besienars Deals Help

ke iyt g pldemaen « Ve M @ HNea Tab x =+

£ o 2 8 o https 100 2ETT 200U host

I'ﬁ;m : ” [ caibest b akdoman
r—

{5 Manape with vCenter Serotr | T CreateSegister sl | [y shutdown [Bg Rebost | OF Refresh | LR Acbons

Weratar — calhcstlocaldomain | Create o¢ register o Winual Machng
P o B0 Tl T B TR TR
1 Widtaal Bias hite s .ﬂ ] Sinte Vermal (osanpcied B vianser Serves ad 10 129 77 44}
L] storage m | gl 153 6T dayd
_—
£3 Metworiing m

B2 VM



Select creation type

Hicew wetruild yioa likce 1 creale & irkeal Maching?

This gplon guedes you through e process of crealing a
srfual machineg from an OVF and VDK files

Craaty a new wiual machng

Deploy avirtual maching Eom an OVF of OVA file

Roegisies an assing vifual machinge

OVA Z&

« & Deploy avirtual machinefrom an OVF or OVA file , $R/5 % thiNexto
o HAVMMER , MEBUER X, RIERTHBOVAIH,

« B, Next



51 New virtual machine

+ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Selectthe OVF and VMDK files or OVA for the VI you would like to deploy
3 Select storage -

4 License agreements Enter a name for the virlual machine.

5 Deployment options
6 Additional settings ! -
7 Ready to complete Virtual machine names can conlain up 1o 80 characters and they must be unigue within each ESXi instance.

Click to select files or drag/drop

Finish

OVA &

o i%&fEStandard Storage , ARG # FiNexto

131 Mew virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Select storage

¥ 2 Select OVF and VMDK files Select the storage type and datastore

i e Persistent Memory

6 Additional settings Select a datastore for the virtual machine’s configuration files and all of its’ virtual disks.
7 Ready to complete

Mame w~ Capacty -~ Free «  Type ~ | Thin pro... ~ Access w

datastore1 435TB 157 TB VMFS5 Supported  Single ol

W
1items

Back | Finish |Cancal

R E



¥5) New virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files

+ 3 Select storage

R4 4 Deployment options

Seledt deployment oplions

5 Ready to complete Network mappings VM Network VM Corporate Network -
Disk provisioning @® Thin O Thick
Power on automatically

[ Back H Next Finish Cancel |

E)

ERF LN

o ERELWEBRT , RFEETNext,

31 New virtual machine - CX Cloud Agmt 2.0 DEMO

¥ 1 Select creation type Ready to complete
+ 2 Select OVF and VMDK files
+ 3 Select storage

+ 4 Deployment options

5 Roody 1o Complote Product CXCloudAgent_2.0_Build-144

Review your seltings selection before finishing the wizard

VM Name CX Cloud Agmnt 2.0 DEMO

Disks CXCloudAgent_2.0_Build-144-1_signed-sha1-disk1vmdk
Datastore datastore1

Provisioning type Thin

Metwork mappings VM Metwork: WM Corporate Network

Guest OS Name Unknown

f" l E Do not refresh your browser while this VM is being deployed.
-

Back Next Finish || Cancel
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Eile Edit View Higtory Bockmarks Tools Help = [m] x
& localhest.localdomain - Wiwe X @ NewTab Fd -+
- o O G O hitpsy//10.126.77.20/uif# host g L=

vmware ESXi

Mariage () Manage with vCenter Senver | 5 CreateRegister VM | [Fg Shutdown [F Reboot | & Retesh | £F Actions fi."-" FREE: T8 “i"“
Norlior — localhost, localdomain USED: 3.4 Oz CAPACITY: 828 GHz
Wersion: &.0.0 Update 3 (Buid 10713132) MEMORY FREE: 232.83 G8
5 Virtual Machines m State: Hormal [connected 1o wenter Server ol 10.128.77.54) | 34%
B m, n - Uptime: 182,07 days USED: 11898 GB CAPACITY. 351 24 GB
reonas -
USED: $03.20 GB CAPACITY, 4 35 TB
|+ Hardware | [ - contiguration
Manutaciurer Cisco Systems Inc I Image profile (Updated) Vidware-ESXi-56.0.0-9313334-
Model UCSO-CRA0MESK | Custom-Cisca-6.0.3.5 (Cisca)
wienesbAedm  Herockmesd -
| ] Recent tasks )
Task ~  Target Initiator w Queued ~ | Started ~ Result s ~ Completed » v
Upload disk - CCloud Agant_2.0_.. (5 CXCloud Agmi20D.. oot OMNR022 142219 0312022 142219 | ) Complated succassiully oam2022 142610
Dvarnlcd VRDOConRg Mera VG Intarnal 02/11/2022 14.07:81 031172022 14:07:81 0 Complatind haccsssfilly 03112022 140781
Pevivad On VI @ CHCloug Agmet 200... -] 0311/2022 14.07:48 031172022 14:07:48 0 Completind fuscessfully 03112022 140748
(LT Rt ek st 0311/2022 14.04:47 031172022 14:.04:47 o Completnd fustessfully 03112022 140748
Reconifig VM 51 EXCloud AgME 2.0 D... | VE interial 03172022 140501 | 03112022 140501 | ) Failed- The opevation isnctal.. 03112022 140501
Derlidd VMICanRG Heag VE Itarnal 0INNI0IT 1A04S1  0INNDNI 140481 | (@) Completed sscasstully ONII0IT 140451,
I TER
«  REREHBEHFnish,
o EERITEBHIVM , A% Console > Open browser console,
Eile Edit View Higtory Bookmarks Tecls Help - O »
« lecalhostlocaldomain - Vidwar X | i New Tab kS +
« = C U B o httpsy/10.126.77.20/ui/#/host/vms o @ & =
1 Create I Register VM | m W Poweroft il Suspend | & Retresh | £} Actions (@ searcn /
O Virtual machine & Open biowser console d space ~ | GuestO3s ~ | Hostname ~ | HosICPU ~ Hostme.. -
—_— = = & Open congole in new window : .
O & cxCloudagent 2.4 & Open console In new tab 2 GB Ubuntu Linux (64-bit)  Unknown 458 MHz 15.61 GB
O & cxcloudagent_2.4 068 Ubuntu Linux (54-bit) | Unknown 0 MHz oME
D & CxCloudAgent_2.1 ' Launchremate console 4B GE Ubuntu Linux (54-bit) Unknown 493 MHz 15.81GB
0| & CxCloudagent_24 A Downlaad VMRC Face Ubunty Linux (84-0)  Unknewn 492 MHz 1588 68
0| & cxCloudagent_2.1_Bulld-17_chbin_... @ Mo.. 47.85GB Ubuntu Linux (54-bit)  Unknown 506 MHz 16.07 GB
O & cxCloudagent_2 1_Build-1T_chbin___. @ Mo 4B1BCB Ubuntu Linux (54-bit) Unknown 457 MHz 16.03 GB
(m] P CXCloudAgent_2 1_Build-13_chbin_... @ Mo 4T27TGB Ubuntu Linux (54-bit)  Unknown 501 MHz 16.06 GB
B & cxCloud Agit 2.0 DEMO @ Mo 19.43GB Ubisnitu Linux (84-bit)  Unknown OMHz oMe =
Quick filters.. v 12items ,
(] Recent tasks =)
Task ~ | Targel Initiator ~ Queued ~ | Slarted ~ Result & ~ Completedw
Upload disk « CxClowd Agent_20_ .. ﬁ:IGKEIMWMZ.ﬂD . oot OXM2022 14:22°18 03112022 142218 o Completed nooesafully G311/2022 14:25:90 e
DCownlosd VIKConty Kone VT Intemal 02/11/2022 14:07 81 0319/2022 140781 0 Complated Ieooenafully Q2022 14078
Power On VM ) X Clowd Agmi 20 0. root OINZ022 140748 03NN2022 140748 | () Completed muccessfully BATIZ022 140748
Impont WApp Resouroes. oot 0311202 160447 03111/2032 140447 o Completed mooessfully B32022 140748
Reamefig VM £ Cx Clowd AQme20 0. | WG Intemal ONT22 1408501 | 0MIN2022 140801 | () Failed - The operation inofal.. | OMEI2022 140801
Downioad VMXCanfig Hane VE intemal 03 11/2022 14.04.81 03 11/2022 140481 o Completed puccessfully BIIII0ED 140481
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2. XM £, #ifHosts and Clusters,

o %ERBVMH SEHAction > Deploy OVF Template,

B B a @2 B 10126.77.51 | acnows.

L Summany Monnor [= Resource Pock Datasiores Metworks Updates
— 2 "
l 5 -
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.
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Deploy OVF Template

Setect an OVF template

Select an OVF template from remate
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—
.Deploy OVF Template

+ 1Select an OVF template Select a name and folder

3 Select a compute resource

4 Review details Virtual machine name: CXCloudAgent_2.0_Build-144-demo

5 Select storage
6 Ready to complete Select a location for the virtual machine.

v [(5110.126.77.54

£ CommenPool
] Delete

3 Performance
[H Automation

> [H Build-Server

> [ DNAC

> [ Security

> [R Tools

VoW WY

B R

o ERUTERRHA 2 dNext,



_Deploy OVF Template

v 1Select an OVF template Select a compute resource

+ 2 Select a name and folder Select the destination compute resource for this operation

3 Select a compute resource

4 Review details v [ Security

5 Select storage > E 10.126.77.51
6 Ready to complete

Compatibility

v Compatibility checks succeeded.

CANCEL BACK NEXT

ERITERIR

. BEFWRMAGFEHEENexto



_Deploy OVF Template

+ 1Select an OVF template Review details
« 2 Select a name and folder Verify the template details.
+ 3 Select a compute resource

4 Review details

5 Select storage Publisher DigiCert SHA2 Assured ID Code Signing CA (Trusted certificate)
6 Select networks

Product CXCloudAgent_2.0_Build-144
7 Ready to complete

Version 20

Vendor Cisco Systems, Inc

Description CXCloudAgent_2.0_Build-144

Download size 1.1GB

Size on disk 3.1 GB (thin provisioned)

200.0 GB (thick provisioned)

KRERAEE

o EFREBIEEE N 8 ENexto



#3) New virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Selectthe storage type and datastore
bd 3 Sel ge
R Standard Persistent llemory
5 Deployment options
6 Additional settings Select a datastore for the virtual machine’s configuration files and all of its' virtual disks.

7 Ready to complete

~  Capacty ~ Free ~  Type ~  Thinpro...+~ Access
4.35TB 35778 VMFSS Supported  Single &
W

1items

Back || Next I Finish Cancel

TE

« B, Next



Deploy OVF Template

+ 1Select an OVF template Select networks
v 2 Select a name and folder Select a destination network for each source network.

v 3 Select a compute resource

+ 4 Review details Source Network ¥ Destination Network

VM Network VM Network

+ 5 Select storage

6 Select networks

7 Ready to complete

IP Allocation Settings
IP allocation: Static - Manual

IP protocol IPvd

CANCEL BACK NEXT

HEM L

« ¥, Finish



Deploy OVF Template

1 Select an OVF template Ready to complete
2 Select a name and folder Click Finish to start creation.

3 Select a compute resource

5 Select storage Provisioning type Deploy from template

v
v
v
v 4 Review details
v
v

6 Select networks

7 Ready to complete

Narme CXCloudAgent_2.0_Build-144-demo
Template name CXCloudAgent_2.0_Build-144-1_signed-shal
Download size 11GB
Size on disk 3.1GE
Folder Security
Resource 10.126.77.51
Storage mapping
All disks Datastore: datastorel (23); Format: Thin provision
Network mapping
VM Network VM Network

IP allocation settings

IP protocol IPV4

IP allocation Static - Manual

CANCEL BACK FINISH

HEZTTH

«  BAMHHVM. BEHEBRHERRS.

L & CXCloudAgent_2.0_Build-144-demo 2 # B 5B | acrions~

Summary  Monitor  Configure e ons  Datastores  Metworks  Updates

m O Hz

B 32768

B CxCloudAgent_2 O_Buid-144-dema

» @ Toots

(=21 8 CPU)

Masmary

Hard disk 1
Patwnrk adapter | VM Natwerk [gatannettes

Flopary drive |

Video card 4 M8

VME device Device on tive virkusl machine Pl bus that

Recent Tasks Alarms =

Task Mame v Taget ~ St v insase - QuevedFor
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@ VirtualBox File Machine Window Help

Import Appliance... e VM VirtualBox Manager

Export Appliance... -_ @ @ {:3 E
New Cloud VM...
- New Add

Virtual Media Manager... RO B

Host Network Manager... e to wrtualBOX!

The left part of application window contains global
tools and lists all virtual machines and virtual
machine groups on your computer. You can import,
add and create new VMs using corresponding
toolbar buttons. You can popup a tools of currently
selected element using corresponding element
button.

You can press the #7? key to get instant help, or visit
www.virtualbox.org for more information and latest
news.

OracleVM

1. {TFOracle VM Ul , SR $FFile>Import Appliance,

o REEE A OVA X,
— = e e s s o

Appliance to import

Please choose the source to import appliance from. This can be a local file system to import OVF archive or ene of known cloud service
providers to import cloud VM from.

Source: | Local File System

Please choose a file to import the virtual appliance from. VirtualBox currently supperts importing appliances saved in the Open
Virtualization Format (OVF). To continue, select the file to import below.

File: [Users/vkukatla/Downloads/2.0 OVAJCXCloudAgent_2.0_Build-144-1_signed-shal.ova

B

Expert Mode Go Back m Cancel




A

«  HB&, Import
- S -
Appliance settings
]
These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can :'
change many of the properties shown by double-clicking on the iterms and disable others using the check boxes below. K
N
Wirtual System 1 =
42 MName CXC :
& Product CHCloudAgent_2.0_Build-144 :
& Vendor Cisco Systems, Inc ::
& Vendor-URL http:ffwww.cisco.com :
& Version 2.0
# Description CXCloudAgent_2.0_Build-144
& Guest OS Type P4 Ubuntu (64-bit)
0 cpPu 8
| @ ram 16384 MB
i =] Floppy |
| & Network Adapter Intel PRO1000 MT Desktop (82540EM)
| ™ Storage Controller (IDE) PlIX4
 Storage Controller (IDE)  PliX4

Warnings:

- No trusted certificate paths

Machine Base Folder: [ [Users/vkukatlafVirtualBox VMs

MAC Address Policy:  Include only NAT network adapter MAC addresses

Additional Options: Import hard drives as VDI

Unverified signature by CISCO SYSTEMS, INC.!

Restore Defaults Go Back

Cancel

SAXH

o EENIZBHVM , REEEHStart,



0] Oracle VM VirtualBox Manager
i:} L3 ]
[ Tools S {<>
Jdd New Settings Start |
| | i !
o cXC o General Preview l
"~ © powered Off O=—  Name: cXxC
cXc Operating System: Ubuntu (64-bit)
Powered Off since 3:24 PM
Session unlocked A System
Base Memory: 16384 MB
Processors: 8 '
Boot Order: Floppy, Optical, Hard Disk
Acceleration: VT-xfAMD-V, Nested Paging, PAE/NX, 1
KVM Paravirtualization '
M Display !
Video Memory: 16 MB
Graphics Controller: VBoxVGA
Remote Desktop Server: Disabled
Recording: Disabled
& Storage H
Controller: IDE 1
Controller: SCSI
SCSI Port O: CXCloudAgent_2.0_Build-144-1_signed-shal-diskl.vdi (Normal, 200.00 GB) |
Controller: Floppy
Floppy Device 0: Empty |
1 Audio
Host Driver: CoreAudio
Controller:  ICH AC97
| T MAC Address Policy:
VM #HIB B3
Oracle VM VirtualBox Manager -
-
Appliance settings L
i
These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can
change many of the properties shown by double-clicking on the items and disable others using the check boxes below.
Virtual System 1
Mame CXC h
£ Product CXCloudAgent_2.0_Build-144 |
v
Importing virtual disk image 'CXCloudAgent_2.0_Build-144-1_signed-shal-disklvmdk’ ... (2/2)
[ <)
A v
% d
\\/ A few seconds remaining
]
“L| Guest OS Type Fa Ubuntu (64-bit)
CPU 8
8 RAM 16384 MB
Floppy
Network Adapter Intel PRO/1000 MT Desktop (82540EM)
* Storage Controller (IDE) PliX4
™ Storage Controller (IDE) PliX4
Warnings: I
- Mo trusted certificate paths
Machine Base Folder: [Usersjvkukatla/VirtualBox VMs
MAC Address Policy: Include only MAT network adapter MAC addresses b
Additional Options: + Import hard drives as VDI
Unverified signature by CISCO SYSTEMS, INC.!
Restore Defaults Go Back Cancel J
EESA

« B3VM, REMESEREHA,
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CXC [Running] I

The Virtual Machine reports that the guest OS does not support mouse pointer integration in the current uidlg mode. LS,

d J - A o Y %] Left 38
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Microsoft Hyper-V 223

1. 3% Import Virtual Machine



File Action View Help
« | 2[E B[

35 Hyper-V Manager Actions

| R S

i3 WIN-ALPH2ACOVEK™

=

Import Virtual Machine...

Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service
Remave Server
Refresh

View

Help

L4

Snapshots

Details

Displays the Import Wizard,

Hyper-v B2

W H IR T B R

B#, Next

State

Mo virlual machines were found on this server.

Mo item selected.

CF

WIN-ALPH2ACIVKT

MNeéw

Import Virtual Machine...

] Hyper-V Settin gs...

Virtual Switch Manager...

'~ Virtual SAN Manager...
4 Edit Disk...

Inspect Disk...

) Stop Service

Remove Server
Refresh
View

Help




L]
File Action View Help

Hyper-V Manager BE“

e 2m
33 Hyper-V Manager Actions
3 WIN-ALPH24 i i
5 WIN-ALPH2ACSVKT Virtual Machines WIN-ALPH2ACOVKT -
Name State CF Mew b
No vitual machines were found on this server. = Import Virtual Machine...
(4] Import Virtual Machine -

ﬁ Locate Folder

Before You Begin Specify the folder containing the virtual machine to import.
L

Browse...
Select Virtual Machine :
Choose Import Type

Summary

ESANXHR

o EFEVMH R TENexto



R - -- e e ——— LEp UL VLG Il T P

CXCloudAgent_2.0_Build-144 3/3/2022 9:29:22 PM

<Prevbus|| Next > H Finish || Cancel

EE VM

%% B Copy the virtual machine (create anew unique ID) #&3%41 |, A5 ¥ HiNexto



Choose Import Type

Before You Begin Choose the type of import to perform:
Locate Folder O Register the virtual machine in-place (use the existing unique ID)
Select Virtual Machine (O Restore the virtual machine (use the existing unique ID)

(® Copy the virtual machine (create a new unique ID)

<Previous | | MNext> | Focn || Cancel

FAKRE

o RBEBUEE VM XHHIXHR, BIEARINEE.

o« BiH, Next



Choose Folders for Virtual Machine Files

You can specify new or existing folders to store the virtual machine files. Otherwise, the wizard
imports the files to default Hyper-V folders on this computer, or to folders specified in the virtual
machine configuration.

[[] store the virtual machine in a different location

Virtual machine configuration folder:
|C:‘ProgrmDataMaosoﬂ\WndomHm~v\ | [ Browse...

Choose Destination

Snapshot store:

|C:‘ProgramData‘iiicrosoft‘-.thows1)-wper-\f ] | Browse...

Smart Paging folder:
|C:\ProgramData\Microsoft\Windows Hyper -V [ Browse...

<previous | | Next> | Foen || Cancel

PR
o FRHEFRBEFME VM BENXMAR, BUERARINER,

«  Hif, Next
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Choose Folders to Store Virtual Hard Disks

Where do you want to store the imported virtual hard disks for this virtual machine?

:\Users\Public\Documents \Hyper-V\Virtual Hard Disks) || Browse, .,

Choose Storage Folders

BT i ELIE A R

« REHESERVMEE. BIEFAR AN £ EFRnish,



LEp  WOEVIE VRO YR T S

Completing Import Wizard

Before You Begin You are about to perform the following operation.
Locate Folder Description:

Select Virtual Machine Virtual Machine: CXCloudAgent_2.0_Buid-144
Choose Import Type Import file: C:\Users\vishnu\Downloads\2.0\CXCloudAgent_2.0_Build-144\
Choose Destination Import Type: Copy (generate new ID)
Virtual machine configuration folder: C:\ProgramData'\Microsoft\Windows\Hyper-v\
e Snapshot folder: C:\ProgramDataMicrosoft\Windows\Hyper-V
Summary Smart Paging file store: C:\ProgramData\Microsoft\Windows\Hyper-V
Virtual hard disk destination folder:  C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks),

<] n |

To complete the import and dose this wizard, dick Finish.

<previous | | text- || Fmsh | [ cancel

B=

o BRUEBEAE , 2fEHyper-V ERIEFHFHVM, ITHVMIRE.
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| CXCloudAgent_2.0_Build-144 v 4 »|Q

£ Hardware A @ Network Adapter
4@ Add Hardware

& BIOS Specify the configuration of the network adapter or remove the network adapter.
Boot from CD
& Memory
16384 MB
n Processor
8 Virtual processors

= i e th'oller 0 The VLAN identifier spedifies the virtual LAN that this virtual machine wil use for all
= Hard Drive network communications through this network adapter.
disk-0.vhdx

= B IDE Controller 1 [ 3]
{* DVD Drive )
None Bandwidth Management
@ SCSI Controller |:| Enable bandwidth management
U Network Adapter

Spedfy how this network adapter utilizes network bandwidth. Both Minimum
_@ (l:\l;:‘comected Bandwidth and Maximum Bandwidth are measured in Megabits per second.
1

None Minimum bandwidth: Ijl Mbps

P com2
None Maximum bandwidth: |:| Mbps

g Diskette Drive o To leave the minimum or maximum unrestricted, spedfy 0 as the value.
None

& Management To remove the network adapter from this virtual machine, dick Remove,
|| Name
CXCloudAgent_2.0_Build-144
L2 Integ'aﬁonSemices o Use a legacy network adapter instead of this network adapter to perform a
All services offered network-based installation of the guest operating system or when integration
@‘_’I Snapshot File Location services are not installed in the guest operating system,
C:\ProgramDataMicrosoft\Win...
ﬁ Smart Paging File Location
C:\ProgramData\Microsoft\Win...
IP Automatic Start Action
Restart if previously running

EE L34

o #%FEConnect A BEIVM,



File Action View Help

&= 2m

&3 Hyper-V Manager
53 WIN-ALPH2ACOVKT Virtual Machines

Name Assigned Memr
-] CxCoudAgent_2.0_Build-144 =

Import Virtual Machine...
. Hyper-V Settings...
Virtual Switch Manager...

Snapshot | Virtual SAN Manager...
Move... Edit Disk...

Export... Inspect Disk...
Rename... Stop Service
Délete... Remeve Server
Enable Replication...

Help

<]

Snapshots

o Settings...
CXCloudAgent_2.0_Build-144 Start

Snapshot

Created: 3/11/2022 2:50:41 FPM
Hotes:  None Move...
Export...

Rename..

Delete...
Summary | Memory | Networking | Replcation | 47 Enable Replication...

| <] Helo
Launches the Virtual Machine Connection application.

B3 VM
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CX Cloud Agent

atfien]ns
Cisco

VM & &

1. |5 Set Password 3 cxcadminR iNFT 218 |, =5 = fiAuto Generate Password R #T %1,

Cisco CX Cloud Agent Configuration

Before you can log into Cisco CX Cloud Agent, you must set a new password for
cxcadmin, which is the Cisco CX Cloud Agent username. The password must meet
the following reguirements:
— Contains a minimun of 8 characters
- Includes:

— One uppercase character

— Dne lowercase character

= One number

— One of the following special characters: t @ # § # ™~ & = () _ +
— Is not a dictionary word

Set Password 3 <Auto Generate Password>

RERD

o ISR EFESet Password , i 5 Acxcadminfy i3 H A, o5 Set Password , ARG EIF 3,



Set Password

In the Password and Confirm Password fields, enter and confirm a new password for
cxcadnin. When you are finished, select Set Pazsword

(Use the Up Arrcow and Down Arrow keys to navigate between fields.
Press the Tab key to select Set Password.)

Username : cxcadmin

Password: |
Conf irn Password: e

£Set Passwords

WA

RNE , WREFEAUo Generate Password , M & 4 R HB H F AR FRER . % 5Save Password , REHEIS B4,

futogenerated Password

Password : SOUENDIXMRIGK
Hake sure to store this password in a safe place. This password is required to log
into Cisco CX Cloud fAgent.

fifter you have stored the password in a safe place, select Save Password. To return
to the previous screen, select Cancel.

Ciave Passwordd £ Cancel »

B3h & R D

o HB#Save Password LR E A F & BRI,

Password Strength

The strength of the new password is Medium.

To save the passuword, select Save Password. To configure a different password,
select Cancel to return to the Set Password screen.

{Save Password> < Cancel >

REFED

i AIPAddress, Subnet Mask, Gateway , #A/EDNS Server # & Continue,



Network Configuration

Please enter an IPv4 address and corresponding network configuration
for the appliance.

(Use UpsDoun keys to navigate to next field. Press Tab to jump to
Continue buttonm)

IP Address: r—————— 1
Subnet Mask: |
Gateuay: |
DNS Servers: ——— 00 1
sMaximum 3 IPs with comma separator.

£Cont inue>

MR EE

¥5iA %k B H 2 45V es,Continue,

Conf irmation
fAire these entries correct?

IP Address: 192.166.0.100
Subnet Mask: 255.255.255.0

Gateway: 192.168.0.1
DNS: 192.168.0.64
<Yes, Continue> < No, Go Back >

ik

ERBERERSH[IFMAEE , B RiYesSet Up Proxy 3 s 3No, Continue to Configurationse B EL & H 3 B H 58,
Proxy Set Up Confirmation

Do you want to add proxy details?

< Yes, Set Up Froxy b3 <No, Continue to Configuration>

RERE

i A Proxy Address, Port Number, Username#lPassword.




REERE

¥, Begin ConfigurationTe Bl B ATAEEE 120 .

EEEE

& #IPaiting Code B EICX = A BB R



Cisco CX Cloud fgent Setup

The network confliguration has been successfully cospleted,

The pairing code iz
Flease go to CX Cload and enter thizs pairing code.
The Code will be walid for 5 nimtes.

Time left in secomds. ..

_E‘E_]

Bt 1585

10. R FER TGS H |, iE % T Register to CX Cloud , BXIKEVZARE

Fairing Code Expired

The wetwork conf iguration bas been successfully cospleted.
Ir

Subnet Hazk

Ga Lewayy

DS Seruer

To regenerate the pairing code FRESS key <Register to CX Clowd>

(Reqister to CX Cloud)

KB E L H

11. £ FHO0K,

| Registration Successful

CX Cloud Agent setup is complete. Please go to CX Cloud to start using the
valuable data provided by CX Cloud fAgent.




12 BEFCX TR EEEFICXEER D A HITHIHV T R,

ERACLI £ BB &EES X

FA P2 BT BAfE A CL I TR 4 B B 3 488

EFEACLIEREX R , HRITUTRE :

1. B cexcadminfA P EIEBESSHE R =R IE,

2. fE A# 9 cxcli agent generatePairingCode 4 A% &l X X3

ti-f ocll agent genéeratePalringCode

4 B XE5 CLI

3. E#lPairing Code} BEICX BB LK, AXHMAER , BSHERIF,F

BCiECisco DNA Center BAfFSydogik X ZICX R IR

AR S A

*$%#Cisco DNA Centerfx &< #1.2.8%1.3.3.9512.1.2.0%2.2.3.5,



EFFAUITECisco DNA Center b Bl BSyslogit X BICXZRIE |, BHITUT SR -

1. B3 Cisco DNA Center,

2. #% ZDesign > Network Settings > Network,

o XFEANUS, N CX Cloud Agent IP 0% R4 B ARS8

Cisco DNA Center DESIGN POLICY PROVISION ASS5URANCE PLATFORM
MNetwork Hierarchy Network Settings mage Repository Network Profiles Auth Template
=Q Metwaork Device Credentials IP Address Pools SP Profiles Wireless
& Global . ) )
Setup network properties like AAA, NTP, Syslog, Trap and NetFlow using the " Add Servers” link. Once devices
& Bangalore are discovered, DNA Center will deploy using these settings.
W BGL16

SYSLOG Server

~*| Cisco DNA Center as syslog server

SYSLOG

172.23.183.190

syslog BRS5 25

N xE:
REE | Sk SA AR BEEE N RN R RS A S R B R,
B ARABEL S | TR B EECKERIEN RGBS,
BN RSBARSEREN | SEEAXHOFEEE BB RENRUFERT.

ERERANREGEATRE

EfESydog Information BI AT A |, FIMITATHER -



1. $MZE Tools> Telemetry.



Discovery
Iny@ntory
Topology
Image Repository
Command Runner
License Manager

Template Editar

Telametry

Data and Reports




Addrass Typae Family Version Profila

1

zZF

CX Cloud AgentiI B R EFNIHREIRZ£M, CXETRACXEREBEZAMNEZENE, CXERENZ2EEFARSSH)ZF1NMNTEHNER,

MERE

ERZEHVMwarelRF R L AP HECXTREOVARE, OVA BEEMRATRPLREHRE, 5ISMHRERF (LAFERX ) BIDIRENES

R P 15 R A R

CXT=RAFP RERBEHRIEHFRITREAP,

MK &%

EARER , 2ZcxcadminA KT . AP ENREEHRBFIBREZB. cxcadminfl P/ EER T HFRCXZREAPIABEY SSHEEIRE

cxcadminf P EE N R HREABRFIGRINR, cxcadminZ B EFEZ SR , SREEWIIFR , BRHA0K, cxcadminf = 7] LAEH & Hremot

gL s

CX=REBVM A A A cxcadminf P EIER sshif 4T 15 R, &2 A O BR&ID 22 (SSH), 514 ( REHE ) o

SR



ETEBHNEARIE  RELFENAF -“cxcadmin® |, EAFEBHITHHRIEH SCXETREER.

o+ £/ SSH EIRE LT root 45 1URE

cxcadminA 7 7] BAfE i B 9 remoteaccount B 3k A F2 Bl excroot A F7 o LSRR £ RRSA/ECB/PKCSIv] 5IIZ A% , &A1 RAEMS

4

CX=REBIRZEECISIRILIR I,

BiERE

CX Cloud Agent IR & T FHEAIZEFPMAE R,

BREZIUENA (EAEP— Pod 21T ) FFINER Cisco DNA Center RFERZ U FHERLTIEER ., Cisco DNA Center EMNBIET 2 E

HiELm

EMBRHIBTEFEME —XSOREFEHNFS , ATSIoROEBIRLER, EFRZREBSTLSVI2EAMQTTEL REERE

HEMis#E

ASTEEEARANHRES. FKASLHBRECXERABRE LRITHRE RS BRERE,

Z2LE


https://swims.cisco.com/abraxas/decrypt
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html

RERM

fiist

5| MR F

SISMBRERF (RAFER ) BRRENEINHE-—ZB, AFRL4ASEELRBRESTEREASISNRESF (RRAFE

B P R AR

SSH :




£/ cxcadmin P2 15 R 1% & 5 268 A R H 02 8 ik,

fE A cxcroot A FIE RS R BERNA B EHASWIMIIF R EEIE,

cxcadmin : X2 BIZNEIAR KRS, AP ATUEAxdiBTCXERENAREDS , FANRENNRRKE,

APk~
cxcroot : cxcadminA] LA{E A Sk A 2 FF“remoteaccount” I Z L B 7. A P AT BAE A L IK P2 3R 18 root 1XBR .
HIEER SHA-256 TR RS BEH R EEFMHE.
cxcadmin iR
ELEENGNER , BEUTEITHN =R : KE, INE, BREMEHKREH
cxcroot BB B4 RSA/ECB/ PKCS1vl 5 &,
cxcroot BB HR

£ RN FEBEEE SWIM TR R,

cxcroot AP MEZBHWERBHREAIBK , JUAERA cxcadmin AP EH4E Ko

SSH & ZHIBBUER

ELQBNG)NFR , BEUTRAFH=F : XE, INE, BFHEXRFH.




« SRAMHERZ MM EZESH. BBEMN 90 X

pr | FFifEARA - 514 ( RLEHE ) 22 (SSH)
REEEIAEFFER,
BiERE REFHIEZHIE.

Cisco DNA Center RS 85 Zil S B H ZEERTFEES,

B[R B

CX Cloud Agent

BE

B - B EHMRE AT, AR EANE P it FEHA Cloud Agent ?

-

B REAANXHEEARML?

% . OVA M VHD

] - At AT R DR b AT AR 7

Z . 0VA

VMWare ESXiiR4x5.55% & /& kR A<



Oracle Virtual Box 5.2.308% & = kR 24

VHD

WindowskE AL Y5 272 720122016

& - CX Cloud Agent BE&1E DHCP IRE AR 1P thaik ?

Z-ft , EDHCPHEH , REQKE IPEEHEMN 1Pt 2E., BR , FXERREMREIT CX Cloud Agent #1T IP it F ik, Bbot | %

[&] - CX Cloud Agent R & R8T X5 1Pv4 F 1Pv6 ELE ?

-8B, XXEFIPv4,

B - IPERESHNE , EFRIET Pt ?

Z -2, R IPHuEENES 1P o &,

@ - OVA ERBM IPBERAEZEEZ D rIE ?

Z-OVA HEHATEHBBENNEEE., IPEEXAEFEE 8-10 5H , BFELIE Kubernetes A &S,

B - RESHEMEHREBEMRS 2

% SBBOVAMENMIUHEBERCXITFREN —S 2 REMNER, CX Cloud AgentEREH LiZ1TVMware/Virtua boxBI BN FEEZ MR | %1

& - FAVREEBERY E B XT XS ?

& - A& , XY Cloud Agent REMAET , = BB BEC X X85,

B : - DNAC(RZI1I0MNEEH 20N FHE) SREBZANTREREMFL ?



A -HRENDNACH TEFIFERHRE —MLANWANFER |, wWRFZMRE . X3 TF50005 %% 19 % 7= WE L KX 13000 FRERZFZEIDNA

RRAFNAN T

[&] - CX Cloud Agent ARSI T B R E KRB AR A 2

A -4k & RBIHEICX Cloud Agenttd B & R AEE :

. AXO( B x RRFHEFTNERE R : 13.0)

o Axy (HHFAXORBHMY  FESHEEAR  xBEFEFTEWERAK , yREFRANARNTER , 6lI0:13.1),

o Axy-z( EFAXORBEHMY K FERIHEEAR  xBEFEFTEWRRE , yEEFARNTLTERARS | ZREIMEENEZ

Hep , A BB 3-5 SRR

B AL AT AR B R R BHOCXZREBERAE , URIAARABTHCXZRE ?

A -¥ZF Admin Settings>Data Sources, #i#fView Update, FRITRE L RZEMNIES.

SHBRIENKRERE

@ - CX Cloud Agent M FIIBRIANA R B4 ?

% - cxcadmin

B AR RRIA R IR B ?

% - EMGREMEIRERD,


https://csone.my.salesforce.com/apex/XRightPaneSearch?autoSearch=690356119

] - # Day-0 2 EREBBEMETM TR TEERD ?

Z-RERREHATEEZDBHNEELED , BETUER linuk 5 EE cxcadmin B %,

8] - ELE CX Cloud Agent BB E RS2 4 ?

% - mERMaE

o WEREHR (KE)RENO X

- EBRNMHR (KE)RERNS

« BEBRAKEN 127 MFER,

o BMELRM—DENBEN—PTHHE,

o BMELEBE—MEHRFHBIM , 1 $% & ()_+~=\0[ :";'<>? , )

- HBIRE 8 (TR (B, £, VAV, V¥ VE, me, Vi)

3

#%

H

« BIBTRERKRIEEATH10MNED,

« FEESENRER , A

o TEEELUTRARERER : cisco. sanjoseFsanfran

& - AR E Grub B3 ?



A-EiREGrubZEM , TMITUATIR :

1. BA cxcroot BADIE1T ssh H IR [BA R X3S H BALAIRER cxcroot 5 k4]

2. #4T sudo su , RLMEEWTHE

3. T T grub-mkpasswd-pbkdf2 iR E GRUB 8, REfFH HFrREZBNRT , EEFZNR.

4. vi |32 /etc/grub.d/00_header, SMEIX KRR |, /5 HR M & password_pbkdf24R***** 98 51 i Hi B H BR3P IREVHY 283 Y 8L 51

5./ wa! S HREFEX M.

6. 1T+ update-grub

@ : BoxcadminIBRBRZ XA ?

Z - 9OKREZBEIH,

B - EZEREZHAME , RERBLEAKS ?

E-R KPEES 5 RAMZHEWER. BIEREN 30 24,

(8] - Zn{a] 4 AR 22 ?

—_

N\

2
13

A - LSRR,

1. BA cxcadmin A PP B 433& 1T ssh H&EF

2. B {78 Sremoteaccount cleanup -f



3. ##Tremoteaccount createfi &

- REENREXFENEN IP?

A-2 EBREFRAENE , AR X0EMEEEHEEEDNSIP,

Secure Shell (SSH)

[8) - SSH Shell WL D ?

& - chacha20-poly1305@openssh.com, aes256-gcm@openssh.com, aes128-gcm@openssh.com, aes256-ctr, aes192-ctr, aes128-ctr

& - AR SRR & A ?

Z-BRBRUTHRER .

1. LA cxcadmin AP &9 & %,

2. R ftcxcadmin®E g,

[ - BEICHK SSH BF ?

A -2 , BilieF A var/logs/audit/audit.loghy —EF 5 -

B\ - ERAFEBNRERESD ?

A-MRSREZRAAG)ZH , WERESSHREEN,



S A M BRSS

8] - BRIAER T , CX Cloud Agent £ RYBBLE i O RIFITFIRA 2

A-BTHwATA :

+ Outbound port : SPBHCXZREALUEEFIHTTPSIH O443 LN RFAATHENER , B TUBESRBEERELEEZEERN. SBEM CX



EiM X RN, HIARFNIEM T A i X
cloudsso.cisco.com cloudsso.cisco.com cloudsso.cisco.com
api-cx.cisco.com api-cx.cisco.com api-cx.cisco.com
agent.us.csco.cloud agent.emea.csco.cloud agent.apjc.csco.cloud
ng.acs.agent.us.csco.cloud ng.acs.agent.emea.csco.cloud ng.acs.agent.apjc.csco.cloud

% AR RTIIHNESN | SEMEARAPICEF EMRERNER , &7 b5 A 400 7 ¥ £ A lagent.us.csco.cloudo

RUWEFHZERE , THBFEEFagent.us.csco.cloud,

&, 18 BRREOASEAAAEEERE.

* Inbound port : X FCXBAEMAERE , KAALIEEE14 ( REHE ) M22 (ssh)o FFMLMAVFEEH XIEH IR D443 KK B CX

CX Cloud Agent 5 Cisco DNA Center B9E$E

8] - Cisco DNA Center5 CX Cloud Agent B FIR AR BT A ?

% BRIDNAFLREBEFHMEIEEN=RE, CX Cloud Agent \EELE R Cisco DNA Center NI ZHR>=ELE , H L1587 CX Cloud !


https://csco.cloud/
https://csco.cloud/
https://csco.cloud/

8] - A et AT LAIR 4 CX Cloud Agent E#9 Cisco DNA Center #4E & ?

% EBOXR-CXTZREBIREHE , AP ATUMCXZITF R INCisco DNA Center #4115 8. thHh , EENKIZITHIE , A/ AT MAMAdmMIn Setting

8 - AT LURINZ D4 Cisco DNA Center ?

A - 10/NCisco DNACEE £ K20 NDNACIEB ££,

[ : Cisco DNA Center B P Al LAIHEM A HE ?

A -F P A&7 L 2admin S observer,

B ; 20fAl R B TE A DNA Center EB E M CXAA B # THI IS ?

A-MCXEREZHEPITAT RS

cxcli agent modifyController

HEDNACEKIEEH A , MRBIEMEE , FRAZBFAR.

8] - Cisco DNA Center i¥40{5 B 21174 £ CX Cloud Agent # ?

% - Cisco DNA Center ‘ZiE{# F AES-256 %% H 774 £ CX Cloud Agent ZIEEAH, CX Cloud Agent HIEEFERAZHRIPPAF ID MZBH TR

& - M CX Cloud Agent /58 Cisco DNA Center API B {5 A R fh i 22 5 =X, 2

% - Cisco DNA Center 1 CX Cloud Agent Z B HTTPS over TLS 1.2 #{Ti@1E.

[&] - CX Cloud Agent FE££ XY Cisco DNA Center Cloud Agent 34T 7 BRLEIR4E 2

Z- CXREREENDNAR OB XMEZRENESE , HEABNDNAF LG RETEFRESLRHREX FEHMITCLIGT (showdsh ) o



B - M Cisco DNA Center 53 L& 2 RiREBINBIER L ?

o WX

. R

e show version

e config

. REREEER

o FRE

[@ - M Cisco DNA Center IWEH B BRI ERMEMBEBERTL?

& - B DML IREFR B B B

B] - GN{APRE B8 = 2R £ IS 2

% - CX Cloud Agent @ TLS 1.2 ihiSCF#IE L& B BRI G IRIRK 5.

B - B EERMRRS D ?

ZREAPEXHITIMEKE , F LEZERER.

B - AP REREMITRIAES 2

A -2 , BXAdmin Settings> Data Sources® —MET AT UE R iTRIE 2.


https://www.cisco.com/c/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/Cisco_DNA_Center_APIs_and_Commands.pdf

&) - Cisco DNA Center Fl Cloud Agent 2 8] B8 33238 i IR & &£ 2

- BN ROT

o MFHMER , BAIH&RAN 300 ¥, MREHKS 5 5 HMKTE Cisco DNA Center F Cloud Agent Z B ERE , MiEESLK L,

o WFER, BRBREH : WAHEAN18008, MR 30 58N RKEIERHTTERIME , NEELLILE,

CX Cloud Agent & FIRYIZ M3

] - FRE EHITHHBEGR S AL ?

A-EHETRET  IFHEFEEAR/RE LRTHGT, OETUENREZL , IENTE—RE (MFRESZHEE ) R0t

B - REEREWEFEM D 2

- AHERERNEREEND .

[&] - # A Cisco DNA Center SR/ , =& Cisco DNA Center HEE T ( HEHNBR IP) FMBSHTHEHE 2

o EETRRTIRE  MARSRIE-RE,

B - HHP-PaTRABRBESREGLER 2

Z-REVERTEEL , HAEFIEH TR

CX Cloud Agent &4 B &

@ BEETIRREREREEICXE?



% - MR B, PodIRZ. CiscoDNA Center HAFEE. FRAK, REWABESNBAFAER.

B - 2WEMLE RS HAEENEHEAER?

- ThlH

system_details" : {

"os_detals' : {

"containerRuntimeVersion" : "docker://19.3.12" ,

"HRZIRA" : "5.4.0-47-generic"

"kubeProxyVersion" : "v1.15.12" ,

"FERARA" : "v1.15.12"

"ITEHLID" : "81edd7df1c1145e7bcc1abafe778615" ,
"BAERS" : "linux" ,

"oslmage" : "Ubuntu 20.04.1 LTS" ,

"systemUUID" : "42002151-4131-2ad8-4443-8682911bdadb"
1
"hardware_details" : {
"total_cpu" : "8",
"cpu_utilization" : "12.5%" ,
"BAE": "16007MB" ,
"B FATE" : "9994MB" ,
"EE KN 214G,
"free_hdd_size" : "202G"

}

}

}

8] - BTN BE AT RO B S i 2

% BECXZRE , BTRRERS ( TRSK ) HHEERE R 2R G,
[&] - 5% CX Cloud Agent IZfTIRRBIE A ERERBER T4 ?

& - RiHH CX Cloud Agent BIE TR BIE A ERBHBER 120 K,

@] - A R B4R SR BV L 2

A-=Fh EERE



1 &7 L%
2 RGERAE L

3 REZFTRR L - ERETIRR L2 -2 B3N EM

1 REETRR-B55
2. Podlog -1/t

3. WRKAX-Z1/at

BB HERR

[BIfR : AR EEEMIP,

BRAR  ERAERENIPHITsh, MREEEN , TRERRRIPRERR. EXHELT , FESRERML IPEMZR. XALUEILAdMIr

& AEERERIERS REEHHEREIZIT?

BRAR  WITHLF RS S , RIEPodREZZH EHEIZT.

1. B excadmin& 3£ sshiE#EFIEE R IP ik,

2. RHHE,



3. ##Tkubectl get podin o

PodAI BALL FAEMIRES | BlENiEfT, #IR{ERNARCIE  BERE209 /G , PodbFkt TiziT RS,

&

WERAIRZS Fnot running=R Pod Initializing , 18 6 A 4L B RE & 51 EPodiE iR

kubectl describe pod <podname>

#WHFEEHEX Pod RESHIEE

B AMAREREEEFEFRELREATSSLESSR?
BRAR  PATIA P REcurl 8 © BARIE AR SSBME B D . WA ‘S & concsowebfR S5 2R MY IEH I AIE S

curl -v —header 'Authorization : Basic xxxxxx" https://concsoweb-prd.cisco.com/

* RS ERIEH -

* E/ : C=US ; ST=California ; L=San Jose ; O=Cisco Systems , Inc. ; CN=concsoweb-prd.cisco.com

* A 2A16H11:55:11 2021 GMT

* THAEHA : 2816 H12:05:00 2022 GMT

* subjectAltName : = #JL“concsoweb-prd.cisco.com” S 45 #9 “concsoweb-prd.cisco.com” LB

* M A& HLE - C=US ; O=HydrantID (Avalanche Cloud Corporation) ; CN=HydrantID SSL CA G3

* SSLUEHRIEIERE,

>GET/HTTP/1.1


https://concsoweb-prd.cisco.com/

B : kubectlfi$ kM , H.E REEIR“The connection to the server X.X.X.X : 6443 was refused - do you specify the right host or port” ( SR

BRRAR

o EBERIPRFHNAAM. [~Fl : CPU, AT

o Z4% Kubernetes RS B3

& AAIIREE AR BN N ERENFAEE

BRAR

« 1T kubectl get pods HIRENE A Pod® Fro

o #1497 kubectl logs <collectionPodName> LR BN ar /iR & E RV IEAE B

%

E
T

A& : kubectl command not working with error "[authentication.go : 64] Unable to authenticate the request due to an error : [x509 : certific

BRF R : BlexcrootA P B ETHAEE "N SS



rm /var/lib/rancher/k3g/server/tls/dynamic-cert.json

systemctl restart k3

kubectl —insecure-skip-tls-verify=true delete secret -n kube-system k3s-serving
systemctl restart k3

Wit £ 5% T i) RS2

W 5R Sk T SR R AT R SR 2R R BR R AR DNV R B BR iR & A T A PR B SR

AR RHREBERESRFEREMRS TEINEARFINERABE.



i

2=

Bl

HNER7E Cisco DNA Center R 3% FIiERIIZRE

"command": "show version",

"status': "Failed",

"commandResponse": "",

"errorMessage”: " No device found with id 02eb08be-b!




ER=H

R To3EM Cisco DNA Center 5 B & RV &

"command": "show version",

"status': "Failed",

"commandResponse": "",

"errorMessage”: "Error occurred while executing comm

R T EM Cisco DNA Center 15 8] EF SRR &

"command": "show version",

"status’: "Failed",

"commandResponse": "",

"errorMessage”: "Error occured while executing comme

MRBERWSBTERZFTATA

{

"command": "show run-config”,

"status": " Success”,

"commandResponse": " Error occured while executing ¢
"errorMessage": "

}
{
"command": "show version",
= ‘Az s " NIV SN "status': "Failed",
WMRFERMIZEIZESSHV2 , 7 B BRIDNAROZEIRE T SSHV2E 18 & "
commandResponse": ",
"errorMessage”: "Error occured while executing comme
}
{

MREREHBRSHERTHT

"command": "config paging disable",

"status': "Command_Disabled",

"commandResponse": "Command collection is disabled
"errorMessage”: ""

}
{
"command": "show version",
"status': "Failed"
A= = = . N = )
MBHTEITERES KM A Cisco DNA Center KIR[E1ES5 URL *commandResponse”: ™,
"errorMessage": "The command runner task failed for d
}
MEFEFE Cisco DNA Center BB R HIE{TERES {

"command": "show version",




ER=H

"status': "Failed",

"commandResponse": "",

"errorMessage”: "The command runner task failed for d
}

MR EMIRSFE Cisco DNA Center & H 65 515 1T 8715 Rt AR UL B E AT B

{

"command": "show version",

"status': "Failed",

"commandResponse": "",

"errorMessage": "The command runner task failed for d

}

B Cisco DNA Center RERENE ( MEMBRSHENGRR 5 2484 ) AERES

{

"command": "show version",

"status': "Failed",

"commandResponse": "",

"errorMessage”: "Operation Timedout. The command rt

}

MR HHITERES KW E Cisco DNA Center BRRMEFHI X4 ID HZE

{

"command": "show version",

"status': "Failed",

"commandResponse": ",

"errorMessage”: "The command runner task failed for d

}

MRBHIEITERFS KM E Cisco DNA Center KIRE X4 1D $Ri2

{

"command": "show version",

"status': "Failed",

"commandResponse": "",

"errorMessage”: "The command runner task failed for d

MRBRERFERTHHETRORMS

"command": "config paging disable",

"status": "Failed",

"commandResponse": "",

"errorMessage”: "Requested devices are not in invento

MRFAFERAT BTEBTHR

{

"command": "show version",
"status': "Failed",




ER=H

"commandResponse": "",
"errorMessage”: "{\"message\":\"Role does not have valif

}

15 W43 48 5% T e R

BH#EAM , REWEER BT HAHF

APRMIFREs RN , BRI XK . NEBARSEE4EIR"(faled : Internal server error)

FI A R R AT e R 5 AV A

. BHS

. RMEBETEMX

o SR

. UHRHE

+ CX Cloud Agent B <% [devicemanager, collection]

* Cisco DNA Center

* APIX

e Mashery

+ Ping 8

* IRONBANK

* IRONBANK GW



. ABIENRE(BDB)

EEERAL , ERITUTRE

1L E2FICX=REBEHA

2. ssh 53| cxcadmin FH IR ZR1T

3. #1197 kubectl get pods

o REKES. EESFN T4 ERIPodE .

o RIEWE, EESRNTRSMEMES EE

o AT kubectl logs <collectionpodname>

« 4T kubectl logs <connector>

« 34T kubectl logs <servicability>

He4b B R Y R A& B R EEMicroServiceH 7] BR S5t MicroService B 7&" T B T 48 44 i &/ BR 61l 1 R B9 45 iR 7 BR o



ER=H

RFEALGRMZXZE , BEIZRE LRITH G T EREMRS LWL H

MRZHAEHNREZERT A

TEEMF (BN, SERE, CX A4 F Cisco DNA Center % ) Z BIZ1E B L B BAt & £ iZ B3

MREEHBTHEOREZEN , B (EEMIEYP ) B RBBETHMAFLN—5F5 , BT Cisco DNA Center T A B ZIRE N ATHER,

MBEAXFHRBH#ITAM




ERZ=G

MRS HFEANRR TR R

MR FEM Cloud Agent 7518 Cisco DNA Center , 2% Cloud Agent B YIS AR S #E Cisco DNA Center & Hin £12 1785 15 R 85 R W BIE A1 1 32

ERZ=G EHRREMRS N BEESR

MERFBFERRD IR FAGE Failed to execute request




ERZ=G EHRREMRS BT R

{"message":"23502: null valuein column \"schedule\" violates not-null constraint"}

MEPAFFERRDBEZHFAGE Failed to create scan policy. No valid devicesin the request
MR 5 CPA Z [RIKE M T Failed to execute request.

MRERMWFERZE 2T+ 4 7] B ||Failed to submit the request to scan. Reason = {\"message\":\" Device with Hostname=x.x.x.x' was not founc




XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



