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Cisco DNA Center
Version 2.1.2.0
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Application Details

MNama of your application: *

Your Org. DNAC NBAR Integration

Application description (optional):

OAuth2.0 Credentials
Choose at least one Grant Type:

Resource Owner Credentials

NBARZ= N A #AER

Autharization Code Cliemt Credentials

« EREKAPIBERNFAEEN , FEALRGIERNSE,
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RATE LIMITS
1040

200,000

MAAPIFAEER

Calls par day

Calls par second

Calls par day
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Configure NBAR Cloud

b4 Disable

Enter Client ID and Client Secret retrieved from Cisco APl Console

Your Chent 1D
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Improve my network using NBAR Cloud telemetry
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 BRREEN RFREALCERINRERE. EMNEEREFRIMEXEE , NBESLH

e, AEFRRENEERMNERREENRZ RESEHDNARL, BIEMERE , Cisco DNA

CenterAl UZEIABXMERERN, MAMEERNFEERASIE RENER.

. ERIDNARDERERMNER AT NINEZEERR RUBENENEE . BITTREACisco
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for traffic analysis, Switch oy -

device discovery DNA Center
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Organization's / ~— Cisco DNA
L2 Aggregation Switch Traffic Telemetry Appliance
Use TEO or TE1
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TTAEE : BR

FRFERTTTAMMEREZRIERE, 10 Gigfl1 GigiEA I A T4&ERAASPANEI, Gio/0/B/EOAT
ECisco DNA Centeri@15. A , ARRHENE E ¥ & FCisco DNA Center ; WWEOREERT
SPAN#EYL,

TTAFSERF T ER

MERBENTTAREN TREAFBENAFLENENLBERERE, ERNEPEHRGFE
, BABRIXEER,

- TTARREANHEISRFEBRTES , MEBNDNARLTURAE (TTABISRFEE
)

o TTAREBEEETITHONARD | SUETEBNDONAFOEE (FHENAF M TR
DNAR /U ETF )

« BEAETTA (TTARZWANE ) ERFRIEFEAYVFAME

BEREZHF—MRERS | HEAEECisco DNA TTARBFAEF sEl 2 BN EIE. TFEW
BEVFHANE ( BlENIP BaseERIPARS ) K AFAIE ( HlaINetwork Essentials=i Network
Advantage ) o
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Cisco DNA Center

Design Discovery

Policy Topology

Command Runner
Frovision

Assurance
Template Editor
Workflows
Model Config Editor
Wide Area Bonjour

Platform
security Advisories

T o .
Activities

Matwork Reasoner
Reports

sSystem

Explore

DNAC LW F FIIE EE 2R
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Al Lpna

Tidad | aforvind. Pigd C hariasd

a3

o

DNAC L& AJiE T E

TTABEMHMOKE &

RNETFERDNAFROLKIMERTTARE , EEEHRNTTARR LEEbootstrapfi t. 5| SE
FEREZME , TTATMCisco DNA CenterfViZFERA LM, U TRTTAREZFWEAEEMB,
—BiREMAMREREN | TTARZ FFAFR BCisco DNA CentertfV ERELEINH -

hostname TTA

interface GigabitEthernet0/0/5

description ***%** Management Interface #¥¥¥¥iux
ip address x.x.x.x <SUBNET MASK>

negotiation auto

cdp enable

ip route 0.0.0.0 0.0.0.0 x.X.X.y
username dna privilege 15 algorithm-type scrypt secret

enable secret

service password-encryption

ip domain name <domain name>

ip ssh version 2

Tine vty 0 15

Togin Tlocal

transport input ssh

transport preferred none

ip ssh source-interface GigabitEthernet0/0/5

aaa new-model
aaa authentication Togin default Tocal



aaa authorization exec default Tocal

**SNMPv2c or SNMPv3 paramters as applicable**
snmp-server community <string> RO
snmp-server community <string> RW

ETTALEREXEHE 5 , ERDNAROEIATRIIXLER B,

STTARE 7 115 B RDNAR L

EFATTA , ERIDNARLEZRIAANERTTARE . TTAEMEERDNAR LG , EI]—IMMM
DNAR O T EE, E?iiJLTTA&%Zﬁu BNRERREREATENUERBREN. RiE
, BITREBERUATIRERENERR éﬁmT?&bﬂTTAu% : xli‘*%muﬂ:§$>ﬂﬁﬂ>iﬁ%>’ﬁ‘

7‘“ , BURHR A I 236 Ko

1. BREEEDREZFMEN AP B/ZB(CLHYMSNMPHAE U R B AZB., BEINREFMMRIIE
Baks,
2. KERREM, Ry (MEXATTANBRITHEERE ), mad — wigpn, JEER, 888
— P, RBERANATRE , ER—BEXLAER , RONER.
3. TTAARE , BRIDNARR UG HIAL EEIR , MEASSENThEEX H# TE E

@ Add Devic Tag Device Actions ~ Take 2 Tour As of: 0:26 PN Export i fRefresh

ﬂ Device MName - IF Address De Inventory » v Manageabilivy (i) Site Davice Role Last Updated Platf &

Software Image S )
] TTA 192.168.21.230 N it able @ Managed .../Central Park/Level01 & DISTRIBUTION 1 day ago DN-AF

Telemetry
Enabla Applicaticn Telemetry
S

Disabla Application Talematry

TTARILAZ AR AEN

SPANEL &

BEZOBRYNESHhEE , ATLUNSPANSEEE N —AVLANSE OBISPANERER S
TTAEZENED, HGREET RAIEE.

Switch#configure terminal
Switch(config)#monitor session 1 source vlan|interface rx|tx|both
Switch(config)#monitor session 1 destination interface intx/y/z
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5 UE

1.8 ACBARfG , FERERERREEN ZRHHIITHCLIGS , RiFiZE LE/FHASD-AVC ( AT
MiEiREl ) RS, WSRO T RS | ERIESIERAYIPH u FLERIRS,

Cisco-TTA#sh avc sd-service info summary
Status: CONNECTED

Device ID: Cisco-TTA

Device segment name: AppRecognition
Device address: <TTA IP Address>
Device 0OS version: 17.03.01

Device type: DN-APL-TTA-M

Active controller:

Type : Primary

IP : <Cisco DNA Center IP Address>
Status: Connected

Version : 4.0.0

2. FETTARICLIF fiE Fshow license summary@ SR EMXIRZIF IR IFEAEE,

Device# show license summary
Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:
Status: REGISTERED - SPECIFIC LICENSE RESERVATION
Export-Controlled Functionality: ALLOWED

License Authorization:
Status: AUTHORIZED - RESERVED

License Usage:



License Entitlement tag Count Status

Cisco_DNA_TTA_Advantage (DNA_TTA_A) 1 AUTHORIZED

3.RIEEHEZKUICRMH L EWE E T SPANSE,

AGG_SWITCH#show monitor session 1
Session 1

Type : Local Session

Source VLANs : 300-320

RX Only :

Destination Ports : TenGigx/y/z
Encapsulation : Native

Ingress : Disabled

4 RIDBETTAGE , SERTRHE (HEL ) HIEFIKRE.

avc sd-service

segment AppRecognition

controller

address <Cisco DNA Center IP Address>

flow exporter <Cisco DNA Center IP Address>
destination <Cisco DNA Center IP Address>

!

crypto pki trustpoint DNAC-CA

performance monitor context tesseract profile application-assurance
exporter destination <Cisco DNA Center IP Address> source GigabitEthernet0/0/5 transport udp port 6007

I

A1l interfaces must have

ip nbar protocol-discovery
performance monitor context tesseract
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