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1.BES RIS E

2.8 5vCenterty i 1
IAKWERABMFER TOOBIIINB
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ANHEPWARBEEERUNARN P ONER RS ELR | ERPE , B3 EVMMER — #&
R, VMMER — vCenteriE#, VMMER — EHZEFRAFMVMMER — BELUYKERERF L1768
BABFHE,

Virtual Machine Manager#iiR

ACIEHIZRReB 55 =5 E B EE R/ (VMM)E R

XRACINERIEE . — , BN E A LARL N B )L AERE M 5 2 E B R TR SR i B i P 4%
BERF, ACHIRMME —EBRKER  TES M THEABRE (HEMN. RIBSHNEES
) ¥ Bo

RERER/NTEEVMware vCenter VMMEE B X By — L R RV FE BERBR 17 ] o
RERIEUATAR

. J&EvCenterBEH[E,
- FHAVMEIS KRB HEZ =,
- BRI SEREF AR TEE L,

vCenteriE#

ETF AR S/(RBAC)

APICEE® BvCenteriZ #l25 E N HIEUR F 5L EVMME R B A F kP, SR E5VMMIE<EH
vCenter AP EHRER | LUARAPICEEB EvCenter E ERTHIITIRIE , T HEHENKRZEREN
BE , EREENNITIEEEEHEXEH,

HERERERIEMN R RS EREAEE T2 L RNRNEE RvCentertk/ ; B2 , ACIEER
ATERALUREXMER,

MACINRA 427746 , BEX AP KB SERRMOT

- W APICEX R EOIEFANER, —MATDVS , ZE— 1A TiwO4H, EAPICLEMIBR
EPGEVMMIE KEEEY , 5| KEIR , 1B R vCenterFo A M BRAE R 9 i% QA HDVS , B A HREH
MEEZEE,

- SRR

. dvPortd

- XX

- R APICEENBRE |, HlmAmsimiris 04, REEH/DVS MTU, LLDP/CDP,
LACP%,

- XY MRRT LRIhEENEFERAVS , AR FEEHTEP UM HostIR , APICHHE LI
DVS. Host.Configuration.AdvancedifEE#l, AibiflE, EFERELN
Host.Configuration.Network configurationAVSHIE # 54 E ZI £ 7ERFVMHY B o BB THEE TS
EIheE, XTFAVS , APICBIEVMKED , FFHETH FOpFlextIVTEPIR QA F,

- BRY MREARSE , MIEFEEDRZFNEUYNE. B, BE. S308F2EELD
mo mio i&i


/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

BEBRRBACH < 7 I

RBACHEHEEVMMEBI B ZREREET , B2 , IRvCenterEB R EREVHBRETHGIE
HEVMMIEXBXRY A P itk P RIAR |, M aTee LB %,

IR ATBUBE AT A XRIAHERK -
- BOHTETEBEMRS (DVSOE, inOAtE  RENRERHETE , EFTELH ).
- ACIEE R ME P RIEERRDZITHE™

- AR ZZFWvCenterRF A LEMIZ R ( Hlaiw DA EFRE ) M5l RHE,
- vCenterZ BB M E A , MERAFEEENSEIEMEXAFRZ,

RBACHXRIBMN B RS R

RIFREREEBmVMMIEB R EERvCenter AP ZF LR FR AR,

B—fAEREAVMMEE B E LN EITEEESRvCenter , HEHRLWIRE (WOHAES
) o MREAFEEEEZRVCenterBI TTERITXERE , EAT AR R T EBHHTR,

YE 3 PR

EXIVMME 248 5% (7] Bt TR HERRET | STUEEACIT{AISvCenterBEHN —EEXITH,

E— M ERSHANTHIRERPFRE—PAPICERAEERRERENKER™, LWAPICHH
HVMMEBIHN 2 58S, B2 , Z/NAPICEEI¥TvCenter Events , BB 2 K9S REA R K45
SBTEHNZE., REBHBEIMNAPICO AREN , FEVMMEEE — NGO IE BB ThREM

APIC ( EXRBIR A D HHS ) MIANBAREVMME | SN AEREE). EBAPICOEVMMES
FINBEWALEE | ERMFHEANAVMME UL EEHEHTENRENS.
BESMEIGUIRBXBHVMMIZS S TE Y HACLIGE S 1 LAk BlvCenternE IR

VMWare VMM3Z, — vCenteriEE R

System Tenants Fabric Virtual Networking L4~-L7 Services Admin Operations Apps Integrations

Inventory

RSy fD ‘ED @3 Controller Instance - bdsol-aci37-vc 0 0

(C» Quick Start

Policy Operational
General History Faults
O *r .

Latest Inventory Completion Time: 2019-10-02T09:27:23.437+00:00

api c2# show vmware domain name VDS_Sitel vcenter 10.48.176.69
Nanme : bdsol -aci 37-vc



Type : vCenter

Host nane or | P . 10.48.176. 69

Dat acent er : Sitel

DVS Ver si on : 6.0

St at us : online

Last I nventory Sync : 2019-10-02 09:27:23
Last Event Seen . 1970-01-01 00:00: 00
User nane : adm ni strat or @sphere. | ocal
Nunber of ESX Servers D2

Nunber of VM D2

Faults by Severity .0, 0, 0, O

Leader : bdsol -aci 37-api cl

Managed Hosts:

ESX VNV Adj acency Interfaces
10. 48. 176. 66 1 Direct | eaf-101 ethl/11, |eaf-102 ethl/ 11
10. 48. 176. 67 1 Direct | eaf -301 ethl/11, |eaf-302 ethl/11

MRVMMEZFISRIE R A BAL , FEIRREUT U THHEE !

Fault fltConpCtrlrConnectFailed

Rule 1 D: 130

Expl anat i on:

This fault is raised when the VMM Controller is narked offline. Recovery is in process.

Code: F0130

Message: Connection to VMM controller: hostOrlp with name nane in datacenter rootContNane in
dormai n: domNane is failing repeatedly with error: [renoteErrMsg]. Please verify network
connectivity of VMM controller hostOlp and check VMM control |l er user credentials are valid.

AT SRR A T HEBRVCHMAPIC 2 B By E 2 R &
1BES ROSE

BEBRAPICHIvCenterZ [E|VIEHZRIBME—F =2 7T BB MNAPICRAEVMMBHN EZN S, BEME
BENHREE 5 EREFEMAPIC LIZ{T“show vmware domain name <domain>"f 5o

api c1# show vmware domain name VDS_Sitel

Donmai n Nane . VDS Sitel

Virtual Switch Mde : VMhare Distributed Switch

VI an Donai n : VDS _Sitel (1001-1100)

Physi cal Interfaces . leaf-102 ethl/ 11, |eaf-301 ethl/11, |eaf-302 ethl/ 11,
| eaf-101 ethl/11

Number of EPGs 2

Faul ts by Severity .0, 0, 0, O

LLDP overri de . RX: enabled, TX: enabled

CDP override : no

Channel Mbde override © mac- pi nni ng

Net FIl ow Exporter Policy : no

Heal th Monitoring : no

vCent ers:

Faults: G ouped by severity (Critical, Mjor, Mnor, Warning)

vCent er Type Dat acent er Status ESXs VMs Faul ts

10. 48. 176. 69 vCent er Sitel online 2 2 0,0,0,0

API C Owner :

Controller APl C Owner shi p



aci 37-vc

bdsol - api c2 NonLeader
aci 37-vc

bdsol - api c3 NonLeader
aci 37-vc

2.8 % 5vCenterfy dEHE

BESvCenterEZBEMNAPICE , EHpingE TERRKIPIERE,

api c1# ping 10.48.176. 69

PI NG 10.48.176.69 (10.48.176.69) 56(84) bytes of data.
64 bytes from 10.48.176.69: icnp_seq=1 ttl=64 time=0.217
64 bytes from 10.48.176.69: icnp_seq=2 ttl=64 time=0.274
64 bytes from 10.48.176.69: icnp_seq=3 ttl =64 time=0.346
64 bytes from 10.48.176.69: icnp_seq=4 ttl =64 time=0.264
64 bytes from 10.48.176.69: icnp_seq=5 ttl =64 time=0.350
~C

--- 10.48.176.69 ping statistics ---

5 packets transmitted, 5 received, 0% packet |oss, time 4084ns
rtt mn/avg/ max/ nmdev = 0.217/0.290/0. 350/ 0. 052 s

MR FEAFQDNT A ZIP# it it EvCenter , 8] LU Fnslookup s 1 iE & #REEAT,

3333 P

api cl: ~> nslookup bdsol-aci37-vc
Server: 10.48.37.150

Addr ess: 10.48. 37. 150#53

Non-aut horitative answer:

Name: bdsol -aci 37-vc. ci sco. com
Address: 10.48.176.69

3KRERAFER TOOBHINB

Y/

KEAPICEHEX A RIEEZEREEXRTANTA , SAREMAIFX

api c1# bash

adm n@pi cl: ~> route

Kernel 1P routing table

Destination Gat enway Genmask Fl ags Metric Ref Use | face
def aul t 10.48.176.1 0.0.0.0 UG 16 0 0 oobngnt

4. BRPTBEAPICHIVCenter ( TIEBEFHEEPHEMBI AN ) 2B AFFEREKRO443,

vCenter <-> APIC - HTTPS ( TCP# 0443 ) — &S



SYN

AT BAGE A 45 # 3 MAPICEIvCenterfd EHHTTPS Al ik 14

api c2# curl -v -k https://10.48.176.69

* Rebuilt URL to: https://10.48.176.69/* Trying 10.48.176.69. ..
* TCP_NODELAY set

* Connected to 10.48.176.69 (10.48.176.69) port 443 (#0)

fE Anetstatis S RIE D F L E iR 0443 LB B I TCPERE,

api cl: ~> netstat -tulaen | grep 10.48.176.69
tcp O O 10.48.176.57:40806 10.48.176.69: 443 ESTABLI SHED 600 13062800

5. MITHEHK

WMRTTEE , HRED T EMvCenter 2 AIMNBERNITHIE IR , LiIRFIE-—RERETEERIE

MEWRE.

VMware’®& =

T&RERTVMWare VDSSHHFIR , HIEEXESHEAB HAPICEE.

HAPICEE N VMware VDSZ 3

VMware VDS Bl gi‘:}?ﬁfﬁﬁﬁ BRIAPICEK B 1THEL
B VMMiZ & 2 (REBS)

iR 'APICEE £\ X # 4" 7

X R B VMM & = (REBSE)

version vCenterX RS Yes

Ziiﬂ:ﬂ}iﬂ _ LLDP Yes

ég\%% O M LT8R o £ (R & BRIAPICHRA4.2(1))

LATHERR BRI R L1TEERR = (kB EBAPIChRZA4.2(1))


https://10.48.176.69
https://10.48.176.69/

B A MTU 9000 Yes

LACPZR g =H Yes
s Q&G 0Ne&iE Yes
5 EXHEFRERRIMT 24

Bk wig ¥

TRERTVMWare VDSIs AASHHIYER , AEEXESHESTHAPICEE.

VMWare VDS# O4A S B HAPICEE

VMware VDS A4 ERIAE Al i FAPICR BE B 1T B B
% *Eﬂpzzzfélﬂﬁﬁﬁﬂﬁiﬁ%%l 2 (FHEPG)

im O 48 E BAYHE ¥

VLAN MVLANE i Yes

MEISEEE RIEAPIC LW % O BB R AE Yes

BRER 2R Yes

h1% i 2/ Yes

MACE X =] Yes

FH IE PR B IR O iR %

VMware# 7= i FEHEBR

RERFRSEHLBRAPICT A REEEAPICHAEFHM KA vCenterE4, vCenterfIAPICZ
BIAIARERMERBENRTRTEN  TE2B-RTNETEHNETRSL, APICHIvCenterZ g

NELEFERSHERINTIIRE24/Mt—k BRI UF o AiXLitk, EFEHNEFEL
BESHIAES ( WvMotion ) KBk, EltiZEHR , MRELDNMN—NEVNBHES —NEN , H
BixEFHEZIFNTENEH Y, MAPICRHMIVMIEREH , T RENEMZS

, BUHRHE M ENEPGHREE , H7E BMREMH ERIZEPG,

BIESVMME X BREPGH ERZENETE , TTEMvCenteriREVAF=ATREL S BT RER. ER&=X
RERREDTANBERT , HAREIRER , ERSFBHEN —IHZ IR,

R — XR/THNEL

WMREBAM—MvCenterBzh F| 5 —MvCenter , HEWERE AN BB TR ZHF ( Hln | EHEE
IH/EMBERDVSHIm A4 ) |, vNICRHR & FERERIE,

Fault fltConpVN cOperational |l ssues
Rul e |1 D: 2842
Expl anat i on:

This fault is raised when ACI controller failed to update the properties of a VNIC (e.g., it can
not find the EPG that the VNIC attached to).
Code: F2842

Message: Operational issues detected for VNic name on VM narme in VMM controller: hostOrlp with
name nane in datacenter rootContName in donmain: donNane due to error: issues.

Resol uti on:

Remedi ate the virtual nmachines indicated in the fault by assigning a valid port group on the
affected vNIC of the WM

17 %2 — vCenterZE 2 A & T vCenter LNVMMIEE T R :

AXEMvVCenterfERAPICE BT R, MR EVCenterLRITT A ZENRE , NAHEIA T



f=,

Fault fltCompCtrlrUnsupportedQOperation

Rule 1D: 133

Expl anati on:

This fault is raised when depl oynent of given configuration fails for a Controller.

Code: F0133

Message: Unsupported renote operation on controller: hostOrlp with name name in datacenter

root Cont Nane in donmain domNane detected, error: [deploylssues]

Resol uti on:

If this scenario is encountered, try to undo the unsupported change in vCenter and then trigger
an 'inventory sync' nmanually.

VMWare VMMiZ; — vCenteri® 488 — M Z F= RS

Inventory

Controller Instance - bdsol-aci37-vc
(C» Quick Start
~ [ VMM Domains
> [l Microsoft
> [m OpenStack
B Red Hat
- [ VMware

@ VDS_Site1

ropgrties

Name: bdsol-aci37-vc
Type: vCenter
~ [ Controllers Hgst Name (or IP Address): 10.48.176.69

é% bdsol-aci37-vc DVS Version: 6.0.0

Trigger Inventory Sync - Sit
> [ Trunk Port Groups Betacomter e

> B Custom Trunk Port G Delete Stats Collection: ( Enabled Disabled

VMware DVSiRZ~

Mo 2 ERNVMMIE, — B0 B FTvCenteriZ HI258T | DVShRAHY BRIA 1% B 5 2 £ A “vCenter Default’,
EFRMIAET | fFEAvCenterhfX 4522 DVSR A

VMWare VMMiZ; — vCenteri% 428 6 2



Create vCenter Controller 0

Name: |bdsol-aci20-ve

Host Name (or IP Address): [10.48.33.45

I DVS Version: | vCenter Default I

Datacenter: | POD20

Stats Collection: Disabled

Management EPG: | select an option ~

Assoclated Credential: | bdsol-aciz0-ve -v| @

XEKE , EI15176.58vCenterfiZ1T6.0MESXiBRE B RAIF , APICRBIZERAH6.50
DVS , EitbvCenterE 2 A % {1z 176.0MESXiBR S 28 A I EIACI DVSH,

APICHEEDVS - vCenterE#HiH il — Z25)&K

D Incompatible Hosts

[0 Hest Host State
This list is empty

APICFEEDVS - vCenterEHLIH I — FHRBNEN



Incompatible Hosts (X

-~ Q Fil -
Host Compatibility

@ 10482265 & Incompatible

E] 10.48.22 66 € Incompatible

Q 10.48.22 67 £ Incompatible

10.48.31.245 £ Incompatible

i

Close

Rt , ERIEVMMEE |, BHRAEREEBADVSIRAE" , LUERLEMNESXIRSRAMEIDVS,

EHBRI

FH/EBUHNRATE

ACIHFHIVMMER R B S 5F BB X DT R , B RIRER A LAz SR I E M E A E UL PE
BRNVE , NTEBUEERERK, BRUsATRE , ACIR A LA 3 Al 3 458 R A A 2R

, BAVLAN, SVI, 7XMNEREEERETRERBKNLRNIHEETR L. NZREAEX
&, MXEERANLBETACHFAEVLAN/RKE , RO A RIEE. 7 TRELREM
&b%ﬁi%ﬂlﬁ , APICHERARBZNRNESE. TEREESRAEAETDVSHVMMER EHANZEN
Ezk’ I.,I%o

VMWare VMMIZ, — 38 TR

H Application Network Profile
@ @ @ : N
3 ' EPG EPG EPG
o . . . : P WEB - APP DB
Create Application H

Policy
APIC ., o
Admin
L]
1 ACI
6 — Fabric
Cisco APIC and Push
ViMware vCenter Automatically map Palicy
Initial Handshake EPGs to Port groups
4 Learn location of VMware ESXi
Host through LLDRP/CDP

2 Create VDS
— | 7 Create Port
Groups
‘Beom Do
vCenter/Server Attach Hypervisor :

Admin 3 lowps

Instantiate VMs, : > Hypervisor Hypervisor H
Assign to Port e aeaeeeeeeateeemeeeeeneeanennnnnnnnnnnnnn :
Groups

fMimS<e , SHIAUTHERN , FEERITUTXELIR



- BRI 22 A A R 2 B RIRLLDPE CDP,
. E#lEvCenteriR & 4R EE R,
- vCenter[@ APICE HI{B#ZE L . APICERR=RL T #HEW.
- APICHREEHETRHIRA . BEIARBO P BRANYE"FHD , #H—F 7THRXEER,
. IR vCenter{BEEEE KL , APICTH LU BRERRE
A LLEE| , COP/LLDPEARNIBPEEREBIER , XTAREEE , FERBEHERAERDHH
™o

SARFEFF AT T QU R 3R — CERI SR

EERAIRNBEAERH RN ELNEREF 2 RAERAPRZRINTES , APICEE RS
"REXR, ERFEDR | TUEASANRIADIER PR , XEHPUERTESENTE.
EER T R RS SR P E IR (BRI ) BNIRES , ACIRAL N o (B IR AL H BREGT H
EHEMYEERRER. PERIEACIHHFAN BB LURERERREFTR. RSN

LooseNodes A] £ “Fabric > Inventory > Fabric Membership > Unmanaged Fabric Nodes” F &%,
BYEGUIRSMEXLERBNERSSRZ— , AR TUEEMARH B G RZRI B ENHEER,

APIC Ul — FEFEE X 4ERET R (LooseNodes)
élllség ’A'p:(\ admin e 060 @ o

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

Inventory | Fabric Policles | Access Policles

Inventory (ﬂ@@ = g

Wi Fabric Membership % o

C» Quick Start
Registered Nodes Nodes Pending Registration Unreachable Nodes I Unmanaged Fabric Nodes |
ea Topology
© roat Unmanaged Fabric Node - 10.48.22.80 (bdsol-aci12-ucs-A) QO
B8 Pod Fabric Setup Policy Tobology Faults History
Fa D
0 L8

B Disabled rfaces and Dec

B Duplicate IP Usage
System Name: bdsol-acil2-ucs-A

Managemeant IP: 10.48.22 80

System Description: Cisco Nexus Operating System (NX-05) Software 5

abric Node Link: . mode

&=

MRIETLLDPHCDPAI , ACIAI LA E k2 LooseNodesHI R Fb |, BIIR 2B TN E
P sZEEFEELIVMMERRTEE , AR EES T HEN T E KRNI EGPBIEX R,

THEUATX—B=,

APIC Ul — EEESTIRIBRET KR



-_— - -_— _—
Topology General Faults History
ol

bdsol-acil12-leaf1 bdsol-acil2-leaf2

e @ i

10.48.22.80 (bdsol-aci12-ucs-A)

1 - -
¢ Unmanaged Fabric Node - 10.48.22.80 (bdsol-aci12-ucs-A)

(1 X m)

10.48.22.67 10.48.22.66

@ @

fR R 4

EXEBRESMNAVMMERDVSHIEFR S |, flil5vCenter/ESXiMEIRERE | EEF AT IBERARS
KA, BYEIEE , IR EN LK GFHEMER , MREEEENNED LBRSREERRE
IVLAN, TERBEER , VMM VLANFS A B R SVMMIE 5| BWAEPKREXIFTE#E O, XHBRTH
F R IIPAE R B SBIZE - M is O I BRSEBVLAN ( FIINEIE ) B aTaett,

BSRTH :
iR & S B R Bl



Switch Profile Interface Profile
Switch101-102_Profile Switch101-102_Profile_ifselector
o LLDP Palicy
LLDP-Active

. Access port interface
Switch Selectors Access Port Selector Policy Group .
Switch101-102_Profile_selector_101102 Server] Serverl_PolGrp CDP Paolicy
Leaf 101 - 102 = CDPoff

Port Block
1/10
LLDF Policy

Access port interface LLDP-Active

Access Port Selector Policy Group
Server2 Server2_PolGrp

CDP Policy
CDPoff

Tentant
Prod-AC pDT}EI'?Ck
Attachable Access

Entity Profile
ACI_VDS2_AttEntityP

Application Profile

APP1
Attachable Acess Entity
Application EPG 5 Profile .
EPG-App S ACI_VDS1_AtEntityP

lication EPG
AppEPG-DB VLAMN Pool
ACI_VDS_vlans

Application EPG
EPG-Web

WMENACI_VDS1 VMM EPGIRE T FRE. , NFE RSB 189 655% EEBBVLAN |, BERTER
SRR BERR EEBVLAN |, AR E20AEPTREFEACI_VDS1 VMM,

BLESHRIENRE , FHITUTRE

- RE — ERMAENSRERES R OHNVMZ [E B 7 R 33X KT 5B R
- MEB) — ERM M EH B2 B EEX R ERE R
- EE — EASZSVMMEBAEPFH R HBEBRMARD , THEBEXEK,

R ERR TR
VMZEER EMIAFXEHTARP

ERFRF , EBREVMMER , F A ERDVSRMEEMYEERRF , BVMIEETACIFHEM X
HIARP, NEELERMEER , FRIEEEMBEXRHEE TVLAN,

B, AP LMERM EE M “show lldp neighbors”=“show cdp neighbors’# &M 2 &/ M F =
M, EEEBURTFATE.

Leaf 101# show 1ldp neighbors
Capability codes:

(R) Router, (B) Bridge, (T) Tel ephone, (C) DOCSI S Cabl e Device

(W WLAN Access Point, (P) Repeater, (S) Station, (O Oher
Device ID Local Intf Hol d-tine Capability Port ID
bdsol - aci 37- api cl Ethl/1 120 eth2-1
bdsol - aci 37- api c2 Et hl/ 2 120 eth2-1



bdsol - aci 37-0s1 Et h1/ 11 180 B 0050. 565a. 55a7
S1P1- Spi ne201 Et h1/ 49 120 BR Ethl/1

S1P1- Spi ne202 Et h1/ 50 120 BR Ethl/1

Total entries displayed: 5

MNHEHBRNAERE , MREFEE | A UAMESXilgfECLIFIGUI L3 1T :

[root @ost: ~] esxcli network vswitch dvs vmware list
VDS Sitel
Name: VDS _Sitel

Upl i nks: vmic7, vmmic6
VMhar e Branded: true
DVPort :
Cient: vmmicé
DVPort group | D: dvportgroup-122
In Use: true
Port ID: O

Cient: vmic?

DVPort group | D: dvportgroup-122
In Use: true

Port ID 1

[root @ost:~] esxcfg-nics -1

Narre PCl Driver Li nk Speed Dupl ex MAC Address MruU Description
vmmi c6 0000: 09:00.0 enic Up 10000Mops Ful | 4c: 77: 6d: 49: cf: 30 9000 Cisco Systens
Inc Cisco VIC Ethernet NIC

vmmi c7 0000: 0a: 00.0 enic Up 10000Mops Ful | 4c: 77:6d: 49: cf: 31 9000 Cisco Systens

Inc Cisco VIC Ethernet NIC

[root @ost: ~] vim-cmd hostsvc/net/query networkhint --pnic-name=vmnicé | grep -A2 "System Name"
key = "System Nane",
val ue = "Leaf 101"

}
vCenter WebZ& i — F 8l — vmnic LLDP/CDP4BiEZi¥ 4iE R



vmnicé

All  Properties CDP | LLDP

Link Layer Discovery Protocol

Chassis ID 00:3a:9c:45:12:6b

Port ID Eth1/11

Time to live 109

TimeOut 60

Samples 437068

Management Address 10.48.176.70

Port Description topology/pod-1/paths-101/pathep-[eth1/11]
System Description topology/pod-1/node-101

System Name S1P1-Leaf101

Peer device capability

Router Enabled
Transparent bridge Enabled
Source route bridge Disabled
Network switch Disabled
Host Disabled
IGMP Disabled
Repeater Disabled

MBMESXiEVEFRERHLLDPAEXR , XEFRHAFEALEE N ERKLLDPDUM A RESXi
OSHIM K EELRRSIEN . BERREIENEERFREEB/HA TLLDP , AT EHEFIELLDPER., WMIRE
XiER S OEAELREARS FWLLDP |, LUEE T vSwitch S BE XY E 3 1T12 4,

5 —MNRRATRRR LT MESXIE MU EEREF < B ERANRIAPUZ BN -, WREMREME
[E B R IR

ERBEACIFIAPIC UIFIDVSZ B 2 BXCDP/LLDPIg E#H T THE | ESMIIE ML
VMMiZ> VMWare >R &> vSwitchZR &, RS HALLDPEHCDPXEE , K AENIRERFH,

APIC Ul - VMWare VMM18] — vSwitch & B

Port Channel Policy: | vDS_lacpLagPol

LLDP Policy: | LLDP_enabled

D & &

CDP Policy: | CDP_disabled

NetFlow Exporter Policy: | select an option

EvCenterd |, ¥ % : 'W4%&> VDS >HBLE',



vCenter WebZ& iUl - VDSIR 1%

“ Properties
w Settings
General
Prog — Name VDS_Site1
Topology Manufacturer ViMware, Inc
Private VLAN Version 6.0.0
NetFlow Number of uplinks 8
i . Mumber of ports 24
Port mirroring
Network 1/0O Control Disabled
Health check
M Description:
IOV APIC Virtual Switch
Network Protocol Profiles
Advanced
Resource Allocation MTU 9000 Bytes
Multicast filtering mode Basic

Discovery protocol
Type Link Layer Discovery Protocol
Operation Both

Administrator contact
Name
Other details

MRFE | FEILELLDP/CDPRE,

RIERILAPICEZ B FEUIF #Y“Virtual Networking > VMM Domains > VMWare > Policy > Controller
> Hypervisor > General” T §t X % it R B ESXi = HLAILLDP/CDP4BEX Ko

APIC Ul - VMWare VMMIE, — B REFFHAFEE
duh AP QO CO O
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Inventary
Hypervisor - 10.48.176.66 D e
Topology Stats Fauits History
O =
Site1_POD1_APP ywered O i
Q 10 16 66 Page 1 of 1 Objects Per Page: 15 Dhsplaying Objects 1 -
== Meighbors: . Management Interface Mame Proto Neighbor ID
|E| Address
@ 10.48.176.70 Pod-1
@ 10.48.176.71 [ils
@ VI Managamant Metwork Adapters: . Name MAC State IP Address
vk 28ACOEDED2TA Up 10.48.176.66

MRERTHE , WA TURIERERENNGKD EREFEVLAN,

S1P1- Leaf 101# show vlan encap-id 1035



VLAN Nane St at us Ports

12 Econmer ce: El ectroni cs: APP active Ethl/ 11

VLAN Type VI an-node

vCenter/ESXiEBVMKEZBIAPICHIX I DVS

EvCenterRESXIEBHREZTEFAVMMERKDVSHIZ =R | RFUEHND | LUBRIEHFENAS
BEIEERMENVLANR B AER.

¥ FvCenter ( BEEBREVMMER Z BIWE ) , LA YEEMESEKERFRvCenter VMAY
RKVLANBRAERH RN LHEE , MEEVMMERZ2REZHIFEA. BIEEREVMMERE
, B BARRRE I , UBERLEPGH I A,

ST TFESXiERIHIAIERTEF |, BIECisco.com LR “BRIACIERILIERE” , TBRIvDSH , SARER IR
SMERVMKEONEPG , B #RANMREN TUAER . XHFBAVLANBLERH R LR
2, MTMKBESXiEHALLDP/CDPAXE

K fELooseNodefg EM EH PR R
LooseNode Xl [0) BV BB 40T -

. CDP/LLDPARJZ A BRI, HHRIGHFMESXiEH 2 8 AF R #CDP/LLDPX FCisco
UCS , iXEiZvNIC £ Y W 48 12 4 SR BE SR SEE

. LLDP/CDPAR BRI EEIPA £ E & FHiEEE vCenterFELLDP/CDP&R EZEH B EIFNE R
P, BERLEHAPICRA FHEERSEE

- VMM VLANR N EI & 8 Rl APICTRIEE =S T H/F RN, 4.1(1)RAFEECisco
UCSMEE & Bi F (ExternalSwitch), S4ZRELEVLANF I H b 4k B 5EZBIACIFRH 5 S By E1T8ER
MR N T TR

F606391 — EHl LY YWEER RO MBEEXR

S B EITEHER

Affected hject: conp/prov-VMaare/ctrlr-[DVS-DCL- ACl - LAB] - DVS1/ hv- host - 104
Fault del egate: [FSM FAI LED]: Get LLDP/ CDP adjacency information for the physical adapters on
t he host: bdsol -aci 20- 0s3 (TASK: i fc: vimmgr: ConpHvGet HoNi cAdj )

EEE“VM cannot resolve ARP for its default gateway’2f 20 ) THERE , BRXZWREHD
CDP/LLDP4B#EX R, R E| ik X 4B X R,

RO ERERF ETER A

HREMAEIRERF ( WESXi ) EEIIACIIRAERFRT , EMNEE RSN LITHRHITERE, B
Xk, BUCHESXiZNEZRBZDAMEH RN X FRARE b EESR LT R AR,

AT RACEREDASERERF LETH THEREER ETEEN G , VMware vCenterit B 7t ¥ N EE
PHERNRERES M OBEEEE  UREAEMYEZERF E1T8E



EEFFAEDEEZEFNACIRREFSHEN AUBEEEREERE -3, UBREMIEBEN
EE X-—REXEE, BNTE2SHACIRRERFTHREHNMUEEFNLKED,

EACIRMERF , TUBESEERKEETX—K , Hla:

F3083 fault

ACl has detected multiple MACs using the sane | P address 172.16.202. 237
MACs: Context: 2981888. fvCEps:

uni / t n- BSE_PROD/ ap- 202_Voi ce/ epg- VLAN202_Voi ce/ cep- 00: 50: 56: 9D: 55: B2;
uni / t n- BSE_PROD/ ap- 202_Voi ce/ epg- VLAN202_Voi ce/ cep- 00: 50: 56: 9D: B7: 01;

or

[ F1197] [rai sed][bd-1imts-exceeded] [ maj or][sys/ctx-[vxl an-2818048]/bd-[vxl an-16252885]/fault -
F1197]
Learning is disabled on BD Ecomer ce: BDO1

REFNEBVMWare ESXIiENFIACIHERE , BEEERTAZSHBELN KIZREF,
PR RS8R

HEEBESXiEN A LEZFIACIREFH AR , EMNDARA , STMAABRN AT
BEENMMY TR B FEHE X

REANBYAFIERE LR - EFRERRIEENEZSN, N TERIBXRN AT ITE
, FERETRRIBVEE,

FRIBIE T REIEVSwitchIRBE R B S “ACITH B RIEAH ER,
RAFIACI vSwitch & &

. ACIT5 A S5

yMwareB SN aci vswitch® B Hi B — BEH

B I -
Ci&iE

RIE A £ BV E Bliw O IDIE R £ 1T8ER%
o TEREHIIRAL A E AL HVMKernel &

RIREEE vackt RBIE LTHEE  CROBTSILE %
B HVMKernel3& B 25 B HY L 1T5E5%
‘ RATR.
2IRUACK xR RRBMACH I WA B EES L1768 TER

T i s AEZHEESEFIR A | AR BT
Fimhw@ Em“ithﬁﬁw&&%%&m&%mﬁtﬁ%%oﬁ;%
wE * M3 T T & AT SRR 6 R B A
BIESANHIESNIRIPHL UL B $RIP# 3t
R U BB BIE %R F TR, WTFIFPKIES o
BER A ) BARE BT cpyemserannm i Encl. oL
EFIPHASEREACIHL OBEE =
IVPCELE N “mode on”,
RIEBLENBOIELSE LT (201 o o
PRI A TR TAMGIESLT ) . EFLACPH Zaly

'Lxﬁﬂﬂ
(LAG)- LACP

BERN
It7)

”

=F il

LACPEZh/#3h A ESREACIEHE O EE/VPCLEE B “LACPE
FALACP., W{RTEACIFFIRIEIRA| aghk frraddl
BS 9 5 BB FVSwitch 5 B

EFNERF MACEE — %2 TAFSAXBOARSARHO, BIE -
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SRR EITHERR, MR EITHERE

& 30 A LA75% TN EE & Y IE R RIFITERAR
A, EHNHVSwitch& i F 2 EBALRE
B EETARENYEER:S.

BSHENTRESR , THROMAKRIEHRBEFE , MERvSwitchFERE —Z05 .
ACI vSwitch ¥ B§ — % O B EF I
Gae ARG - Q@ QO C O ©

System Tenants Fabric Virtual Networking  [UESIRESETaGle=t Admin Operations Apps Integrations

Inventory

Domain - VDS_Site1 0 o
Operational Associated EPGs
General Faults History

Port Channel Policy - VDS_lacpLagPol 008

Policy Faults History

0o &+ %

Alias:
Mode: MAC Pinning

Static Channel - Mode
Minimum Number of Links:

On

Maximum Number of LACP Active o
Links:
LACP Passive

MAC Pinning 7
e €D

MAC Pinning=Physical-
NIC-load

Use Expliclt Failover Show Usage
Order

AR BXVMwareMEZHEEMN EF MR , S FvSphere M4 , Wik
https://docs.vmware.com/en/VMware-vSphere/6.5/com.vmware.vsphere.networking.doc/GUID-
D34B1ADD-B8A7-43CD-AA7E-2832A0F7EE76.html

Cisco UCS B% 5l Fi 5= 4

£ FCisco UCS BRAIRS BT , HFLERENENBRERIIRE S —BIEFENUCSIRE
BEEER(FI). LEARGIEMERATRAXRMRINEMANE, Fit , MACHRH R HLimH
vSwitchi &£ F N B B A IR BT R E,

LU RHACIRIUCS FIFR#H :

HACIHH 3T LAY Cisco UCS Fl — ##b


https://docs.vmware.com/en/VMware-vSphere/6.5/com.vmware.vsphere.networking.doc/GUID-D34B1ADD-B8A7-43CD-AA7E-2832A0F7EE76.html
https://docs.vmware.com/en/VMware-vSphere/6.5/com.vmware.vsphere.networking.doc/GUID-D34B1ADD-B8A7-43CD-AA7E-2832A0F7EE76.html

ACI Leaf ACI Leaf

VPC = — VPC

Fabric i Fabric
Interconnect EWVanwll -c--cceseeeeceenaaaea Interconnect

FEIENREEM

. & Cisco UCS FIEE — N EACIHE M XYL A K O BE.
- UCSFIMXEFUOBENEZEE (THATEEYE ) .
- BN R RS SBHVNICHE EZI4SEUCS FIERUCSRIEERFERIEYH® (A — %/ ) £
AEFEP—FIFEERE,
EESXlI*ILE’JVSWltchJ:{EFﬁIPHA%%f/zEH—rﬂlUCS FIEMIMACIEZS,
ErEEELLIRE , FRTUTERE

ACI Leaf ACI Leaf

PC Interface Policy Group
VPC < — VPC Port Channel Policy — LACP
Fabric e LR T e P Fabric

Interconnect

\ m / vSwitch Policy
Part Channel Policy = MAC Pinning

Interconnect

HMAC Pinning/F I ACIFREYvSwitch SR B BY —#8 70 fE im D BB K BE EECE R , FERAVDS Eiw O
AR ETRELRONKRE DAERE,

ACI — ¥ O 3838 S BE4E R vSwitch SRR #Y — 2B 9



dice APIC - Q@ QO C OO

System lenants Fabric Virtual Networking Ld4-L7 Services Admin Operations Apps Integrations

Inventory

Domain - VDS_Site1

Operatlonal Assoclated EPGs
General VSwitch Policy Faults History

Port Channel Policy - VDS_lacplLagPol 000

Faults History

o X %

Name: VDS _lacplagPol

Description

Alias:

Mode: MAC Pinning

?

Minimum Mumber of Links:

Maximum Number of 16 e
Links: pioe ap FEX >

Show Usage Close

LERFIPEANFEOBEERBHBOSEIWE , HEEMNCDS lacpLagPol” , RERAEAE
X “MAC Pinning”,

VMWare vCenter — ACI VDS — B A4 — fi#iig#ig R

vmware' vSphere Web Client A= © | | Launch vSphere Client (HTMLS) | | Adminis
4 Back | Getting Started Summary Monttor | Configure | Permissions Ports  Hosts VMs
i £3 3
EI E Q " Policies
w (1] bdsol-aci37 v cisco com
Settings
| » [lgOutside Bl 9 Peak bandwidih
- [l Site1 Properties Burst size
v &= VDS_Sitel = love e R
: | Network Protocol Profile VLAN ID 1035
& Ecommerce|Electro... | -
2 quarantine Teaming and failover
H1VDS._Site1-DVUpi I Route based on aniginating virtual por I
QULJ\N 3702 Metwork failure detection Link status only
!‘.';'_Ul.i Network Motify switches Yes
Failbz 2
» m5|'.e2 ailback Yes
Active uphinks: uplnk1, uplink2, uphnk3, uplnkd, uplink5, uplink, uplink?, uplink8

Standby uplinks

Unused uphinks.
Monitoring

NetFlow Disabled
Traffic filtering and marking

Status Disabled
Miscellaneous

Block all ports. No
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