APIC-EM 1.3. — iE P 4R — BT APIMI ER
B3

B0

b =
B 5= n%

B 7 fR% R Y MBS ?

AR RAPIC-EMER L EEMHEMNIUEP . REAPIC-EME BB FME IS ?
P04 M 1% 2 I BRAE 35 2

AR MAPIC - EMBI FHUEH ?

A8t . APIC-EMBIES |, BiREZRE. BMABRE ?

fasr

AR RS ST4B anrT {55 R B RN R SR B B AR e R H 25 (APIC) — 2 W 3 (EM)APISIZE — MilBRUE$,
FRIWANE , E#LBFHEE. ER , IWANB DR EEMANSHIE BT EHIRERE

HFHED 2 , ERestAPISH , BRI{LEEMNR. B2 , ZBFLRREZFHTHN , HECEFER
XiFEW— ‘tt'{nuo |WAN/J|LZ§7}~EﬁReStAP|u|LﬁFﬁ ka*ﬂ%“;ﬁﬁzib#l.{ﬁlﬁﬁﬂﬁu—t:ﬁ

HRES

FEIIEF A
5 52

‘>

o

8% — H — APIC_EM [#2%i]2]]
LTR=MER

EHESIH

AP ARG,

CAEBTEEF T,

BT R S EIRA 7

iZ {78 Switch# sh cry pki cert.



HUB2#sh cry pki cert

Certificate

|- —
Status: Available
Certificate Serial Number (hex): 3C276CE6B6ABFASD
Certificate Usage: General Purpose

Issuer:
cn=sdn-network-infra-subca
Subject:
Name: HUB2

cn=ASR1001 SSI161908CX sdn-network-infra-iwan
hostname=HUB2
Validity Date:
start date: 06:42:03 UTC Mar 28 2017
end date: 07:42:03 UTC Mar 28 2017
Associated Trustpoints: sdn-network-infra-iwan

CA Certificate
| Statusi Available
Certificate Serial Number (hex): 04
Certificate Usage: General Purpose
Issuer:
cn=ca
Subject:
cn=sdn-network-infra-subca
Validity Date:
start date: 06:42:03 UTC Mar 28 2017
end date: 07:42:03 UTC Mar 28 2017
Associated Trustpoints: sdn—nerork—infra—iwggj

MREED , ARMES , ERERELLREXRRKEER.
SRAPEEN—F , B TTHEAB.

W R E Rsdn-network-infra-iwan , &R RMAPIC-EMEA T IDRICAIEH,

BMBRAPIC-EMRBE L EFHBMNIES , FAPIC-EMRE
EEEBES ?

a. MIREERMAFHKEFFIS

If you require further assistance please contact us by sending email to
exportfcisco.com.

License Type: RightToUse
License Level: adventerprise
Next reload license Level: adventerprise

cisco ASR1001 (1RU) processor (revision 1RU) with 1062B61E/6147K bytes of memory.
Processor board ID SREpe{pEli:ds
4 Gigabit Ethernet interfaces
32768K bytes of non-volatile configuration memory.
4194304K bytes of physical memory.

7741439K bytes of eUSB flash at bootflash:.

Configuration register is 0x0

BB SIS |, AT BIMITAPIC-EMEH |, LA T ##APIC-EMM LR & B E.
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Role Based A ot - centificate-autnority/ideert/cal{id] ({type} getDataultCaPem

e i cerificate-authority/update/fia} {type) updateDefauliCaPem

Service Provision Engine - ——

Site Profile Service certficate-authority/{ic) (type) updateDefaultCaPem

Swim =

Task - rrust-point piTrustPointLisiGet

Topology

default Title rLst-point pkiT rustPointPost
_ uSt-poi = pkiTrustPointListGet
- trust-point/pkes 2/ frustPeintia) Hzoken) phiTrustPointPkes12Download
- wrust-point/serial-numberszra umbser) pkiTrustPointDeleteByDeviceSN
- reust-goint/serial-number/{ssrialNumbear) pkiTrusiPoiniGeiByDeviceSN

"Ly
ywi

- _ recordsToRewrm) getCenficaleBriefList
- < pKITrustPointDelete
m s pkiTrustPointPush

¥ HGETERER)

E—NESEEL , REFMNIREHIshow versionfil R F 515,
BEHETryout! (RA! )"
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Try it outt

https://18.78.1086.45/api/vl/trust-point/serial-number /338N ETTIe)

t
"response”: {
"errorCode™: "BadRequest",
"message”: "get trust-point by serizl-number: Failed to get trust-point list for serisl-number 55I161908CX™,
"detail": "get trust-point by serial-number: Failed to get trust-point list for serial-number S5I161988CX™
"version”: "1.8"

BRARIAG— , BINIRE B HIBRIES -
a.Switch# show run |REER

HUB2#sh run | i trustpoint

crypto pki trustpoint zxz

hryptn pki trustpoint ElelEll=Rntle)a el a-TRAN-1!
auB2+j

1= 1T in & Switch# no crypto pki trustpoint <trustpoint name>,

HUBZ#conf t
Enter configuration commands, one per line. End with CNTL/Z.

HUBZ (config)#no crypto pki trustpoint sdn-network-infra-iwan
$ Removing an enrolled trustpoint will destroy all certificates

received from the related Certificate Authority.

Are you sure you want to do this? [yes/noc]: yes
% Be sure to ask the CA administrator to revoke your certificates.

HUB2 (config) #

e SRR SPTEFE R KRB IRE LN EIES.
EFRBIUHRE SR,

FERA T aT : Switch# sh cry pki certo
EANERER R sdnEER.

b.MIBRZ4A

£i% % EE1TH S : Switch# sh cry key mypubkey all,

1815 & 3 %48 & #rLAsdn-network-infraFF 3k .
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HUBZ (config)f#cry key zeroize rsa sdn-network-infra-iwan

% Keys to be removed are named 'sdn-network-infra-iwan'.

% All router certs issued using these keys will also be removed.
Do you really want to remove these keys? [yes/no]: yes

HUB2 (config) #]]

2. B REETIRZHAPIC-EMEE O R H Ping.

APIC-EMTATREERNED , —IMNRAHREND  F— 1 EAEED, EXHERT , THRASREE
EBAPIC-EM#Z O 1 bt ping.

HUBZ#ping 10.10.10.10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.10.10.10, timeout is 2 seconds:
11411

Buccess rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
aun2

MAMAPIC - EMBLFIES ?
EAPIC-EMT , RIFAPIXEHERPKIRESS | LW A,

POST/trust-point

- APIC - EM
PKI Broksr Sarvice

Policy Administration
Role Based Access Control

Y — getD

Site Profile Service
Swim

Task

Topology

default Title

Scheduler m T P iy s Sl
Service Provision Enqine s s S s e e L

This method is used to create a trust-point

Model

TaskidResult |
version (string, cptional

response (Ta
1
TaskidResponse |
taskid (Taskid, optional)
url (sinng, optional
1
Taskid {
1

Response Content Type: application/json


https://10.78.106.45/swagger#!/pki-broker/pkiTrustPointPost
https://10.78.106.45/swagger#!/pki-broker/pkiTrustPointPost

Model Model Schema

TaskldResult {
version (string, optional),
response (TaskldResponse, optional)
1
TaskldResponse {
taskid (Taskid, optionai),
url (string. opdional)
}
Taskid {
1

Response Content Type: application/json

Dargmrarars
ailiTiSuST o

Parameter Vakie Faramater Type Data Type
peiTrustPointInput |/ body Modsl Model Schiems
"platfemld™"ASE1001".
"senaliumber “55181808CK" FaiTrustPoint {
"tusiPmfilelams” "sdn-networknfra-jnan” senaMumber | smrgh Deviees sera-numosr,
® Tupe"router, Mame (siring): Devees hostname,
"entivhame " "HUEZ" k id{sring, opSonal) Trus-point idenilcaton
1 ALSMEERYy JENLIMED.
platformid isiring - Plasorm isentifeation. Eg
ASR10D8,

Parameter content type: | application/json ¥

{
"platformld":"ASR1001",

"serialNumber":"SS1161908CX",
"trustProfileName":"sdn-network-infra-iwan",
"entityType":"router",

"entityName":"HUB2"

}

- show version

+ APIC-EMAPIC-EM
Try it out

trustProfilebanme [siring) hNamw of musi-profile (mues
sireagy ewst Defult sor-neswork-mfta-wan,
entity Type | ring. qpbondl) Audilsble spbonl. roukt,



Response Body

"response": {

“taskId": "1a395ed1-1738-43fa-9527-327ed3ebel2b",

"url®: "/fapi/vl/task/ 1&395“%?38- 43f3-9527-327ed3e6e120"
I

"version”: "1.8"

Response Code

282

Response Headers

{
"Pragma”: "no-cache, no-cache™,
"Content-Security-Policy”: “style-src ‘self’' ‘unsafe-inline”; =zcript-zrc ‘self’ ‘'unsafe-eval® 'unsafe-inline’ ‘nonce-2dcclé3f-98f3-4522-bdSb-
"X-Frame-Options™: "SAMEORIGIN, SAMEQRIGIN",
"Date”: "Tue, 28 Mar 2017 18:10:@6 GMT",
"Strict-Transport-Security™: "max-age=3153688@; includeSubDomains, max-sge=3153686@; includeSubDomains”,
“Content-Type": “application/json;charset=UTF-8",
“"Access-Control-Allow-Origin®: “https://10.78.186.45",
“Cache-Control”: "no-cache, no-store, no-cache, no-store",
"Transfer-Encoding™: "chunked™,
“Access-Control-Allow-Credentials": “false”

}
4 ¥
APIC-EM
IDGET API CALL
GET /trust-point/serial-number/{serialNumber} — & if]
- gt =pople "I:-'H!"l“"Iul'l"":H-"":':-I"-Jlf--.iﬁ'lH‘i phUTesiPoiniGaiEyDenco 5

IMDEMENIIL0N MOTeD
Ths melnod S used Lo refurm a specific rust-point by &5 device Serial-number

=Rcponck Cos
Motel | Madsl Schama

PriTmustPamifessh |
FOrsken (Eineg, codonal),
reaponss (PuiTrusoink aotanal

H

PiTousiPomt |
seriaiNumbed (smng) Dewoes sefak-number
entityMams (siring ;. Devices hosmama
i isiing. optonat Trustpoint iensicabion. Automatically ganermbed
platformad (stningi Platiorm idensScason. Eg. ASR1006,
trunsBPrC e M [1nng ) Hame of fusl-probbe (must alneady @158 Deliull S0n-heork-mai-iwin,
eniity Type (sring, oo Anailable op router, swich. Currenily rol used
networkDeviceld (imng opteni) Devics ienabration Curmasty nol uied
certficateAuthoniyld (sinng cpdonal CA idenilicabon Aulomalically populiated
controfsripAddress (3nng. codionalt P sddress davios res i cannect 1o APIC-EM Eg Proxy server IP sddress Astormatically popolated o not sel
witrihibedn o (abisct. aobons

]

Response Content Type: applicationjson
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https://10.78.106.45/swagger#!/pki-broker/pkiTrustPointGetByDeviceSN

"response”: {
"platformId”: “ASRI1@8L1",
"seriallumber”: “SSI161988CX",
"trustProfileName”: “sdn-network-infra-iwan”,
"eptityName”: "HUBZ",
“entityType”: "router®,
"certificatefuthorityId”: "f8bd50848-3704-4e44-94d8-de97bEB29eBd",
"attributeInfo": {},

BT L O h 837 6-9861-44bd-a773- fb5256e5447hjg

"version®: "1.8"

POST/trust-point/{trustPointld} // trustPointld EEMGETF 55 &R E Fl

{“MR7” : { "platformld™:“ASR1001”, “F%|5” : "SSI161908CX", "trustProfileName":"sdn-network-
infra-iwan", "entityName":"HUB2", "entityType":"router", "certificateAuthorityld":"fObd5040-3f04-
4e44-94d8-de97b8829e8d", "attributeInfo":{} , “id” : "c4c7d612-9752-4be5-88e5-e2b6f137ea13"
},"version":"1.0" }

pkiTrustPointPush

pkiTrustPointGet

trust-point!{rustPeintid}/config pkiT rustPointConfigGet
trrust-point{trusiPointd}/downicaded checkPKCS12Downloaded



https://10.78.106.45/swagger#!/pki-broker/pkiTrustPointPush

Parameter Value Descrption Parameter Type Catas Type

trustPointId

rust-point 1D path string

12bB32M‘ﬁ—9061-44bd—a??3-ﬂ5F25595be|

HTTP Status Code Reason

288 The requast was successful. The result is contained in the response body.

281 The POST/PUT request was fulfiled and a new resource has been created. Information about the resource is in the response body
282 The request was accepted for processing, but the processing has not been completed.

284 The request was successful howsverno content was retumed.

286 The GET request included a Range Header, and the server responded with the partial content matching the range.

a8 The client made a request that the server could not understand (for exampie, the request syntax is incomect).

481 The client’s authentication credentials included with the request are missing orinvalid.

483 The sener gni the d Is, but the client is not authorized to perform this request.

484 The client made 8 request for 8 resource that does not exist.

See The server coukd not fulfil the request,

S81 The server has not implementad the functionality required to fuffill the request.

583 The server is ftemporarily) unavailable.

Sea The server did not respond inside time restrictions and timed-out.

4g9 The target isina fiicted state (for le, an edit conflict where & resource is being edited by multiple users). Retrying the request Iater might succead.
4 The client sent a request body in & format that the server does not support {for example. XML to a server that only accepts JSON).

1{
"response”: {
"taskId": ["f10822bd-Bf45-4597-8168-bcc@7fd55898",
"url": “fapi/vl/task/f18e22bd-8f45-4597-816@-bcc@7fd55898"
1
"version”;: "1.8"
}

292




EUBE#sh cry pki cert
ertificate
Status: Available
Certificate Serial Number (hex): 2AD39646370CACCT
Certificate Usage: General Purpose
Issuer:
cn=sdn-network-infra-ca
Subject:
Name: HUBZ2
cn=ASR1001_S5I16190BCX_ sdn-network-infra-iwan
hostname=HUB2
Validity Date:
start date: 10:00:07 UTC Mar 28 2017
end date: 10:00:07 UTC Mar 28 2018
renew date: 10:00:06 UTC Jan 14 2018
Associated Trustpoints: sdn-network-infra-iwan

IcA Certificate
Status: Available
Certificate Serial Number (hex): 5676260082D447A3
Certificate Usage: Signature
Issuer:
cn=sdn-network-infra-ca
Subject:
cn=sdn-network-infra-ca
Validity Date:
start date: 09:20:26 UTC Mar 28 2017
end date: 09:20:26 UTC Mar 27 2022
Associated Trustpoints: sdn-network-infra-iwan

iR |
Br , APIC-EMBIES , BiRERE. SUARERE ?

APIC-EM
APIC-EM

“yy

DELETE/trust-point/serial-number/{serialNumber} - Delete,



https://10.78.106.45/swagger#!/pki-broker/pkiTrustPointDeleteByDeviceSN
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]
Value Descrption Parameter Typs Cata Type
serialNumber 155“51903“ Device serial-number path string
s Codes
HTTP Status Code Reason
288 The request was successful. The result is contained in the response body.
284 The request was successful. howaver no contant was retumead.
286 The GET reguest included a Range Header, and the server responded with the pariial content matching the range.
288 The client mede a request that the server could net understand (for example, the request syntax is incomect).
481 The client's suthentication credentials included with the request are missing or invalid.
483 The sarver recognizes the authentication credantialz, but the ciient is not suthorized to parform this requast.
484 The client made 8 request for a resource that does not exist.
588 The server could not fulfil the request.
581 The server has not implemented the functionality required to fuffill the request.
583 The sarver is itemporanly) unavailable.
S8 The sanver did not respond inside time restrictions and timed-out.
a8g The target resource is in & conflicted state (for example. an edit confiict where s resource &= being edited by multiple users). Retrying the request later might succeed.
415 The client sént a request body in & format that the server does not suppor {for example. XML to & server that only accepts JSON)L
Try out!
{
"response”: {
"taskId": "33abeda8-9bel-48b7-86c2-cf2e581ebbb5”,
"url": "/api/wl/task/33ap8d=8-9bel-48b7-86c2-Ccf2e581ebbb5"
s
"version": “1.8"
1

"Pragma": "no-cache, no-cache",

"Content-Security-Policy™: "style-src ‘self' 'unsafe-inline'; script-src ‘self' 'unsafe-eval' ‘unsafe-inline’
“X-Frame-Options™: "SAMEORIGIN, SAMEORIGIN",

“Date™: “Tue, 28 Mar 2017 18:15:23 GHT",

"Strict-Transport-Security”: "max-age=3153600@; includeSubDomains, max-age=31536@80; includeSubDomains®”,
"Content-Type*: "application/json;charset=UTF-8",

"Access-Control-Allow-0Origin": "hitps://18.78.186.45",

"Cacthe-Control™: "no-cache, no-store, no-cache, no-store",

"Transfer-Encoding”: "chunked”,

"Access-Control-Allow-Credentials": "false"

'nonce-f59e75bb- 2528 -4F8-3954-
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