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apic1# moquery -c 12IngrPktsAg15min

XM T IR

£12IngrPktsAg15minBI FT B XY KL 61,

UTR—MEATRHIERRENRATA, EATRHH  FEBNETEFE IR
, B 23Etn-TENANT1/ap-APP1/epg-EPG1,

A | R FegrepR B RFTEME Mo
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(I2IngrPktsAg15min).

apicl# moquery -c 12IngrPktsAgl5min -f '12.IngrPktsAgl5min.dn*"tn-TENANT1l/ap-APP1l/epg-EPG1"' | egrep 'd
dn : uni/tn-TENANT1/ap-APP1l/epg-EPG1/CD12IngrPktsAgl5min
dropPer : 30 <--- number of drop packet in the current periodic i
dropRate : 0.050000 <--- drop packet rate = dropPer(30) / periodic inter
repIntvEnd : 2017-03-03T15:39:59.181-08:00 <--- periodic interval = repIntvEnd - repIntvStart
repIntvStart : 2017-03-03T15:29:58.016-08:00 = 15:39 - 15:29
= 10 min = 600 sec
®E , MREBHEXRdn , WA LA EMEDT-dRE-REEEN R

T2 - P TENANTY, BABEXHAPP1, epg EPG2HEPGITEREE X &
(12IngrPktsAg15min).

apicl# moquery -d uni/tn-TENANT1/ap-APP1l/epg-EPG2/CD12IngrPktsAgl5min | egrep 'dn|drop[P,R]|rep’



dn : uni/tn-jwl/BD-jwl/CD12IngrPktsAgl5min

dropPer : 30

dropRate : 0.050000

repIntvEnd : 2017-03-03T15:54:58.021-08:00

repIntvStart : 2017-03-03T15:44:58.020-08:00
WEHIT EER

MREDHE  REREFACLRERKRINFEOLNES , RFEIEEEATHNFAITEE
XRE, KB (EBHIIEFME ) iTHESREMAshow interface & R~"EY, REEFEAFLBITHBRE
BIMNEEEZFRR., EEEXEER , BRITUTIR

Ly
B SSHERBI KM R EHETUT B,

ACI-LEAF# vsh_Ic
module-1# show platform internal counters port <X>
*HepXKRRIROS

etherent 1/3189 % H R4

<#froot>
ACI-LEAF#
vsh_|lc

vsh_Tc
module-1#
module-1#

show platforminternal counters port 31

Stats for port 31
(note: forward drops includes sup redirected packets too)

IF LPort Input Qutput
Packets Bytes Packets Bytes
eth-1/31 31 Total 400719 286628225 2302918 463380330
Unicast 306610 269471065 453831 40294786
Multicast 0 0 1849091 423087288
Flood 56783 8427482 0 0
Total Drops 37327 0
Buffer 0 0
Error 0 0
Forward 37327
LB 0
AFD RED 0
————— snip -----
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3t F &R ETF(NIK-C9336PQ) , EE5HMH LA,

FFERILET (NIK-C9504% ) |, MAMAERBEL + , ARTEETFAITEES,
HSSHEZEBEFTHEZTUTHD :

ACI-SPINE# vsh
ACI-SPINE#E R R <X>
module-2# show platform internal counters port <Y>,
*HOXREREEEFTNIRFHERS
Y&RREAS

BAARM2/1 89 % B R~ 51

<tfroot>
ACI-SPINE#

vsh

Cisco iNX-0S Debug Shell

This shell can only be used for internal commands and exists
for legacy reasons. User can use ibash infrastructure as this
will be deprecated.

ACI-SPINE#

ACI-SPINE#

attach nodule 2

Attaching to module 2 ...

To exit type 'exit', to abort type '$.'

Last Togin: Mon Feb 27 18:47:13 UTC 2017 from supOl-ins on pts/1l
No directory, logging in with HOME=/

Bad terminal type: "xterm-256color™. Will assume vtl1l00.
module-2#

module-2#

show platforminternal counters port 1

Stats for port 1
(note: forward drops includes sup redirected packets too)

IF LPort Input Output
Packets Bytes Packets Bytes

eth-2/1 1 Total 85632884 32811563575 126611414 25868913406
Unicast 81449096 32273734109 104024872 23037696345
Multicast 3759719 487617769 22586542 2831217061
Flood 0 0 0 0

Total Drops 0 0
Buf f er 0
0

Error 0
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i E By IRE #EE%E—IJ«XF‘HJLM:IE%EO XBFERBETHTSEZBNABIEN 7
M EIPH IR Z B, BEERRSWRENIPH , HFSSHEZSE TEONKH
L, ZERHFE R EE.

MBBE | BB TG T A EE R WEKIESHIRIP# 1L (sip) |

<#root>

ACI-LEAF# show 1ip arp internal event-history event | grep glean | grep sip | more
[116] TID 11304:arp_handle_inband_glean:3035:

l og_col |l ect _arp_gl ean
;Sip =

192. 168. 21. 150

;dip =

192. 168. 20. 100

;info = Received glean packet is an IP packet

[116] TID 11304:arp_handle_inband_glean:3035: Tog_collect_arp_glean;sip = 192.168.21.150;dip =

ARG, WEKIEEH192.168.21.15041 % , BiNEE R BB HFILHH
BHEH2) KM EFH
MRERTEO LRI RE , TENRERRREINSECURITY_GROUP_DENYEE,

HRN2)

ACIEHAREBHTFEMMMIELN BB I AL, It AETLEHIRFIE A EURP CPURIR
y 1& y bm%?ﬁ{ j(EH/L:\O

ERIMAEARE , MR KEHERNEE O Rport-channelfy — , MEFEZE 3} port-channel{#
ﬂiltl:ﬁ%%ﬂgrepo AN, YIEEO RS HERIR,

mﬁ%lﬁl%ﬁﬁgﬁi 5 lttH/u\—_“’)\’l‘* Iﬁﬁ]E*ﬁo

<tfroot>

ACI-LEAF# show logging ip access-1list internal packet-log deny | grep port-channel2 | more

[ Sun Feb 19 14:16:12 2017 503637 usecs]: CName: jr:sb(VXLAN: 2129921), VlanType: FD_VLAN, Vlan-Id:

SIP: 192.168.21.150, DI P: 192.168.20.3
, SPort: 0, DPort: O,

Src Intf: port-channel 2

Pr

192.

59,



oto: 1

, PktLen: 98

[ Sun Feb 19 14:16:12 2017 502547 usecs]: CName: jr:sb(VXLAN: 2129921), VlanType: FD_VLAN, Vlan-Id:

oto: 1, PktLen: 98

FEAGIR | 192.168.21.1502 R IFICMPE & ( IPHHYLES1 ) %3%%(192.168.20.3, BE ,
NEPGRZEI& B AFICMPHER , AtBEEHEF. WRAFICMP , NI AEFRAD

EPGZEIRMEE,
SKiTEERE
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TEE,
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XNEFWANERS o
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Front Panel Ports (ports towards external devices)

Fabnic Ports (ports between LEAF and SPIME)
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3. RAT WMV SRR IAMIAE , RESMBISIHE R RE R,

4. EHE K F HMonitoring ObjectkV 45 B#r , %E#FLayer 1 Physical Interface Configuration
(11.Physlf),

( ERRRIAREERT , AT BARRE S PR4, )

5. NE M &+ B Monitoring Object N HI 3 8 FriE#¥Layer 1 Physical Interface Configuration
(11.PhyslIfyfStats Type , RfG1%&FIngress Drop Packets
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5 Minute: inhorted Inherited [+ ]

7. REBRREFNHRE.

Thresholds For Collection 5 Minute 4

Config Thresholds

X+
Property Edit Threshaold
Ingress Buffer Drop Packets rale [#]
Ingress Forwarding Drop Packets rals I I
Ingress Error Drop Packets rate

CLOSE I
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Ingrase Farwarding Drdap Packsts rate

CHECK ALL | UNCHECK ALL

Faling Threshoids bo Conlige || Crnea
] Majer
| Mlieae
| Wipring

CHECK ALL UNCHEDK ALL |

Rising Falling
St ettt Peectint et
Critizal ‘Warning
Majes Minas
Minor Major
Warning Critical

[summr | [oawoet |

0. R RMA A TATRIE ONEORKE, FOSICERRER R MENEEEREO
BiE X, RMHEEXHS.

( EABRIAREER , ATABESHIRI, )



Trme
CISCD

SyEhim lenanls el

Wi

Matworkng  Seraons

L4-L7 - —
Adrman  Onarabons

rroniony | Fobrc Poloies | Aooeess Policies

# Il Spne Faboc i

r BB ol Pobcie
¢ Il Global Pok
4 Il Mo

b

BEE

ox

Properties

Pt FAIRSC PORT_ PG

Doscnpion: | (el

Monitoring Pobcy: FABRIC PORT

| Leaf Fabric Port Policy Group - FABRIC_PORT_PG
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B (I1.PhysIf) M EIAVERIE , LAERFIHTAY IR RBE N A T i D BE U R E RO,
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12IngrPktsAgHF I A O EFHIFE TIER
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VILAM or any aggregation of VLAN stats

¢

.
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Bridge Domain

L30UT

.
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N

Monitaring Policy I

e
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o

w
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]

fvBD

[3extOut

|

# It doesn't have to be one Monitoring Policy. It could be one Monitoring Policy for each.
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Edit Stats Threshold

|
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Miarmal Vel s
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Rising Falling
St Fesirl Fogstirl St
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Minor : Major
Warning Critical

A
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BEE
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FR BT
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(L5541 AT ol T ddoesh

Properties

Monitorieg Policy: T_MOM -
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¢ D SGOPHI
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