BERAAVS- ACI 1.2(X)iRA~BIGoTo(L3)E X HHY

AN BIAERRB/GOTORR T BER LT £ E IR R (ASAV)E Bh A 15528 N A E £l Rl
(AVS)X il , tERFNLIRA(EPG) 2 RIMLA-L7TIREE , MERAACI 1.2 B EFInEIRSEEE
EBR.

SERZMH
ER
Cisco BB THUT & :

- EEREHERE H%DE# FRIEEFER
. EBBEPG, MHFE(BD)FEE Liﬂ%ﬁa%ﬂ% (VRF)

LR A
AP ERET U TRENELERAE :
AR -

- UCS C220 - 2.0(6d)

- ESXi/vCenter - 5.5

- ASAv - asa-device-pkg-1.2.4.8
- AVS -5.2.1.8V3.1.10

- APIC - 1.2(1i)

CBHETF — 11.2(1i)
- BETNBIRRE* Zip
IhEE :



- AVS

- ASAv

- EPG, BD. VRF

. Tr[alE | 51 & (ACL)

- L4-L7HRSE

. vCenter
ANHEHPHEEHRETREZRERETNREREN . AXEPEANAMERBERVEXAR
BB BRE, WREFEANREIMG , FRREBELTHRMEGSHEERN,

ol

P & R
MER,
213 214

P is| |us 1/33-44 1/33-44 ys| | e

1 2 1 2

P 25-26 37.48

L [ ESXi(1) | [ ESXi(2) |

P18 - Nexus1 {219

| 216CMC % | 217 0MC
P : |

{251

Management [10.201.35.0)

AVSHItAIR B Bl VMware vCenterid ( VMMER ) 2
X

BABEENE T RSN RER LMD HREURI(DVS)%ZB. BR , BREF—TR
BAVS T B A BB T

. BRIAVSERZA1.2(1) M B RIAVSERA5.2(1)SV3(1.10) X E A ERAVSH RS B LR, B MR



SEREEIENNARBERMREESGIZR ( ZRAPIC ) LHT.

- REXAELBEM(VLAN) HEE RN E DY E R (VMMIEF 25 EH BERIAVSH RS E
H(VM)ZBE, ER , iTEVM ( BEBIEZEVM ) TR AR T BLAN(VXLAN)
VLANH ZERHVMMIER —% 5

CBERE MREARHKR , MAEEAB I, MRRERAU IR | WAAEREH
i, HEAVSRIEREMSTEMNAZKI TNE TAHBE L. MAVSRKENFIEREM/HER
VLANZLVXLAN,

£ ZVM Networking > VMWare > Create vCenter Domain , 21EFf 7 :

Create vCenter Domain i

Specify vCenter domain users and controllers
Virtual Switch Name: AVS

Virtual Switch: | VMware vSphere Distributed Switch  IReE AT
Switching Preference: | No Local Switching Local Switching

Encapsulation: @ VLAN

| VXLAN
Associated Attachable Entity Profile: AEP-AVS - @
VLAN Pool: VianPool-AVS(dynamic) - gl
Security Domains: +
Name Description
vCenter Credentials: x +
Profile Mame Username Description

vCenterCredentials  root

vCenter: X +

Name P Type Stats Collection
vCenterController 10.201.35.9 vCenter Disabled

MREFEANRIKOBERVPC (ELUROEE ) , ZIUFvSwitchRB1Z & 9 £ FAMac Pinning.

e , APICRIRFAVS R HLEL & #EiX B|vCenter , HIEFTR :



File Edit View lwentory Administration Plgeins Help
B B & rome o g ventory b @ hetworing

s Q

What is a vEphere Distributed Switch?

A vSphere Disinbuied Swilch acls as a single virtual swilch
acrnas all associated hosts. This aBows virual machines 1o
maentain consistent network configuration as they migrate
acrnoss hosts

Distributed virtual networking configuration consists of
three parts. The first par takes place at the datacenter
evel where vSphere Distnbaned Swilches are created
and hosts and dstribuled port groups are added 1o
vphere Distribuled Swilches. The second parn lakes
place at the host level. where host poris and networking
senvices ane associated with vSphere Distribuled Switches
| either through individual host networking confguraton of
i using host profiles. The third part akes place al he virual
machine level, where viflual machine NICs are connecled
10 GEtributed podt Groups either throwugh NGAIOUAl virtual
machine MC configuration or by migrating virtual mac hine
nehworking from the wiphene Dstribuled Swilch itsell

Basic Tasks
Learn more about viphere Distributed
I Add a host Suiiches
& Manage this vSphere distributed switch Learn how to set up a network with a

viphere Distributed Switch
& Create a new port group

-
Recent Taiks Hame. Targel o Status conlmera = [7 o x
Hame Target Batus [F T Ikisted by | uCenber Sarver Mequested Sark T~ | Stast Tima Completed Time a
¥ Reconfigun vSphere buted Tl gm AV & Complam roct () shosi AI0LE R0 AM L2018 90020 AM L2018 00 AW
B Reconfiguin vSphace Duitributed Sl gmy AV 8 Compland oot @ t 1AT016 $20i51 AM 014 90481 AM L2018 Bi00:51 AM

018 $:00:50 AM L2018 9:00:50 AM

¥ Add Disinbuted Pok Group - © Compiamed roat D locsbost 142016 $:30:50 AM

EAPICE |, A LUEETIVXLANBSE L i(VTEP) b1t B 2 B 4AAVSHIVTEP#S O4A., TTitEAMA
EEEER ( VLANSVXLAN ) |, #BS 20 Bt it sk

Portgroup - viep i
HuTes wviep
d T yCentatonirole Ercag: wian-J88T
mlm e LT S Satwn Tl e
MALE e k] -] OO0 58 B82S BI0ESS
L Ll ] il i D e BT B30 VB
B
» @ e
[ L

fEvCenter Z3Cisco AVSH &

. E AL EEEMCCOT HivSphere Z & 453 (VIB)
E . EXRpIF |, RIEHESX 5.5, R1E/RESXi 6.0, 5.5, 5.155.000 BB M EE

%1 -ESXi 6.0, 5.5, 5.1H/5.000 T KRG RAEFEDHE


https://software.cisco.com/download/type.html?mdfid=286025832&catid=268438038

iiwrirn L] VEM Bundia Wirdows W inmtulier Limey wlarmir Sareer
1 3 "

ESXED oEl_Ccr-wers- w250-52 131 10.0-4.0 1 v VEMSIC-22151 3250 0-B0- vinass 1ip (D

VELSSO0.201 51 ES0 BB Dk

cEsss e cecoe WHGEZ1ILIDMIZ e D VEMESIC- 207 B ZE0 T -G redmang Tip [y
D = VEMSSS- 3181 NN 3 BE (nire

ESNE oross_cicn-vee wIB-E2 1.0.0 10301, 1 VEMS 15201 BRI T S0~ reiean o (TFre
VMM 9181 RO 855 (O

ESN S0 cross_ccn-vers wIB0-E2 1.0 1052019 VEMS0C-201 BTN 1 80G- reieana o (TFre

VEBERIC-201 5 I 180G [Dnng

EZIPXHHREINVIBX A , BNESXIENMAN N —/ , HERFBEESESX 5.5 —1 X4 |, E
TR -

CiscoAVS_1.10-5.2.1.8V3.1.10

E & v

Name Date Modified Date Created Size Kind
i License_Copyright_Document.pdf
README.txt
M cross_cisco-vem-v250-5.2.1.3.1.10.0-3.1.1.vib
«'.‘,'f_-___c-ross cisco-vem-v250-5.2.1.3.1.10.0-3.2 ‘-wb
B cross_cisco-vem-v250-5.2.13.1.10.0-6.0.1.vib
' VEM510-201512250107-BG-release.zip
"' VEM550-201512250113-BG-release.zip
' VEMB00-201512250119-BG-release.zip

. FVIBX & #IRIESX Datastore — X Al LUEZ CLIZK E#EMvCenterse K
X MRENEFEEVIBIXY |, EEAesxclifithvib removetn HRFELI B

esxcli®# #vib remove -n cross_cisco-vem-v197-5.2.1.3.1.5.0-3.2.1.vib

=K 8 3557 58 Datastore,

. EESXiEN EFEAUT S RZEAVSEH -
esxcli# #vib install -v /vmfs/volumes/datastore1/cross_cisco-vem-v250-5.2.1.3.10.0-3.2.1.vib
—maintenance-mode —no-sig-check

~ # esxucli software vib install -v /vmfs/volumes/datastorel/cross_cisco-vem-v258-5.2.1.3.1.10.0-3.2.1.vib --maintenance-mode --no-sig-check

Installation Result
Message: Operation finished successfully. I
Reboot Required: false i
VIBs Installe isco_bootbank_cisco-vem-v250 .2.1.3.1.18.8-3.2. l
VIBs Remowved: Cisco_bootbank_cisco-vem-v197-esx 2 }
VIBs Skipped:

=~ # vem status

VEM modules are loaded

Switch Name Num Ports Used Ports Configured Ports MTU Uplinks
viwitch@ 5632 ] 128 1560 vmni c
DVS Name Num Ports Used Ports Configured Ports MTU Uplinks |
ovs 5632 18 512 9900 vmnics, vmnicd

VEM Agent (vemdpa) is running

,_#I |

. —BEMAAKRMERVEM)B 3 , &L EVRMFIAVS:
£ EvSphere AR RRBHLRMENFFES |, EBEZIIRH K@Y ELUNICEH O ( FEARHIH
, BN BIvmnic6 ) , MEFFR :



(@ add istri =
Select Hosts and Physical Adapters
Seect hodts and phiyScal Saapiend b &dd b il vSphers detributed Sl

Select Host and Physical Adapters Settings View [ncompabibie Hosts
Mebork Connect Host/Physical adapters In use by switch Settings Usnlink port graun
= 1 @ 1020135218 ViewDetails_
Select physical adapters

D B il wwitchd Wive D&t Al up|ink

Om wmnict - Siev Dietails uplink

Om smnicic . sieve Details uplinie

O vmnicia - Visw Dot ails uplin

Omm w#mnicz = Shew Dietails ik

D B vmaicd = Fimw Ciatails _—

O wmeics ovs Wievs Dot ails up|nk

COmm #mnics ove Shewe Drtails ——

HmE ok s Tiew Dt aily —_—

D- wmnicT -- Wi eve D1t il uplie

D B vmnich -- e Mt aile uplink

D - Liglalla] - Jimve Dt mily ap |k

LI Back Ml > [

CBEHT—5

- #ENetwork Connectivity X iEHEF , B dHNext(T —F)
T EBHME R EER  fE TS
CEEETREED , BETER

AR MBEFEHAZAESXIEN , MArEENHFEZEEEZITAVS/VEM |, LEMNRERIRYEEE
DVS=AVS,

Hitk , AVSEREER , BRI ERIFMHELA-LT ASAVEE .
ASAVHI &g R

. T#Cisco ASAVIE &R EH N HS AAPIC:
SHELA-L7TES>E>SAREE , WEAR



Fabric VM Networking L4-L7 Services Admin Operations

Inventory | Packages

Quick Start

HELP

The Packages menu allows you to import L4-L7 device packages, which are used to define, configure, and monitor a network service
balancer, context switch, S5L termination device, or intrusion prevention system (IPS). Device packages contain descriptions of the h
and network connactivity information for each function. A network service device is deployed in the network by adding it 1o a service ¢

You can use the Import a Device Package wizard to import a device package for a function that you want to manage with APIC. We

configuring a service graph,
Import Device Package oL

Quick Start

Import a Device Package dol Ll BROWSE... ] Device Types

susmIT CLOSE

R —AIEE | BALUEIES ANRESERY BLA-LTIRFRBFREHX , EATR :
L4-L7 Service Device Type - CISCO-ASA-1.2 i

Ganaral Operational Faults Histiory

ACTIONS -

Properties

Vendor: C18CO i fiaifis
cisco

Modal: ASA
Capabiliies: GoThrough,GoTo
Major Visrsion: 1.2
Minar Version: 4.8
Mirimum Required Controliar Version: 1,1
Logging Level: DEBLG =
Package Name: device_scriptpy

Suppariad Prolocols:
Intartace Labale: |

cluster_ctr_lk
aximmal
Tailover_lan
failover_link

intemal

utilzy

HEHRE R/, HHITEFRWLA-L7TEK 2 , FREREREN/LNGE !



EENES ARTHEE  FTREEMTGEIAOOB) , el TBTEEFE TEAUMN AN P ORYE
RAE(ACI) (&M, ETHapiciEHlzR ) BIRE , 2IEASAv, BHERS.

EXFERT , ASAVRIOOBE PR vSwitch# 1TEE ., XN FHRVASASH E iR FZ 18R M/ RS 25
, TOOBE B ik MiEFOOBATMAH MK , BT R

Connect Out-Of-Band Management network
for service appliances and other servers,
which need to communicate with APIC.

=

Use Virtual switch (Standard ySwitch or vDS)
connecting to non-ACI network.

Service Appliances

* -
- ® -0=
’ ~ Sarvar
. ) vGanter mk, ASAY, vk,
\/ A A

Management
network

CisCo

ASAv OOBERin N EEEHFEMAESXi LITH#RIR O BT OOBSAPICERE, MEVNICHE DAY
, BB 212848 SASAV EfIManagement0/0#Z O Ll , EAHBEFEZEOMNNREEES2E 3

o

R2E RMEEBLSSIDFASAVEE O IDR A

®2

Network Adapter ID ASAv Interface ID
Metwork Adapter 1 Management0/0
Network Adapter 2 GigabitEthemet0/0
Network Adapter 3 GigabitEthemet0/1
Network Adapter 4 GigabitEthemet0/2
Network Adapter 5 GigabitEthemet0/3
Network Adapter 6 GigabitEthemeat0/4
Network Adapter 7 GigabitEthemetd/s
Network Adapter 8 GigabitEthemet)/6
Network Adapter 9 GigabitEthemetd/7
Metwork Adapter 10 GigabitEthemet(/8

. @I File>Deploy OVF(Open Virtualization Format)Template # # [6] S-S5 BASAv VM
. INBEPIM I ESX ServerdHasav-vifl FvCenter , FikiFasav-esxi. FEAFIHF , FHvCenter,



v [0l asav952

asav-esxi.mf
asav-vi.mf
day0.iso
asav-esxi.ovf
asav-vi.ovf
boot.vmdk
disk0.vmdk

I (N

BERERS , BEEERNEKY. ERSHPE , EUNBESMNED , EHNE, BE,
IPHzsit, BHAKIEERXN M ESASAVIEX N EMFERE . T1IEXNASAVEROOBERE |, EAHIH
, BEEEFEAVMMSE (FRAERERYL ) B4R E 8 O Management0/0 , T3 O GigabitEthernetO-
8EMINM LK,
(2 Deploy OVF Template oS

Source
I Select e source ecaton, l

Shar e
-I:-: -:r'?:'j.r i Deploy from a fle or LRL
[7: Doauments G \ACTUMAGE san 95 \san .ol ] erowse... |

Enter 5 UL o dowrinsd and instal the O6F pacage from the Interret, or
mpecfy a locaton acoesable from your computer, such a8 a local haed drive, 8
network share, o & CO/OND drive.




Mag the networis used 0 the OV template b networks o reentory

m
W Mt

Gegabalithemam-d W Matwdd

Gogabutithernad- W Metwdd

Gagabitithermed) WM Metwod

gt ithemil:) P AL UMBEER | AR M- b g
e o N oA LMEF-E5: el \+4-smres
Gagabifrhpmgdf W Mgtwo
(st e P o i, kel By
Deesarpiuon:

Garetr ol Purpose Netaark Interface

Warrrg: Multple tource nefeorks e mapped B T oot neteoric WM Metwork




Deployment Type

Type ol deployment

Sect B fype of ke Foat to ratall Ve A trpe depioement 8 selected, S wddboral HAL
Propertes below thoukd aiis be fled n.

[sendaiore =l

M“Hl‘.“lwuﬂlﬂﬂﬂu“i“ﬂlﬂ-“
char sy only ietier, dota, o & hyphen,

A A

Firewall Propertes
Tirrerall Hode
Lt Tt Frpwal Mods

fonses =

Manasgrment Interiace Settings
Hanagrmurnl bnierlsor D P mssde

Craage wia T B Lt DHCP oy Maracisenl Pt (sos confour ston.
r

Hamsgemrnl [F Kddres

Erter S Maragesert Bl bddres, For bl -fype deployserits, Ba roper ty sorotes Sw
Marwgerearst Iy-4 aciness of T ASen HA Pogl

| .20 .8 .0
Hanasgemenl [F usbart Mauk




Ready to Complete

Aoy ueir Fwr 0pBors. you want o use

Lolige Lomne Syecter Doyt etorgs:

Wk you chek Fresh, St deploveent baok will be pterind

Sire padigin

LG

Bt i

&Ll

HE- S TR

DRI

Lt

Thick Prowigiss Lagy Domed

T D" e R e
"Gl abe Tt Rarmat -0 ED "M Mo
GagabatEhpragtt- 1" b M Mabwok™
agab it et t-I" 1o "M Maptwok™
Gttt hrrati- 1 to Podi-kl UMBEER LA S-AIP- v gharbrariii =
gt hrrgf-d . Troi-AL UMBETR [Tt prol AP - b
“Eegabithpragtio LT Eo M Mptagh™
“Gegabarftiprneti-4" to "V Metwod”
“Gagubuliharmpti- T to VM Metnos
g bRt T Ed "M Mot
Foagd P

LR S = T2 plre

LS TP S R R R e
Fiiiads = rooied

Qeall = Fulga

Mgt Pt = L0291 08220

Epmagpmpent T sy Bl = 000
m n-iu:u-

i . ol Sl e

iﬁﬁFlmsh

FE1FASAVEREB TR

- FTFFASAv VMER A BT 125 & B F AR IR E B



interface ManagementB-H
Management-only

namMeif management

security-level @

ip address 18.281.35.223 255.255.255.8

ftp Hode ive
pager lin 3
1tu management 1568
1w failover
icMp unreachable rate-limit 1 burst-size 1
10 asdm history enable
arp timeout 14488
w0 arp permit-nonconnected
‘oute managedent B.8.8.8 8.8.8.8 18.281.35.1 1
xlate 3:88:88
pat-xlate B:88:38
conn 1:88:88 half-closed B8:18:88 udp B:82:88 sctp B:82:88 icvp B:88:82
sunrpc B:18:88 h323 B:85:88 1:88:88 mgcp B:85:88 mgcp-pat B:B5:88
gip B:: Al =ip_media B:82:88 p—invite B:83:88 sip-disconnect B:82:848
iMmeout sip-provisional-media B:82:88 wauth 8:85:88 absolute
tcp-p reassembly B:81:88
tiMmeout floating-conn B:88:88
(--— More --->_

- ERFR , REEERESHIATIASAVE X, EEEERAFENEE, LAFSNREH
APICH TEFMEEASA. ASARIBEERESIOOBM L |, 7 H NEEEIIXAPIC,
username admin password <device_password> encrypted privilege 15

H AU 1gJ# username adMin passSHOrcd sc 3 privi

SAv-W-AVS (config)# wr MeH
Building configuration...
.ryptochecksum: d491b988 86fa522f 6f937baf bSbifb318

7977 bytes copied in B.258 secs
[OR1
NSAv-W-AVUS (config)# ping 168.2081.35.211
ype escape sequence to abort.
ending 5, 188-byte ICHMP Echos to 18.281.35.211, timeout is 2 seconds:

success rate is 188 percent (5/5), round-trip min/avg/max = 172718 ms
ASAVv—-W-AUS (config)# _

sk, E2REEERN TS AhttplRSES
HTTPIRS &3 H
http 0.0.0.0 0.0.0.0& &

APICHASAVEEEIL4-LT:

- BFACIGUI , REREHERSENES . RITSMERRIDILL-L7TRS , ARETL4-LTR
% K RERGURL4-L7TRZBUITAES

- X TFUSERE  RNANATRE :
— RERN



— BN IEIRSS

— ERIRE

— B RN REEIIAVSE

-ASAVE! &

— BB (GoTo)

— BBt ( IS 2 85 B LA Mgmt0/032 O #9 11t PTHL )

- AR T |, MHTTPSA{EAPICEA & T £ ML SASAVE(S

reate L4-L 7 Devices i]X
STEP 1 > General 1. General

Please select device package and enter connectivity information.

General Device 1

Managed: /] Management IP Address: 10,201.35.3 Management Port: hitps

Name: ASAv-AVS-Routed
VM: vCenterController/ASAv-in-AVS  ~ (3
Service Type: Flrewall

Device Interfaces: x4
Device Type: | PHYSICAL WVIRTUAL Nama VNIC Paith (Onily For Route Paaring)
VMM Domain:  AVS - @ GigabitEthemetl'D MNetwork adapter 2 Modea-102MAC_Pinning
. GigatstEthemaet0r Netwiork adapter Node-102MAC_Pinning
Mode: g Single Node HA Clustar 3 !
Device Package: CISCO-ASA-1.2 b @
Model: ASAw -
Function Type: | GoTheough m Y
Cluster
Managemaent IP Address: 10,201.35.3 Management Port: htps
Cluster Interfaces: * }
Typa Nama Concrate Imorfaces
provider Serverint Davice 1 AGigabitEthamaid
Connectivity a— — -

. nF'clgnlo Dovica @ Out-Of-Band
t petivity:
anagerman nsclivity in-Band

Credentials

Usarmame: admin

- EHEEREOMEREORNTFRIIBEEREE
NFE—HyD , FRL—THETRHR2 , FREEERF[IDEEFEANASAVIZEOIDIEEBITE, KR
RisEA#HpAEEONAINYERE ORI O BERVPC, EXMIERT , ASALTESXEHL
P, HPEAFEER TR MNMEOBRERN. EYERED , BHAEFW)HNAIBFMATRTREH
WEI®A,

NFEZED , MMARAENERHZED , MAHN (BMERERERHA)  XRERANRIERE
mifE0 (RFE LM TEO ). LIFED (BHEO , A3, AZ, WEPEF ) 5CIF ( E4EO
Yo LA-L7EMERMNERRZEFEEFTERE K IMHMKMANZERR. EBEIRZEGEHEEN
X LB EEOMRS R EAER ENEAED,

EARBIR | FEHALTRE

Gi0/0 = vmnic2 =lRS 25#Z O /IR H5/fRS 85> EPG1

Gi0/1 = vmnic3 =& /7 i O/ 3 & /% P i> EPG2



L4-L7 Devices - ASAv-AVS-Routed

|£| ACTICNS «
General _ Davice 1
Wariaged: | Management P Address: 10.301.35 223 Mansgement Ppf -
e wieninr Nama: vCantarCormeoie VM s
Davicn Pachags: CISCO-ASA-1.2 — §
Servon Trpe: Firewall - A
Drvica Typ: VIRTUAL T RS Iath o frcate Poating]
WM Domain: AVS -
[ Mgtk BIREME 3 Picetes. 12AA Py
Cortun Awire Singe
Mtk ndapier 4 Meoxde- 102MAL Pianing
Furction Tps: | GoTheough RS0
Clusior Mode: Single Node
" Cluster
CfEdBntlﬂLli : Maragesant P Address: 10,301 38 333 Managameni Pors: £43 *
Clusier imlerfaces
Passwed: - ¥
Confrm Passvwtrt; s Ciosdrmin letaioy

Conliguration State

Tyes & W
C Al NS Pouied Dasace 1
B . FRganE Tanetll' |
AR AN Mouted Devics ! ]

X X THEYR/HALE | GigabitEthernet 0/8 Bl EL B N M FE I #iE O,

RERSNNRE" , BRI AERITFERE R E B X4 RS EER
BB S5 B Je

B, AASAVBIZIREEE X , BHEL A , BFEEZXHR T 0IZEINEE
BLA-L7TRRSThEEERIE XXM , BT ¢

BXHA , REE

Create L4-L7 Services Function Profile Group

Specify the information about the Function Profile Group

Hama: FuriProfGroug
Descriplion:

| SUBMIT | CANCEL |




La-LT Services Function Prodile Group - FunProGroup i

g |

= O]

L Properties
v Il S R, FunPraliemmg
» T -l 2 Tt
I Pk Sorvce §unchan Proties
o I L4 '

[ 4 Te P = e Aka'n’ ] Pl Ty [ ripcen
» A
a Il F 1 /
2 Furwiimag

b I AT Devioe Dvinin

- W Cremse a7 Serces Farchon o

v B s

v i ! H r=

- .

- \TH X & ik EWebPolicyForRoutedMode Bt B X #F , AEHEE B & EHEO, Mt
Frig , XLESWETEN , TUBEERAE R, XESRUEDEN/LNTRHERRIT , B4
BRTRSENTEAEIBENEE.,

FEARLIH |, AP XE (GoTolX ) EREMEOEHEH —MIPH, FEASAERBEERFED
ZERFH (ABEOZEURE , AFZEOZTLMERS ), BEATUREEEEREONER. &
R A BRIAMES

- BFEOSELRE , FServerlnt mNIPiut FZ 2R F] , Pt IXXXXY.Y.y.yBR
XXXXlyy , BRMT, XClientintiEOEEZTE,

Create Function Profile

MName: FunProf-ASA

Description:

Copy Existing Profile Parameters: [
Profile: CISCO-ASA-1.2/WebPolicyForRoutedMode > P
Features and Paramaters

In ordes 1o auto apply new values to the parameters of existing graph instance when users modity funclion profiles, the name of top fokder must be ended with -Default,

Features: Basic Paramsisrs m

Folder/Param Nama Vaue Mandatory Locked Sharad
nterfaces B 4 ' Device Config Davica
O Bridge Group Interface
=] 4 'F Interface Related Configuration  externallf talse falsa
=] b ) Access Group ExtAccassGroup talse
O b L)V IPv8 Enlorce EUI-84
=] 4 ' Inmerface Specific Configur... externalliClg false
O ¥ 1Pwd Address Configura. ..

O 7] IPv4 Address iovd_nddress 192.168.10.1/24

O 2] IPva Standby Addrss
| UPDATE I | CANCEL
O » 1PV Addross Configura...

n b Pyl Link Local Addrass, ,,

AN TThd CANCEL I

X BEALMERERINF RS REBHVNBRECECHELRER, BRIABRT , REEXER
FEEHTTPHMHTTPSHIN, EARLZI F , SSHMICMPRERINE A 89 5B 5 8 51l &K,



Create Function Profile
Name: FunProf-ASA
Description:

Copy Existing Profile Parameters: [
Profile: CISCO-ASA-1.2/WebPolicyForRoutedMode - @

Faalunes and Paramelirs

In order to auto apply new values o the parameters of existing graph instance when users modify function profiles, the name of top folder must be ended with -Detault.

Features: Basic Parameters.
Folder/Param
=] 4 'V Destination Service destination_sedvice
Accesslista o = High Port
=] = Low Port law_port 2 false
=] = Oporator operator o falsy
a » I ICMP
a » ) Logging
(] ¥ [ Protocol
(] b () Source Address
o b ) Source Service
= =] Aation action permit false
=] =1 Order arder 30 false
CIImAAT II ~AMSE
- R J5 % EHSubmit
-, SIERRS BER
Tenant Podé-ALUMERER B

L4-L7 Service |

B CQuick Stant
4 2 Tenant Pod6-ALUMBRER
» Il Application Profiles E"I

# Il Metworking
I Li-L7 Service Parametars

= Name

* Il Security Policies

» Il Troubleshoot Policies
* Il Monioring Policies
Bl L4-L7 Services

-uummm

¢+ Il Router configurations

s

Croate L4-L7 Service Graph Template
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Graph Name: Graph1-alumbrer

Graph Type: @ Create A New One () Clone An Existing One
Consumer Provider
ASAv-AVS-...
ASAv

Please drag a device from devices table and drop it here to create a service node.
ASAv-AVS-Routed Information
Firewall: @ Routed Transparent

Profile: Pod6-ALUMBRER/FunProfGroup/FunPro: « @

susMIT || CANCEL

- REEREEBFERE. BRCENTEAR , RELHNATREEPCSE.
- BENAER , FARE G TIEENALL-LTRS BER

Tenant PodS-ALUMBRER ) .
- 68 L4-L7 Service Graph Template - Graph1-alumbrer i
Quick Star

4 & Torant Pocs-ALUMBRER l .
» I Applcation ProSios
b I Metworking

I L4.L7 Service Paamaters

Consumer Provider
» B Security Palcies = (3
» I Troutleshoot Pokicias ASAY-AVS-...

I Monitoring Policies

I La-L7 Services

k

ASAY

4 Il L4L7 Senvice Graph Templates

M " Graphi-alumbrer sistiad kormllon

b 1L Funclion Node - Asa, W Apely LALT Service Gragh Tamplate b Mowted

+ M Router configurations [#]  Edit L&-L7 Barvice Gragh Template ¥ FunPro-ASA
4 I Funiction Protie E3 Deinin

4 ) FunProfGoup E3  Removs Rsiated Otjocts Of Graph Tomplate

.
FunPro-ASA
. unPro-ASA (=
4 W L4L7 Devices
; Foat ...

b 15l ASAv-AVE-Routed

b 1 asavovs

I imporind Devices
» Il Devices Selection Policies

I Deployed Graph Instances

I Deploynd Davic

1] inband Managament Configuration 1o La-L7 devs

it 10.201.35.21 10 SHOW USAGE ] SUBMIT l RESET I
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STEP 1 > Contract 1. Contract

Config A Contract Between EPGs
EPGs Information
Consumer EPG [ External Network: PodG-ALUMBRER/AVS-AEP-VMM - @ Provider EPG / External Network: PodB-ALUMBRER/AVS-AEP-VMM - @ Y
Podi-ALUMBRER/AVS-AEP-VMM-
alumbreriepg-AVS-EPG1

Cantract information
Confract: & Create A New Contract Choose An Existing Confract Subject Pod6-ALUMBRER/IntemalAEP-
VMM-alumbrerepg-EPG-Intemal-

Contract Name: EPG2-to-EPGI alurmibrer

) Podi-ALUMBRER/\AF 1 -alumbrer
Mo Filt low AN Traffic):
ier (Al ¥ B ™

Podi-ALUMBRERNVRF2/AnYEPG
Pod-ALUMBRER/ALIOuI-MNIK2/LINat

NEXT | CANCEL |

- BIFSNEPGHIBDEER., EXMERT , EPG12IntBD DB LR , EPG22BD ExtBD E
M BE, EPGIRREEEIN K0 Serverint , EPG2HEIEBIE O Clientint. PS5 K 1%
QRN S EPGIIDG , FILTH B AWK B A,

BET—5

Graph Template: Pod&-ALUMBRER/Graph1-Temp-alumbrer - @
Consumer Provider
¢l o= v
ASAV-AVS-...
AVS-EPG2 AVS-EPG1
ASAv

ASAv-AYS-Routed Information
Firewall: routed
Profile: FunPro-ASA
Consumar Connecior

Type: @ General Route Peering
BD: Pod6-ALUMBRER/ExtBD-alumbrer v @
Cluster Interface: Clientint -~ i

Provider Connecior

Type: @ General Route Peering
BD: Pod6-ALUMBRER/IMBD-alumbrer -
Cluster Interface: Serverint -«

‘ PREVIOUS I| NEXT ” CANCEL |

EBESHHS , RFEMASY  ARIREEEEENEENLCETRIT. ENRAMTH
wEs , TLUEERERISIR EMIRFEX. XM ZH T EEshow ip access-list XA & BIHY 4TI



FFo

STEP 3 = ASAv-AVS-Routed Parameters 1. Gontract 2. Geaph 3. ASAV-AVE-Rouled Paramelans.

conlig paramalans for the salachsd devica

e e FunPro-asa (3

=+ =] b Appess Gonfrol Endny e
(m| b 0 Aooess Control Eniry G
=] A B Costesl Brtry Cist

. [m] b Denivurben Addvass
=] ¥ | Deatination Bervios S el
[} L~ -
O b L Logging
=] ¢ ¥ pagioont orndonnl
O b Boune Addeess.
[m} b Source Service
2] E Assen ] prarrit
O | Ovdes ordes E} -
[=] k| Aooess Conarol Erary r
J = bl Aness, Doonml Foeny 1 — I o J{HHSE‘L ]

FE D irciciond [t St femcdiind 10 B updated ind AEEN Fohoilen paiirmetecd sl b fumiried 1o T peoviced B

|PH‘-II1}JBI FirsiH I ChlCEL I

SRR T SRIEM BT E XV RE B B XM 0 ECHY PSRt , IIRFE |, AL REREEH R,
REMBSHE , BTRR , MEMR :

STEP 3 = ASAv-AVS-Routed Parameters 1. Contract 2. Graph 3. ASAv-AVS-Routed Parameters

config parameters for the selected device

Profile Name: FunProf-ASA (]

FoldariParam Nama Valus Write Diamain

B 4 ' Device Conlig Device
=] ¥ [ Accass List BECHEEIEE - nbound

0 v [ Bridge Group Interface
B 4 '3 inwriace Rolated Configuration axtamaltf

Al B 4 ' Access Group ExtAcoessGroup

2 D s =
O = Outbound Accoss List
O » )l 1Pvé Enforcs ELIHE4
B 4 ‘¥ Intertace Specific Configuration wtemalltCly
= 4 ' IPv4 Address Configuration P Adrass
=] ]| IPvd Addross ipvd_address
O T iPvd Standby Address

m] ) IPvE Address Configuration
O » 1 1Py Link Local Address Configuration

L S L IR Pl sine fichnsctismmanie.

RED indicatorns: paramelers. needed 10 be updated and GREEN indicales paramalens will be summitied 1o tha provider EPG.

- MR—YIER , NETRFHN BB REFNELEH),



4 BB LaLY Services
* BB L4 07 Berves Oeaph Tempiaies
v D e conigu stone
v @B 1 orcnon roties
¢ BB LaL7 Devess

B ronte Deveons

» BB Devees Sewcton Pokces
s @B Deproyed Graph nstarces

P T EPGR0-EPG-Graph | -alumbier. AL UM
4 M Deproyed Devces

BriE

HRESEERERIN—HEEER  EAERNTEERUR T HRERAFXR, £F
HIEE BRI TRIE.

snant PodE-ALUMBRER

8 Gk St Function Connector - consumer i
4 & Tanan! Poté-ALUMBRER Faults  History
¢ I Appication Profiles
~pamd (S1R3 scnomm-
I Li-L7 Service Parameters Properties
» I Security Polcies Name: consumer
» I Troubleshoot Pokcles Atipchment Notihcation: ipise
¥ I Monnoring Polcies Filtern: alact an optian
4 I LALT Sorvices Meta Connectar. Finwasd/imsmal - @
4 I L4-L7 Senice Gragh Templates
4 " Graphl-akimbner

4 T Function Node - ASAy

m

ERX AN ENMNEOSIE - RBEAVSEHAS M encap-vian, BIFREXEWE,



ALL TENANTS | Acd Tonant | Search: [EEERISEIRSIN | common | Podi-ALUMBRER | Podé-ALUMBRERZ | infm | mgmt
. y AT AL AL — .

Tenant Podt-ALUMBRER 5 Ry,
—p iL
4 X Tanar
O #
- =]
[ Properties
- s Davices: ASAv-AYS-Routed
- Virtuial Davics 10: 26981
VAF: nans
- A
ACHod Transactan i 10000
< Current Transaction i0: 10000
- d Clustor Intariacas i "
Logice) Interfe: Encap
-
- ABAy-AS- Routed_Chord it w2
[ §F! ABAy-AVE Fouted Sarvering an-Q4
.
LI
4
4 m

N /1F S N

SAv—KW-AUSH
nterface

i& B LABE E #E X EIASAVAYE B
show interface ip brief
IP-Address

Method

192. 168. 18.
17

» Manual
Manual
» unset
iigabitEthernetd-3 unset
iigabitEthernetB 4
iigabitEthernetB”
higabitEthernetd
iigabitEthernet8
iigabitEthernet@-/0
anagementd-ga
ISAv-W-AVUSH show
s-list
list
list
list

unset
'S CONFIG
ACCeSst
inbound
inbound
inbound
inbound

rumn

s—list
list
list
list

extended
extended

xtended
extended

permit
permit
permit
permit

tcp any any eq
tcp any any eq
tcp any any eq
icHMp any any

Status

up

up

administratively
administratively
adMinistratively
administratively
administrati ’
administratively
administratively
up

RTRTH]
https
ssh

dowmn
down
down
down
down
down
dowmn

- HEPGT O E#HER. NAER , MIREFEBRBRIIRLNHEARNET , WSATNRHE
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Hardware | Options | Resources | Profiles | vservices |

1 | Pe—Lietwork adapter3

 Pod6-ALUMBRER|ASAV.—
Pod6-ALUMBRER|A

Network adapter4
Network adapter5
Network adapter 6
Network adapter 7
Network adapter 8
Network adapter9
Network adapter 10

VM Network
VM Network
VM Network
VM Network
VM Network
VM Network
VM Network

[ Show Al Devices add.. | Remove |

Hardware Summary |
] MR Memory 2048 MB

i cpPus 1

Video card Video card
g & WVMCI device Restrictad

e SCSI controller 0 LSI Logic Parallel

@5 cD/DVD drive 1 [datastore4] ASAv-in-A...

@ cD/ovD drive 2 [datastore4] ASAv-in-A...
1| = Harddisk1 Virtual Disk

&3 Hard disk2 Virtual Disk

B8 Network adapter1 VM Network

E.-"ﬁ_et_wurkadapteﬂ

Device Status
¥ Connected
¥ Connect at power on

Adapter Type

Current adapter: E1000

Addreee

[00:50:56:89:CA:89

common |defaultjweb (DVS)

| Acknowli

e |

EAM P

EPGTo

I Quick Stan
4 2k Tenant Podg-ALUMBRER
4 B appication Profiles
4 & AVS-AEP-VMM-alumbrer
4 I Application EPGs
4 ®) EPG AVS-EPGY
I Domains (Wis and Bare-Me
I Static Bindings (Paths)
I Sumiic Bindings (Leaves)
I Contracts
M Static EndPoint
M Subnats

EMBRIFESRER , BRLBRIAREBIERSREZLASAY , @
I SR i 18 B9 H0 U B9 B R T B

] B 55 28 K )

KiL2NEPGEMESRIEE
I8 Eﬁﬂ%ﬁaﬁh‘ﬁafﬁﬂaﬁo UBH A BEE2NEPG 2 [H1R & B AT R AT

, X2ANEPGI TAREMEMFRNVRFF , Biteflz

XEERARSEEAEM
{t—=. EPGHIBD Tz it EHIDGINTE A] LA E & E —REMI KR /\ﬁL4 L7#HEN S RIMNREBE

E ACTIONS =
Provided / 3
& Tanant Name Contract Namis Contract Type Consumed QoS Class State Latal Subjoct Labal
3 Contract Type: Contract
Pod8-ALUMBRA... EPG240-EPGi Caniract Provided Unspecilied formed

4show access-listRl & RE X T Fif



ASAV-W-AUS#

ASAv-H-AUSH# show access-list

access—1ist cached ACL log flows: total B, denied B (deny-flow-mMax 4896)
alert-interval 388

hccess—1list access-list-inbound; 4 elements; name hash: BxchS5hdbc?

access—list access-list-inbound line 1 extended permit tcp any any eq WwHH (hitcn

=A) Bxc873a747

hccess—1ist access-list-inbound line 2 extended permit tcp any any eq https (hit

nt=A) Bx48bedbdd

access—list access-list-inbound line 3 extended permit tcp any any eq ssh (hitcn

t=4) BxbH32fd57a

wccess—list access-list-inbound line extended permit icmp any any (hitcnt=4) A

xedh5a75d

ASAv-H-AUSHE _

EAM £, MR RN AR S 25 R AL AR ASAVER O % 3] K i

leaf2# show endpoint

Legend:

0 - peer-gttached H - vtep a - lecally-aged 5 - static

V - vpc-gttached p - peer-aged L - local

5 - static-arp

L femmsmmmsssmn=s fm=mmmmssmssmssn=s jo=mmmmssmmae== fmmmmmmmmmsn== *
MAC Address MAC Info/ Interface

Pod6-ALUMBRER ; VRF1-alumbrer
14/Podo-ALUMERER : VRF1-alumbrer vxlan-14778359 5897 . bdad . fabc
38 wiah-98 2858 . 5689 . FdaE
Pod6-ALUMBRER : VRF1-alumbrer vlan-98 192.168.10.10
e vian-94 Bd50 . 5689 . codg
Podo-ALUMBRER ;: VRF1-alumbrer vian-94 192.168.18.1
192.168.2.11
Vian-97 2858 . 5689 . 3fca
Pod6-ALUMBRER ; VRF2 wlan=-97 172.16.1.18
26 vlan-93 2858 . 5689, eFdd
Podb-ALUMBRER : VRF2 vian-93 B [ I |
overlay-1 18.8.184 .93 ¢
overlay-1 19.9.96.67 L
13 vxlan-16777209 0950.5677.18a5 H unspecified
overlay-1 vxlan-16777289 18.8.32.92 H
13 vlan-16777289 89959, 5660 . ddab H unspecified
overlay-1 vxlan-16777289 18.8.32.64 H

ethl/13
ethl/7

po4

ethl/7

po4

rFrrEAB e T4

SIEEIIVEMBI RN RSO

ESX-1

~ # vemond show port vlan
LTL VSM Port Admin Link State Couse PC-LTL 5GID Type Vem Port
22 Ethl/S ur  uP FWD 1848 4 vmnicd
23 Ethl/ 6 UF UP FWD 1248 3 vmnics
>0 UPr UP FWD L 4 vmil
51 FWD 4 ASAv-in-AVS, ethl
4 ASAv-in-AV5. ethZ

a
52 1 FWD L]
1848 U  LUP FWD L




-~ # wemcmd show port vlan
LTL V5d Port Admin Link Couse PC-LTL 5GID ORG swvcpath Type Vem Port
24 Ethl/7 UuP UP 140 4] @ vmnico
59 upP up 8 ; wvmkl
51 Clientl-AVS.ethd

8 :
5é ue e 0 ; ; Serverl-AvS.ethe
149 U uP B

.._#l
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"
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=
# I
B
A
im
- =3
- =0
: | _i_
i i T; E "r-l_ |l\-I
£ Ipry— ! |
'\:.'.-'\-Flf.-,_-/' apphad Unapasited L
- silianer S
im
im
|
]
4
im
+ I
|
0
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default enabled

defoult enabled
14
14
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clscofcisco-UbuntuClient:~5% 1TconTig
eth1 Link encap:Ethernet HWaddr 00:50:56:89:3f:ca
inet addr:172.16.1.10 Bcast:172.16.1.255 Mask:255.255.255.0
inet6 addr: fe80::250:56ff:feB89:3fca/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:346596 errors:0 dropped:97 overruns:0 frame:0
TX packets:533034 errors:0 dropped:® overruns:® carrier:0
collisions:® txqueuelen:1000
RX bytes:33670388 (33.6 MB) TX bytes:42734068 (42.7 MB)

Link encap:Local Loopback

inet addr:127.6.6.1 Mask:255.6.0.0

ineté addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:170350 errors:0 dropped:® overruns:0 frame:0
TX packets:170350 errors:® dropped:0 overruns:® carrier:0
collisions:® txqueuelen:®

RX bytes:18739044 (18.7 MB) TX bytes:18739044 (18.7 MB)

cisco@cisco-UbuntuClient:~S ssh 192.168.10.10
cisco@192.168.10.10's password:
Welcome to Ubuntu 14.04 LTS (GNU/Linux 3.13.0-24-generic x86_64)

* Documentation: https://help.ubuntu.com/f

4Last login: Mon Feb 1 18:14:11 2016 from 172.16.1.10
cisco@cisco-UbuntuClient:~$ 5.




Leaf 101

D

&

Server

192.168.10.10/24

EPG1/VRF1
PC Tag 5476

R HERR

A EVTEPH# 1t

AVS
&

&

Client

172.16.1.10/24

EPG2/VRF2
PCTag 17

WIF R BEAEPT#ZE T Infrastructure Vlan:

E1/7,

Leaf 102

Clientint \ Servel
@ Esx}O

rint




] . ciic Acoess Entity Profiie - AEP-AVS

M Quick Start

M Switch Policies

MR Module Pol

IR interface Policies

4 I Giobal Poli Properties

4 W Attachable Access Entity Profiles Name: AEP-AVS
E aep-avs Description:
[El Aep_ovs i

l Enable Infrastructure VLAN: [/ I
[El Laoutnaicaer Domains (VMM, Physical or External)
l | defaul Associated to Interfaces:

[ Laou-NaKz-aumbrer

Il QOS Class Policies - Name

Il DHCP Rel ay Policies AVS (Vmm-VMware)

‘_ L MCP Instance Policy default
=4 EP Loop Protection Policy

Z. Error Disabled Recovery Policy
‘_ L Rogue EP Control Policy

M Monitoring Policies

BB Troubleshoot Policies VSwitch Policies
M Pools Port Channel Policy: select a value
I Physical and External Domains LLDP Policy: select a value

CDP Policy: CDP_ON
STP Policy: select a value

Firewall Palicy: select a value

FXFFHI R

WIFVEMMRAREIEH , HXIFEHMWESXi VMWareR 5,

~ # vemversion

Runni ng esx version -1746974 x86_64
VEM Version: 5.2.1.3.1.10.0-3.2.1
OpFl ex SDK Version: 1.2(1i)

System Versi on: VMvare ESXi 5.5.0 Rel easebuil d-1746974

ESX Version Update Level: O

VEMA X BRIEREERFE T T

- Check VEM st at us
vem st at us

- Try reloading or restating the VEM at the host:

vem r el oad
vemrestart

- Check if there’'s connectivity towards the Fabric.
(infra:default) with 10.0.0.30 (shared address,

~ # vnkping -1 vnkl 10.0.0. 30
PING 10.0.0.30 (10.0.0.30): 56 data bytes

--- 10.0.0.30 ping statistics ---

3 packets transmitted, O packets received, 100% packet

If ping fails, check:

- Check OpFlex status - The DPA (Dat aPat hAgent) handl es all
is connecting to) using OpFlex (opflex

APIC (talks to the imedi ate Leaf switch that
client/agent).

Al'l EPG comunication will go thru this opflex connection.
(Di scovering) Channel0: O (Discovering), Channell: 0 (D scovering) Dvs nane:
VMnar e/ ctrlr-[AVS] -vCent er Control | er/ swdvs-129 Renote |IP: 10.0.0.30 Port:
FTEP 1 P: 10.0.0.32 Switching Mde: unknown Encap Type:
check the status of the vimics at the host |evel:

~ i@
]
> &
L2
L)

You can try pinging 10.0.0.30 which is
for both Leafs)

the control

State

formed

~ # vencnd show opfl ex Status:
conp/ prov-
8000 Infra vl an:
unknown NS G PG 0.0.0.0 you can al so

~ # esxcfg-vnknic -1 Interface Port

ACTIONS -

traffic between AVS and

3967

G oup/DVPort I P Family I P Address Netmask Broadcast MAC Address MIU TSO MSS Enabl ed Type vnkO



Managenment Network | Pv4 10.201.35.219 255. 255. 255. 0 10. 201. 35. 255 e4: aa: 5d: ad: 06: 3e 1500 65535
true STATIC vikO Managenent Network |Pv6 fe80::e6aa: 5df f: fead: 63e 64 e4:aa: 5d: ad: 06: 3e 1500
65535 true STATIC, PREFERRED vnkl 160 |Pv4 10.0.32.65 255.255.0.0 10.0.255. 255 00: 50: 56: 6b: ca: 25
1500 65535 true STATIC vnkl 160 | Pv6 fe80::250: 56ff: fe6b: ca25 64 00: 50: 56: 6b: ca: 25 1500 65535
true STATIC, PREFERRED ~ # - Also on the host, verify if DHCP requests are sent back and forth:
~ # tcpdunp-uw -i vnkl tcpdunp-uw. verbose output suppressed, use -v or -vv for full protocol
decode listening on vikl, link-type ENIOMB (Ethernet), capture size 96 bytes 12:46:08.818776 | P
truncated-ip - 246 bytes mssing! 0.0.0.0.bootpc > 255.255. 255. 255. boot ps: BOOTP/ DHCP, Request
from 00: 50: 56: 6b: ca: 25 (oui Unknown), length 300 12:46:13.002342 IP truncated-ip - 246 bytes

m ssing! 0.0.0.0. bootpc > 255. 255. 255. 255. boot ps: BOOTP/ DHCP, Request from 00: 50: 56: 6b: ca: 25
(oui Unknown), length 300 12:46:21.002532 I P truncated-ip - 246 bytes mi ssing! 0.0.0.0.bootpc >
255. 255. 255. 255. boot ps: BOOTP/ DHCP, Request from 00: 50: 56: 6b: ca: 25 (oui Unknown), |ength 300

12: 46: 30. 002753 | P truncated-ip - 246 bytes m ssing! 0.0.0.0.bootpc > 255.255. 255. 255. boot ps:
BOOTP/ DHCP, Request from 00: 50: 56: 6b: ca: 25 (oui Unknown), |ength 300

LR AT A EESXIE N MR 2 MM KRB BETEER THE, TUERHIHRERLERIFGTS
MEERKNERER,

| eaf 2# show cdp ne
Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S- Switch, H- Host, | - IGW, r - Repeater,

V - Vol P-Phone, D - Renotel y- Managed- Devi ce,

s - Supports-STP-Di spute

Devi ce-1D Local Intrfce Hdtnme Capability Platform Port 1D
AVS: | ocal host . | ocal donai nnai n

Ethl/5 169 S| s VMhar e ESXi vmi c4
AVS: | ocal host . | ocal donai nnai n

Et hl/ 6 169 S| s VMnar e ESXi vmi ¢c5

N3K- 2( FOC1938R02L)
Eth1/ 13 166 RSI s N3K- C3172PQ 1 Ethl/13

| eaf 2# show port-c sum

Flags: D - Down P - Up in port-channel (nenbers)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Modul e-renpved
S - Switched R - Routed
U - Up (port-channel)
M- Not in use. Mn-links not net
F - Configuration failed
Group Port - Type Protocol Menber Ports
Channel
5 Po5( SU) Et h LACP Et h1/5(P) Et hl/ 6(P)

B PoSEEMVESXiF B2 i

| eaf 2# show vl an ext ended

VLAN Nane St at us Ports

13 infra:defaul t active Et h1/1, Ethl/20

19 -- active Ethl/ 13

22 mgnt : i nb active Et hl/1

26 -- active Et h1/5, Ethl/6, Po5
27 -- active Ethl/1

28 T active Et h1/5, Ethl/6, Po5

36 conmon: pod6_BD active Et h1/5, Ethl/6, Po5



vl an- 3967
vl an- 150

vl an- 200

Type M an-node Encap

enet CE vxl an- 16777209
enet CE vxl an- 14680064,
enet CE vx|l an- 16383902
enet CE vxl an- 15531929
enet CE vl an- 11

enet CE vl an- 14

enet CE vxl an- 15662984

MERBEFAIAEES | Infra VianFT R FSETBEESXIENR LITEERKRA(1/5-6)0 XKRR

APICEELE 7 O RS RV EL B

BIRKE :
7 1) S s> 155 0 S5 s> e B 44U 1) S > 32 3 1 S > e IR L 4
EXMERT , O E X EEIERWAEP ( A TDVSHIBAEP ) |, tIEFMR :
Access Port Policy Group - AVS-102_1-ports-7_PolGrp

Properties

Nams: AVS-102_1-ports-T_Poltp

H o

B 1Xo

Doserpton;
Labet
Link Ll Policy 1QigaAwin -
COP Policy: COP_ON - 3
MCP Policy: sadect a valua -
LLDP Policy: LLDP_OM = A
STP Interface Policy: select a valus -
Storm Control Interface Policy: select a value -

L2 Inbertece Policy: aslec) o valua -
Monitoring Policy~ select o valus o
Anached Entity Profle: AFP_DWS - @l

Connactiity Filters:
Switch 1D Injoripe

(i ] %
| oty

ACTIONS =

SIICIWUE#«GL] SUBMIT ] CLOSE I

HERNAVSIREEBMAEPRE , RMNMERLUEER , BI M i ERAYEUHESEE 7] U B &R iR
VLAN:

| eaf 2# show vl an ext ended

VLAN

Nare

St at us

infra:default

mgnt @i nb

common: pod6_BD

active

active
active
active
active
active
active

vl an- 3967
vl an- 150

Et h1/1, Ethl/5,
Et h1/ 20, Po5

Et h1/ 13

Ethl/1

Et h1/5, Ethl/6,
Ethl/1

Et h1/5, Ethl/6,
Et h1/5, Ethl/6,

Type M an-node Encap

enet CE vxl an- 16777209
enet CE vx|l an- 14680064,
enet CE vx| an- 16383902

Et h1l/ 6,

Po5

Po5
Po5



26 enet CE vxl an- 15531929, vl an-200
27 enet CE vl an- 11

28 enet CE vl an- 14

36 enet CE vxl an- 15662984

and Opflex connection is restablised after restarting the VEM nodul e:

~ # vemrestart

st opDpa

VEM SWM SCSI PID is

Warn: DPA runni ng host/vinl vinuser/ ci sco/ venl vendpa. 213997
Warn: DPA runni ng host/vinl vinuser/ ci sco/ venl vendpa. 213997
wat chdog- vendpa: Terni nating wat chdog process with PID 213974

~ # ventmd show opfl ex

Status: O (Discovering)

Channel 0: 14 (Connection attenpt), Channel1l: O (Discovering)

Dvs nane: conp/ prov-VMaare/ctrlr-[AVS]-vCenterController/sw dvs-129
Renmote | P: 10.0.0.30 Port: 8000

Infra vlan: 3967

FTEP | P: 10.0.0.32

Swi t chi ng Mode: unknown

Encap Type: unknown

NS G PO 0.0.0.0

~ # ventmd show opfl ex

Status: 12 (Active)

Channel 0: 12 (Active), Channell: 0 (D scovering)

Dvs nane: conp/ prov-VMaare/ctrlr-[AVS]-vCenterController/sw dvs-129
Rermote | P: 10.0.0.30 Port: 8000

Infra vlan: 3967

FTEP | P: 10.0.0.32

Swi t chi ng Mode: LS

Encap Type: unknown

NS G PO 0.0.0.0

HXRfER

R R RE A SRR AL 2 3=

ERRE LR EBNARELIRRYZIRIER . 7R45.2(1)SV3(1.2)
fEAVMwareZBEASAv

ERRENTENABENRE RO RR(ASAVVREAERE | 9.4

BERIACIFIEARIAVS
BERREL T EPACIEMLIER . lRE41.2(1i)
FEAERNUNAARONEMERRITRSEAES
5 R B BN A 8 0 Y B 1R e iR T AR S5 B B B P
EAR XM A - Cisco Systems
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