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. NODE DOWN — ( CPARSE I RE #4 R TEIER )
. DRA

VMIRB &7
CPARRILF 3

X BREXNESIHB U [HHORIZONEWebTA R , HAEETEIOSPD,

H 1 3T FFEE | Transformation Management Office(TMO)Production® £& #9 7T 5 Secure
Shell(SSH)EF % , HiE#FICPARE S,

AR : YR XA —MNERRBFIE4NAAAKS] | —IRKA—3E6l,

HI2. EXHACPARKA |, BETUTEHT :

/opt/CSCOar/bln/arserver stop
& ~E R “Cisco Prime Access Registrar Server Agent Shutdown complete”s

FE : MRCLISERIFITFFIREA |, Narserver stop o FLETIHE , FEE REEREE,

ERROR: You can not shut down Cisco Prime Access Registrar while the
CLI is being used. Current list of running

CLI with process id is:

2903 /opt/CSCOar/bin/aregcmd -s

EARFIR  EELIEERHE RHHIRID 2903 , RIGTEEFIECPAR, MR HILXMER |, BETi
SHL mﬂth

kill -9 *process_id*
RE, BEESR,
SR ERIUFCPARNABELEXRMA , BETUTHS

/opt/CSCOar/bin/arstatus

DRERATHE

Cisco Prime Access Registrar Server Agent not running

Cisco Prime Access Registrar GUI not running

VM# {3 R B HES



SR1BMASHIAENER (™ ) X RAIHorizon GUIR I,

5B HorizonBY , M EL 3 RE B TR

RED HAT OPENSTACK PLATFORM

If you are not sure which authentication method to use, contact your
adminisirator.

User Name

cpar

Password

FER2.SMEWMBSEH" , BT

i C 0O (f_DI\lots<=_'c1.1r"1 10.250.122.5/dashboard/project/instances/

RED HAT OPENSTACK PLATFORM Project Admin Identity

Compute Network v Orchestration v Object Store v

Overview Instances | 2 | Volumes Images Access & Security

MRERABAFRCPAR |, Mtk 32 8 R E R4 MAAAK S,

SE|3—IRAXRA—MRG] , EERTHPHENER. EXAVM , ESRERESRKATH (W0
BIFfR ) FEiAER.

Shut Off Instance



SBA BRIFSHIASE 255 |, 5%k Status = ShutoffflPower State = Shut Down , BT Ro

Size Key Pair Status  Availability Zone Task Power State Time since created Actions

AAL-CPAR - Shutoff  AZ-dalaaal9 MNone Shut Down 3 months, 2 weeks Start Instance | -

b BB L RCPARK AR,
VMR R

—HBCPAR VMXFH , REATLAFITHE , BAENE T ITE.
9N QCOW2X 4+ H AT 82,
ST BRENAAASZHIR R IR

AXE : EHQCOWBRGRIE N IRRYSE BN 255 84 |, A R4 BRARAE N IRV K5I 9 1/N e

H 2. B FPODK Openstack#IHorizon GUI,

TWIBFE , SMETMEBFE L L Project > Compute > Instances , HEHRAAASLS , IEFFRo

RED HAT OPENSTACK PLATFORM  Project  Admin  Identity Project v Help L cpar v

Compute Network ~ Orchestration ~ Object Store ~

Overview Instances Volumes Images Access & Security

Project / Compute / Instances

Instances

Instance Mame =+ Filter & Launch Instance More Actions +

Instance Name Image Name  IP Address Size Key Pair Status Availability Zone Task Power State Time since created Actions

tb1-mgmt

+ 172.16.181.15
Floating IPs:

aaa-cpar_new_blr - +10.225247.255 aaa-cpar_new - Active  AZ-aaa None Running 1 month, 1 week Create Snapshot | =

radius-routable

+ 10.180.132.249
diameter-routable1

» 10.160.132.235

tb1-mgmt

10.225.247 214/dashboard/project/images/.../create/

SE3 BHABRRBUSECIRRR , MEAR. XTFEEEMENBAAARLS EHAT.



Create Snapshot

Snapshot Name *

[ snapshot3-20jung

Description:

A snapshot is an image which preserves the disk state of
a running instance.

Cancel Create Snapshot

FRAMITRAE , SMEEGRKE , ARIEMBREREEAFAREIBERE , MEFR.

RED HAT OPENSTACK PLATFORM Project Admin

Compute M

Overview Instances Volumes Images Access & Security

Images
Q | Click here for filters. ® + Create Image
] Owner Name « Type Status Visibility Protected Disk Format Size
0O > Core cluman_snapshot Image Aclive Shared with Project No RAW 100.00 GB Launch | =
g > Core ESC-image Image Active Shared with Project No acowz 925.06 MB Launch | =
O ¥ Core rebuild_cluman Image Active Shared with Project No Qcowz2 100.00 GB Launch | =
QO > Cpar rhel-guest-image-testing Image Active Public No QCowz 42269 MB Launch | ¥
0O > Cpar snapsholt3-20june Image Active Privaie No Qcowz 0 bytes Launch | =
O > Cpar snapshot_cpar_20june Image Active Private No Qcowz 0 bytes Launch | =
O » Cpar snapshot_cpar_20june Image Active Private No Qcowz2 0 bytes Launch | =

S|5. T —F R TRQCOWLE RN W IRBHFHEMBIEEEM , ABOSPDELEEHREKR. Nt
, IEEOSPD B3z 1T #n T glance image-listIIRBIR IR | B AR Ro

[root@elospd0l stackl# glance image-list

- —— 4 +
| ID | MName

o e +
| 80f083ch-66f9-4fcf-8bE8a-T7dE965e47bld | ARR-Temporary |
| 22f8536b-3f3c-4bcc-aela-8f2ab0d8b550 | ELP]1 cluman 10 0% 2017 |
| 702£5911-2082-4cac—-93e2-6f=9%033db560 | ELPZ cluman 10 0% 2017 |
| e0b57fc%-25c3-4bh51-8b94-56chocdfi401 | ESC-image |
| 92dfelBe-df35-43a%-8c52-9c663d3£83590 | |
| 1461226b-4362-428b-bcS%0-0a%8cbf33500 | tmobile-pcrf-13.1.1.iso |
| 98275215-37cf-4681-%bce-debalis47d7h | tmobile-perf-13.1.1.qgcows H
- —— 4 +



SR —EBEETHHRR (ELXRFHP , ZRBIREEE ) , £H LA Sglance image-
downloadff H T & EIQCOW2HE X T :

[root@elospd0l stackl# glance image-download 92dfel8c-df35-4aa9-8c52-9c663d3£839b --file
/tmp/AAA-CPAR-LGNoct192017.gcow2 &

MHBRIEZEE(&S), TRREFTE—LRE, THE , REAUT/tmpE FTFXK,

C HBEHEREIES  MBEEEX , WHEEHLAFIL,
. BiT@wdisown -h , SUEESSHIEEE KA , #EMHEOSPD LETH TR,
SR THEIABERE , FENTERTR , RIBATRERZOS)NEM#HRE, 5 Minet X4
, IRIBALAFIZEROESIER ., N XHELIZ1THI o8 Avirt-sparsify.

[root@elospd0l stack]# virt-sparsify AAA-CPAR-LGNoctl192017.gcow2 AAA-CPAR-
LGNoct192017_compressed.gcow2

LERTREFEE —LrIE ( KY10-1508 ) . TG , ERNHRFERBT —SHEENTRX
&5 B SNERSSAR Y 3L

FERIEXHZTEY , At FET TS HEEREREREER R EM.

[root@wsospd0l tmpl# gemu-img info AAA-CPAR-LGNoctl192017_compressed.gcow?2
image: AAA-CPAR-LGNoctl192017_compressed.gcow2
file format: gcow?2
virtual size: 150G (161061273600 bytes)
disk size: 18G
cluster_size: 65536
Format specific information:
compat: 1.1
lazy refcounts: false
refcount bits: 16

corrupt: false
FIE. N WROSPDEXRMEE , EENRIAAIENQCOW2E IR BBAA M B ALk, EFFIHR M
Rzl , XTREBGERE RSN A AMEZR , BT Hdf -khIARIERNFZEE,

B ERSFTP sftp root@x.x.x.xwhere X x.X.xBIZEOSPDMWIP , FHIGrIZHE 5 — ik [
OSPD,

SO T IMRERIEE , B AT BURIZEIZN0OSPD, B |, £ BT Hscp

*name_of_the_file*.qcow2 root@ x.x.x.x:tmp(E Fxx.xx.xZ2ZFZOSPDHIP) , LU X £ % 5
__/PCDSFHDO

{58 A R UMK &2 3K



TESLE

AUEFEE L —PRP , HEAEHNTRPRRERR,

SR [MENRUFEETANVMRE |, MEEIREZBHWOSPDT R , ANEHREBHE
JROSPDY R, i Asftp root@x.x.x.x , EHFxXx.xX.X2FRHBOSPDIIP, FH B XHRFEMpE F
.,

S22 EEDLHIEFHHENOSPDT K] , MBI R,

Last login: wed May 9 06:42:27 2018 from 10.169.119.213
[root@daucs0l-ospd ~]# |§

SR EFRBAEREG , XIAFHELERKFE, AT N THRITHZRE,

#glance image-create -- AAA-CPAR-Date-snapshot.gcow2 --container-format bare --disk-format gcow?2
--name AAA-CPAR-Date-snapshot

ZEETEKFETEER , BT,

Owmer Nombre = Tipe Estada & Vigibilidad Protegide Digk Fomat Tamafo

Instances

Instance Name Image Mame IP Address Size Koy Pair Status Availability Zone Task  Power State Time since craat od Actions

S M AEFEHRHAERETAXK , B R


mailto:root@x.x.x.x

Launch Instance

Source *

Flavor *
Networks *
Network Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

¥ Cancel

Please provide the initial hostname for the instance, the availability zone where it will be deployed, and the instance 9
count. Increase the Count to create multiple instances with the same settings.

Instance Name * Total Instances (100 Max)

dalaaa10 \
27%

Availability Zone

AZ-dalaaa10 v
B 26 Current Usage
Count * W1 Added
73 Remaining

1

< Back Next > & Launch Instance

S| FRTFAH , EEREGUAEXS, FEREBHRXED , ERWRG  HAEHERRE
R, EEHBESEGE+S LR , MBEARR.



Launch Instance

Instance source is the template used to create an instance. You can use a snapshot of an existing instance, an 9
image, or a volume (if enabled). You can also choose to use persistent storage by creating a new volume,

Details

Select Boot Source Create New Volume
Image ¥ Yes | No
Flavor * J
Networks * Allocated
Name Updated Size Type Visibility

Metwork Ports

¥ AAA-CPAR-April2018-snapshot 5M10/18 9:56 AM 543 GB qoow2 Private -
Security Groups

_ w Available () Select one

Key Pair

Q  Click here for filters. x
Configuration

Name Updated Size Type Visibility

Server Groups

> redhat72-image 4/10/18 1:00 PM 469.87 MB  qcow2 Private +
Scheduler Hints

» tmobile-perf-13.1.1.qcow?2 91917 1:01 PM 2.45 GB geow2  Public +
Metadata

> tmobile-perf-13.1.1.is0 917 8:13 AM 2.76 GB iso Private +

> AAA-Temporary 9517 2:11 AM 180.00 GE qcow2 Private +

> CPAR_AAATEMPLATE_AUGUST222017  8/2217 3:33 PM 16.37 GB qoow2 Private +

> tmobile-perf-13.1.0.s0 THAMT 7:51 AM 2.82 GB iso Public +

> tmobile-perf-13.1.0.gcow2 THAMT 7:48 AM 2.46 GB gqeow2 Public +

> ESC-image BI2TMT 1245 PM 92506 MB  qcow2 Private +

® Cancel < Back MNext » & Launch Instance

HB7 fEFlavor ( XK ) RIF |, BH+SEHBAAARE , IEFFRo



Launch Instance

Flavors manage the sizing for the compute, memory and storage capacity of the instance.

Details
Allocated
Source Name VCPUS RAM
Networks *
w Available
Network Ports Q, | Click here for filters.
Security Groups Name VCPUS RAM
Key Pair > perf-oam 10 24 GB
Configuration ¥ perf-pd 12 16 GB
Server Groups
> perf-gns 10 16 GB
Scheduler Hints
> perf-arb 4 16 GB
Metadata
> esc-flavor 4 4GB
> perf-sm 10 104 GB
> perf-em 6 16 GB
® Cancel

Total Disk

180 GB

Total Disk

100 GB

100 GB

100 GB

100 GB

0GB

100 GB

100 GB

Root Disk

180 GB

Root Disk

100 GB

100 GB

100 GB

100 GB

0GB

100 GB

100 GB

Ephemeral Disk

0GB

Ephemeral Disk

0GB

0GB

0GB

0GB

0GB

0GB

0GB

< Back Next >

Public
No -
Select one
»®

Public

Yes +
Yes +
Yes +
Yes +
Yes +
Yes +
Yes +

& Launch Instance

SBWE.ERE , SMENME LT+ , HRET+SERZPITENME, X THiER , HikEdiameter-
soutable1. radius-routable1#Itb1-mgmt , Z1E 7R,



Launch Instance

Networks provide the communication channels for instances in the cloud. g
Details

w Allocated Select networks from those listed below.
Source Network Subnets Associated Shared Admin State Status
Flavor =1 > radius-routable1 radius-routable-subnet Yes Up Aclive -

2 » diamater-routablel sub-diameter-routable1 Yes Up Active -

Metwork Ports

3 > tb1-mgmt tb1-subnet-mgmt Yes Up Aclive -

Security Groups
w Available Select at least one network

Key Pair

Q | Click here for filters x
Configuration . .

Network Subnets Associated Shared Admin State Status

Server Groups

2> Intemal Internal Yes Up Active +
Scheduler Hinls

> per_dapZ_ldap perf_dap?_|dap Yes Up Active +
Metadata

> perf_dap2_usd perf_dap2_usd Yes Up Aclive +*

» tbl-orch tb1-subnet-orch Yes Up Active +

» peorf_dap1_usd perf_dap1_usd Yes Up Active +

» perf_dap1_sy perf_dap1_sy Yes Up Active +

» perf_dap1_gx porf_dapi_gx Yas Up Active +

» perf_dap1_nap perf_dap1_nap Yes Up Active +

» perf _dap2 sy porf_dap2 sy Yes Up Active +

> porf dap? porf dan? rx Yes Up Active + |
» Cancel < Back MNext » & Launch Instance

SRR B BEHEHIAGIEKA|, #E R EHorizonh 12 | WEATR.

BED MAT COENSTACK PLATIORM  Projecty | Ad

Sistoma

Vismgenerl  Hipenisores  Agregacos de host Volmenes  Sabores Redes  Routers Psfiotanies  Predeterminados  Definicones de los metadatos  Informacion del Sistema
Administrador | Sistoma | Instancios
Proyecto  Hast Nombre Nombre da la imagen Direccién 1P Tamane  Estade  Tarea Estadode onargia  Tiempo desde su creacién  Acciones
tb1-mgmt
- 1721818111
O Co o stk compute 5 localdomain dalazail) AMLCPAR-AMIZ018-snapshot  a0IuS-Toutablo1 AMACPAR  Canstir Sin astada 1 minuto Edear matancia
- 10.178.6.5 Bsosa

diameter-routable1
« 10.178.6.40

FRI0LDHE , ZROTLEE , FERRE , WEFT.



M EEAT RBE.
SERAIEKRFEMBRES , SMEBTE>FHIP,
HE2 B FIPKEBMA",

SR ELGWMEANIPEOF | EEFFHIPFIENME, BEDEZENPHTE , LURHEFE P
HARE , MEAR.

Allocate Floating IP

Pool *
10 145 0.192/26 Management v Description:
From here you can allocate a floating IP to a specific
Project * project.
Core v

Floating IP Address (optional) ©

10.145.0.249

Cancel Allocate Floating IP

£ 4. 5% dAllocate Floating IP.

SIWEAEREMMEKEF , SHETE">KH",

ST BRETF , EEROVUERRBEATHNEX , B2ER"EE, BHEXBRFFIPED,
ST FE Pk 7 B P %% B 65 A A9 A ROF B IPsR 3t




Manage Floating IP Associations

IP Address * 3 i i , .
Select the IP address you wish to associate with the

10.145.0.249 - + selected instance or port

Port to be associated ”

AAA-CPAR-testing instance: 172.16.181.17 v

SR8 B EH KEK",

JBH SSH

SR EBEHMMEKES , SHMETR>EKH,
S22 EH B IR — T IR SEH/NVMES B R
S| BT EHE". XERVMECLI,
STA4ERCLIE , MAERNBIRERE , WEMR :
username : 18

1Y : <cisco123>

Red Hat Enterprise Linux server ¢.H (Malpo)
kernel 3.10.H-514.el/.x0b_b4 on an xtb_b4

waa-cpar-testing-instance login: root
rassword:

Last login: Thu Jun £33 12:59:579 from 5.432.63
LrootiFaaa-cpar-testing-instance  I#

L5 ECLIF |, 21T Vi letc/sshisshd_configiA w8 SSHEL & .

FR6ITHASSHEEX M4/ , RINEREXH. AfF , 5 — 17 MPasswordAuthentication noE &7
PasswordAuthentication yes , 1B R,



# To disable tunneled clear text passwords, change to no here?
FasswordAuthentication yes_

FasswordAuthentication no

SBR7 IRESCEBHEMA : wqllA R TEsshd_config X H E X,

S8 .I=1THn Sservice sshd restart , BT,

rootFaaa-cpar-testing-instance sshlf service sshd restart
edirecting to sbinssystemct!l restart sshd.service
rootlaaa-cpar-testing-instance sshi#l

SRI.ENHASSHEBEYREBEEBNA , BHTEMASSHE K , AE X 55 ELRHG(ED
10.145.0.249) A FRE VIR LR 2=,

[2017-07-13 12:12.09]
[dieaguil .DIEAGUIL-CWRQ/] » ssh root@l0.145.0.249

Varning: Permanently added '10.145.0,249"' (RSA) to the list of known hosts

0.249's password:
X1l forwarding request failed on channel ©
Last login: Thu Jul 13 12:58:18 2017
[root@aaa-cpar-testing-instance ~1#
[root@aaa-cpar-testing-instance ~]# [

BIUSSH&E
SR LA RERA KA RVMARS B0 1P i ST FF SSHEE | MEATR.

dieaguil.DIEAGUIL-CWRQ7] » ssh root@l0.145.
K11 forwarding request failed on channel 0

ast login: Wed Jun 14 17:12:22 2017 from 5.232.
root@dalaaad7 ~]# B

CPAR3:#i /5 3h

SERESHEXFANLE SR EFEICPARRESE , BHITUTHE,
S| BEFE FKHorizon , S ZE T B >“SEH">“FF ta = Hil”,

SE2 WU KBIFRS R SES", H BRFREN BT, MEFR.



Instances

Instance Mame == Filtee & Launch Inslance More Actions =
Instance Name Image Name I Address Size: Key Pair | Status  JAvailahility Zona Task § Power State Time since created Actions

diameter-routable1

« 10,160.132.231
radius-routable
Lomn e o 100160132247 AT i A7 il aal e " Ty e
dilaaali-sept082017 - Active |A7-d8saald Nonz Runming 3 months Create Snapzhot | =
th1-mgmlt

« 172

18116

A RETRARE

ST ERERSERBIZEITH S /opt/CSCOar/bin/arstatus:

[root@wscaaal4 ~]# /opt/CSCOar/bin/arstatus

Cisco Prime AR RADIUS server running (pid: 24834)
Cisco Prime AR Server Agent running (pid: 24821)
Cisco Prime AR MCD lock manager running (pid: 24824)
Cisco Prime AR MCD server running (pid: 24833)
Cisco Prime AR GUI running (pid: 24836)
SNMP Master Agent running (pid: 24835)
[root@wscaaald ~]#

SR EIRIERSERBIZE T H/opt/CSCOar/bin/aregemd H i A BB 7 Zif, RIFCPARZITIRR
=10/10 , F#IRHCPAR CLI,

[root@aaal2 logsl# /opt/CSCOar/bin/aregcmd

Cisco Prime Access Registrar 7.3.0.1 Configuration Utility
Copyright (C) 1995-2017 by Cisco Systems, Inc. All rights reserved.
Cluster:

User: admin

Passphrase:

Logging in to localhost

[ //localhost ]
LicenseInfo = PAR-NG-TPS 7.3 (100TPS:)
PAR-ADD-TPS 7.3 (2000TPS:)

PAR-RDDR-TRX 7.3 ()



PAR-HSS 7.3()
Radius/

Administrators/

Server 'Radius' is Running, its health is 10 out of 10

--> exit

$ 3.z {Tan S netstat | grep diameter , R IFFTEDRAEZEH SR,

teAL R ERY B R T E EDiameterf BN INE, MIRETWERRY | WRFEFEZDHY
DRAMTFT .

[root@aal2 logs]# netstat | grep diameter

tcp 0 0 aaal2.aaa.epc.:77 mpl.dralOl.d:diameter ESTABLISHED
tcp 0 0 aaal2.aaa.epc.:36 tsab6.drall:diameter ESTABLISHED
tcp 0 0 aaal2.aaa.epc.:47 mp2.drall.d:diameter ESTABLISHED
tcp 0 0 aaal2.aaa.epc.:07 tsa5.drall:diameter ESTABLISHED
tcp 0 0 aaal2.aaa.epc.:08 np2.drall.d:diameter ESTABLISHED

FRIKENERSZR(TPS)HERBERCPARRENFER, REHERNWERRTPS , XEERE
FEIEMNE

TPSH{EFRFEF 1500,

[root@wscaaal4 ~]# tail -f /opt/CSCOar/logs/tps-11-21-2017.csv
11-21-2017,23:57:35,263,0
11-21-2017,23:57:50,237,0
11-21-2017,23:58:05,237,0
11-21-2017,23:58:20,257,0
11-21-2017,23:58:35,254,0
11-21-2017,23:58:50,248,0
11-21-2017,23:59:05,272,0
11-21-2017,23:59:20,243,0
11-21-2017,23:59:35,244,0

11-21-2017,23:59:50,233,0

$R5.7£name_radius_1_logF &K A “error's“alarm™E & :



[root@aaal2 logsl# grep -E "error|alarm" name_radius_1_log

SR6. ERIUFCPARAEERANNIFE , HETUTHT

top | grep radius

[root@sfraaal2 ~]# top | grep radius 27008 root 20 0 20.228g 2.413g 11408 S 128.3 7.7 1165:41

radius

LR EE REXAFTET7Gh , XRNMARA A FHNHKE.

Cisco Ultra Service Platform

e Storage S S
Openstack / OSPD

UltraM Architecture




	CPAR VM快照和恢复
	目录
	简介
	背景信息
	网络影响
	警报

	VM快照备份
	CPAR应用关闭
	VM备份快照任务
	VM快照


	使用快照恢复实例
	恢复过程
	创建并分配浮动IP地址
	启用 SSH
	建立SSH会话

	CPAR实例启动
	活动后运行状况检查


