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<tfroot>
>

show runni ng-config fail over

failover

failover lan unit secondary

failover lan interface failover-1link GigabitEthernet0/2

failover replication http

failover 1ink failover-1ink GigabitEthernet0/2

failover interface ip failover-1link 10.10.69.49 255.255.255.0 standby 10.10.69.89

XEFEERNERSHE .

WEHER

failover lan unit secondary —> & & R R ZF L2 HENEF

failover lan interface failover-link GigabitEthernet0/2 —>1& & L H S E IR sER WERED

HBE Y4 & Hlhttp

failover link failover-link GigabitEthernet0/2

failover interface ip failover-link 10.10.69.49 255.255.255.0 standby 10.10.69.89 —>F i& & & A
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<{froot>
>

show f ai |l over

Failover On

Failover unit Secondary

Failover LAN Interface: failover-1link GigabitEthernet0/2 (up)

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds

Interface Poll frequency 5 seconds, holdtime 25 seconds

Interface Policy 1

Monitored Interfaces 0 of 311 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Ours 9.16(0)26, Mate 9.16(0)26

Serial Number: Ours 9A1]SSKW48], Mate 9ABR3HWFG12

Last Failover at: 01:18:19 UTC Nov 25 2021

This host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: ASAv hw/sw rev (/9.16(0)26) status (Up Sys)
Interface outside (0.0.0.0): Normal (Not-Monitored)
Interface inside (192.168.45.2): Normal (Not-Monitored)
Interface diagnostic (0.0.0.0): Normal (Not-Monitored)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Primary - Active

Active time: 707216 (sec)
Interface outside (0.0.0.0): Normal (Not-Monitored)
Interface inside (192.168.45.1): Normal (Not-Monitored)
Interface diagnostic (0.0.0.0): Normal (Not-Monitored)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : failover-1link GigabitEthernet0/2 (up)

Stateful Obj Xmit xerr rcv rerr
General 95752 0 115789 0
sys cmd 95752 0 95752 0
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 0 0 0 0
UDP conn 0 0 0 0
ARP tb1 0 0 20036 0
XTate_Timeout 0 0 0 0
IPv6 ND tbl 0 0 0 0
VPN IKEv1l SA 0 0 0 0
VPN IKEv1l P2 0 0 0 0
VPN IKEv2 SA 0 0 0 0
VPN IKEv2 P2 0 0 0 0
VPN CTCP upd 0 0 0 0
VPN SDI upd 0 0 0 0
VPN DHCP upd 0 0 0 0
SIP Session 0 0 0 0
SIP Tx 0 0 0 0
SIP Pinhole 0 0 0 0
Route Session 0 0 0 0



Rule DB B-Sync
Rule DB P-Sync
Rule DB Delete

Router ID 0 0 0 0
User-Identity 0 0 1 0
CTS SGTNAME 0 0 0 0
CTS PAC 0 0 0 0
TrustSec-SXP 0 0 0 0
IPv6 Route 0 0 0 0
STS Table 0 0 0 0

0 0 0 0

0 0 0 0

0 0 0 0

Logical Update Queue Information
Cur Max Total
Recv Q: 0 5 504656
Xmit Q: O 1 95752

HEHRTTE - MEIRERAREER,
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<#root>

>

show failover history

From State To State Reason

01:18:14 UTC Nov 25 2021
Not Detected Negotiation No Error

01:18:27 UTC Nov 25 2021
Negotiation Just Active No Active unit found

01:18:27 UTC Nov 25 2021
Just Active Active Drain No Active unit found

01:18:27 UTC Nov 25 2021
Active Drain Active Applying Config No Active unit found

01:18:27 UTC Nov 25 2021
Active Applying Config Active Config Applied No Active unit found

01:18:27 UTC Nov 25 2021
Active Config Applied Active No Active unit found

EALGTRERENALRSURXERSEXNERER :

<tfroot>



>

show failover state

State Last Failure Reason Date/Time

This host - Secondary

Standby Ready None

Other host - Primary

Active None

====Configuration State===
Sync Done - STANDBY
====Communication State===

Mac set

RERZHHIPRSN LR E R RERR

FEB EEPUN
I REERSHRE,
BRREBNTREERS
+ Config Syncing - STANDBY — {7 B B & B.
- BORERS — &2A
 Sync Done - STANDBY — E& A RZFENEA R EREER L IRE,
EERS |EARBAENEERS :
« Config Syncing — SXARZFS5ZARBFHNTHERDSH , EEARBZLRE
- BOBERD
* Sync Done — HEAREBEANTHREZRARENEERLSINRE,
* Ready for Config Sync — A& ARBE AL ERFENEERSESHN , £#XA
®ELRE,
£ RMACH#E it B 25 FIRZS
BERS * Mac set - MACHtb it EMN Fix B B L E iR &
« EFifiMac — HMACH It EFHA R ERB S B HMIRZNER, EREEFMN
FiIRZFR TR AR tEMACH AT B {EF




=

FER 13

BHE/etE B RSEERY B MR,

ERERBERMHER, BIEBREERE , B FBRILER. RIAREREL
met , WERF2EY,

AREMNHERR :

ERERMIE

] + Interface Failure — I M EMN B OBATF S W EDRZ4H S W FEL R,
« Comm Failure — PE Y] #5538 & £ B PE S X F <o
o JRAREPE

RZS S REEWEE/HBMER/EARS,

HEH/EA | WENERERE LRITHTHIRENER. 5 —AFTNERREIRN TS -81RE
E B E R

<{froot>
>

show fail over descriptor

outside send: 00020000ffff0000 receive: 00020000ffff0000
inside send: 00020100ffff0000 receive: 00020100ffff0000
diagnostic send: 01020000ffff0000 receive: 01020000ffff0000

PR HERR
<#root>

>

debug fover ?

cable Failover LAN status
cmd-exec Failover EXEC command execution
fail Failover internal exception

fmsg Failover message



ifc Network interface status trace

open Failover device open

rx Failover Message receive

rxdmp Failover recv message dump (serial console only)
rxip IP network failover packet recv

short Failover NGFW mode snort processing

switch Failover Switching status

sync Failover config/command replication

™ Failover Message xmit

txdmp Failover xmit message dump (serial console only)
txip IP network failover packet xmit

verify Failover message verify
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<tfroot>
>

show capture

capture capfail type raw-data interface Failover [Capturing - 452080 bytes]
match ip host 10.197.200.69 host 10.197.200.89
>

show capture capfai

15 packets captured

1: 09:53:18.506611 10.197.200.69 > 10.197.200.89 1ip-proto-105, length 54
2: 09:53:18.506687 10.197.200.89 > 10.197.200.69 ip-proto-105, Tength 54
3: 09:53:18.813800 10.197.200.89 > 10.197.200.69 ip-proto-105, Tength 46
4: 09:53:18.814121 10.197.200.69 > 10.197.200.89 ip-proto-105, length 50
5: 09:53:18.814151 10.197.200.69 > 10.197.200.89 ip-proto-105, Tength 62
6: 09:53:18.815143 10.197.200.89 > 10.197.200.69 1ip-proto-105, length 62
7: 09:53:18.815158 10.197.200.89 > 10.197.200.69 1ip-proto-105, length 50
8: 09:53:18.815372 10.197.200.69 > 10.197.200.89 1ip-proto-105, length 50
9: 09:53:19.514530 10.197.200.89 > 10.197.200.69 ip-proto-105, Tength 54
10: 09:53:19.514972 10.197.200.69 > 10.197.200.89 1ip-proto-105, length 54
11: 09:53:19.718041 10.197.200.69 > 10.197.200.89 1ip-proto-9, length 70
12: 09:53:20.533084 10.197.200.69 > 10.197.200.89 1ip-proto-105, length 54
13: 09:53:20.533999 10.197.200.89 > 10.197.200.69 ip-proto-105, Tength 54
14: 09:53:20.686625 10.197.200.89 > 10.197.200.69 1ip-proto-9, length 74
15: 09:53:20.686732 10.197.200.69 > 10.197.200.89 1ip-proto-9, length 74
15 packets shown
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<#froot>
>

show capture

capture caparp type raw-data ethernet-type arp interface Failover [Capturing - 1492 bytes]
>

show capture caparp

22 packets captured

: 11:02:38.235873 arp who-has 10.197.200.69 tell 10.197.200.89

: 11:02:38.235934 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
11:03:47.228793 arp who-has 10.197.200.69 tell 10.197.200.89
11:03:47.228870 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
: 11:08:52.231296 arp who-has 10.197.200.69 tell 10.197.200.89

: 11:08:52.231387 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
: 11:32:49.134163 arp who-has 0.0.0.0 (ff:ff:ff:ff:ff:ff) tell 0.0.0.0 (0:0:0:0:0:0)
: 11:32:50.226443 arp who-has 10.197.200.1 tell 10.197.200.28

: 11:42:17.220081 arp who-has 10.197.200.89 tell 10.197.200.69
10: 11:42:17.221652 arp reply 10.197.200.89 is-at 0:50:56:a0:72:4d
11: 11:42:20.224124 arp who-has 10.197.200.89 tell 10.197.200.69
12: 11:42:20.225726 arp reply 10.197.200.89 is-at 0:50:56:a0:72:4d
13: 11:42:25.288849 arp who-has 10.197.200.69 tell 10.197.200.89
14: 11:42:25.288956 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
15: 11:46:17.219638 arp who-has 10.197.200.89 tell 10.197.200.69
16: 11:46:17.220295 arp reply 10.197.200.89 is-at 0:50:56:a0:72:4d
17: 11:47:08.135857 arp who-has 10.197.200.69 tell 10.197.200.89
18: 11:47:08.135994 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
19: 11:47:11.142418 arp who-has 10.197.200.89 tell 10.197.200.69
20: 11:47:11.143150 arp reply 10.197.200.89 is-at 0:50:56:a0:72:4d
21: 11:47:18.213993 arp who-has 10.197.200.69 tell 10.197.200.89
22: 11:47:18.214084 arp reply 10.197.200.69 is-at 0:50:56:a0:85:6¢C
22 packets shown

>
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% From StateHApp Synch} , R4 R~JHE“All validation passed” , # BT =¥ 5 Standby
ReadyR 7

AR UE K WA 2 R X F 4k 3 7y Disabled(Failed) IR, FRRIXERIBE , EXNFABMENSTA
MHIETT,

FIER , WREBETNARSHERANEIARBHITTER , WATRBXLEHEIRAMEHA , K
EXFT IMA.

XEHERETRHE , AR T OMERXLERH, XEFRTERIETRMANENGEHTELER
&

o

EFRMAN , RESBETHRE L EABBHNEERTRE,
AT RTEMAHA , £7R“CD App Sync error is App Config Apply Failed”
f£Standby FTD& 1T L , /ngfw/var/log/action_queue.log@ M EGHL B & KA R H .,

R RBIRESIRG , TSAERITHARENE L.
2 #Cisco bug IDCSCvu15611,

<#froot>

From State To State Reason

15:10:16 CDT Sep 28 2021

Not Detected Disabled No Error

15:10:18 CDT Sep 28 2021

Disabled Negotiation Set by the config command
15:10:24 CDT Sep 28 2021

Negotiation Cold Standby Detected an Active mate
15:10:25 CDT Sep 28 2021

Cold Standby App Sync Detected an Active mate
15:10:55 CDT Sep 28 2021

App Sync Disabled

CD App Sync error is App Config Apply Failed

ZRT ATEMAHAHAE R“BTAPP SYNCHEBA , HARZS# B KW

f£Standby FTD@ 1T L , /ngfw/var/log/ngfwmanager.log R E B R A RSB ER,
FEHME , REBBELLAM , RAXHRZANNABRDSPHEHITH,

RSB S| £ 5E1R — “BTFnewNode join/AppSyncH B EERTH , TAURBER , HibiE4E I
BiER, BHREERESE

W B, BRERAT S LMES AN , BRI UEREEE,

BS [ BREEID CSCvt48941
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E2FE BRHEEID CSCvx11636

<{froot>

From State To State Reason

19:07:01 EST MAY 31 2021

Not Detected Disabled No Error

19:07:04 EST MAY 31 2021

Disabled Negotiation Set by the config command
19:07:06 EST MAY 31 2021

Negotiation Cold Standby Detected an Active mate
19:07:07 EST MAY 31 2021

Cold Standby App Sync Detected an Active mate
21:11:18 EST Jun 30 2021

App Sync Disabled

HA state progression failed due to APP SYNC ti neout

ZFHATRTEMAHA , HE“CD App Sync error is Failed to apply SSP config on standby” ( CDRZ
ARSEREEERAT R LNASSPERE )

£ Standby FTDas 1T L , /ngfw/var/log/ingfwmanager.log2 /i E B HFER YRR
I B, SRERATRLIRES A AN |, BRI SABRLRB,

EZ R ERIEEID CSCvy04965

<ffroot>

From State To State Reason

04:15:15 UTC Apr 17 2021

Not Detected Disabled No Error

04:15:24 UTC Apr 17 2021

Disabled Negotiation Set by the config command
04:16:12 UTC Apr 17 2021

Negotiation Cold Standby Detected an Active mate
04:16:13 UTC Apr 17 2021

Cold Standby App Sync Detected an Active mate
04:17:44 UTC Apr 17 2021

App Sync Disabled

CD App Sync error is Failed to apply SSP config on standby



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx11636
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy04965

BTN E R K

“HELLO not hearen from mate’ &R RIZ{K L FTELIRE |, HE B ET R ER T BFEHELLO

keepalivelH B

FHERIE -BIRE , MRSSHARER , FHREHE , ARBERBRBZTEESH.

MBIEE I/, BEMAGSshow failover statel 8 ERER X,

WRAET , FEREREHES  ARELHELRBEREMBEHBEE , BN , REAELIW

MA R RE

<#root>

From State

To State Reason

04:53:36 UTC Feb 6 2021
Failed

I nterface check

02:12:46 UTC Jul 11 2021
Standby Ready

02:12:46 UTC Jul 11 2021
Active Config Applied

Standby Ready

Just Active HELLO not heard from mate

Active HELLO not heard from mate

Snort>x P 2% fi #2 # PE

WM RFTDH I 45 IR “Detect Inspection engine failure due to disk failure” , W& P O] BEHE,

¥NE|Z ( SNORTSES ) BxH

X 7] BUBE Linuxis B9 85 5 pmtool statusREIE | grep -i de

AR MREATEFIEEWE | BR E/ngfw/var/log/messages H B ERE

RELTEHER AR

X A LB Linuxim Y 88 5 df -ThEE T 31E.

B8  BEREABIWENE R , HERRRTACHIBRTHEERN X HF,

<#froot>

From State

To State Reason




Active Config Applied Active No Active unit found
16:07:18 UTC Dec 5 2020

Active Standby Ready Other unit wants me Standby
16:07:20 UTC Dec 5 2020
Standby Ready Failed

Det ect Inspection engine failure due to disk failure

16:07:29 UTC Dec 5 2020
Failed Standby Ready My Inspection engine is as good as peer due to di

ARSS P

BE , HTASA 5500-Xi% & LHIFirepowertZ R fE , 2R E WX REB, FESEshow module sfr
detailsREERERIEFE,

W EHIBERBEASARSGES , XEASARESEFABETFEREFFHER.
XARERH TSFRERPNEMHERER, BUITHATACHREIPS EERLFRIBNRAERR,

<{froot>

From State To State Reason

21:48:19 CDT Aug 1 2021

Active Standby Ready Set by the config command
21:48:19 (DT Aug 1 2021
Standby Ready Just Active

Service card in other unit has failed

21:48:19 (DT Aug 1 2021
Active Config Applied Active Service card in other unit has failed

MIO U Bk i B&E

Firepower BN B5 #/ASATEFPR1K, 2K, 4KFI9K L3R4 B F*“MIO-blade U Bk " S BRHI #FE

BEZ# B RKEID CSCvy14484
BEZ R BREEID CSCvh26447

<tfroot>

From State To State Reason

20:14:45 EDT Apr 14 2021


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy14484
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh26447

Active Config Applied Active No Active unit found
20:15:18 EDT Apr 14 2021
Active Failed

M O bl ade heartbeat failure

20:15:19 EDT Apr 14 2021
Failed Negotiation MIO-blade heartbeat recovered

EESEYS

* https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-
S/show-f-to-show-ipu-commands.html

* https://www.cisco.com/c/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-quide-
640/fptd-fdm-ha.html#id 72185

. BFARZEFFHY - Cisco Systems



/content/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-f-to-show-ipu-commands.html
/content/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-f-to-show-ipu-commands.html
/content/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-guide-640/fptd-fdm-ha.html#id_72185
/content/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-guide-640/fptd-fdm-ha.html#id_72185
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



