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HEWAASR G H | BAEH OWAER L FFImSSLIERNZEEPRT R, RAMBRSH[IEBLFHEE
BEHROWAEL, BIEHPLWAESESSLIEF , LERASFEERY , Z2ERHAETHARS S X E
DXWAE , B9 XWAEREBBEZEEZFImRE. MIURE. EMMBERE  AEI SRFEREE
AR OWAE, BIEHOWAEERRS 324 2 IMAISSLLTE,

LTRSS ESSLTLSE LA

- INERRS — HAREN A TSSLERS SR BSRmENMERENEERXR K, EEBRENZEETF
FANEERANIESNLA, BEEANED, RFRISSLIRAMIERRIFRE.

- XNERS — WRENA T 5 MR O WAE Z [B] R SSLZE 52 #Y HER 4514 7Y B B 3K 4K
o WRSATHAERACEMNBEF MERMEI D XWAE , ME{LSSLiEE,

- PREFEREERS — FTEEMASSLINRSRER L MEHEERA A TSSLINERSHEEEE
o WAT LAEZIEHMFLEA LA T SSLIEARS .

- PREEHFEERS — TEXMASSLINERER  MEATNARFINERREEPREER
ZERBE, LRSATREEERE., R2FHNBRHARRNRZBRESEN.

PREERZEEMN TSSLAOWEITEXEE , RN CHEHMEBEWAENZEMERH, BRE

Mg P REERT , EERAFEEBEIFEHAcms secure-store opentin SIRABRBREFITH L LE
X, SHWAEEFH BN , WAEHANTREEREIRREZSEHNEFA , ALEFME
&, TEREWAE L ITEAE4E,

MEEFPIRFEAHTTPREHBRSA R , NAKREZEHBHTTP AOKE , HTTP AOFHIRBIRIHO
443HSSLEEEE R, HTTP AOZE R EHIEDR OWAE EE X IEELSSLINERS |, 24 3K B PTfi 3
B, EHFSSSL AOWIERE, BR , HTTP AORHTTPSHKE# B RISSL AOK R EIFHE N Webii
RARITEEN—HoRE K MARESSLNAFIRE. MREHTTP AOKTFEICEIN , NRFEEHS
HTTPS(SSL)X B El B L 1L iEE,

SSLAOHLEABZX AP MIFCAZRIESH , XBEBTHEBSRIUL(POC) RS MBERRSSLAI

. BYFEABLRIUD , BAUREIBBWAASRKS , MEFES ARBRSSH|IED , HEETLUER
IERERBERBRN TR, SIZESSLINERS A , ATELfECentral ManagerF BB BX R iE+H, B
2, HECEHELRIERN , EREINEETER—NRLER , RPIEPFZET (ERIERK
HEHCAZE ), ERFLEZLESL  BFEEMFHEINRENZEERIEPMEANEFHEPREIE

F. (EInternet Explorert , EZ£&&5H , £ View Certificate , A J/57E “Certificate” Xt FHEH £

iInstall Certificate , J 5 & “Certificate Import Wizard”, )

FLESSLEERS RN , A& A FCentral Manager@{E BIWAER K2 ( B FERE M

) FISSLIR AT Z B FIREHRNAIWAE, MREEN KBTI ZIFNED , NS HREEEFNIEETH
Fo HEXFERT , iHMCLIEE Acrypto ssl management-service BLE @+ , FSSLEERFZIRE IR
B RS 1 EBRIAES

SSL AO#FEHERR

#& 7] LA fE A show acceleratorflshow licenseds TR I EMAOE BFVIRZ |, A0HERR 5 A HNiE # fE 3T
EdAmR, SSLINESFREFTES WAF AL,

ET R , EFshow accelerator sslin & ( 1B 1FR ) BUEHIE PO F D XWAE L4FE T SSL AOHY
RS, BHELEFZSSLAOEEA. BTHEM , A EEREERH . NREBEERSHNEAR , B
EREZRXA , WRRFARE, WRSTRTREA, WERRAWAEL ENPREEET
ZE2EHPRRSSLES , RRURRZE2 M ARITARPREESZ L LA, #FHshow cms info
Mpingfr S HIARREEEE A

B 1. HSSLINEFRZ



troubleshooting_application_acceleration.html

WREGTA# sh accelerator ssl

hocelearator Licensed Config State Oparational State
g8l Tas Enab Lled Bumnmning
88L: ‘\
Policy Engine Config Item Value _
T - AO admin and
State Registered .
pefault Action Use Policy operational state
Connection Limit 2000
Effective Limit 2000
Keapalive timeout 5.0 secomds
- Registered state
indicates AO is healthy
- Displays connection
limit

MR EZFGen Crypto ParamsHZ1TIRE , BEHFREZZLZARuNning (1217 ) , EFEIETREE
JLAEPEtE,. MREFEIMCMERFZHAPRSEL L8 , WAERTHPREES LHCMSERS
REZT , BHREERSENEEE , WAEFFREESE FHWAASHRAEATRE , REPREES
ZEFHRITH.

#4277 LU Fshow cms secure-store@in 5 R iFCentral ManagerZ £ 7 B & C ML HITF |,
TFIR

ch¥# show cms secure-store
secure-store is initialized and open.

MRLZLFERDBICERITI , EFFRNEEER , MmstorekeyfailureMsecure-store, AL
£ Fcms secure-store openii T F LR LFF ¥ , M Central Manager®i£#EAdmin > Secure Store

o

BECRLZEFEHEED , LBERESEEBNLAEEREEM.

MRWAE F B INRFERE |, h4&PEIESSL AOIE{T. fEHshow disk detailsit SRR E S
AHENS K HRBEEECEFHCONTENTHMSPOOLS X, MRIXLESXBEEE , NRARE IR
FHENFPREERK LR , EMZFHRFEATUMNEZEAFIER, MERshow disk detailsii & 7=
“System is initializing” , R NEARNPREFER/WRNEZ R , BRE M KRES . WAEELREST
FREMERS . MEWAELENFREESRRUEMNZRZRS | A HER.

B LARUESSLINERF —REEERE , EHRSERFEHROWAEL N EERA(EFREESREYF |, &
Big% , REEEConfigure > Acceleration > SSL Accelerated Services). BT AT %4 , SSLAN
FHEA R EBREMNEANINERSERNIETNRS :

- EMWAEHIBRINE AR S P ELERVIE . £ Hshow running-configan + 5 E HiE Bk 55 H £ A 1Y
iE$ , RS Ashow crypto certificatesFshow crypto certificate-detailsin S HIAE B R EFEE
ZE&FME, WRIEPERX , BEHS AULEH,

- RSP 2L HA, F Ashow crypto certificateslshow crypto certificate-details&r 1 & ik
FEH B,

- IERBRSIEBNE M B BMRRFFH. £ HAshow crypto certificatesFlshow crypto certificate-
details@i ©© , AREGTWMEHNBERMET 5. ks, BRWAER S Mt XE SEH,

BRI LARIESSLEERENA T EHWA KR |, B , ef12@3SSLmE#H T , WE2F R,
f£Central Manager¥ , IEEWAEIR % , AJ/51%EMonitor > Optimization > Connections Statistics



BH2. 38 UFSSL I #% | 49 iE 3 5% B

{# Fishow running-configin T RIFHTTPSREX RS 2 EHEE. £5EFEISSLNARFRE
AY{E{L.DRE no compression none , F B FEFFNHTTPS LRI HAE L TR EZY , TR

WAE674# sh run | include HTTPS
classifier HITPS
name SSL cl assifier HTTPS action optim ze DRE no compression none Cmmmmm o

WAE674# sh run | begin HTTPS

...skipping
classifier HITPS
match dst port eq 443 Cmmmmmm e

exit

EFMERSEASINERS FEHEH RS 2IP:port. IREEFE M : portH RS 2548 : portXd RIAYB)
A5, T{EAshow policy-engine application dynamicii SR & X EHEK, ENETHNERPH
DstF BRI RS MERS CH A RS EFIPHEO, XN FBEAFE ( Hl20 , server-domain

* webex.comifi 1443 ) |, DstFERIF N“Any:443", FNTFRFHFBHEE , ZHBEIERRS H N
DNSHa 57 FiR B By T A IPith 1 6 A SRBE 51 28t |, FHITIEMDNSE K. oS o A TFHIRMERS
WARE N RSP EMERSHTRLEEMERMERNIEENRESNER. B0, FrEN=ERS AR
BT XNERS , MR ZIRS R ER /M EREIE B ML FIEERES |, W ANERS b fFHrie R IEE
IRA , REEshow running-configiii th % BR 5515 F 59 “inservice”, A BLfE A show policy-
engine application dynamicis SR IESSLEI A R HIE R OWAE LR EBL FEIIRES. AT LAEA
show crypto ssl services host-service peering@i S BIEF FRFZRA

SSL AOHERS BB A LA A MR BRI RS2 E -

. B#75IP(server-ip) — £4.1.3M R ES RAFEHE

. ¥ IR (server-ip any)- 4.1. 7R E S RAFEH
cEWB (RESEE ) —EI2IRESKRAPATH

- BEAE (RSHE ) — H42ARESKREAFAA

—ESSL AOWEERE , ©RREMNEMABRINERSHTHRL. BSIPEENKEERRS , KXE



ARSSERB AN, MRS ERBMARSS2Rip any. WRFEEEENBEN INERS H5SEEMN RS HFIPT
Poh , NEELE TH#IERBAAO, SSL AOHE AR KM 5| Z H #yCookie A T 1 E 45 EE AL HY
HRBRSS M ARSSBE SR B IR A, LR A& 5|2 Cookie @32/ ¥ , (XFISSL AOEE L. REWUAT
RRTENRSH/ZERE |, RIENULATRRMENRS RS, TR :

SSLE#E 5| % Cookield
[CookielE  |[ISFERFERE|ZEE
[0x8 xxxxxx  |[fRZ5ER IP #uil [BAIPHIEE
[0x4 xxxxxx_|[fRSEEMNE  |[BEFOWAEN EVZRITIEGDNSER , FFHRERIPH IR INE 35
[Ox2FFFFFFF|[fRS B & [BIEF OWAEX HENIPHIERITREIDNSER , TBAEHE S SHITE
[OxT xxxxxx  |[FRFeER A IERSS B & Al AR PR A SSLERE

RBl 1 : fEAserver-iplic BAY IERSS :

WAE( confi g) #crypto ssl services accel erated-service asvc-ip

WAE( conf i g- ssl - accel er at ed) #descri ption "Server |P accel eration”
WAE( conf i g- ssl - accel er at ed) #server-cert-key server. pl2

WAE( confi g-ssl -accel erat ed) #server-ip 171.70.150.5 port 443

WAE( conf i g- ssl - accel er at ed) #i nservi ce

MRK RIS ERBRINANT

WAE# sh policy-engine application dynamic
Dynam ¢ Match Freelist Infornation:
Al l ocated: 32768 In Use: 3 Max In Use: 5 Allocations: 1751

<snip >

I ndi vi dual Dynami ¢ Match Infornation:

Nunber : 1  Type: Any->Host (6) User |d: ssL (4) D
Src: ANY: ANY Dst: 171.70.150.5:443 P
Map Nane: basic
Fl ags: SSL
Seconds: 0 Remaining: - NA - DM Index: 32764
Hits: 25 Flows: - NA - Cookie: 0x80000001 P

I 2 ;R SS BR R FREC A AEARST
BB A R IEE |, ML SSLN A, E R EMNDNSE EE AR ITERES,

WAE( confi g)#crypto ssl services accel erated-service asvc-nane

WAE( conf i g- ssl -accel erat ed) #descri ption "Server nane accel erati on"
WAE( confi g- ssl -accel er at ed) #server-cert-key server.pl2

WAE( conf i g- ssl - accel er at ed) #ser ver - nane www. googl e. com port 443
WAE( conf i g- ssl - accel er at ed) #i nservi ce

FERNEY RS ERBARMANT



WAE# sh policy-engine application dynamic
Dynami ¢ Match Freelist Information:
Al l ocated: 32768 In Use: 3 Max In Use: 5 Allocations: 1751

<snip >

I ndi vi dual Dynami ¢ Match Information:

Number : 1 Type: Any->Host (6) User 1d: ssL (4) <mmmmmmmm e
Src: ANY: ANY Dst: 74.125.19.104:443 mmmmm e ——————
Map Nane: basic
Fl ags: SSL
Seconds: 0 Remmining: - NA - DM Index: 32762
Hits: O Flows: - NA - Cookie: 0x40000002 <mmmmmm e
DM Ref Index: - NA - DMRef Cnt: O

Number : 2 Type: Any->Host (6) User 1d: ssL (4) <mmmmmmm -
Src: ANY: ANY Dst: 74.125.19.147:443 mmmmm e ——————
Map Nanme: basic
Fl ags: SSL
Seconds: 0 Remmining: - NA - DM Index: 32763
Hits: O Flows: - NA - Cookie: 0x40000002 <mmmmmm e
DM Ref Index: - NA - DMRef Cnt: O

Number : 3 Type: Any->Host (6) User 1d: ssL (4) <mmmmmmm -
Src: ANY: ANY Dst: 74.125.19.103:443 mmmmm e ——————
Map Nanme: basic
Fl ags: SSL
Seconds: 0 Remmining: - NA - DM Index: 32764
Hits: O Flows: - NA - Cookie: 0x40000002 <mmmmmm e
DM Ref Index: - NA - DMRef Cnt: O

Number : 4 Type: Any->Host (6) User 1d: ssL (4) <mmmmmmm -
Src: ANY: ANY Dst: 74.125.19.99:443 mmmmm e ——————
Map Nane: basic
Fl ags: SSL
Seconds: 0 Remmining: - NA - DM Index: 32765
Hits: O Flows: - NA - Cookie: 0x40000002 <mmmmmm e

DM Ref Index: - NA- DMRef Cnt: O

A 3 : B AR S5 AR R ANE AR ST

HEEATFWAASEREESL NBEE Y , NTILEIEFE RS S|V P, HIEHOWAESEHA
R EIDNS(rDNS)kLEE FEEEZHNRE. BEERFEHAIBEEES MPbiL , FHFRGRA
¥ RBHER FSaaSEM,

WAE( confi g) #crypto ssl services accel erated-service asvc-domain

WAE( conf i g- ssl - accel erat ed) #descri ption "Server domai n accel eration"
WAE( conf i g- ssl - accel erat ed) #server-cert-key server.pl2

WAE( conf i g- ssl - accel er at ed) #server-nane *.webex.com port 443

WAE( conf i g- ssl - accel er at ed) #i nservi ce

MRV REESI R B AMMT

WAE# sh policy-engine application dynamic
Dynamic Match Freelist Infornmation:
Al l ocated: 32768 In Use: 3 Max In Use: 5 Allocations: 1751

< snip >



I ndi vi dual Dynami ¢ Match |Information:

Nurber : 1 Type: Any->Host (6) User |d: ssL (4) Cmmmm -
Src: ANY: ANY Dst: ANY:443 e e
Map Nanme: basic
Fl ags: SSL
Seconds: 0 Remmining: - NA - DM Index: 32762
Hits: 0 Flows: - NA - Cookie: 0x2FFFFFFF D

DM Ref Index: - NA- DMRef Cnt: O

Bl 4 : {FAserver-ip anyft B &Y MRS :

WEERMTHREIYLE, ZEHserver-ip anylis 044309 INER S BUERT , ©AFIRO443 L8

FRAEEHSSL AOL L. ttEERIZEPOCHBRA T ERND LAFERE.

WAE( confi g) #crypto ssl services accel erat ed-service asvc-i pany

WAE( conf i g- ssl - accel er at ed) #descri ption "Server ipany accel eration"
WAE( conf i g- ssl - accel er at ed) #server-cert-key server.pl2

WAE( conf i g- ssl -accel erat ed) #server-ip any port 443

WAE( conf i g- ssl - accel er at ed) #i nservi ce

MR RYREE S| R B ARMMT

WAE# sh policy-engine application dynamic
Dynamic Match Freelist Information:
Al l ocated: 32768 In Use: 3 Max In Use: 5 Allocations: 1751

< snip >

I ndi vi dual Dynami c Match Infornmation:

Nunber : 1 Type: Any->Host (6) User Id: ssL (4) Qmmmmmmmmm———aae-
Src: ANY: ANY Dst: ANY:443 e mm e
Map Nane: basic
Fl ags: SSL
Seconds: 0 Remaining: - NA - DM Index: 32762
Hits: O Flows: - NA - Cookie: 0x10000004 D

DM Ref Index: - NA- DMRef Cnt: O

ME3FFR , A LU E Sshow statistics crypto ssl ciphersdn & — &2 £ F #9 Z13,
B34 5% &5



Verify ciphers with the show statistics
crypto ssl ciphers command

WREGTd#show statistics crypto ssl1 ciphers

Cipher LAN "~ waAH| Pearing

DHE_RSA WITH AES 256 CBC SHA 0 0 133

ESA WITH RES 256 GBC SHA L] L] LU C|ph.gr used between WAEs
DHE_RSA WITH AES 128 CBC SHA 0 0 0 for the peering session
RSA_WITH RES 128 CBC SHA 0 0 0 :

DHE RSA WITH 3DES EDE CEC SHA 0 0 0 Diffie-Hellman (DHE) reflects
RSA WITH 3DES EDE CBC SHA (] 0 o strongest possible cipher
RSA WITH RC4 128 SHA 0 o—te—_| o

RSA WITH RCA 128 MDS U 133 133l 0

DHE _RSA WITH DES CBC SHA [ 0

RSA WITH DES CBC SHA 0 0

RSA_EXPORT1024 WITH DES_CBC SHA 0 0 0

RSA_EXPORT1024_WITH RCA 56 SHA 0 0 0 Reflects server
DHE_RSA EXPORT WITH DES40 CBC SHA | 0 o 0 cipher support
RSA_EXPORT WITH DES40 CBC SHA 0 0 0

RSA_EXPORT WITH RCA 40 MDS 0 0 _JL_________J

OTHER CIPHERS

Cipher used between Data
Center WAE and Server

1}

\

Cipher used between Data

Center WAE and Client
B L RINXEZRBREESRRSSELEENZBICHE ., EX : Microsoft ISRRESR/AXIFEE
DHEM 253,

fEApachefR$E 88 L , ALK IENttpd.confXX P HISSLIR A ZBFMAEE. XEFERMAREMNT
Mhttpd.conf%l}?ﬂEl’Jﬁ‘i?lt,l’\§11ﬁ1=(sslmod.conf)'=Fl BT B R EHSSLProtocol #ISSLCipherSuite ZEX

SSLProtocol -all +TLSvl +SSLv3
SSLCi pher Suite H GH MEDI UM ! aNULL: +SHAL: +MD5: +Hl GH: +MEDI UM

SSLCertificateFile /etc/httpd/ssl/server.crt
SSLCertificateKeyFile /etc/ httpd/ssl/server. key

ERiFApachefR S8 LM P M A E |, B AHopensslin TREUES , MTIFIR :

> openssl x509 -in cert.pem-noout -issuer -issuer_hash
issuer=/ C=US/ ST=Cal i f orni a/ L=San
Jose/ O=Cl SCO' CN=t ool s. ci sco. con enni | Addr ess=webnmast er @i sco. com be7cee67

EXRESEFR , BANEFIERREFAGRUBEIERE, RAEX, MBBHAXRB, MXKELASE
(CN)%ME}%%/ME,\“CNO TEInternet Explorerd , 2 HES IR , PHERIER K AEEFFHERE
FIEP B BRI LA 7 #R IR B

REBHNRBREREFIHIERRAPKCS12ER , MARX509 PEMER ., EfFX509 PEMEX S H
HAPKCS12#& 3 , i EApachefR$5 88 LEA U Fopensslai© :

> openssl pkcsl2 -export -in cert.pem-inkey key.pem -out cred.pl2
Enter Export Password:
Verifying - Enter Export Password:



MRMACTHE , WSHNEFBERLEE. SHEDBIATRHELES AWAASKRZ,

& Fshow statistics accelerator sslff & &SSL A0S E R,

WAE7326# show statistics accelerator ssl

SSL:
A obal Statistics
Time Accel erator was started: Mon Nov 10 15: 28: 47 2008
Time Statistics were Last Reset/ d eared: Mon Nov 10 15: 28: 47 2008
Tot al Handl ed Connecti ons: 17
Total Optim zed Connecti ons: 17
Total Connections Handed-off w th Conpression Policies Unchanged: 0
Total Dropped Connecti ons: 0
Current Active Connections: 0
Current Pendi ng Connecti ons: 0
Maxi mum Acti ve Connecti ons: 3
Total LAN Bytes Read: 25277124
Total Reads on LAN: 5798
Total LAN Bytes Witten: 6398
Total Wites on LAN 51
Total WAN Bytes Read: 43989
Total Reads on WAN: 2533
Total WAN Bytes Witten: 10829055
Total Wites on WAN 3072

KM SFEMNERRITZITEEXN THESERIEEE R , f£show statistics accelerator sslin 5 L
AUTHERSTEEN R RXERITES

WAE# show statistics accelerator ssl | inc Failed
Tot al Fail ed Handshakes:
Total Failed Certificate Verifications:

Failed certificate verifications due to invalid certificates:
Failed Certificate Verifications based on OCSP Check:
Failed Certificate Verifications (non OCSP):

Tot al
Tot al
Tot al
Tot al
Tot al
Tot al

Fai | ed
Fai | ed
Fai | ed
Fai | ed
Fai | ed
Fai | ed

Certificate Verifications due to Other Errors:
OCSP Requests:

OCSP Requests due to Other Errors:

OCSP Requests due to Connection Errors:

OCSP Requests due to Connection Tineouts:
OCSP Requests due to Insufficient Resources:

47
28
28

O O OO oo

DNSHAZIT EEN THRBSBEHNERTEEEREIEEER,. ERZXERITES |, BF
Hshow statistics accelerator sslig 5 , M TFFIR :



WAE# show statistics accelerator ssl

Nurmber of forward DNS | ookups i ssued: 18

Nurmber of forward DNS | ookups fail ed: 0
Nurmber of flows w th matchi ng host names: 8
Nurmber of reverse DNS | ookups issued: 46
Nurmber of reverse DNS | ookups fail ed: 4
Nurmber of reverse DNS | ookups cancel | ed: 0
Nurmber of flows w th matchi ng domai n nanes: 40
Nurmber of flows with matching any | P rule: 6
Pi pe-through due to domai n nane m snat ch: 6

SSLEEFHXZITEEXN THELERIEEE A , ufEHshow statistics accelerator sslép s LAY LA
TESB/HETRRE -

WAE# show statistics accelerator ssl | inc renegotiation
Total renegotiations requested by server:
Total SSL renegotiations attenpted:
Total nunber of failed renegotiations:
Fl ows dropped due to renegotiation timeout:

{# Fishow statistics connection optimized ssIff P EBEWAASKZFREBEEER IV L{LHSSLIERE,
UEEEM AccelJIF 2B ERTDLS”, “S’3&R/RSSL AOWEHNT

O O O o

WAEG74# sh stat conn opt ssl

Current Active Optimzed Fl ows:
Current Active Optimized TCP Pl us Fl ows:
Current Active Optimized TCP Only Fl ows:
Current Active Optimzed TCP Preposition Flows:

Current Active Auto-Discovery Flows:

Current Active Pass- Through Fl ows:

Hi storical Flows: 100

OO PFr O Www

D:DRE, L: LZ, T: TCP Optim zati on,
A: AOMC:. ClFS, E: EPM G GENERI C, H: HTTP, M MAPI , N: NFS, S: SSL, V: VI DEO

Connl D Local |P:Port Renote | P: Port Peer | D Accel erat or

342 10. 56. 94. 101: 3406 10. 10. 100. 100: 443 0: 1a: 64: d3: 2f: b8 TDLS <=-=-
--Look for "sS"

& 7] LLfiE Fshow statistics connection closed ssl&i 1 2 B % A E EZNEREHITER..
MREZEARBIMRI , BREWCCP/PBREGEEEHAIEE , AREENMEEH,
& 7] LLfiE Fshow statistics connection optimized ssl detailfs S ZE&ESSLEESIHES , BZH D

th
, BB DB B SSLINEMRS A= £ MBI KM, X : BERNRBNXETFOMIL , ER , BE
HISSLERS 2 M A EE ML,

WAE674# sh stat connection optimized ssl detail

Connection 1d: 1633
Peer 1d: 00: 14: 5e: 84: 24: 5f
Connecti on Type: EXTERNAL CLI ENT
Start Tine: Wed Jul 15 06: 35:48 2009

Source | P Address: 10. 10. 10. 10



Source Port Number:
Destination |IP Address:
Destination Port
Appl i cati on Name:
Cl assifier Nane:
Map Nane:
Directed Mde:
Preposition Fl ow
Policy Details:
Confi gur ed:
is configured
Deri ved:
Peer:
Negot i at ed:
Appl i ed:
optimization applied
Accel erator Details:
Confi gur ed:
Deri ved:
Appl i ed:
acceleration applied
Hi st:

Byt es Read:
Bytes Witten:

ElHHNEEES |, § RSSLER B FME

SSL : 1633

Tine Statistics were Last

Total Bytes Read:
Total Bytes Witten:
Mermory address:

LAN byt es
Nurber of
LAN byt es
Nurber of
WAN byt es
Nurber of
WAN byt es
Nurmber of wites on
LAN handshake
LAN handshake
WAN handshake
WAN handshake
AO byt es read:
Nurber of
AO bytes witten out:
Nurber of
DRE byt es
Nurber of
DRE byt es

read:
witten out:
read:

witten out:
byt es
byt es

byt es
byt es

read:

witten out:

Nunber :

reads on LAN fd:

wites on LAN fd:

reads on WAN fd:

WAN fd:
read:

read:

reads on AO fd:

wites on AO fd:

reads on DRE fd:

2199

10. 10. 100. 100
443

SSL

HTTPS

basi c

FALSE

FALSE

TCP_OPTIM ZE

TCP_OPTIM ZE + DRE + LZ
TCP_OPTIM ZE

TCP_OPTIM ZE + DRE + LZ
TCP_OPTIM ZE + DRE + LZ

None
None
SSL
None
Ori gi nal
1318
208

Reset/ d ear ed:

witten out:

witten out:

BWMTR:

Tue Jul
0 0
0 0
0x8117738
1318

4

208

2

584

23

1950

7

1318

208

542

1424

0

0

0

0

10

1

10

TFO only

10 18:23:20 2009



Nunber of wites on DRE fd: 1

Nurmber of renegotiations requested by server: 0

Nurmber of SSL renegoti ations perforned: 0

Fl ow state: 0x00080000

LAN work itens: 1

LAN conn state: READ

LAN SSL state: SSLOK (0x3)

WAN work itemns: 0

WAN conn state: READ

WAN SSL state: SSLOK (0x3)

VWW work itemns: 1

VW2W conn st at e: READ

W2W SSL st at e: SSLOK (0x3)

AO work itemns: 1

AO conn state: READ

DRE work itens: 1

DRE conn state: READ

Host name in HTTP CONNECT: <=====
Added in 4.1.5

I P Address in HTTP CONNECT: <=====
Added in 4.1.5

TCP Port in HTTP CONNECT: <=====

Added in 4.1.5

BEBRHTTP AOZISSL AOYT it £ 4

MEEFHAIUESREBEFEEHRIHTTPSHRSES , B FIRNIERE XERNHTTP CONNECTHR
FEBMRIE ( RERHTTPSARSE 25 IPH#E R ATECONNECTEEH ) o At , HTTP AOEXE
WAE LA iRz, REEZEFIHNRSSEO 2B ERRE , HEE S iRMNIZRS S5 IPi M i
O B R EEsiE. RELI200 OKWEE MM E Fin , HEUEESSSL AOKER , RAEFIRIT
EENSSLERSSR/EE. AE , ERrHESKRBIRENTCPER (B8 ) X2 5SSLIRS I/

BERRYIBOE SRR |, FRELTEM ¢

. K &show statistics accelerator httpis =RV H , UBIAHTTP AOBAEBIERE , RAEFHEHBX
#4SSL AO, & & Total Handled Connections#Total Connections Havded-off to SSLit#k&s
MREFEFEARB , FRIELATHE :

- HTTP AOE R A , # BEATHEWAENEITIRES.

- SSLINFERS B ERZFHAECONNECT URLFEAMNHD ( MRERAHTTPS , WARE
#0443 ), AEOEEESCONNECT URLIESOFME |, HAEH 0 RRESSLIERS
PEE, B2 REBHRONITSEMSFEIHTTP AOKNRE D KIEF.,

. K& show statistics accelerator hitpar T E , SIAIALLZEZEAHSSL AOCLKEMLIL, EE
‘BAEEZELBMEBMCEZER TS, NREITTHTHBAER , FERB L —WARRT
EARSSLEBEHERR

- EHEHOWAE L |, Bifshow statistics connection optimized detail@ & H 2 5 & R~3EBr
SSLERFZ M ENA. IPHUFTCPIHR A, MREAXEFRIEEFER , HRELUTI :

cBIEE PN ERAERERSER,

- WIFDNSIRS e —R B EHEF OWAE LEE B A, AILAEAip name-server
A.B.C.D#W S EWAE L& MDNSHR S £5-

B 55 B8 UL 15 3 UF ¥ P B BR



AR S5 2RIE WU E SR EBAYCALE B -§ A FEHOWAE,
EHRRSIRLEBRUESE , EHRITATER

IREBRSHIEBHREMEEEH. RESH[IUEPFHLEMEEBHRLNESLECAUERFHERE
BMTE, MREEGPEMERIBRVIES , M LAIER S T openssIf B $5 28 L £ A A Topensslii T :

> openssl x509 -in cert-file-name -noout -text

2.{# Fshow running-configds % B8R B #E L WAE £ 72 LB B crypto pki calit®. X FWAEFER
IEERFEFEANCALS , BNFANCALEBHEEMEpki calit BT, Hli0 , R F ACAILES
company1.ca , M| AMEHEH OWAE LR ITUTEE :

crypto pki ca conpanyl
ca-certificate companyl. ca
exit

AR MREAPREERGUISACAILS , FREEBRXBMMERMNZEpki cafil B BHE S
AWCAIEH, B2 , MRCALEFRBTZCLISAR , WEEFHRMEREE,

SHMRERIEMIEBITIFUEREE , NBFRIIEBE—H , HERMEM K ENCAIEBEWAELS A,
B 55 Fopenssl verifyds 5 2 30 I IF IE B,

4 MRWIEMAXY , MKRESSLMNERBAEE. EAATHTEARLERIER

wae# config

wae(config)# logging disk priority debug
wae(config)# logging disk enable
wae(config)# exit

wae# undebug all

wae# debug accelerator ssl verify

wae# debug tfo connection all

5.8z MRiERE , RIER E/local/llocal1/errorlog/sslao-errorlog.current B E X4, X HRNIEREE
ERF[IEPHPNMEEER. BREMXKEEMHRSCAEPNERAEENRTE T,

MR BEREERMEMATRER , NEARMGERERN TSR EHED,

6.EMEMEERMNEAEZHTE , CAE PR ER, EXMERT , MRBISH[IIEBHE
HCAMUAR , MAIGEFN R RIER ( FHWAAS ) TR RST 2R, HRRERREEEN , AIBI RS
MRB|/EOATADR R u=h ERBEERKREILES. IEBFAGEEATRETRSLERS
BREPEEMEHCALES. RECAEBHNFISFR, FISHEEHREHOWAE LS AR
UE5 B9 7 515 IR

7THMREATOCSPHERE , BRATCHRBILEPRIELFREER. AXOCSPIREMEH IR
B , SR OCSPHER EHEHEER "7 .

B 7 U E 5 56 IF A R B B

A TERRS SFN/HBEP OWAELEAZEFIRIEBHEIE, HWAASH TIESSLRER , tRK
Bt iEmachine-cert-key , NIl R ARSS B8 W MY & 7 im ik 35 = £ BUE /O WAE R crypto ssl services
global-settingsin 7 1 15 EE FImachine-cert-key P8 RIVIE P, F itk , MRFRS B LN EFIRKIES
KR, M ATAE R B A BB OWAEHBHE BERRS 22 E ST RAE,




MRBIEROWAE LN FFIRIEBRIES T , TRERE N 5T/ IRiE+ L E /Y CALEF RE IR
FOWAEES A, BXRUMARLEWAELRRS AT EWRICAIERIRE |, 3R RS [ILHRIUE
PR R o

X SFWAEE 5 1 UF B B PR
BHBRNSEBRTRE  FRTATSER -

1. IEFFREMIE P RCAZBWIEH, — MNWAEH BEZIEPTEERS —PMWAERIE, BRIAER
T , WAEME BZRIEH, A Mcrypto ssl services global-settings machine-cert-key# £ &t il
BRI,

2.WIUFERIFIEBAIRE LN T EWWCAIER, Hla , tIREHRTFEH OWAE LEE T peer-cert-
verify , M2 XWAEBIE B ABMHCAZ R , H ENEHER OWAELS AHBEHNZERZCAIES, MR
EBENUCLIFHSALS , HFEICFEMcrypto pki catn S RIZCAERAS ANIEH, YHPRE
EEEGUIS AR , FREEIRS B30I ITH M N pki calit &,

BAUMRNEFEWAERNRIEMARRY , FHERSSL AOBHIEFK "H L Frid e EFiH B &

BEBROCSPHiHE B M

MRRGERAELIEBHRSP(OCSP)HBERENER T EKIEUSSLESR , FHITHUTEH
FEHERR IR

1. BROCSPIE 5 83 AR &5 72 Mo B 88 AR &5 88 LiE 17

2. FRWAER G Ri 28 2 B iEE R . MWAEE fpingfitelnetds © ( EEEH MmO ) #ITRE,

3. WINEERIEMIEPHEAEN, 2H BHMIEBN A FURLERE 2 HINEEM X,

4. BUFOCSPIIRHIE B REE S AWAE, KBEOCSPIMN FHIMNtELZE , BS5OCSPIHL
PCEL Y CAIE P A M3F BIEWAE L,

5. K & show statistics accelerator sslin & #i H AR BEOCSPAIHER , HREESOCSPHFEX M
R

6. MNROCSP HTTPEEIEAEBIHTTPRIE , BZRE2AZREBLUEFTHREERH,. NRtH
XEHE , IREREBEEREARASBUEENE, IRRERELE , NUREFERL
HTTP#RL 451 , XIS HERETRS. BRBESREUH —-PRE,

7. MRFAEEHMIRIEERR LM , T gL IR EZ HOCSPERWHIE SR ER , LUEH — SR,
&0 LA FAWAASHBEBERR ¥ & X E IR 9 BB E"— 17 Frik W tcpdump Sitethereal dn

AL
To

HFEHOWAER T EAOCSPIRIZRWURLBE ML TR X2 —iR4E -

- Hcrypto pki global-settingsHit &+ Bt B B A OCSP URL
- EERERIEBFIEENOCSP URL

MRURLZEMNBREMERRER , WERURLATHREXEE., BASSLINEROCSPIER H&
BUBEURL , RERESWHALHERE, BXERARXAESNEAGFE  HSAT -,

HFBRDNSHEE i 1
MRRETAEARS BEHARS FAMBACSSLEE | WHTU T REHBRSR -
1 BREWAE LR BHONSIRS B HEN TR EH. EANTHSRECEBNDONSRSS -


preliminary_waas_troubleshooting.html#Capturing_and_Analyzing_Packets

WAE# sh running-config | include name-server
i p name-server 2.53.4.3

Try to perform DNS or reverse DNS | ookup on the WAE using the foll owi ng comands:

WAE# dnslookup www.cisco.com
The specified host/domai n name is unknown !

L OEl B 3% TR B B Y B MR R B 2R T A AT IZ B K.
AN B E BN B RS B Tping/traceoute it , BEH ALAMF A IRATE,

WAE# ping 2.53.4.3

PING 2.53.4.3 (2.53.4.3) 56(84) bytes of data.

--- 2.53.4.3 ping statistics ---

5 packets transmitted, O received, 100% packet |oss, time 4008ms

WAE# traceroute 2.53.4.3
traceroute to 2.53.4.3 (2.53.4.3), 30 hops nmax, 38 byte packets
1 2.53.4.33 (2.53.4.33) 0.604 ns 0.288 ns 0.405 ns

* Kk %
* Kk %

* Kk %

a b~ wnN

* k* %

2. 0NRDNSHRSEEE A5 , H EEC A UMBMT B , (BSSLIEREMAMLIL , THAREEREEEHREN
BHIRRSLTFEIRAS , HEKRESSL AOKWEIR, FRAUTHS :

WAE# show alarms
Critical Alarns:

Alarm|D Modul e/ Subnodul e I nstance
1 accl _svc_inactive ssl ao/ ASVC/ asvc- host accl _svc_inactive
2 accl _svc_inactive ssl ao/ ASVC/ asvc- domai n accl _svc_inactive

Maj or Al ar ns:

H ¥ “accl_svc_inactive’BIR R TINERFEEFFE—LEZR , HAUEFEE IS MNERS
BEERZBERENEERE. RENERSEEHABREELR, FAUTHITREEE :

WAE# show crypto ssl accelerated service

Accel erated Service Config State Oper State Cooki e
asvc-ip ACTI VE ACTI VE 0
asvc- host ACTI VE I NACTI VE 1
asvc-domai n ACTI VE I NACTI VE 2

ERERXREMERSHFAES , BEAUATHT :



WAE# show crypto ssl accelerated service asvc-host
Nane: asvc- host
Config state: ACTIVE, Oper state: |NACTIVE, Cookie: 0x3, Error vector: 0xO
No server |P addresses are configured
The followi ng server host names are configured:
| nxserv. shil pa.com port 443
Host 'I nxserv.shilpa.com resolves to follow ng |IPs:
--none- -
No server domai n nanmes are configured

INEFRSS B ITIRAS T 82N 3EE RS —NRE ZDNSHE. Hlan , MR IERSEE+H RS
F|ENE , MWAET EBT RS BF[IPHUE , M EREE LN SEKHK,

SR BTEHBACE M SE NS IHITHERHEM , NRASSLEEA T EREHRTMLILAIRSEE.
ERANUATHTRERKSIZESRE !

WAE#sh policy-engi ne application dynamc
Number : 1 Type: Any->Host (6) User 1d: SSL (4)
Src: ANY: ANY Dst: 2.53.4.2:443
Map Nanme: basic
Fl ags: TIME_LMI' DENY
Seconds: 10 Rermaining: 5 DM Index: 32767
Hts: 1 Flows: - NA - Cookie: Ox2EEEEEEE
DM Ref Index: - NA - DMRef Cnt: O

i Fshow statistics connectionfn T BEERIRS ., F—/MEHER E RTSGDLAY IR M fFLEE#E
. EZITIME_DENY KBS ZBEMWAEFENTDL,

4. N RDNSHRS 8B 5#IE P OWAEM < # {7 TWAN L | 3#E & [mDNSHE R 6T A+, NI H s
ATEEL W, XEURTHFF imB A MrDNSIE R AT A, FEXFERT |, “EBEUE R BIDNSERNWHE
"I ERER SN, AEEEABER. WBERKXPEDNSERSZ MR DRI EERE , F/=H
WAAS EHINSCDAR I E, AILAfEAshow alarmsii S ENSCDIRA . KEXTPIERA ATEEMIEE
K, EREXRSHIHES , DNSRES STt SHEHR OWAEN F B —/NLANF,

HEBRHTTPRISSL AO#E & i ik

NOTE:WAASHRZ~4.3. 1 5| A THTTPZISSL AO%%E, AT F~EHA T R HIHWAASKR,

#ATACTERNEMAMABEREA S —1NAO , HEFANAOT LR 1E R £ A HAOKEMR
Lo AOBEEWAASTH4S.3.1 2B IRAFIREAOTIMRINEERRE , RNBETAOE , 55 —AOHELL

o

SSL ACAEE PR i SR B R 4%

. F550 SSL:SSL AOE AEWEEHTHSSLEF., CHETARNIBID UREHTTPE %,
MRAEHIERHTTP , MELHEAHTTP AO;EN |, SR AEMTSDLIEL

- RIBER - HTTP AOE LERIER., THERZFWMIERPIIRCONNECTIRL FE , HEREME
Fi200 OKH B HiAfS#E ASSL AO,

SSL AOEAREHTTPEMEBRREMEL THTTPR % : GET., HEAD, POST, PUT. OPTIONS,
TRACE, COPY, LOCK, POLL, BCOPY, BMOVE, MKCOL, DELETE, SEARCH,
UNLOCK., BDELETE, PROPFIND, PROPPATCH, SUBSCRIBE, PROPATCH,



UNSUBSCRIBEFIX__MS_ENUMATTS, ®]3Af#Adebug accelerator ssl parserip & 813 5 ## 4T E5
FXHEB, TJLAEAshow stat accel ssl payload http/otheri P EEE T g kB 2 XN REN

SZiHER
HEHERRIR R
1. BREHTTP AOBREH B AHTTPSZHAEE , BAHTTP AOHB LLIEE, BXREHMER , S H

2.

AW

wae#

HTTP AOEHEBR X &

£ Fishow stat connectionfin TR BEBEBRS. MREMLIEE , NERTHSDL , #8/RTCP,
HTTP, SSLFMDRE-LZ{E{t, MR BRAMEMX LML , FXNZMALRF (SSL, HTTPE ) #t
—%i@iR, HlE , WREZRSERTHDL , NEWRE R EENASSLIEL, HXESSL
AOHEX AR RIBAFMES M T,

. BIRSSL AOE B A B Fiz1TIRA(ES R “HEBRSSL AOHE"—7),
. fEAshow alarms#r SR EEWHR.

. WRSSLRERMEAL , FRRKRSHEIPHUL, EHEHEENiKOS EENMERSH —H D
Y118

. & Fshow crypto ssl services accelerated-service ASVC-nameiip 95 (155 % “DNSEL & H FE 5F

B &R ).

. £ Fshow policy-engine application dynamiciz % , BR KB S| ZEB K RSHEMBOH—1

%*B.

MR EARIRSEREIRMIARDO LERASSL ( BIAMEN443 ) |, FERRXRRERKSIZEREEH

o PREEBRMFEIFEBRRESSLRELIE,

. fE Fshow crypto ssl services accelerated-service ASVC-name@i ¥ , TRELE N EH B BT

NERNIPHEU, MERKEIPHU K BREBHBRSHREEEER, SiEREdnslookup
|P-address @ =AY 4

sh run no-policy

crypto ssl services accel erated-service sslc
version al
server-cert-key test.pl2
server-ip 2.75.167.2 port 4433
server-ip any port 443
server-nane nail.yahoo.com port 443
server-nane nail.googl e.com port 443
i nservice

wae#

Nane:

sh crypto ssl services accelerated-service sslc
sslc

Config state: ACTIVE, Oper state: ACTIVE, Cookie: 0x0, Error vector: 0x0

The followi ng server |P addresses are configured

2.75.167.2 port 4433
any port 443

The followi ng server host names are configured

mai | . yahoo. com port 443
Host 'mail.yahoo.com resolves to follow ng IPs
66.163. 169. 186

mai | . googl e. com port 443
Host 'mail.google.com resolves to follow ng |IPs:
74.125.19. 17


troubleshooting_the_http_ao.html
troubleshooting_the_http_ao.html

74.125.19.18
74.125.19.19
74.125.19. 83

wae# dnslookup mail.yahoo.com

O ficial hostname: |ogin.lgal.b.yahoo.com
address: 66.163.169. 186

Al iases: mail.yahoo.com

Al i ases: |ogin.yahoo.com

Al i ases: |ogin-global.lggl.b.yahoo.com

wae# dnslookup mail.google.com
O ficial hostname: googlemail.l.google.com
address: 74.125.19.83
address: 74.125.19.17
address: 74.125.19.19
address: 74.125.19.18
Al iases: mil.google.com

SSLAOR®FIER
AT B34 AT A T HEBRSSL AOHIR :

- BEHEXH : /locall/logs/tfo/working.log ( #l/local1/logs/tfo/tfo_log_*.txt )
- 81 B F X : /locall/errorlog/sslao-errorlog.current ( Flsslao-errorlog.* )

NETAEE , BNEEREACL , FHEIRHZE—&EN.

WAE674(confi g)# ip access-list extended 150 permit tcp host 10.10.10.10 any
WAE674(config)# ip access-list extended 150 permit tcp any host 10.10.10.10

ERASSIER , BRUOTHRMEAtransaction-logsBL B

wae(confi g)# transaction-logs flow enable
wae(confi g)# transaction-logs flow access-list 150

B LA E Atype-tal P R EBEEF AENHNEE , M TFAIR .

wae# type-tail tfo_log 10.10.11.230_20090715_130000.txt
Wed Jul 15 14:35:48 2009 :1633 :10.10.10.10 :2199 :10.10.100.100 :443 : OT : START :EXTERNAL
CLI ENT : 00. 14. 5e. 84. 24. 5f :basic

:SSL :HTTPS : F : (TFO (DRE,LZ, TFO (TFO (DRE,LZ, TFO (DRE, LZ, TFO :<None> :(None) (None)
(SSL) :<None> :<None> :0 :332
Wed Jul 15 14:36: 06
2009 :1633 :10.10.10.10 :2199 :10.10.100.100 :443 : SODRE : END : 165 :15978764 :63429 :10339 :0
Wed Jul 15 14:36:06 2009 :1633 :10.10.10.10 :2199 :10.10.100.100 :443 : OT : END : EXTERNAL
CLI ENT :(SSL) :468 :16001952 :80805 :27824

EiRENSASSL ACHBIHAFIEEK , BEANTHT.
NOTE: i B EIEREAXRECPURIR , HERMAERKRERH, EAFMEHEE, EEBER

Bo

B RN T AR S AR B SIEREEE



WAE674(confi g)# logging disk enable
WAE674(confi g)# logging disk priority detail

B BUAACLR R ERE AER BEER , TR :

WAE674# debug connection access-list 150

SSL AOEIARYIETAN T

WAE674# debug accelerator ssl ?
accel er at ed- svc enabl e accel erated service debugs

al arm enabl e SSL AO al ar m debugs

al | enabl e all SSL accel erator debugs
am enabl e aut h nanager debugs

am generi c-svc enabl e am generic service debugs

bi o enabl e bio | ayer debugs

ca enabl e cert auth nodul e debugs

ca- pool enabl e cert auth pool debugs

ci pherli st enabl e ci pherlist debugs
client-to-server enable client-to-server datapath debugs
dat aser ver enabl e dat aserver debugs

f I ow shut down enabl e fl ow shut down debugs

generic enabl e generic debugs

ocsp enabl e ocsp debugs

oom manager enabl e oom manager debugs

openssl -internal enabl e opnessl internal debugs
peering-svc enabl e peering service debugs

sessi on- cache enabl e session cache debugs

shel | enabl e SSL shell debugs

smalert enabl e session manager al ert debugs
smgeneric enabl e sessi on manager generic debugs
smio enabl e session manager i/o debugs

sm pi pet hr ough enabl e sm pi pet hrough debugs

synchroni zati on enabl e synchroni zati on debugs

verify enabl e certificate verification debugs
waas-t 0- waas enabl e waas-to-waas dat apath debugs

B bl SSLEREABRAEER  ARETARERAENERE , MTAR

WAE674# debug accelerator ssl all

WAE674# debug connection all

Enabl i ng debug nmessages for all connections.

Are you sure you want to do this? (y/n) [n]y

WAE674# type-tail errorlog/sslao-errorlog.current follow

NMEFISREAE IR _E BYE 3533 KA T 4R i B Bk B

HEZRTENILESEIH (REIH/EI0XRA ) EREWAASKRZ LEEBE L2 /T EYIES
B , SSLAOSAEMER. WAASHBHSLERI BEIEH , \WAASKRZN BREZFTHBEIH B H
5%,

FTIBEWAAS NMERISREME SRV BT E B IR/ BN BTi% B 200651818 , BMENMER SREE IR E#
o XESHBEXRIEBRE2011F1A1BEN , RBEEREBIHER,

MRAEARANLEBEANLRIES , MEEASSL ACHBEEES , BRFRIBETHENLY
B, ARG EEESGEB I B ERRZIE+R. A, MRECSERFTRGREER TNMES
SMERR , F# EEFRHESINERNEH , N AT &S it | &,



IE 3 B EER B A T 83R 2 — (& RfEshow alarmsan & #9 5 i H):

Maj or Al ar ns:

Alarm|D Modul e/ Subnodul e I nst ance
1 cert_near_expiration ssl ao/ SGS/ gsetting cert_near_expiration
/)
Alarm|D Modul e/ Subnodul e I nst ance
1 cert_expired ssl ao/ SGS/ gsetting cert_expired

FREFEIRCGUIIRE LT &R : "Certificate__waas-self_.p12BFEH , e R RETEENITE
HAEH"

&R LAE R LA T RT3 3R 2 — R UL [R) R
- AERREREEHMIES :

SRE# crypto generate self-signed-cert waas-self.pl2 rsa modulus 1024
SRE# config
SRE(confi g)# crypto ssl services global-settings machine-cert-key waas-self.pl2

BRI, AEUEEH, KBRS RFELBIRRENTACRKREHIMA,

NOTE: Lt B 8UE S WAASH AR 484.1.7b, 4.2.3cM4.3.37 K 1 B HCSCte05426 1Y i R 77 R AF IR
o TANIEE R B i K v2037,



	WAAS - SSL AO故障排除
	章节：SSL AO故障排除
	目录
	SSL加速器概述
	SSL AO故障排除
	排除HTTP AO到SSL AO切换连接故障
	服务器证书验证故障排除
	客户端证书验证故障排除
	对等WAE证书验证故障排除
	排除OCSP撤销检查故障
	排除DNS配置故障
	排除HTTP到SSL AO链路故障
	SSL AO日志记录
	NME和SRE模块上的证书过期警报故障排除



