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The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.
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aaa new nodel
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aa group server tacacs+ tacacsgroup
server nane serverl

server nanme server?2

aaa authentication |ogin AUTH group AAA-Servers

aaa aut horization conmands 1 PRI V1 group AAA-Servers
aaa aut horizati on conmands 15 PRI V15 group AAA-Servers
aaa aut horization exec AUTHLI ST group AAA-Servers
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aa group server tacacs+ tacacsgroup
server name serverl
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aaa aut hentication |ogin AUTH group AAA-Servers
aaa aut horization commands 1 PRI V1 group AAA-Servers

aaa aut horization commands 15 PRI V15 group AAA- Servers
aaa aut horization exec AUTHLI ST group AAA- Servers
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aaa aut hentication |ogin AUTH group AAA-Servers

aaa aut horization conmmands 1 PRI V1 group AAA-Servers
aaa aut horization conmands 15 PRI V15 group AAA-Servers
aaa aut horization exec AUTHLI ST group AAA-Servers

enable (event)fE CMEIcms iR F 1 JE A B & & cms.logfwaasx-audit.log 304 |, #E Hi%E M 1T
EUWEE,

# debug cns waasx-regi s

# debug cns router-config

# debug cns stats

(config)# logging disk priority 7
# cd errorlog

# type-tail cns.log foll ow

# type-tail waasx-audit.log follow

REIBESRE , SCMTEEHHWAASTRIER 455 HAppNav XE.

05/ 27/ 2016 00:14:03.760 [I] cdn(RtrSync-40) Configuration commands failed on the device
CeConfi g_2875943/ USNY25WB9- R02. Not Taki ng backup of conplete device configuration.

05/ 27/ 2016 00:14:03.774 [W cdn(RtrSync-64) 700001 Failed configuration comrands are ...
05/ 27/ 2016 00:14:03.774 [W cdnm(RtrSync-64) 700001

cl ass-map type appnav match-any HTTPS

CLI: cl ass-map type appnav mat ch-any HTTPS

Status:8

Qut put : Conmand aut hori zati on fail ed.

HTTPS
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https://<IP_ADDRESS>/level/15/exec/-/




Home Exec Configure

Cormmand

Output

Command baze-URL wa=s: flevelf15fexecf-
Complete UBL was: flevel F15fexecy-

Exec commmands:

Slot MNumber
access-enable

Create a temporary Access-List entry
access-profile

Apply user-profile ta interface
access-template

Create a temporary Access-List entry
archiwve

manage archiwve files

. Cormmand
REBERALHNDTE 11302 8

T M ROIE Rinvetoryin




Home Exex Conficgqure

show inventory

Output

Command base-UBL wa=s: Fflevelf15fexecs-
Complete VEL was: flevelf15fexecf-fzhowf/invrentory /CR
Command was: show inventory

NAME: "CISCOZ911/KS"™, DEICR: "CISCO2911/K9 chassis, Hw Serialf: FTHE1425A144, Hw
FID: CIZCOZ911/K9 , WID: WO1 , 3M: FTEZ14=2S5S41AR

NAME: "High 3Zpeed Wan Interface Card with 4 serial ports (HUWIC-4T) on 3lot 0O 3ub3
FPID: HWIC-4T , WID: V01 , 3SM: FOCOS0Z3MSF

NAME: "3erwvices Module with Services Ready Engine on 3lot 17, DESCE: "3ervices M
PID: SH-3RE-S00-KS9 , WID: VO3, 3MN: FOC153Z24N0OL

NAME: "CZ2211 AC Fower Supply®™, DESCE: "CzZ911 AC Power Supply'™
PID: FWR-2911-AC , WID: V01 , SM: AZE3142220G4

command completed.
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Hotme Exec Conficure

| Cormmand |

Output

Command bazse-URL was: Fflevelf16fexecs-
Complete UVEL was: flevel f15fexecy - FfshowfinrfCER
Command was: zhow inv

Comtmand authorirsation failed.
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#debug AAAREIN

RIIRunning@ &

Jul 5 07:09:19.161: AAA/ AUTHOR/ TAC+: (2935402750): user=waasx

Jul 5 07:09:19.161: AAA/ AUTHOR/ TAC+: (2935402750): send AV servi ce=shell
Jul 5 07:09:19.161: AAA/ AUTHOR/ TAC+: (2935402750): send AV cnd=show

Jul 5 07:09:19.161: AAA/ AUTHOR/ TAC+: (2935402750): send AV cnd-arg=vrf
Jul 5 07:09:19.161: AAA/ AUTHOR/ TAC+: (2935402750): send AV cmd-arg=

Jul 5 07:09:19. 365: AAA/ AUTHOR (2935402750): Post authorization status = PASS_ADD
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Jul 5 07:08:32.485: AAA/ AUTHOR/ TAC+: (819547031): user=waasx

Jul 5 07:08:32.485: AAA AUTHOR/ TAC+: (819547031): send AV service=shell

Jul 5 07:08:32.485: AAA/ AUTHOR/ TAC+: (819547031): send AV cnd=show

Jul 5 07:08:32.485: AAA/ AUTHOR/ TAC+: (819547031): send AV cnd-arg=i nventory
Jul 5 07:08:32.485: AAA/ AUTHOR/ TAC+: (819547031): send AV cnd-arg=

Jul 5 07:08:32.685: AAA/ AUTHOR (819547031): Post authorization status = FAIL
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