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Cisco SDM

Cisco SDM Express Wizard El

Security Configuration

Configuration Steps

The following configuration settings are recommended by Cisco o secure your router.

Overview [+ Disable SNMP services on your router

This will disable SNMP services on your router.
Basic Configuration
Iv Disable services that involve security risks

LAN IP Address
- This will disable active senices such as Finger, PAD, COF etc. which may make

DHCP your router vulnerable to security attacks.
v Enable dces for enh: d ity on the
Internet (WAN)
This will enable Logging and other sendces, which will enhance the security on
Firewall the router.
¥ Enhance security on router access
+ Security Settings e
This will configure SSH for router access, set the banner, enforce a minimum
Summary password length, and resirict the number of unsuccessiul login attempts.
v Encrypt passwords
This will encrypl all passwords on your router by
Services.

lv Synchronize router date and time settings with PC settings

This will synchronize router date and tirme with the date and time on the PC.
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B4 DRAM 64 MB

B KDRAM 64 MB

B RFF 20 MB

BT 20 MB

WAN e 851:100 MBLLKX

e 857: MPIHLITZEADSL

LANAZ AL 4% [110/100BASE-T, i Hi&MMDIYMDX, HI-J-AZ)4E X

802.11b/g WLAN A b HE 2 T i e

#BHIAHA RJ-45

LED PPP, VPN, ADSL, WLAN, LAN

4:i1::N i JH1100-240 VAC

DSLEH e ST-Micro DynaMiTe (M Hijff] Alcatel Micro Electronics) ADSL:ts 4l (20190)

e T1.413 ANSI ADSL DMT issue 2

e G.992.1 ITU G.DMT ¥

e (G.992.3 ITU G.hs ADSLZ )i

e (.992.3 (ADSL 2)/G.992.5 (ADSL2H)Hfi 5l 2% Gl AR AR AE IR A T+ 2% S0 #)
e DSL Forum TR-067

A I AR A5 A B P /A AT (CAP) I ADSLEE Bk 1) LB A D R

p s

B SRRSO R 1,2,5.5,6,9, 11, 12, 18, 24, 36, 48F1 54 Mbps

BlgEE -94 dBm @ 1 Mbps
-93 dBm @ 2 Mbps
-92 dBm @ 5.5 Mbps
-86 dBm @ 6 Mbps
-86 dBm @ 9 Mbps
-90 dBm @ 11 Mbps
-86 dBm @ 12 Mbps
-86 dBm @ 18 Mbps
-84 dBm @ 24 Mbps
-80 dBm @ 36 Mbps
-75 dBm @ 48 Mbps
-73 dBm @ 54 Mbps

BRAERMTR 100 mW (20 dBm) @ 1 Mbps
100 mW (20 dBm) @ 2 Mbps
100 mW (20 dBm) @ 5.5 Mbps
100 mW (20 dBm) @ 11 Mbps
63 mW (18 dBm) @ 6 Mbps
63 mW (18 dBm) @ 9 Mbps
63 mW (18 dBm) @ 12 Mbps
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63 mW (18 dBm) @ 18 Mbps

63 mW (18 dBm) @ 24 Mbps

50 mW (17 dBm) @ 36 Mbps

32 mW (15 dBm) @ 48 Mbps

20 mW (13 dBm) @ 54 Mbps
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