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Cisco SDM

Cisco SDM Express Wizard El
. Security Configuration
Configuration Steps
The following ¢ ion seftings are by Cisco to secure your router
Ovarview ¥ Disable SNMP services on your roiter

This will disable SNMP services on your router.
Basic Configuration

IP A
AN cdrese This will dlsable active services such as Finger, PAD, COP etc. which may make
DHCP your router vulnerable to security atacks.
I+ Enabi onthe
Internet (WAN) ) seety
This will enable Logging and other senvices, which will enhance the security on
Firewall the router.
¥ Enhance security on router access
This will configure SSH for router access, sel the banner, enforce a minimum
Summary password langth, and restrict the number of unsuccessiul login attempts.
i Encrypt passwords
This will encrypt all passwords on your router by enabling Password Encryption
services.

v Synchronize router date and time settings with PC settings
This will symchronize router date and ime with the date and time on the PC,
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A DRAM 128 MB

B KDRAM 256 MB
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-80 dBm @ 36 Mbps
-75 dBm @ 48 Mbps
-73 dBm @ 54 Mbps
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100 mW (20 dBm) @ 1 Mbps
100 mW (20 dBm) @ 2 Mbps
100 mW (20 dBm) @ 5.5 Mbps
100 mW (20 dBm) @ 11 Mbps
63 mW (18 dBm) @ 6 Mbps
63 mW (18 dBm) @ 9 Mbps
63 mW (18 dBm) @ 12 Mbps
63 mW (18 dBm) @ 18 Mbps
63 mW (18 dBm) @ 24 Mbps
50 mW (17 dBm) @ 36 Mbps
32 mW (15 dBm) @ 48 Mbps
20 mW (13 dBm) @ 54 Mbps
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o ExFEx{=1.13x4.00 x 10.25in. (28.9 x 101.6 x 260.4 mm) ({LF5 HL4)
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o TN HL: 100-240 VAC
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o RAHIHTIA: 26W

o . SHI12V

A JRAE A O C AR RS -
o TN HL: 100-240 VAC
o Jji%. 50-60 Hz

o R NHIHIThE: SOW

o it ihk: 48VDC




ERF /B HIR Cisco 870 RFIER L W LK HSE

i
WA A& A e

£8. WAFRM (2
]
e UL 1950/ CSA 950-95,55 =ik
o IEC950:38 —JiR, HAh&aK1, 2, 3514
e [EN60950:1992717 B4 kh 4538 1, 2, 3F14
e (CS-03, & KHLfEER
e FCC Part 68 E[H Hi {52k
® AS/NZS 3260:19964 H #h 453K 1, 2, 3714
e ETSI 300-047
e TS OO0l caK1
e EMI
® AS/NRZ 3548:1992 Class B
e CFR 47 Part 15 Class B
e [EN60555-2 Class B
e [ENS55022 Class B
e VCCIClass II
o [CES-003, Issue 2, Class B, April 1997S
e IEC 1000-3-2

AIIE

Wi D))

CERTIFIED

o AR T/EIEJE: —4-149°F (—20-65°C)

o ClETARIRRE: 5-95%AX AL (IEA %)
o AETAEmIE: 0-15,0005% X (0-45704)
o TYEHEJE: 32-104°F (0 -40°C)

o TAEURME: 10-85% HXHEE (AEVA%E)
o TfEiE: 0-10,000%% )X (0-3000)

e R

CISCO871-K9

ITER
F9H%E T Cisco 870 R FTT AN B o tTHITIA, V7 R EEHT I3 i,

9. THHER
=
Cisco 871 LUK M #: N 6 fh 7

CISCO871W-G-A-K9

Cisco 871LUK RN TC Lk it t s 5% [/

CISCO871W-G-E-K9

Cisco 871U RN T Lk i % KK

CISCO871W-G-J-K9

Cisco 871 LUK N TELk i ha%; HA

CISCO876-K9

Cisco 876 %: T ISDN{JADSL# 17

CISCO876W-G-E-K9

Cisco 876 J:TISDNIFADSLICLE K 118

CISCO877-K9

Cisco 877 ADSLI H1 7%

CISCO877TW-G-A-K9

Cisco 877 ADSLTCZ i i SR IE/ZE UM




EHF /B HIRY Cisco 870 RFNEM B I LK

PR

CISCO877W-G-E-K9

9. TAGFELE 8D
F=

Cisco 877 ADSLTCZ: % tHa; KK

CISCO878-K9

Cisco 878 G.SHDSL rf1 2%

CISCO878W-G-A-K9

Cisco 878 G.SHDSL L % hia%; FEE/ZEM

CISCO878W-G-E-K9

Cisco 878 G.SHDSL TG i 2% KK

¥E: fECisco 870FRFUTCLHE tas™ w5, LUF RN LU N HIX I Jo2idii: A=SE A0
iy'[‘ly E:Eky'l‘ly J:H/ﬂt’

BT

W7 T #Cisco IOSEAT, Y i MBHKAET O

T T B I Cisco SDMAX 1, 1A«

http://www.cisco.com/go/sdm

AR & FNZ #5

J TSR P PSR T, BRHRAE T 2 RRSS R XL RIHTIR SV RDE R AN A G
AR TR RS AR AR e R I 5 F2 i, v DUSEIAR iy & P i % JORRIRSS ] LA Bh A IR
PRI 2500, AL E5I258, LEA I R 2% kB B 8 TR 78 43 BOME 2%, DA IT 470 Jo 0 48 284 i - 1
PRI LA T TR 2 0T IBRHIRSS IA5 B 1 U ) R AR SRR 45 83 IR R R %S

THREZER
075 T A% 5 T Cisco 8T0RIUS A I M LA B AL, WA M OB B AR s

WWW.cisco.com/go/870.




Cisco SYSTEMS

®

BRAZ (hE) MEZRERAAF

b Lig T FLER
EETHEBXERKRE 1 SKAT LEMESHE 222 SAF TMHEXRALE 233 SHE  HEHIRMEAHE 308 S @
WMEFEZBWME—NAM19-21F [ 32-33 % [71% 43 # [T% 23 B

HRE4%%5: 100738 HRELZmAS: 200021 BRE4mAG: 510620 B 4RA5: 610017

Bi%E: (8610) 85155000 BiE: (8621) 33104777 Bi%E: (8620) 85193000 BiE: (8628) 86961000
f£HE: (8610) 85181881 f£E: (8621) 53966750 f£E. (8620) 38770077 f£H. (8628) 86528999

ETHREMAFMNESER, BN http://www.cisco.com /cn
BRIRE (PED MBHAREGRA TS

20050 BRI RGN RIS . ZAAF/SEEMBNFHABRRFELARMEIHRE. Cisco, Cisco 10S, Cisco 10S #7iR, Cisco Systems, Cisco Systems #RiR,
Cisco Systems Cisco Press #RIRZ 14 BRI RS2 A HAEEEME b ERAM B EMEIR. X0 X PHREIAAE EE M.
ZMBBIRI A EEBRE AWM. SERE—RANERFTEREEERMITAEMARZEGFEANREENXR.

2005 4 5 A #i%





