Comportamento do recurso IDFT no StarOS
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Introduction

Este documento descreve o comportamento do recurso Indirect Forwarding Tunnel (IDFT) em
Control and User Plan Separation (CUPS) e configuragao de legado/baremetal.

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- StarOS
- Funcao de Gateway de Servigo (SGW) relacionada ao IDFT

Componentes Utilizados

As informacgdes neste documento sao baseadas nas versdes de software e hardware SGW -
21.25.9 (em versdes legadas e CUPS).

The information in this document was created from the devices in a specific lab environment.
Todos os dispositivos usados neste documento foram iniciados com uma configuragao limpa
(padrao). Se a rede estiver ativa, certifique-se de que vocé entenda o impacto potencial de
qualquer comando.

Informagdes de Apoio

O SGW suporta procedimentos de IDFT para criagao e exclusao, que sao aplicaveis para
chamadas Pure-S e Recolhidas com rede de dados de varios pacotes (PDN) e varios
transmissores. Este recurso € aplicavel para suporte de IDFT com ou sem cenarios de realocagao
e colisdo de SGW.

O recurso IDFT suporta estas funcionalidades:



- Crie uma solicitacado IDFT para Collapsed, Pure-S, uma combinag¢ao de chamadas multiPDN
Collapsed e Pure-S com varios transmissores.

- Transferéncia de dados em portadores de IDFT de downlink e uplink.

- Exclusdo da solicitacao de IDFT do MME (Mobility Management Engine). Além disso, a
exclusdo do portador de IDFT com base no temporizador apds a expiragao de um valor
padrao de 100 segundos, se o MME nao enviar uma solicitagdo de IDFT para exclusao.

- Exclusdo de PDN de IDFT, que inclui Limpar/Excluir assinantes de MME/P-GW, quando o
PDN normal fica inativo.

. Tratamento de falhas do Sx-Path em caso de Pure-S e chamadas recolhidas no momento de
IDFT Ativo/IDFT Criar estado Sx-Pendente.

- Interacao e colisdo de mensagens no momento do estabelecimento ou exclusdo da PDN do
IDFT com qualquer outro procedimento.

- O tratamento de falhas S11/S5 e Sx-Path em PDN n&o-IDFT agora € suportado quando o
PDN IDFT esta ativo.

Configurar IDFT

Esta secao descreve os comandos CLI disponiveis para suportar o recurso IDFT.

No plano de controle, use esses comandos CLI para ativar ou desativar o recurso IDFT.

configure
cont ext context_nane
Sgw- servi ce service_nane
[ default | no ] egtp idft-support
end

Problema

O SGW processa a solicitagdo Criar IDFT mesmo quando o recurso esta desativado. Esse
comportamento € visto em nés herdados/baremetal.

Esta é a configuracao de IDFT presente no no:

sgw-servi ce SGW SVC
accounting context EPC gtpp group default
accounti ng node gtpp
associ ate ingress egtp-service S11- SGN

associ ate egress-proto gtp egress-context EPC egtp-service S5-S8- SGW



no egtp idft-support

feature is off in the node.

Analise

S

| DFT

Os rastreamentos e logs de depuragéo sao obtidos por meio da simulagao deste cenario no
laboratdrio e o comportamento de Criar solicitacdo IDFT e Criar resposta IDFT é visto.

1) O MME envia a solicitagao de criacdo de IDFT ao SGW.
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12 9,900 2022-87-11 10:49:89. 235008 10.1.17.1
13 18,45 2022-97-11 18:49:19.736200 192.168.1.108
18 9,000 2022-87-11 10:40:19. 737000 10.1.17.1
15 11,18 2022-07-11 10:40:30, 024000 192.168.1. 180
16 8. 000 022-07-11 10:49:30. 925600 10.1.4.1
17 8,000 J022-67-11 18:49:30.925800 10.3.17.3
18 8864 622-87-11 18:40:36. 030800 192.188.1.188
19 ©.800_ 2022-87-11 18:49:30.989908 10.1.4.1
28 26.14_ 3922-87-11 18:58:81.131808 10.1.18.1

Frame 13: 76 bytes on wire (688 bits), 76 bytes captured (688 bits)

10.2c17a1
192.168.1.189
18.1.17.1
192.168.1. 108
10.1.17.1
192.168.1. 108
192.168.1. 188
10.1.4.1
192.162.1. 106
19.1.5.1

Ethernet 1T, Src: BO:0:00_80:0:00 (80:00:00:00:00:00), Dsk: 09:00:00_00:00:00 (00:00:50:00:60:08)

Internet Protocol Version 4, Src: 192.168.1.109, Dst: 10.1.17.1
User Datagram Protocol, Src Port: 10088, Dst Port: 2121
v GPRS Tunmeling Protocol V2
Flags: Gmif

Hessage Type: Create Indirect Data Forwarding Tunnel Request (186}

Message Length: 38
Tunnel Endpoint Identifier: GuBEOABEES (2147516421)
Sequence Mumber: 9ue9002 (1}

Spare: B

“ Besrer Context : [Grouped 1E]
1€ Type: Besrer Context (93)
IE Length: 18
o0 ,,.. = CR Flog: @
vo.. DO = Ingtance: &
EPS Boarsr ID (EBI) : 5
Fully Qualified Tunnel Endpoint Identifier (F-TEID)
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Request accepted,Request accepted

Requeit accepted, Requédt accépted

Request accepted,Request accepted

: ehodeB GTP:U interface for DL data forwarding, TEID/GRE Key: Sul98111a8, IPwd 102.168.1.186

PoaLTy Eearer mequesT
Modify Bearer Response

Create Indirect Oota Forwarding Tunnel Request
Create Indirect Data Forwsrding Tunnel Redpoaie
Medify Bearar Request

End Harier

Hodify Bearar Response

End Harier
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2) O SGW processa a solicitagao e envia a resposta Create IDFT Response de volta ao MME
com a causa 'Solicitacao aceita'.

11 @865 22 1 10A5: 80, 2VBM 192, 168.1. 108
12 0. 2, 1 10:49:900. 235000 10.1.17.1
13 10,40 29 11 18040110, TIERMH 192.168.1. 108
14 ©.0061_ 2022-97-11 g 18.1.17.1
15 11,15~ 2822-97-11 18: 192.168.1.189
16 ©.00d_ }B22-87-11 10:49:30.015008 18.1.4.1
17 ©.800_ }022-87-11 108:49:30.925008 18.1.17.1
18 ©.864_ }022.87-11 10:49:30. 559008 152.168.1.188
19 9.808_ 3022.87-11 10:49:30. 559008 18.1.4.1
20 30.18= 2022-97-11 18:50:91.131008 19.1,18.1

Message Length: 81
Tumnel Endpodnt Identifier: Gwl0010001 (268500953)
Sequence Musber: Bxidooal (2)
Spare: @
~ Case  Request accepted (16)
I Type: Couse (2}
IE Length: 2
008 ... = CR Flag: §
.. BeBh = Instance: @
Cause: Request accepted (16)
8608 8... = Spare bit{s): @
PCE (POM Conmection IE Errar): False
- BCE (Bearer Context IE Error): False

~ Bearer Context : [Grouped IE]
IE Type: Bearer Context (93}
1E Length: 83
6080 ... = CR Flag: O
Lees 00O = DRsEARCE: O
£F5 Bearer ID (EBI) : 5
~ Cawse : Request accepted (16)
IE Type: Cause (2)
IE Lengih: 2
008 ... - CR flag: @
.. 8088 = Instance: 8
Cause: Request accepted (16)
800 B... = Spare bit{s): @
FLE {PON Conmectlon IE Error): False
BCE {Bearer Context 1E Error): False

Fully #d Turmel Endpolnt Identifler (F-TEID) :
Fully fed Tunsel Endpolnt Identifles (F-TOIO) :
Fully Qualified Tunmel Erdpolnt Identifies (F-TEID) :
Fully Qualified Tunmel Erdpolnt Identifles (F-TEID) :

S (Cause Seurce): Originated by nede sending

18.1.17.1
192, 168.1, 108
108.1.17.1
192, 168.1. 108
10.1.17.1
192.165.1.168
192.168.1. 108
18.1.4.1
192.168.1.
10.1.9.1

s

..8 = C5 (Cause Source): Originated by node sending the message
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Request accepted, Request accepted

Request accepted, Request accepted

Request accepted, Request accepted
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HodiFy Bearer Requeest

Hodify Bearer Response

Create Indirect Data Foruarding Tursel Request
Create Indirect Data Forwarding Tunnel Responie
Hedify Bearer Request

Erd Marker

Hodify Bearer Response

End Marker

End Mariker

Echo Request
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Nessa resposta Criar IDFT, espera-se que o SGW envie Criar resposta IDFT com a causa
'Encaminhamento de dados sem suporte', pois esse recurso esta desabilitado na configuragao.

A mesma configuragcao € usada na configuracao do CUPS:

1) O MME envia a solicitagao de criagdo de IDFT ao SGW.



B Willds SHEL-UFLY BOIUNINY. IGHR L1001 L FTET T wiFve
5 0.000. 1022-87-15 08:05:99,174000 1e.1.18.1 192.168.1.189 GTPw2 Fequest accepted,Request accepted
6 @345 2022-07-15 GB:05:99, 510000 192.168.1.108 i8.1.09.3 &TP

7 9,000 1022-07-15 05:05:99, 519008 18.1.28.3 152.168.1, 188 GTF

B 26,30 [2022-87-15 B8:05: 15, 726000 :192.18&.1.196 18.1.18.1 6TPw2

9 9.0 J022-87-15 BB:05:35.726000 1@.1.18.1 192.168.1.189 GTPw2 Dats forwarding Aot fupparted

18 3.792 2022.07-15 28:0%:39. 518000 192.168.1.188 19.1.20.3 &TP

11 .08 2922-07-15 BB:05:30.516000 1@.1.28.3 192.168.1.188 GTP
12 9.874_ 2022-87-15 88:0%: .28.3 192.188.1.188 &TF
13 9.091- 2022-87-15 B6:05:39.593000 1,106 18.1.29.3 aTP
14 29.52_ 2022-87-15 85:06:99. 517008 192.168.1.188 108.1.28.3 aTP
15 9,000 2022-87-15 &6:06:09.517000 18.1.28.3 192.168.1.188 aTP

16 2.002- 1022-87-15 @8 18.1.18.1 152.168.1.189 GTPw2
17 9.610. 2022-07-15 @606 192.168.1.10% 18.1.18.1 GTPw2
18 9.082_ 2832-87-15 88:06:12,131008 18.1.18.1 152.168.1. 188 &TPw2 Request accepted,Request accepted

* Frame B: 76 bytes on wire (688 bits), 76 bytes captured (685 bits)
5 Ethernet 1T, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:20:00:00:04) ealg
> Internet Protocol Version 4, See: 152.168.1.193, Dst: 18.1.19.1
User Datagram Protocol, Src Port: 180888, Dst Port: 2123
v GPRS Tumamelimg Pratocel V2
3 Flags: Ondg
Massage Type: Create Indirect Data Forvarding Tunmel Request (166)
Meszage Length: 10
Tumnel Endpoint Identifier: GxS0000006 (2147483654)
Sequence Humber: ExdeoBNd (2)
Spare: @
v Bearer Context : [Grouped 1£]
1€ Type: Bearer Context (93}
IE Longth: 18
0000 ... = (R flag: @
... ED00 = Instance: @
EPS Basrer ID (EBI) : 5
Fully Qualified Tunnel Endpolmt Tdentifier (F-TEID) : elicded GIP.U interface for DL data forwarding, TEIDJGRE Key: @x28018089, IPud 192.188.1.186

2) O SGW processa a solicitagao e envia a resposta Create IDFT Response de
com a causa 'Data Forwarding not supported'.

192.168.1.188 &P

8 26.79_ 1922-87-15 08:85:35. 726000 18.1.10.1 GTPvE

9 @000 2022-87-15 08:85:35.726000 [i8.1.18.1 192.168.1.100 GTPVZ Data forwarding not supported
18 3.792- 1032-87-15 ©8:95:39.516000 192.165.1, 168 18.1.28.3 aTP

11 9,890 2922-97-15 88:85:39, 518808 18.1.20.3 192.168.1.188 TP

12 9,874 W22-07-15 B8:05:39,502000 19.1,29.3 192.168.1.188 GTP

13 9,801 2922-87-15 8B:05:39.593898 152.164.1.188 18.1.28.3 aTP

14 20,90 W22-07-15 606309, 517000 192.168.1.198 10.1.20.3 GTP

15 @.08a_ 2922.87-15 a8 S1vead 18.1.28.3 192.168.1.188 are

16 2.002- 2922-97-15 @8: 519080 18.1.18.1 192.168.1.108 (%]

17 9.610_ 2922-87-15 98:85:12.129623 192.168.1.100 18.1.18.1 GTPV2

18 9.002 2922-07-15 B8:06:12.131008 18.1.18.1 192.168.1.108 GTPu2 Request accepted,Request accepted

> Frame 9: 60 bytes on wire (480 bits), 68 bytes captured (450 bits)
> Etherast 11, Sre: 00:09:00_90:00:00 (00:00:09:00:00:09), Dst: 0:00:00_00:00:00 (00:09:00:00:00:00)
Internet Protocol Version 4, Src: 18.1.18.1, Dst: 192.168.1.180
¥ Usér Datagras Peotocel, Sec Pert: 2123, Dit Port: 10099
v GPRS Tumneling Protocol V2
Flags: @xa8
Message Type: Create Indirect Data Forwarding Tunnel Response (167)
Message Length: 14
Tunnel Endpoint Identifier: Bu10010001 (268580993)
Sequence Humber: DxB090ez (2)
Spare: @
~ Cause : Data forwarding rot swupported (106)
1€ Type: Cause (2)
1 Length: 2
R ..., = CR Flag: @
cea. BOBO = Instance: &
Cause: Dats Forwardlng not supported (106)
B33 B_.. = Spare bit(s): &
« = PCE {PDN Conmection IE Ervor): False

seee --8, = BCE (Baargr Contewt IE Ersor): False
....... @ = (5 [Cause Scurce): Originsted by node sending the message

FOOLTY DEArer ReqUestT
Modify Bearer Response
Eche request
Eche response
Ereate Indirect Data Forwarding Tunnel
Create Indirect Dits Forwarding Tunnel.
Echo request
Eche response
Echo request
Echo response
Echo request
Echo response
Echo Request
Modify Bearer Request
Modify Bearer Respense
]

o) 03 0D B0 00 00 B0 00 0D 0D 00 B0 BB 00 45
EIER o0 01 00 99 49 11 a4 20 c@ ab 91 64 da
@a 21 27 10 0F 4b 0 22 Bd o5 45 a6 02 le B0
B0 06 90 00 02 90 54 00 12 93 49 90 91 00 95
@) 09 00 93 2091 89 89 <D 4B 0 G

volta ao MME

Echo response |
Create Indirect Data Forwarding Tumnel_
Create Indirect Data Forwarding Tumnel-
Echo request
Echo response
Echa request
Echo response
Echo request
Echo response
Echa Request
Medify Bearer Haguost
Modify Bearer Response
»

@0 93 02 G0 03 0O B0 B3 £A 00 G0 0O B2 80 4
O Ze 00 01 00 09 40 11 o2 b0 Ba 81 82 01 o
@1 64 B3 4b 27 10 99 la 31 99 46 aF 00 80 1
OF 91 0 00 02 00 02 B0 G2 00 6o B0

No guia do administrador, para habilitar esse recurso, vocé precisa executar estas etapas:
No plano de controle, use esses comandos CLI para ativar ou desativar o recurso IDFT.

configure
cont ext context_nane
SgwW- servi ce service_nane
[ default | no ] egtp idft-support

end

Se vocé seguir essas etapas em legado para ativar/desativar o servigo, ndo podera ver nenhuma

opc¢ao para alterna-lo.

[ sgwj TI TAN- ULTRA- 001( confi g- sgwservice)# egtp



cause-code - Configuration to related to handling failure response from peer
change-notification-req - Configuration related to handling change notification request

nmodi fy- bearer-req - Configuration related to handling Mdify Bearer Request

[ sgw] TI TAN- ULTRA- 001( confi g- sgw service)# no egtp
cause-code - Configuration to related to handling failure response from peer
change-notification-req - Configuration related to handling change notification request

nmodi fy- bearer-req - Configuration related to handling Mdify Bearer Request

Quando vocé tenta habilita-lo/desabilita-lo na configuracdo do CUPS, ele mostra a opgao para
alterna-lo.

[ SAEGW saegw cpl(confi g-sgw service)# egtp
cause-code - Configuration to related to handling failure response from peer
change-notification-req - Configuration related to handling change notification request
i df t - support - Enabl e/ Di sable the | DFT Feature for CUPS. By default, it is disabled
nodi fy- bearer-req - Configuration related to handling Mdify Bearer Request

[ SAEGW saegw cpl(confi g-sgw service)# egtp
cause-code - Configuration to related to handling failure response from peer

change-notification-req - Configuration related to handling change notification request

i df t - support - Enabl e/Di sable the | DFT Feature for CUPS. By default, it is disabled
nmodi fy- bearer-req - Configuration related to handling Mdify Bearer Request
Solugao

A razao para esse comportamento esta descrita aqui:
Comportamento herdado:
- Nao havia CLI no legado para controlar o comportamento de IDFT.

- IDFT é sempre suportado em cédigo legado.
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Comportamento do CUPS:

- O CLI é controlado por licenga, ou seja, esta disponivel somente com uma licenga CUPS.

- Ele pode ser ativado/desativado no CUPS.
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