Procedimento de instalacao do certificado SSL
CMX 10.5
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Introduction

Este artigo fornecera um exemplo de como obter um certificado SSL gratuito e como instala-lo no
CMX. The information in this document was created from the devices in a specific lab
environment. All of the devices used in this document started with a cleared (default)
configuration. If your network is live, make sure that you understand the potential impact of any
command.

Prerequisites

Requirements

A Cisco recomenda que vocé tenha conhecimento destes topicos:
- Um nome de dominio que pode ser resolvido externamente

- Habilidades basicas do linux

- Conhecimento basico da PKI (Public Key Infrastructure)
Componentes Utilizados

As informacgdes neste documento sdo baseadas nestas versdes de software e hardware:

- CMX 10,5

Preparar e fazer backup

O certificado da Web esta localizado na seguinte pasta:



[root @nxtry ssl]# pwd
/ opt/ hapr oxy/ ss

Fazer backup do certificado e da chave antigos:

[cmxadm n@nxtry ssl]$cd /opt/haproxy/ssl/

[cmxadm n@nxtry ssl]$su root
Password: (enter root password)

[root@nxtry ssl]# nkdir ./oldcert
[root@nxtry ssl]# mv host.* ./oldcert/

[root@nxtry ssl]# 1s ./oldcert/
host.key host.pem

Caso vocé nao esteja muito familiarizado com o Linux, os comandos acima podem ser
interpretados da seguinte maneira:

[cmxadm n@nxtry ssl]$cd /opt/haproxy/ssl/

[cmxadm n@nxtry ssl]$su root
Password: (enter root password)

[root@nxtry ssl]# nkdir /opt/haproxy/ssl/oldcert
[root@nxtry ssl]# mv host.pem /opt/haproxy/ssl/oldcert/
[root@nxtry ssl]# nmv host.key /opt/haproxy/ssl/oldcert/

[root@nxtry ssl]# |s /opt/haproxy/ssl/oldcert/
host. key host. pem

Configurar

Gerar uma chave privada:

openssl genrsa -out cnxtry.com key 2048

[root @nxtry ssl]# openssl genrsa -out cmxtry.com.key 2048
Generating RSA private key, 2048 bit |ong nodul us

e is 65537 (0x10001)

[root@nxtry sslI]# Is

cmxtry.com.key ol dcert

Gere um CSR (Solicitagdes de assinatura de certificado) usando a chave privada gerada na etapa
anterior.

[root@nxtry ssl]# openssl req -new -sha256 -key cmxtry.com.key -out cmxtry.com.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN
There are quite a few fields but you can | eave sone bl ank



For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Nanme (2 letter code) [AU]:BE

State or Province Nane (full nane) [Sone-State]:

Locality Name (eg, city) []:D EGEM

Organi zati on Name (eg, conpany) [Internet Wdgits Pty Ltd]: CMXTRY
Organi zational Unit Narme (eg, section) []:CMXTRY

Conmmon Nane (e.g. server FQDN or YOUR nane) []:cnxtry.com

Emai | Address []:avitosi n@isco.com

Pl ease enter the following 'extra' attributes
to be sent with your certificate request

A chal | enge password []: G scol23

An optional conpany nane []: CMXTRY

[root @nxtry ssl]# Is
cmxtry.comcsr cnxtry.com key ol dcert

Exibir o CSR:

[root@nxtry ssl]# cat cnxtry.com csr

----- BEG N CERTI FI CATE REQUEST-- - - -

M | DZTCCAk 0CAQAWG YOX Cz AJ BgNVBAYTAK J FMRMAVEQYDVQQ DApTh21l LVNOYXRI

MBWDQYDVQQHDAZ ESUVHRUOX Dz ANBg NVBA0 MBK NNWFRSWIEPMAO GA1 UEOMVGQO 1Y
VFJ ZMRMAVEQYDVQQDDADj bXh0cnkuY29t MSEWHWYJKoZI hveNAGkBFhJhdm 0b3Np
bkBj aXNj by5j b20wggEi MAOGCSqGS| b3 DQEBAQUAA4I BDWAWYgEKA0I BAQCKEI g0
AxV/ 3HXAXUu7Ul / LXxkTP+DZJvvuualWgy Q+t | D4r 1+k1Wr1el NCJqywgl CKt 9vVg
ai Yp4JAKL28TV7r t SKQNFNWWDM TKo YRK YW 3L48r 9MU9Tt 3zDCE09ygnQFi 6SnmX
ViIKx7Ct / Wi kkBXf kqlng4vgosCr y8SToS1PThX/ KSuwl Féw2akKj 1Fbr w3eWiXJxc
5hoQ@Fr Ssquqnbi 51 ZWyH zMZUZTdWYvFc/ h50PCBJsAa9HTYOsgUe/ nyj Hdt +V/ |

al NSh41j srul hW PzgbaPW Fej 9/ 5gt PGELReWIS20ul Anso4t dcST1vVI et oXJw
F58S8AgeVr cOV9SnAgVBAAGYgZEWFQYJKoZI hv e NAQKk CMQy MBK NNWFRSWIAXBgk g
hki GOWOBCQexCgwi Q@I 2Y28xM MuXwYJKoZI hvcNAGK OMVI wUDAJ BgNVHRVEA] AA
VBc GA1 Ud EQQQVAG6 CDF9f SE9TVESBTUVF Xz AdBgNVHSUEF] AUBggr BgEFBQe DAQYI

KwYBBQUHAW wOwYDVROPBAQDAg Qo MAOGCSqGS| b3DQEBOMIAAAI BAQCBs| f Rzbi w
WBBBN74aWr6 Ywk Q0 YexpR2y Cr Chc CsxWIuj PVwz NPOWADNxulr w6o3i Zcl G 6D61
gFsKt chGhnel vg 7r NI 8Tl naxl or R2zMyOl F2vt JmvYAYQFso9qgznuaxknt t EMFU
Fj ObxKh6SpvxePh6+BDcwt +k QExK5aF3Q6cRI MyKBS2+I 5J5eddJ0cdl qTf wZOGD
5dVMDWHGA 71 Zyr end8AMPZY NKnBSbx11Ug+A/ f a7f 9IZE0OR@h3s| 3hj 3Q PU6s
W1Pyd66/ OX04y Yl viyj J8xpJG gNWBOv Q+GLvKOce441h2u20l oPe60sDOYl dL+X
JsnSbefi J4Fe

----- END CERTI FI CATE REQUEST-- - - -

Copie o CSR (inclua o inicio da linha de solicitagdo de certificado e o fim da linha de solicitagéo
de certificado).

No caso do meu laboratério, eu estava usando o certificado gratuito do Comodo
(https://www.instantssl.com/)
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