Configurar, verificar e solucionar problemas de
convidado com fio no controlador de LAN sem
fio
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Introducao

Este documento descreve como configurar, verificar e solucionar problemas de acesso de
convidado com fio no 9800 e no IRCM com autenticagao da Web externa.

Pré-requisitos

Requisitos

A Cisco recomenda que vocé tenha conhecimento destes topicos:
WLC 9800

WLC AireOS

Tunel de mobilidade

ISE

Supde-se que um tunel de mobilidade entre as duas WLCs tenha sido estabelecido antes da
configuracédo do acesso de convidado com fio.

Este aspecto esta fora do escopo deste exemplo de configuragao. Para obter instrucoes
detalhadas, consulte o documento anexo intitulado Configurando topologias de mobilidade no
9800

Componentes Utilizados

9800 WLC versao 17.12.1
5520 WLC versao 8.10.185.0
ISE versao 3.1.0.518

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuragao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213913-building-mobility-tunnels-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213913-building-mobility-tunnels-on-catalyst-98.html

potencial de qualquer comando.

Configurar convidado com fio no Catalyst 9800 ancorado em
outro Catalyst 9800
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Configuracao em WLC 9800 externa

Configurar mapa de parametros da Web

Etapa 1: Navegue até Configuration > Security > Web Auth, selecione Global, verifique o
endereco IP virtual do controlador e 0 mapeamento de pontos confiaveis e verifique se o tipo esta
definido como webauth.



O
O

Parameter Map Name
global

‘Web-Filter

Web Auth

Edit Web Auth Parameter

Virtual IPvd Address

192.0.2.1

Trustpoint

TP-self-signed-3... «

General
Parameter-map Name global
Maximum HTTP connections 100
Init-State Timeout(secs) 120
Type webauth

Captive Bypass Portal
Disable Success Window
Disable Logout Window
Disable Cisco Logo

Sleeping Client Status

Sleeping Client Timeout (minutes)

0O OO0 0O

Virtual IPv4 Hostname

Virtual IPvE Address

Web Auth intercept HTTPs

Enable HTTP server for Web
Auth

Disable HTTP secure server
for Web Auth

Banner Configuration

Banner Title

Banner Type ® None

Banner Text



Observagao: a interceptacéo de Web Auth HTTPs € uma configuragao opcional. Se o
redirecionamento de HTTPS for necessario, a opcao HTTPS de interceptacao de
Autenticagdo da Web devera ser habilitada. No entanto, essa configuragao nao é
recomendada, pois aumenta o uso da CPU.

Etapa 2: Na guia Avangado, configure o URL da pagina da Web externa para o redirecionamento
do cliente. Defina "Redirect URL for Login" e "Redirect On-Failure"; "Redirect On-Success" é
opcional. Depois de configurada, uma visualizagao da URL de redirecionamento € exibida no
perfil Web Auth.

General Advanced

@ Preview of the Redirect URL:

[ http://10.127.196.171/webauth/login.htmI?switch_url=https://192.0.2.1/login.htmI&redirect=<website-name:>

Redirect to external server

Redirect URL for login http://10.127.196.171/w
Redirect On-Success http://10.127.196.171/w
Redirect On-Failure http://10.127.196.171/w

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171

Portal IPV6 Address XIKIKIKDIX

Guia Avangado

Configuragao de CLI

paraneter-nmap type webaut h gl oba

type webauth

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/| ogout . ht n
redirect on-failure http://10.127.196. 171/ webauth/fail ed. htn
redirect portal ipv4 10.127.196.171

i ntercept-https-enable



trust point TP-sel f-si gned- 3915430211
webaut h- htt p- enabl e

Observacgao: neste cenario, o mapa de parametros globais é usado. De acordo com o
requisito, configure um mapa de parametros da Web personalizado selecionando
Adicionar e, defina o URL de redirecionamento na guia Avancado. As configuracdes de
Ponto de Confianga e IP Virtual sdo herdadas do perfil global.

Configuracdes de AAA:

Etapa 1: Crie um servidor Radius:

Navegue para Configuration > Security > AAA, clique em "Add" na seg¢ao Server/Group €, na
pagina "Create AAA Radius Server", insira 0 nome do servidor, o endereco IP e o segredo
compartilhado.

Create AAA Radius Server

Name* | Support for CoA (i)

Server Address* IPv4/IPv6/Hostname | CoA Server Key Type | Clear Text v |
PAC Key ] CoA Server Key (D)

Key Type l Clear Text v Confirm CoA Server Key

Key* ® . . Automate Tester (]

Confirm Key*

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 1-1000

Retry Count 0-100

| Apply to Device

Configuragéo de servidor RADIUS




Configuragao de CLI

radius server ISE-Auth
address ipv4 10.197.224.122 auth-port 1812 acct-port 1813

TededeNd

server name ISE-Auth

Etapa 2: Crie um grupo de servidores RADIUS:
Selecione "Adicionar" na se¢ao Grupos de servidores para definir um grupo de servidores e
alternar os servidores a serem incluidos na configuragéo do grupo.

Create AAA Radius Server Group

Name* ‘ ISE-Group)| < (® Name is required
Group Type | RADIUS
MAC-Delimiter { none v J
MAC-Filtering | none v
Dead-Time (mins) ‘ 5 ‘
Load Balance
Source Interface VLAN ID [ 2074 v ] 2
Available Servers Assigned Servers
ISE-Auth

Grupo de servidores Radius



Configuragao de CLI

aaa group server radius ISE-Group
server name ISE-Auth
ip radius source-interface V1an2074
deadtime 5

Etapa 3: Configure a lista de métodos AAA:

Navegue até a guia AAA Method List (Lista de métodos AAA), selecione Add (Adicionar) em
Authentication (Autenticagéo), defina um nome de lista de métodos com Type (Tipo) como "login"
(login) e Group type (Tipo de grupo) como "Group" (Grupo) € mapeie o grupo de servidores de
autenticagao configurado na sec¢ao Assigned Server Group (Grupo de servidores atribuidos).

Quick Setup: AAA Authentication

Method List Name*

Type* login | @

Group Type group | ®

Fallback to local O

Awailable Server Groups Assigned Server Groups

undefined ISE=arnup
Radius-Group
Test-group
test-group
undefined
tacacs1

TOCUGD ‘

NEEE
BB BE

Lista de métodos de autenticagéo

Configuragao de CLI

aaa authentication Tlogin ISE-List group ISE-Group



Configurar perfil de Diretiva

Etapa 1: Navegue até Configuration > Tags & Profiles > Policy, nomeie seu novo perfil na guia
General e ative-o usando a alternancia de status.

Add Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile

General Access Policies QOS and AVC Mobility Advanced

Name* | GuestiANpoicy | WLAN Switching Policy
Description l Enter Description . Central Switching
Status Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging O

O

SGACL Enforcement

Default SGT 2-65519

Perfil da politica

Etapa 2: na guia Access Policies, atribua uma vlan aleatoria quando o mapeamento da vlan for
concluido no controlador ancora. Neste exemplo, a vlan 1 esta configurada



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Cachi O ‘
=EN IPva ACL v |
DHCP TLV Caching O -
IPv6 ACL v @
WLAN Local Profiling
URL Filters ®
Global State of Device Disabled (&)
Classification
_ . Pre Auth v @
Local Subscriber Policy Name \an’
Post Auth v|@
VLAN
VLAN/VLAN Group | 1 v ®

Multicast VLAN Enter Multicast VLAN

Guia Politica de acesso

Etapa 3:Na guia Mobility, alterne o controlador Anchor para Primary (1) e, opcionalmente,
configure os tuneis de mobilidade Secondary (Secundaria) e Tertiary (Terciaria) para requisitos de
redundancia

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor O

Statc 1P Mobity

Adding Mobility Anchors will cause the enabled WLANSs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Awvailable (3) Selected (1)

Anchor IP Anchor IP Anchor Priority

& 10.106.40.11 - & 1076.118.70 ;Primary[ﬂ v €
& 107611875 >

& 107611874 >

Mapa de mobilidade

Configuragao de CLI



wireless profile policy GuestLANPolicy
mobility anchor 10.76.118.70 priority 1
no shutdown

Configurar perfil de LAN de convidado

Etapa 1: Navegue até Configuration > Wireless > Guest LAN, selecione Add, configure um nome
de perfil exclusivo, habilite a VLAN com fio, insira o ID da VLAN para usuarios convidados com fio
e alterne o status do perfil para Enabled.

General Security
Profile Name* Guest-Profile Client Association Limit | 2000
Guest LAN ID* 1 Wired VLAN Status
mDNS Mode Bridging v Wired VLAN ID* 2024

Status enABLE ([

Perfil de LAN de convidado

Etapa 2: na guia Segurancga, ative a Autenticagcado da Web, mapeie o0 mapa do parametro
Autenticacao da Web e selecione o servidor Radius na lista suspensa Autenticacao.



dit Guest LAN Profile

General Security

Layer3

Web Auth :ENABLE .]

Web Auth Parameter Map global v ‘

Authentication List ISE-List | v

Guia Seguranca de LAN de convidado

Configuragao de CLI

guest-Tan profile-name Guest-Profile 1 wired-vlan 2024
security web-auth authentication-list ISE-List
security web-auth parameter-map global

MAP de LAN de convidado

Navegue até Configuration > Wireless > Guest LAN.

Na sec¢ao de configuragdo Guest LAN MAP, selecione Add e mapeie o perfil Policy e o perfil
Guest LAN



Guest LAN Map Configuration

% Delete Map

AN Map : GuestMap

-+ Add

Guest LAN Profile Name

Y  Policy Name
No records available.

10 ¥ | items per page

MAP de LAN de convidado

Configuragao de CLI

wireless guest-lan map GuestMap

guest-lan Guest-Profile policy GuestLANPolicy

Profile Name

Guest-Profile

Policy Name

| GuestLANPolicy]

Configuragcao na WLC Anchor 9800

Configurar mapa de parametros da Web

Etapa 1: Navegue até Configuration > Security > Web Auth, selecione Global, verifique o
endereco IP virtual do controlador e 0 mapeamento de pontos confiaveis e verifique se o tipo esta

definido como webauth.

Configuration~ > Security* > Web Auth

Parameter Map Name

O global
O Web-Filter

1

General Advanced

Parameter-map Name

Maximum HTTP connections

Init-State Timeout{secs)

global

100

120

Edit Web Auth Parameter

‘iirtual IPvd Address 192.0.2.1

Trustpoint TP-self-signed-3.. »

Type

webauth L

Captive Bypass Portal
Disable Success Window
Disable Logout Window
Disable Cisco Logo
Sleeping Client Status

Sleeping Client Timeout (minutes)

0O 0O O0OO0Oo

Virtual IPv4 Hostname

Virtual IPvE Address I
Web Auth intercept HTTPs

Enable HTTP server for Web

Auth

Disable HTTP secure server O

for Web Auth

Banner Configuration

Banner Title

Banner Type ® Mone O Banner Text



Mapa de parametros globais

Etapa 2: Na guia Avancgado, configure o URL da pagina da Web externa para o redirecionamento
do cliente. Defina "Redirect URL for Login" e "Redirect On-Failure"; "Redirect On-Success" é
opcional.

Depois de configurada, uma visualizacdo da URL de redirecionamento € exibida no perfil Web
Auth.

General Advanced

® Preview of the Redirect URL:

[ http://10.127.196.171/webauth/login.htmI?switch_url=https://192.0.2.1/login.htmI&redirect=<website-name>

Redirect to external server

Redirect URL for login http://10.127.196.171/w
Redirect On-Success http://10.127.196.171/w
Redirect On-Failure http://10.127.196.171/w

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171

Portal IPV6 Address XX XXX

Guia Avangado

Configuragao de CLI

parameter-map type webauth global

type webauth

virtual-ip ipv4 192.0.2.1

redirect for-login http://10.127.196.171/webauth/login.html
redirect on-success http://10.127.196.171/webauth/logout.html
redirect on-failure http://10.127.196.171/webauth/failed.html
redirect portal ipv4 10.127.196.171

intercept-https-enable.

trustpoint TP-self-signed-3915430211

webauth-http-enable



Configuracdes de AAA:

Etapa 1: Crie um servidor Radius:

Navegue para Configuration > Security > AAA, clique em Add na sec¢éo Server/Group e, na
pagina "Create AAA Radius Server", insira o nome do servidor, o endereco IP e o segredo
compartilhado.

Create AAA Radius Server

MName* | Support for CoA (3)

Server Address* IPv4/IPv6/Hostname . CoA Server Key Type | Clear Text \a
PAC Key (] CoA Server Key (D

Key Type | Clear Text - Confirm CoA Server Key

Key* ® . . Automate Tester (]

Confirm Key*

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 1-1000

Retry Count 0-100

Configuragao de servidor RADIUS

Configuragao de CLI

radius server ISE-Auth
address ipv4 10.197.224.122 auth-port 1812 acct-port 1813

Tl

server name ISE-Auth

Etapa 2: Crie um grupo de servidores RADIUS:
Selecione Add na segao Server Groups para definir um grupo de servidores e alternar os
servidores a serem incluidos na configuragao do grupo.



Name* ISE-Group
Group Type | RADIUS
MAC-Delimiter none v
MAC-Filtering ' none v
Dead-Time (mins) 5
Load Balance . DISABLED }
Source Interface VLAN ID | 2081 v \
Available Servers Assigned Servers

‘ ‘ ISE-Auth

Grupo de raio de ancora

Configuragao de CLI

aaa group server radius ISE-Group
server name ISE-Auth

ip radius source-interface V1an2081
deadtime 5

Etapa 3: Configure a lista de métodos AAA:

Navegue até a guia AAA Method List, selecione Add em Authentication, defina um nome de lista
de métodos com Type como "login" e Group type como "Group" € mapeie o grupo de servidores
de autenticagao configurado na secao Assigned Server Group.



Quick Setup: AAA Authentication

Method List Name*

Type* login | @

Group Type group v | ®

Fallback to local O

Awailable Server Groups Assigned Server Groups

undefined | ISE-Group ‘
Radius-Group
Test-group
test-group
undefined
tacacs1

AMEE
(J BB

Lista de métodos de autenticagéo

Configuragao de CLI

aaa authentication login ISE-List group ISE-Group

Configurar perfil de Diretiva

Etapa 1: Navegue até Configuration > Tag & Profiles > Policy, configure o perfil de politica com o
mesmo nome do controlador externo e habilite o perfil.



General Access Policies QOS and AVC Mobility Advanced

Fe* | GuestLANPolicy ‘ WLAN Switching Policy
Description Enter Description ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging O
SGACL Enforcement O
Default SGT 2-65519

Perfil de politica de ancora

Etapa 2: nas Politicas de acesso, mapeie a vlan do cliente com fio na lista suspensa



General Access Policies QOS and AVC Mobility Advance

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled (i)
Classification

Local Subscriber Policy Name ‘ Search or Select v ’
VLAN
VLAN/VLAN Group VLAN2024 v | ®

Guia Access Policies (Politicas de acesso)



Observagao: a configuragéo do perfil de politica deve corresponder nos controladores
Externo e Ancora, exceto na VLAN.

Etapa 3: Na guia Mobility, marque a caixa Export Anchor.



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mobility [. DISABLED ]

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anc

Exportar Ancora



Observacgao: essa configuragao designa a controladora Wireless LAN (WLC) 9800 como
a WLC ancora para qualquer WLAN associada ao perfil de politica especificado. Quando
uma WLC 9800 externa redireciona clientes para a WLC ancora, ela fornece detalhes
sobre a WLAN e o Perfil de politica atribuido ao cliente. Isso permite que a WLC ancora
aplique o perfil de politica local apropriado com base nas informagdes recebidas.

Configuragéo de CLI

wireless profile policy GuestLANPolicy
mobility anchor
vlan VLAN2024
no shutdown

Configurar perfil de LAN de convidado



Etapa 1: Navegue até Configuration > Wireless > Guest LAN e selecione Add para criar e
configurar o perfil de LAN de convidado. Verifique se o nome do perfil corresponde ao do
controlador externo. Observe que a VLAN com fio deve ser desativada no controlador Anchor.

Add Guest LAN Profile

General Security
Profile Name* ‘ Guest-Profile ‘ Client Association Limit ‘ 2000 ‘
Guest LAN ID* ‘ 1 ‘ Wired VLAN Status
mDNS Mode [ Bridging v ]

Status eNaBLE [}

Perfil de LAN de convidado

Etapa 2: nas configuragdes de segurancga, habilite Web Auth e configure o mapa do parametro
Web Auth e a Lista de autenticacéo.



dit Guest LAN Profile

General Security
Layer3
Web Auth BTN |
Web Auth Parameter Map global v }

Authentication List ISE-List v




Observagao: a configuracéo do perfil de LAN de convidado deve ser idéntica entre os
controladores Foreign e Anchor, exceto para o status da VLAN com fio

Configuracéo de CLI

guest-Tan profile-name Guest-Profile 1
security web-auth authentication-list ISE-List
security web-auth parameter-map global

MAP de LAN de convidado

Etapa 1: Navegue até Configuration > Wireless > Guest LAN. Na secao de configuragdo Guest
LAN MAP, selecione Add e mapeie o perfil de politica para o perfil de Guest LAN.



Guest LAN Map Configuration

> Delete Map

: GuestMap
=)

Guest LAN Profile Name Y  Policy Name T ‘

Profile Name Guest-Profile
No records available.

10 \ items per page 0 - 0 of 0 items Policy Name IGUEStLANPOHCﬂ 2]

MAP de LAN de convidado

wireless guest-lan map GuestMap
guest-lan Guest-Profile policy GuestLANPolicy

Configurar convidado com fio no Catalyst 9800 ancorado no
controlador AireOS 5520

o &

Anchar-5520 WLC Inermel

S
T

F
Access Switch [

"-\.\_.

By

Wired Chient

Topologia de rede

Configuracao em WLC 9800 externa



Configurar mapa de parametros da Web

Etapa 1: Navegue até Configuration > Security > Web Auth e selecione Global. Verifique se o
endereco IP virtual do controlador e do ponto de confianga estdo mapeados corretamente no
perfil, com o tipo definido como webauth.

General Advanced
Parameter-map Name global Virtual IPv4 Address 192.0.2.1
Maximum HTTP connections 100 Trustpoint TP-self-signed-3...
Init-State Timeout(secs) 120 Virtual IPv4 Hostname
Type webauth - Virtual IPv6 Address XIXIKIXIX
Captive Bypass Portal D Web Auth intercept HTTPs [:]
Disable Success Window O Enable HTTP server for Web
Auth
Disable Logout Window O
Disable HTTP secure server O
) for Web Auth
Disable Cisco Logo O
Sleeping Client Status ) Banner Configuration
Sleeping Client Timeout (minutes) 720 Banner Title
Banner Type ® None O Banner Text

O Read From File

Mapa de Parametros da Web

Etapa 2: Na guia Avangado, especifique o URL da pagina da Web externa para o qual os clientes
devem ser redirecionados. Configure a URL de redirecionamento para login e Redirecionar em
caso de falha. A configuracao Redirect On-Success € opcional.



General Advanced

B—Previavottie-edieat i

[ http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1 flogin.html&redirect=<website-name>]

Redirect to external server

Redirect URL for login http://10.127.196.1 711\»{
Redirect On-Success http://10.127.196.1 ?Uv»{
Redirect On-Failure hﬁp:!f10.127.196.171!\»{

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.186.171

Portal IPV6 Address XIXIXIXIX

Guia Avangado

Configuragao de CLI

paranet er-map type webauth gl oba

type webauth

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht n
redirect portal ipv4 10.127.196.171

trust poi nt TP-sel f-si gned- 3010594951

webaut h- ht t p- enabl e



Observagao: para a configuragao AAA, consulte os detalhes de configuragao fornecidos
na secao " para o WLC 9800 externo.

Configurar perfil de Diretiva

Etapa 1: Navegue até Configuration > Tags & Profiles > Policy. Selecione Add e, na guia General,
fornega um nome para o perfil e ative a alternancia de status.



General Access Policies

Name*

Description

Status

Passive Client

IP MAC Binding

Encrypted Traffic Analytics

CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

Perfil de politica

QOS and AVC Mobility

‘ Guest

l Enter Description

ENABLED

. DISABLED
ENABLED .

. DISABLED

N III

2-65519

Advanced

WLAN Switching Policy

Central Switching ENABLED .
Central Authentication ENABLED .
Central DHCP enasteo [

Flex NAT/PAT B osesen

Etapa 2: Na guia Access Policies (Politicas de acesso), atribua uma VLAN aleatoria.



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled @)
Classification

Local Subscriber Policy Name ‘ S | - v
VLAN

VLAN/VLAN Group B v |®
Multicast VLAN ‘ Enter Multicast VLAN ‘

Politicas de acesso

Etapa 3: Na guia Mobility, alterne o controlador Anchor e defina sua prioridade como Primary
(Primario) (1)



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor O

Static IP Mobility

Adding Mobility Anchors will cause the enabled WLANSs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (1) Selected (1)
Anchor IP Anchor IP Anchor Priority
& 10.76.6.156 > & 1076.118.74 Primary (1)

Guia Mobilidade



Observagao: o perfil de politica da 9800 Foreign WLC deve corresponder ao perfil de LAN
de convidado da 5520 Anchor WLC, exceto para a configuracéo de vilan

Configuracéo de CLI

wireless profile policy Guest
no accounting-interim
exclusionlist timeout 180
no flex umbrella dhcp-dns-option
mobility anchor 10.76.118.74 priority 1
no shutdown

Configurar perfil de LAN de convidado

Etapa 1: Navegue até Configuration > Wireless > Guest LAN e selecione Add. Configure um



nome de perfil exclusivo e habilite a VLAN com fio, especificando a ID da VLAN dedicada para
usuarios convidados com fio. Por fim, alterne o status do perfil para Enabled.

General Security
Profile Name* ‘ Guest Client Association Limit | 2000 ‘
Guest LAN ID* l 2 Wired VLAN Status | ENABLE []
mDNS Mode ' Bridging v Wired VLAN ID* | ‘
Status (enase (D

Politica de LAN de convidado

Etapa 2: Na guia Security, ative Web Auth, mapeie o mapa do parametro Web Auth e selecione o
servidor RADIUS na lista suspensa Authentication.

General Security

Layer3

Web Auth ENABLE

Web Auth Parameter Map

Authentication List ISE-List v

Guia Seguranga



Observacao: o nome do perfil de LAN de convidado deve ser o mesmo para a
controladora 9800 Foreign e 5520 Anchor

Configuracéo de CLI

guest-Tlan profile-name Guest 2 wired-vlan 11
security web-auth authentication-list ISE-List
security web-auth parameter-map global

MAP de LAN de convidado

Etapa 1: Navegue até Configuration > Wireless > Guest LAN. Na secao de configuragdo Guest
LAN MAP, selecione Add e mapeie o perfil de politica para o perfil de LAN de convidado.



Guest LAN Map Configuration

% Delete Map
Guest LAN Map : GuestMap

Guest LAN Profile Name Y  Policy Name h 4 ‘
) Profile Name Guest
No records available.
10 ~ | items per page 0 - 0 of O items Policy Name [Guest 2

MAP de LAN de convidado

Configuragao de CLI

wireless guest-lan map GuestMap
guest-lan Guest policy Guest

Configuracao em Anchor 5520 WLC

Configurar Autenticacao da Web

Etapa 1: Navegue até Seguranga > Autenticacdo da Web > Pagina de logon na Web. Defina o
tipo de Autenticagdo da Web como Externa (Redirecionar para servidor externo) e configure a
URL de Autenticacao da Web externa. A opgao Redirect URL after login € opcional e pode ser
configurada se os clientes precisarem ser redirecionados para uma pagina dedicada apos a
autenticacao bem-sucedida.

HMONITOR.  WLANs QONTROLLER WIRELESS SECURITY MAMNAGEMENT CDMMANDS  HELP

Security Web Login Page [Freview... | [ Reev_||
I
* AAA E
e ’ Web Authenticatson Type Extérnal (Redirict to axtirnal derver) v
= RADIUS Redirect URL after login .I'.‘ﬂp //10.127.196, 171/webauthflogout. hkml
Authentication r
Accounting Login Success Page Type [None |
:“I“E "“‘k‘h“u L EorE External Webauth URL itp:// 10,127,196, 171/ webauthflagin, himl ]
allbac e
DHS
Dawnloaded AP Griode Scanning Bypass Thmer [
» TACACS+
LDAP QrCode Scanning Bypass Count o

Local Met Users
MAL Filtering

= Disabled Clients
User Login Policies
AP Policies
Password Policies

b Local EAP
Advanced EAP

b Priority Order

b Certificate

b Access Control Lists

Wireless Protection
Palicles

v Waeb Auth
Wb Login Page

Coctificate

3




Configuragdes de Web Auth

Configuragdes de AAA:

Etapa 1: Configure o servidor radius

Navegue até Security > Radius > Authentication > New.

Sawe Configuration  Fing  Logout Refre

MONITOR  WLANs CONTROLLER — WIRELES: SECURITY MANAGEMENT COMMANDS HELP Uger: sdmin ReadWrite) A Ho

I — |
Security RADIUS Authentication Servers | Mew.. |
* ARA "
- Auth Called Station ID Type  [AP MAC Address:SSID -
= RADIUS
Authentication Usa AES: ay Wmp [ (Designad for FIPS customers and requires s key wrap compliant RADIUS server)
#Auth Cached Users MAC Dalimiter [Fyphen )
s Framed MTU [1300]

Downloaded AVE

Servidor Radius

Etapa 2: Configure o IP do servidor RADIUS e o segredo compartilhado no controlador. Alterne o
status do servidor para Enabled e marque a caixa de selecdo Network User.



RADIUS Authentication Servers > New

Server Index (Priority) 4 V|

1
Server IP Address(Ipv4/Ipv6) |
Shared Secret Format ASCII V|

Shared Secret

Confirm Shared Secret

Apply Cisco ISE Default settings LJ

Apply Cisco ACA Default settings O

Key Wrap [ (Designed for FIPS customer:
Port Number 1812

Server Status Enabled v
Support for CoA Disabled v
Server Timeout 5 I seconds
Network User Enable
Management Enable
Management Retransmit Timeout IS_ seconds
Tunnel Proxy C] Enable
PAC Provisioning () Enable
IPSec (] Enable
Cisco ACA () Enable

Configuragao do servidor

Configurar Lista de Controle de Acesso

Etapa 1: Navegue até Seguranga > Lista de controle de acesso e selecione Novo. Crie uma ACL



de pré-autenticacdo que permita o trafego para o DNS e o servidor Web externo.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

I
Security Access Control Lists > Edit
~ AAA
General General
» RADIUS .
Authentication Access List Name Pre-Auth_ACL
Accounting
Auth Cached Users Deny Counters i
Fallback
DNS Destination
Downloaded AVP Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
EREST 0,000 / 0.0.0.0 /
LDAP 1 Permit upp Any DNS Any  Any 0 [~
0.0.0.0 0.0.0.0
Local Net Users
MAC Filtering 5 i 0.0.0.0 / 0.0.0.0 ¥ e Bii An A A
« Disabled Clients 2 Permit 4 6.0.0 0.0.0.0 4 s Y oA ° a
User Login Policies ) 0.0.0.0 J 10.127.196.171 /
AP Policies 2 Permit .00 255.255.255.255 1O hrvg M Ay Aoy ¢ =
Password Policies
. 10,127.196.171  / 0.0.0.0 !
4 Permit TCP HTTP A A A i
b Local EAP L PerMIt 565.255.255.255  0.0.0.0 i oA a
Advancad EAP A 0.0.0.0 / 10.127.196.171 / TER N HTTPS A A 0
 priority Ord = ety 0.0.0 255.255.255.255 n oA a
Bl sy I 6 permt 10127196171 / 0.00.0 ¥ rop N i i e & o
b Certificate ! 255.255.255.255  0.0.0.0 v v v

4 Access Control Lists
Access Control Lists

—CPUATTESS COTIOT LISt

Lista de acesso para permitir o trafego para o servidor Web

Configurar perfil de LAN de convidado

Etapa 1: Navegue até WLANSs > selecione Create New .

Selecione Type como Guest LAN e configure o mesmo nome do perfil de politica do controlador
9800 Foreign.

MONITOR  WLANs |_ONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLAN
Current Filter: MNene [Change Filter] [Clear Filter] [Create New V| I Go I
[] WLANID Type Profile Name WLAN SSID Admin Status Security Policies

Criar LAN de Convidado

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP User:admin{ReadWrite) f Home
WLANs > New | <Back | || _apply |
Type |Guest LAN | ]
Profile Name Guest I
D 2 w

Perfil de LAN de convidado

Etapa 2: Mapeie as interfaces de entrada e saida no perfil da LAN de convidado.

Neste caso, a interface de entrada ndo € nenhuma porque a interface de entrada € o tunel EolP



do controlador externo.

A interface de saida é a VLAN a qual o cliente com fio se conecta fisicamente .

General | Security | QoS | Advanced |

Profile Name [Guest

Type Guest LAN
Status Enabled
Security Policies Web-Auth

(Modifications done under security tab will appear after applying the changes.)

Ingress Interface None v |

Egress Interface [wired-vlan-ll V]

NAS-ID |none

Perfil de LAN de convidado

Etapa 3: Na guia Segurancga, selecione a seguranga da camada 3 como Autenticacdo da Web e

mapeie a ACL de pré-autenticacao.

WLANSs > Edit 'Guest'

General | Security | QoS | Advanced |

Layer 3 Security

Preauthentication ACL

Override Global Config22

Guia Segurancga de LAN de convidado

Layer 2 I Layer 3 | AAA Servers |

1Pv4 | Pre-Auth_ACL V|

[:] Enable

Etapa 4: Navegue até Security > AAA Server.

IPv6

None v

[Web Authentication v

Selecione a lista suspensa e mapeie o servidor radius para o perfil de LAN de convidado.




General = Security QoS = Advanced

~ Layer 2 | Layer 3 AAA Servers

Select AAA servers below to override use of default servers on thi

RADIUS Servers

Authentication Servers _______ Accounting Servers
Enabled _| Enabled
Server 1 1P:10.197.224.122, Port:1812 v| None

A
Server 2  None v | None
Server 3 | None v | None
Server 4 | None v| None

Mapear o servidor radius para o perfil de LAN do convidado

Etapa 5: Navegue até WLAN. Passe o mouse sobre o icone suspenso do perfil de LAN de
convidado e selecione Ancoras de mobilidade.

Oz Guest LAN  Guest - Disabled Web-Auth =
Remaove

[ Mability Anchors |

Etapa 6: Selecione Mobility Anchor Create para configurar o controlador como ancora de
exportacao para este perfil de LAN de convidado.

WLAN SSID Guest

Switch IP Address (Anchor) Data Path Control Path

| Maobility Anchor Create

Criacao de ancora de mobilidade

Configurar convidado com fio no AireOS 5520 ancorado no
Catalyst 9800



L3y - Ty

Foreign-5520 WL% Anchor-9800 WLC Imterne

Access Switch

)
.,H
Wired Client

Topologia de rede

Configuracao em WLC 5520 Externo

Configuragao da interface do controlador

Etapa 1: Navegue até Controller > Interfaces > New. Configure um nome de interface, ID de
VLAN e ative a LAN de convidado.

O convidado com fio exige duas interfaces dinamicas.

Primeiro, crie uma interface dinamica de Camada 2 e designe-a como LAN de convidado. Essa
interface serve como interface de entrada para a LAN de convidado, onde os clientes com fio se
conectam fisicamente.



CISCO

MONITOR WLANs CONTROLLER WIRELESS

SECURITY MANA

Controller

General
Icons

Inventory

Interfaces

Interface Groups
Multicast

» Network Routes

» Fabric Configuration
# Redundancy

b Mobility Management

Ports
P NTP

» CDP

b PMIPv6

b} Tunneling
b IPV6

» mDNS

D LT T o |

Interface de entrada

Interfaces > Edit

General Information

Interface Name wired-guest

MAC Address a0:e0:af:32:d9:ba

Configuration

Guest Lan

NAS-ID |none

Physical Information

Port Number
Backup Port o ]
Active Port 1

Interface Address

VLAN Identifier

| Global

Fnahla NHCD Nntinn ]2 M

DHCP Proxy Mode

Etapa 2: Navegue até Controller > Interfaces > New. Configure um nome de interface, ID de

VLAN.

A segunda interface dindmica deve ser uma interface de Camada 3 no controlador; os clientes
com fio recebem o endereco IP dessa sub-rede vlan. Essa interface serve como interface de
saida para o perfil de LAN de convidado.



CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANA(

Controller Interfaces > Edit
General
Icons .
General Information
Inventory
Interfaces Interface Name vlan2024
Interface Groups MAC Address a0:e0:af:32:d9:ba
Multicast

Configuration
» Network Routes

b Fabric Configuration GuestiLen O
i
» Redundancy Quarantine O
. Quarantine Vian 1d 0
b Mobility Management
NAS-ID | none
Ports
» NTP Physical Information
D Port Number
BUERIEVS Backup Port E
b Tunneling Active Port 1
b IPV6 Enable Dynamic AP Management O
b} mDNS
b Advanced Interface Address
Lawful Interception VLAN Identifier
IP Address 110.105.211.85 |
Netmask 255.255.255.128 |
Gateway [10.105.211.1 ]

Interface de saida

Configuracao da porta do switch

Os usuarios convidados com fio conectam-se ao switch da camada de acesso, essas portas
designadas devem ser configuradas com uma VLAN na qual a LAN de convidado esteja
habilitada no controlador

Configuragao da porta do switch da camada de acesso
interface gigabitEthernet <x/x/x>

description Acesso para Convidado com Fio



switchport access vian 2020

switchport mode access

fim

Configuragao de porta de uplink de controlador externo
interface TenGigabitEthernet<x/x/x>

description Porta de tronco para a WLC externa

tronco de modo de porta de comutagao

switchport trunk native vlan 2081

switchport trunk allowed vlan 2081,2020

fim

Configuracao de porta de uplink do controlador de &ncora
interface TenGigabitEthernet<x/x/x>

description Porta de tronco para a WLC ancora

tronco de modo de porta de comutagcao

switchport trunk native vlan 2081

switchport trunk allowed vlan 2081,2024

fim

Configurar Autenticagao da Web

Etapa 1: Navegue até Seguranga > Autenticagao da Web > Pagina de logon na Web. Defina o
tipo de Autenticagcdo da Web como Externa (Redirecionar para servidor externo) e configure a
URL de Autenticacdo da Web externa. A opcao Redirect URL after login € opcional e pode ser
configurada se os clientes precisarem ser redirecionados para uma pagina dedicada apos a
autenticacao bem-sucedida.



alvaln

CISCO HONITOR  WLAN: CONTROLLER 'WIRELESS SECURITY MANAGEMENT CDMMANDS  HELP

) ) |
Security Web Login Page [Preview... | [[_Appiv ||
]
v AAA
Genersl Web Authentication Type External (Rodirsct to axternal tarver) v
= RADIUS Redirect URL after login hitp://10.127.196. 171 /webauthflogout. html
Authentication P -
Accounting Legin Suceass Page Type (Nene ]
ash ‘:':‘h“" Usery External Webauth URL Mt9://10.127.196. 171 /webauthilogin. htmi
allbac
DNS
Dawndosded AVP Qriode Scanning Bypass Timer o
» TACACS+ —
LORE QrCode Seanning Bypass Count (]
Local Net Users
MAC Filtering

= Disabled Clients
User Login Policies
AP Policies
Password Policies

b Local EAP
Advanced EAP

b Priority Order

b Cartificate

b Access Control Lists

 Wireless Protection
Policles

[* Wb Auth
Wb Lagin Page

Cortificats

Configuragdes de Web Auth

Configuracdes de AAA:

Etapa 1: Configure o servidor radius

Navegue até Security > Radius > Authentication > New.

Sawe Configuration  Fing  Logout Refre

MONITOR WLANs CONTROLLER  W]RELES: SECURITY MANAGEMENT COMMANDS HELP User: sdmin{ReadWrite) i Hon
i |
Security RADIUS Authentication Servers [Tapety||[Cnowe.. |
- AARA N
- Auth Called Statien 1D Type AP MAC Addreds: SS1D W
» RADIUS

Authentication Use AES: Kay Wmp [} {pesigned for FIPS customers and requires a key wrap compliant RADIUS server)

Auth Cached Users MAC Delimiter [Fyphen ]

Fallback 1

DHS Framed MTU 1300

Bownloaded AVE

Servidor Radius

Etapa 2: Configure o IP do servidor RADIUS e o segredo compartilhado no controlador. Alterne o
status do servidor para Enabled e marque a caixa de selecdo Network User.



RADIUS Authentication Servers > New

Server Index (Priority) 4 V|

1
Server IP Address(Ipv4/Ipv6) |
Shared Secret Format ASCII V|

Shared Secret

Confirm Shared Secret

Apply Cisco ISE Default settings LJ

Apply Cisco ACA Default settings O

Key Wrap [ (Designed for FIPS customer:
Port Number 1812

Server Status Enabled v
Support for CoA Disabled v
Server Timeout 5 I seconds
Network User Enable
Management Enable
Management Retransmit Timeout IS_ seconds
Tunnel Proxy C] Enable
PAC Provisioning () Enable
IPSec (] Enable
Cisco ACA () Enable

Configuragao do servidor

Configurar Lista de Controle de Acesso

Etapa 1: Navegue até Seguranga > Lista de controle de acesso e selecione Novo. Crie uma ACL



de pré-autenticacdo que permita o trafego para o DNS e o servidor Web externo.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

I
Security Access Control Lists > Edit
~ AAA
General General
» RADIUS .
Authentication Access List Name Pre-Auth_ACL
Accounting
Auth Cached Users Deny Counters i
Fallback
DNS Destination
Downloaded AVP Seq Action Source IP/Mask  IP/Mask Protocol Source Port
' I‘;i‘:cs’f 0 perme 9000 / 0.0.0.0 ¥ usp i
i ¥
Local Net Users 0.0.0.0 Lt
MAC Filtering 5 o 0.0.0.0 / 0.0.0.0 ¥ e Bii
« Disabled Clients 2 Permit 4 6.0.0 0.0.0.0 4 B
User Login Policies ) 0.0.0.0 J 10.127.196.171 /
AP Policies 2 Permit 600 255.255.255.255 1O Any
P; d Polici
AEEMpCnices 4 perme 10127196171 / 0.0.00 P s bt
» Local EAP = 255.255.255.255  0.0.0.0
Advanced EAP 5 Permit 0.0.0.0 J/ 10.127.196.171 / Tcp N
 priority Ord == M 5000 255.255,255.255 n
Bl sy I ~ 10.127.196.171 / 0.0.0.0 !
6 Permit TCP HTTPS

b Certificate 255.255.255.255 0.0.0.0

4 Access Control Lists
Access Control Lists

—CPUATTESS COTITOT LIS

Lista de acesso para permitir o trafego para o servidor Web

Configurar perfil de LAN de convidado

Etapa 1: Navegue até WLAN > Criar novo > Ir.

MONITOR  WLANs 1ZONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

COMMANDS

Dest Port DSCP
DNS Any
Any Ay
HTTP Any
Any Any
HTTPS Any
Any Any

HELP

Direction
Any

Any

Any

Any

Any

Any

Number of Hits

0

0

0

WLANA———

None [Change Filter] [Clear Filter]

Current Filter:

[ WLANID Type Profile Name WLAN SSID

Perfil de LAN de convidado

| Create Mew

~| 6o |

Admin Status Security Policies

Selecione Type (Tipo) como Guest LAN (LAN de convidado) e configure um nome de perfil. O
mesmo nome deve ser configurado no perfil de politica e no perfil de LAN de convidado do

controlador Ancora 9800.



WLANS > New

Type | iGuest LAN Vi |
Profile Name ‘ Guest-Profile !

ID 3 v

Perfil de LAN de convidado
Etapa 2: na guia Geral, mapeie a interface de entrada e saida no perfil de LAN de convidado.
A interface de entrada € a vlan a qual os clientes com fio se conectam fisicamente.

A interface de saida é a sub-rede vlan que os clientes solicitam para o endereco IP.

General | Security | QoS = Advanced |

Profile Name [Gueat-Proﬁle
Type Guest LAN
Status Enabled
Security Policies Web-Auth

(Modifications done under security tab will appear after applying tt

Ingress Interface | wired—guest hd I

Egress Interface | vian2024 v

NAS-ID ‘nc-ne

Perfil de LAN de convidado

Etapa 3: Navegue até Seguranga > Camada 3.

Selecione Layer 3 Security como Web Authentication e mapeie a ACL de pré-autenticagéo.



General I Security | QoS | Advanced |

 Layer 2 I Layer 3 | AAA Servers \

Layer 3 Security [ Web Authentication v
Preauthentication ACL IPv4 IPre-Auth_ACL VI IPv6 | None v

Override Global Config2? (] Enable

Guia de seguranca da camada 3

Etapa 4:

Na guia AAA servers, mapeie o servidor Radius e marque a caixa de selegao Enabled.

General | Security | QoS | Advanced |

Layer 2 | Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on th

RADIUS Servers

Authentication Servers Accounting Servers
Enabled () Enabled

Server 1 |[IP:10.197.224.122, Port:1812 | None

Server 2 | None v| None

Server 3 | None V| None

Server 4 | None v | None

Mapeando servidores radius para o perfil de LAN de convidado

Etapa 5: navegue até a pagina WLAN e passe o mouse sobre o icone de downdown do perfil de
LAN de convidado e selecione Ancoras de mobilidade.

[ 30 WLAN guest-1665 guest-1665 Disabled [WPA + WPAZ][Auth(PSK)] [~
ID 1 Guest LAN  Guest-Profile Enabled Web-Auth
Rermove
Oz Guest LAN  Guest --- Disabled Web-Auth bl Anchors |




Ancoras de mobilidade
Etapa 6: mapeie a ancora de mobilidade na lista suspensa para o perfil de LAN de convidado.

Mobility Anchors

‘WLAN SSID Guest-Profile

Switch IP Address (Anchor) . Data Path
ocal

| Mobility Anchor Create | AU A
10.76.6.156

Switch IP Address (Anchor) v 10.76.118.70

Foot Notes

Mapeando ancora de mobilidade para LAN de convidado

Configuragcao na WLC Anchor 9800

Configurar mapa de parametros da Web

Etapa 1: Navegue até Configuration > Security > Web Auth e selecione Global. Verifique se o
endereco IP virtual do controlador e do ponto de confianga estdo mapeados corretamente no
perfil, com o tipo definido como webauth.

General Advanced
Parameter-map Name global Virtual IPv4 Address 192.0.2.1
Maximum HTTP connections 100 Trustpoint TP-self-signed-3...
Init-State Timeout(secs) 120 Virtual IPv4 Hostname
Type webauth v Virtual IPv6 Address XXX XX
Captive Bypass Portal ) Web Auth intercept HTTPs O
Disable Success Window ) Enable HTTP server for Web
Auth
Disable Logout Window O
Disable HTTP secure server O
for Web Auth
Disable Cisco Logo O
Sleeping Client Status ) Banner Configuration
Sleeping Client Timeout (minutes) 720 Banner Title
Banner Type ® None O Banner Text

O Read From File

Mapa de Parametros da Web

Co

v



Etapa 2: Na guia Avangado, especifique o URL da pagina da Web externa para o qual os clientes
devem ser redirecionados. Configure a URL de redirecionamento para login e Redirecionar em
caso de falha. A configuragdo Redirect On-Success € opcional.

General Advanced

B Deovipeof the Deodlbeaat
S

[ http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1/login.html&redirect=<website-name> ]

Redirect to external server

Redirect URL for login http://10.127.196.171/w
Redirect On-Success http://10.127.196.171/w
Redirect On-Failure http://10.127.196.171/w

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171

Portal IPV6 Address XXX
Guia Avangado

Configuragao de CLI

paraneter-map type webauth gl oba

type webaut h

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht i
redirect portal ipv4 10.127.196.171

trust poi nt TP-sel f-si gned- 3010594951

webaut h- htt p- enabl e



Observagao: para a configuragao AAA, consulte os detalhes de configuragao fornecidos
na secao "Configurar convidado com fio no Catalyst 9800 ancorado em outro Catalyst
9800" para o Foreign 9800 WLC.

Configurar perfil de Diretiva

Etapa 1:Navegue até Configuration > Tags & Profiles > Policy. Configure o perfil de politica com o
mesmo nome usado para o perfil de LAN de Convidado do controlador Externo.



General Access Policies QOS and AVC Mobility Advanced

Name* Guest-Profile WLAN Switching Policy
Description Enter Description | Central Switching
Status | ENABLED . Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging O

O

SGACL Enforcement

Default SGT 2-65519

Perfil da politica

Etapa 2: na guia Access Policies (Politicas de acesso), mapeie a vlan do cliente com fio na lista
suspensa



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled (i)

Classification

Local Subscriber Policy Name { Search or Select v 1 2
VLAN

VLAN/VLAN Group [ VLAN2024 v |®
Multicast VLAN ‘ Enter Multicast VLAN ‘

Politicas de acesso

Etapa 3: Na guia Mobility, marque a caixa de sele¢gdo Export Anchor.



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mobility (@ oisaLeo J

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Guia Mobilidade

Configuragao de CLI

wireless profile policy Guest-Profile
no accounting-interim
exclusionlist timeout 180
no flex umbrella dhcp-dns-option
mobility anchor
vlan VLAN2024
no shutdown

Configurar perfil de LAN de convidado

Etapa 1: Navegue até Configuration > Wireless > Guest LAN e selecione Add para configurar o
perfil de LAN de convidado e desabilitar o status de VLAN com fio.

O nome do perfil de LAN de convidado em Ancora deve ser igual ao perfil de LAN de convidado
em WLC externa.



General Security

Profile Name* ‘ Guest-Profile Client Association Limit | 2000
Guest LAN ID* ‘ 1 Wired VLAN Status |
mDNS Mode | Bridging v

Status |enase ()

Perfil de LAN de convidado

Etapa 2: Na guia Security, habilite Web Auth. Selecione o mapa de parametros de Autenticagcéo
da Web e a Lista de autenticacao na lista suspensa

dit Guest LAN Profile

General Security

Layer3

Web Auth [ENABLE

Web Auth Parameter Map

Authentication List |SE-List v

Guia Seguranca de LAN de convidado

Configuragao de CLI

guest-lan profile-name Guest-Profile 1



security web-auth authentication-1list ISE-List

security web-auth parameter-map global

MAP de LAN de convidado

Etapa 1: Navegue até Configuration > Wireless > Guest LAN. Na secao de configuracdo Guest
LAN MAP, selecione Add e mapeie o perfil de politica para o perfil de LAN de convidado.

Guest LAN Map Configuration

# Delete Map

est | AN Map - GuestMap

-+ Add

Guest LAN Profile Name Y  Policy Name

No records available.

MAP de LAN de convidado

Verificar

Validar configuragdo do controlador

#show resumo de LAN de convidado

GLAN GLAN Profile Name
1 Guest-Profile
2 Guest

ID de LAN de convidado #show 1

<#root>

Guest-LAN Profile Name : Guest

v 4

Profile Name

Policy Name

Guest-Profile

|Guest—Pr0ﬁ|e| (X

Status

Guest-LAN ID
Wired-Vlan

11

Status



Enabl ed

Number of Active Clients : 0
Max Associated Clients : 2000
Security

WebAuth
Enabl ed

Webauth Parameter Map : global
Webauth Authentication List :

| SE- Li st
Webauth Authorization List : Not configured
mDNS Gateway Status : Bridge

#show global de webauth do tipo de mapa de parametros

<tfroot>

Parameter Map Name : global
Type :

webaut h

Redirect:
For Login

http://10.127.196. 171/ webaut h/ | ogi n. ht
On Success
http://10.127.196. 171/ webaut h/ | ogout . ht m
On Failure
http://10.127.196. 171/ webaut h/ fai |l ed. ht m
Portal 1ipv4
10.127. 196. 171
Virtual-ipv4

192.0.2.1

#show parameter-map type webauth name <nome do perfil> (Se o perfil de parametro da Web
personalizado for usado)

#show resumo do mapa de LAN de convidado sem fio

GLAN Profile Name Policy Name



#show resumo da mobilidade sem fio

IP Public Ip MAC Address

10.76.118.70 10.76.118.70 f4bd.9e59.314b

#show ip http server status

HTTP server status: Enabled

HTTP server port: 80

HTTP server active supplementary listener ports: 21111
HTTP server authentication method: local

HTTP secure server capability: Present

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server trustpoint: TP-self-signed-3010594951

>show guest-lan summary

Number of Guest LANS. . ... iiiiitiiiirrnnennnnn 1
GLAN ID GLAN Profile Name Status Interface Name
2 Guest Enabled wired-vlan-11

>show guest-lan 2

Guest LAN Identifier.........ciiiiiiiiniiinnnnnnn 2
Profile Name........ .ottt ittt Guest
10 - U Enabled
Interface. ...t i it e st e e wired-vlan-11
Radius Servers
Authentication.......coiiiiiiiiiiiininiannnnn 10.197.224.122 1812 *
Web Based Authentication...................... Enabled
Web Authentication Timeout.................... 300
I8 2 Pre-Auth_ACL
Mobility Anchor List
GLAN ID IP Address Status

2 10.76.118.74 Up



>show custom-web all

Radius Authentication Method..................... PAP

CiSCO LOGO. .t i ittt it e s i et e EnabTed

CUSEOMLOGO. v vt ittt i e e st e None

Custom Title. .ot it e e et ettt e e e e ennanns None

CuStom MeSSage. .. v v vttt s i e nnns None

Custom Redirect URL.....u'iiiiininrnnnnnnnnnenns http://10.127.196.171/webauth/Togout.html
Web Authentication Login Success Page Mode....... None

Web Authentication Type......ciiiiiiiiinnnnnnnn. External

(oo Lo YU atee o Yo} o U 1S Enabled

External Web Authentication URL.................. http://10.127.196.171/webauth/login.html
QR Code Scanning Bypass Timer........oevuuuunnnn. 0

QR Code Scanning Bypass Count........oouuuuunnnn. 0

>show custom-web guest-lan 2

Guest LAN Status........iiiiiiinniiinnnnnnnnns Enabled
Web Security Policy........ciiiiiiiiininnnnn Web Based Authentication
WebAuth Type. ... ..o i it e e eanans External
Global Status.......viii it eeeennns Enabled

Validar estado da Politica do cliente
No Estrangeiro,
#show resumo de cliente sem fio

O estado do gerenciador de politicas do cliente no controlador Externo € EXECUTADO depois
que o cliente se associa com éxito.

<{froot>

MAC Address AP Name Type ID State Protocol Meth

alce.c8c3.a9b5 N/A
GLAN 1

Run
802. 3

Web Auth

Export Foreign

>show client detail aOce.c8c3.a9b5



<ffroot>

Client MAC Address. .....couiiiiininiinnnnennnnnn a0:ce:c8:c3:a9:b5
Client Username ........ouieirennennennennnennenns N/A

Client Webauth Username .........coiiiiiinnnnnnnn N/A

Client State.....iiiiii it it ettt e aannnn Associated

User Authenticated by ...........cciiiiiiiinnnnn None

Client User GroUp....uvi e nenennnnnnns

Client NAC OOB State.....cuiiiiinnnnninnnnnnnnnns Access

guest-Tan. ...t i i e e e 1

Wireless LAN Profile Name.........covviiivnunnnn. Guest-Profile
MobiTlity State.......vviiiiiiiii ittt i i et eee e

Export Foreign

Mobility Anchor IP Address...........ccoiiiinnnnn.
10. 76.118. 70

Security Policy Completed...........cvviivnnnnn.
Yes

Policy Manager State........oiiiiiiininnnerrnnns
RUN

Pre-auth IPv4 ACL Name.......u'ii it nnrnnennnnn Pre-Auth_ACL
EAP Type. ittt i it e i i st st i Unknown
I =Y o = (oL <

Wi r ed- guest - egress

Em Ancora,
A transicdo de estado do cliente deve ser monitorada no controlador de Ancora.

O estado do gerenciador de politicas do cliente esta em Web Auth pendente.

<tfroot>

MAC Address AP Name Type ID State Protocol Meth

a0ce.c8c3.a9b5 10.76.6.156
GLAN 1

Webauth Pending
802. 3

Web Auth

Export Anchor



Depois que o cliente é autenticado, o estado do gerenciador de politicas passa para o estado
RUN.

MAC Address AP Name Type ID State Protocol Meth

alOce.c8c3.a9%b5 10.76.6.156 GLAN 1 Run 802.3 Web

#show detalhes do endere¢co mac do cliente sem fio aOce.c8c3.a9b5

<tfroot>

Client MAC Address : aOce.c8c3.a9%b5

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address :

10. 105. 211. 69

Client State : Associated
Policy Profile : Guest-Profile
Flex Profile : N/A
Guest Lan:

GLAN Id: 1

GLAN Name: Guest-Profile

Mobility:
Foreign IP Address
10. 76. 118. 74
Point of Attachment : 0xA0000003
Point of Presence : 0
Move Count 01

Mobility Role
Export Anchor
Mobility Roam Type

L3 Requested

PoTlicy Manager State:
Webaut h Pendi ng

Last Policy Manager State :
I P Learn Conpl ete

Client Entry Create Time : 35 seconds
VLAN : VLAN2024

Session Manager:
Point of Attachment : mobility_a0000003
IIF ID : 0xA0000003
Authorized : FALSE



Session timeout : 28800
Common Session ID: 4a764c0a0000008ea0285466
Acct Session ID : 0x00000000
Auth Method Status List
Method : Web Auth
Webauth State

Login

Webauth Method

Webaut h

Server Policies:
ResuTltant Policies:
URL Redirect ACL :

WA-v4-int-10.127.196.171
Preauth ACL

WA-sec-10. 127.196. 171

VLAN Name : VLAN2024
VLAN :

2024
Absolute-Timer : 28800

O cliente passa para o estado EXECUTAR apéds a autenticacao bem-sucedida da Web.

show wireless client mac-address aOce.c8c3.a9b5 detail

<ffroot>

Client MAC Address : aOce.c8c3.a9b5

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address :

10. 105. 211. 69
Client Username :

t est user

Client State : Associated
Policy Profile : Guest-Profile
Flex Profile : N/A
Guest Lan:
GLAN Id: 1
GLAN Name: Guest-Profile
Wireless LAN Network Name (SSID) : N/A
BSSID : N/A
Connected For : 81 seconds
Protocol : 802.3



Policy Manager State:

Run

Last Policy Manager State :

Webaut h Pendi ng

Client Entry Create Time : 81 seconds
VLAN : VLAN2024

Last Tried Aaa Server Details:
Server IP :

10. 197. 224. 122

Auth Method Status List
Method : Web Auth
Webauth State : Authz
Webauth Method : Webauth

ResuTltant Policies:
URL Redirect ACL :

I P- Adm V4- LOGOUT- ACL

VLAN Name : VLAN2024
VLAN :

2024
Absolute-Timer : 28800

>show client detail a0:ce:c8:¢3:a9:b5

<#root>

Client MAC Address. ......couiiiiiiinniinnnnennnnns a0:ce:c8:c3:a9:b5
Client Username .......c'ereeennnrnnnnsnsnrnsnnnns N/A

Client Webauth Username .........ovevrvenrnnnnnns N/A

Client State.....iiiii ittt e e et eannnnn Associated
Wireless LAN Profile Name..........ccviviiiivnnnn. Guest

WLAN Profile check for roaming................... Disabled
Hotspot (802.10U) .. .ciin it iie i iiannnnenns Not Supported
Connected FOr ...ttt it e e et eannnnn 90 secs

IP AdAresSsS. .ttt i e e e e e, 10.105.211.75
Gateway AdAress. ......ciiiiiiiinnerennnrnennnnnnn 10.105.211.1
NETMASK . & vttt ittt e e, 255.255.255.128

Mobility State.....cuviiiiiii it ittt eennnnn
Export Anchor
Mobility Foreign IP Address............ccviuunnn..
10. 76.118. 70

Security Policy Completed......... ..., No
Policy Manager State.........iiiiiiiiiinnnnnnnn.

WEBAUTH_REQD

Pre-auth IPv4 ACL Name.......u'iiriirinnrnnnnnnnn



Pre- Aut h_ACLPr e-auth

IPv4 ACL Applied Status.........couu.n.. Yes
Pre-auth IPv4 ACL Applied Status.................
Yes

Apos as transicoes do cliente de autenticagao para o estado RUN.

<{froot>

show client detail aO:ce:c8:c3:a9:b5
Client MAC Address. ....cuviiiiiniinieninnnnnnnnn al0:ce:c8:c3:a9:b5
Client Username ........oveireinrnnennennnennenns

t est user
Client Webauth Username ............ ...
t est user
Client State.....uiiiiii ittt e i e ettt e e e e e

Associ at ed

User Authenticated by ........... ... . ..

RADI US Server

Client User GroUp. ..o eeenn s iienneseeannnennnnns testuser
Client NAC OOB State.....uouuiiimnnnnninnnnnnnnnns Access
Connected FOr ....iiiiii ittt e e et eannnnn 37 secs
IP Address. ... oii ittt it ittt ettt

10. 105. 211. 75

Gateway AdAress. ......ciiiiiiiinnerennnrnennnnnnn 10.105.211.1
= 1= 255.255.255.128
Mobility State.....cuviiiiiii it e et eennnnn

Export Anchor

Mobility Foreign IP Address............coiiuunnn. 10.76.118.70
Security Policy Completed......... ..., Yes

Policy Manager State.........iiiiiiiiiiinnnnnnnn.

RUN

Pre-auth IPv4 ACL Name.......cueririnnnnnnennnnnn Pre-Auth_ACL
Pre-auth IPv4 ACL Applied Status................. Yes

EAP Ty, ittt i ittt e et e Unknown
Interface. . vui it i ittt et e e

w red-vlan-11



Troubleshooting

Depuracgao do controlador AireOS

Habilitar depuracao de cliente

>debug client <H.H.H>

Para verificar se a depuracao esta habilitada
>show debugging

Para desativar a depuragao

debug disable-all

9800 Traco radioativo

Ative o Radio Ative Tracing para gerar rastreamentos de depuracgao de cliente para o enderego
MAC especificado na CLI.

Etapas para ativar o rastreamento radioativo:

Verifique se todas as depuracdes condicionais estdo desabilitadas.

clear platform condition all

Habilite a depuracao para o endereco MAC especificado.

debug wireless mac <H.H.H> monitor-time <Time is seconds>

Apos reproduzir o problema, desative a depuragao para interromper a coleta de rastreamento do
RA.

no debug wireless mac <H.H.H>

Quando o rastreamento do RA é interrompido, o arquivo de depuragao é gerado no bootflash do
controlador.



show bootflash: | include ra_trace
2728 179 Jul 17 2024 15:13:54.0000000000 +00:00 ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_Da

Copie o arquivo para um servidor externo.

copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://<IP addr

Exibir o log de depuracéo:

more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

Ativar rastreamento de RA na GUI,

Add MAC/IP Address

MAC/IP Address* Enter a MAC/IP Address every newline

Habilitar rastreamento de RA na WebUI

Captura de pacotes incorporada

Navegue até Troubleshooting > Captura de Pacotes. Insira o nome da captura e especifique o
endereco MAC do cliente como o MAC do filtro interno. Defina o tamanho do buffer como 100 e



escolha a interface de uplink para monitorar os pacotes de entrada e saida.

Create Packet Capture

Capture Name™* TestPCap

Filter* any v

Monitor Control Plane @ ()

Inner Filter Protocol D DHCP

Inner Filter MAC ‘l
Buffer Size (MB)* 100
Limit by* Duration v ] 3600 secs ~= 1.00 hour

Available (12) [ search Q| _Selected (1)

(5) Tworor1 > () rworor0 €
@ Tw0/0/2 EN

@ Tw0/0/3 EY

@ Te0/1/0 »

Captura de pacotes incorporada



Observagao: selecione a opgao "Monitorar trafego de controle" para visualizar o trafego
redirecionado para a CPU do sistema e injetado novamente no plano de dados.

Navegue até Troubleshooting > Packet Capture e selecione Start para capturar pacotes.

Capture Name Y  Interface Y Monitor Control Plane ¥ Buffer Size Y  Filter by

O TestPCap TwoGigabitEthernet0/0j0 Mo 0% any

Configuracéao de CLI

monitor
monitor
monitor
monitor

capture TestPCap inner mac <H.H.H>

capture TestPCap buffer size 100

capture TestPCap interface twoGigabitEthernet 0/0/0 both
capture TestPCap start

Y Limit

® 3600 secs

Status

Inactive

Y Action

L




<Reporduce the issue>

monitor capture TestPCap stop

show monitor capture TestPCap

Status Information for Capture TestPCap
Target Type:
Interface: TwoGigabitEthernet0/0/0, Direction: BOTH
Status : Inactive
Filter Details:
Capture all packets
Inner Filter Details:
Mac: 6c7e.67e3.6db9
Continuous capture: disabled
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 100
Limit Details:
Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 3600
Packet Size to capture: 0 (no Timit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Exportar captura de pacotes para um servidor TFTP externo.

monitor capture TestPCap export tftp://<IP address>/ TestPCap.pcap

Navegue até Troubleshooting > Packet Capture e selecione Export para fazer download do
arquivo de captura na maquina local.

+ Add
Captura Name Y Interface Y Monitor Control Plane 'Y Buffer Size Y Filter by ¥ Limit Status Y Action
D TestPCap TwoGigabitEthernet0/0/0 No 0% any © 3600 secs Inactive m
1 10 Export Capture - TestPCap x
Export to* deskiop v
"0 Cancel & Export ]

Faca o download do EPC

Trechos de log de trabalho

Log de depuracéao do cliente do AireOS Foreign Controller



Pacote com fio recebido do cliente com fio

*apfReceiveTask: May 27 12:00:55.127: aO:ce:c8:c3:a9:b5 Wired Guest packet from 10.105.211.69 on mobil

Solicitacdo de ancora de exportacdo de construgcao de controlador externo

*apfReceiveTask: May 27 12:00:56.083: a0:ce:c8:c3:a9:b5 Attempting anchor export for mobile al:ce:c8:c3
*apfReceiveTask: May 27 12:00:56.083: a0:ce:c8:c3:a9:b5 mmAnchorExportSend: Building ExportForeignlLradM
*apfReceiveTask: May 27 12:00:56.083: a0:ce:c8:c3:a9:b5 SGT Payload built in Export Anchor Req 0

O controlador externo envia a solicitacdo de ancora Export ao controlador de ancora.

*apfReceiveTask: May 27 12:00:56.083: al:ce:c8:c3:a9:b5 Export Anchor request sent to 10.76.118.70

O controlador de ancora envia confirmagao para a solicitagdo de ancora do cliente

*Dot1x_NW_MsgTask_5: May 27 12:00:56.091: aO:ce:c8:c3:a9:b5 Recvd Exp Anchor Ack for mobile aO:ce:c8:c

A funcédo de mobilidade dos clientes no controlador Externo é atualizada para exportar Externo.

*apfReceiveTask: May 27 12:00:56.091: a0O:ce:c8:c3:a9:b5 0.0.0.0 DHCP_REQD (7) mobiTlity role update requ
Peer = 10.76.118.70, 01d Anchor = 10.76.118.70, New Anchor = 10.76.118.70

O cliente fez a transi¢ao para o estado RUN.

*apfReceiveTask: May 27 12:00:56.091: a0:ce:c8:c3:a9:b5 0.0.0.0 DHCP_REQD (7) State Update from Mobilit
*apfReceiveTask: May 27 12:00:56.091: a0:ce:c8:c3:a9:b5 Stopping deletion of Mobile Station: (callerld:
*apfReceiveTask: May 27 12:00:56.091: a0:ce:c8:c3:a9:b5 Moving client to run state

9800 Rastreio radioativo de controlador estrangeiro

O cliente se associa ao controlador.



2024/07/15 04:10:29.087608331 {wncd_x_R0O-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a%

A descoberta de mobilidade esta em andamento apds a associagao.

2024/07/15 04:10:29.091585813 {wncd_x_R0-0}{1}: [cTient-orch-state] [17765]: (note): MAC: aOce.c8c3.a%
2024/07/15 04:10:29.091605761 {wncd_x_RO-0}{1}: [cTient-orch-state] [17765]: (note): MAC: aOce.c8c3.a%

Uma vez processada a descoberta de mobilidade, o tipo de roam do cliente € atualizado para L3
solicitado.

2024/07/15 04:10:29.091664605 {wncd_x_RO-0}{1}: [mm-transition] [17765]: (info): MAC: aOce.c8c3.a9b5 MM
2024/07/15 04:10:29.091693445 {wncd_x_RO-0}{1}: [mm-client] [17765]: (info): MAC: aOce.c8c3.a9b5 Roam t

O controlador externo esta enviando a solicitacdo de ancora de exportacdo para a WLC Ancora.

2024/07/15 04:10:32.093245394 {mobiTlityd_RO-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9%b5 Ex
2024/07/15 04:10:32.093253788 {mobiTlityd_R0O-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9%b5 Fo
2024/07/15 04:10:32.093274405 {mobilityd_RO-0}{1}: [mm-client] [18316]: (info): MAC: aOce.c8c3.a9b5 For

A resposta Export Anchor é recebida do controlador Anchor e a vlan € aplicada do perfil do
usuario.

2024/07/15 04:10:32.106775213 {mobiTityd_R0-03}{1}: [mm-transition] [18316]: (info): MAC: aOce.c8c3.a9%b5
2024/07/15 04:10:32.106811183 {mobiTlityd_R0O-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9b5 Ex
2024/07/15 04:10:32.107183692 {wncd_x_R0-0}{1}: [epm-misc] [17765]: (info): [aOce.c8c3.a%b5:Tw0/0/0] An
2024/07/15 04:10:32.107247304 {wncd_x_R0O-0}{1}: [svm] [17765]: (info): [aOce.c8c3.a9%9b5] Applied User Pr
2024/07/15 04:10:32.107250258 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17765]: (info): Applied User Profile:

Depois que a solicitacdo de Ancora de Exportacéo for processada, a fungdo de mobilidade do
cliente sera atualizada para Exportar para o Exterior.

2024/07/15 04:10:32.107490972 {wncd_x_R0O-0}{1}: [mm-client] [17765]: (debug): MAC: aOce.c8c3.a9%9b5 Proce
2024/07/15 04:10:32.107502336 {wncd_x_RO-0}{1}: [mm-client] [17765]: (info): MAC: aOce.c8c3.a9b5 Mobili
2024/07/15 04:10:32.107533732 {wncd_x_R0-0}{1}: [sanet-shim-translate] [17765]: (info): Anchor Vlan: 20
2024/07/15 04:10:32.107592251 {wncd_x_RO-0}{1}: [mm-client] [17765]: (note): MAC: aOce.c8c3.a9b5 Mobili



O cliente faz a transi¢ao para o estado de aprendizagem IP.

2024/07/15 04:10:32.108210365 {wncd_x_R0O-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a%
2024/07/15 04:10:32.108293096 {wncd_x_R0O-0}{1}: [cTient-orch-sm] [17765]: (debug): MAC: aOce.c8c3.a9%5

Apos o aprendizado do IP, o cliente passa para o estado RUN na WLC externa.

2024/07/15 04:10:32.108521618 {wncd_x_R0-0}{1}: [cTlient-orch-state] [17765]: (note): MAC: aOce.c8c3.a%

Log de depuracéao do cliente do controlador AireOS Anchor

Solicitagdo de ancora de exportacao recebida do controlador externo.

*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 Anchor Export Request Recvd for mobile al:c
*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 mmAnchorExportRcv: Extracting mmPayloadExpo
*Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0O:ce:c8:c3:a9:b5 mmAnchorExportRcv Ssid=Guest useProfileNa

A vlan de bridging local é aplicada ao cliente.

*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 Updated local bridging VLAN to 11 while app
*Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 Applying Interface(wired-vlan-11) policy on
*Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 After applying Interface(wired-vlan-11) pol

A funcéo de mobilidade é atualizada para Exportar Ancora e Estado do cliente transistenciado
Associado.

*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 0.0.0.0 START (0) mobiTlity role update requ
Peer = 10.76.118.70, 01d Anchor = 0.0.0.0, New Anchor = 10.76.118.74
Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5
add client MAC a0:ce:c8:c3:a9:b5 IP 10.76.1
*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5
Sent message to add aO:ce:c8:c3:a9:b5 on me
*Dot1x_NW_MsgTask_5: May 28 10:46:27.832: a0:ce:c8:c3:a9:b5 mmAnchorExportRcv (mm_Tisten.c:7933) Changi

A mobilidade esta concluida, o estado do cliente esta associado e a fungao de mobilidade é
Ancora de exportacéo.



*Dot1x_NW_MsgTask_5: May 28 10:46:27.832: a0:ce:c8:c3:a9:b5 0.0.0.0 DHCP_REQD (7) State Update from Mob

O endereco IP do cliente € aprendido no controlador e o estado é transferido do DHCP
necessario para a autenticagcao da Web necessaria.

*dt1ArpTask: May 28 10:46:58.356: a0:ce:c8:c3:a9:b5 Static IP client associated to interface wired-vlan
*dt1ArpTask: May 28 10:46:58.356: a0:ce:c8:c3:a9:b5 dtlArpSetType: Changing ARP Type from 0 ---> 1 for
*dtTArpTask: May 28 10:46:58.356: a0:ce:c8:c3:a9:b5 10.105.211.75 DHCP_REQD (7) Change state to WEBAUTH.

A URL de Webauth esta sendo formulada adicionando a URL de redirecionamento externa e o
endereco IP virtual do controlador.

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Preparing redirect URL according to configure
*webauthRedirect: May 28 10:46:58.500: al:ce:c8:c3:a9:b5- Web-auth type External, using URL:http://10.1
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added switch_url, redirect URL is now http://

Adicionado o endereco MAC do cliente e a WLAN ao URL.

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added client_mac , redirect URL is now http:/
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added wlan, redirect URL is now
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added wlan, redirect URL is now http://10.127

URL final depois de empacotar o HTTP GET para o host 10.105.211.1

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- parser host is 10.105.211.1
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- parser path is /auth/discovery
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5-added redirect=, URL is now http://10.127.196.

A URL de redirecionamento € enviada ao cliente no pacote de resposta 200 OK.

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- 200 send_data =HTTP/1.1 200 OK
Location:http://10.127.196.171/webauth/Togin.htm1?switch_url=https://192.0.2.1/1ogin.html&cTient_mac=a0

O cliente estabelece uma conexdo TCP com o host de url de redirecionamento. Depois que os
clientes enviam o nome de usuario e a senha de login no portal, uma solicitagao radius € enviada
pelo controlador ao servidor radius



Quando a controladora recebe um Access-Accept, o cliente fecha a sessdo TCP e passa para o

estado RUN.

*aaaQueueReader: May 28 10:46:59:077: a0:ce:c8:c3:a9:b5 Sending the packet to v4 host 10.197.224.122:18
*aaaQueueReader: May 28 10:46:59:077: a0:ce:c8:c3:a9:b5 Successful transmission of Authentication Packe

*aaaQueueReader: May 28 10:46:59:077:
*aaaQueueReader: May 28 10:46:59:077:
*aaaQueueReader: May 28 10:46:59:077:
*aaaQueueReader: May 28 10:46:59:077:
*aaaQueueReader: May 28 10:46:59:077:

AVP[01]
AVP[03]
AVP[04]
AVP[05]
AVP[06]

User-Name. ......ciiiiiiiinnnnnnennnnnnnns testuser
Calling-Station-Id............cviuvunnn. a0-ce-c8
NaS-POrt. ...ttt ittt e s e 0x000000
Nas-Ip-Address........ciiiiiiiiiinnnnnnnn 0x0a4c76
NAS-Identifier........cuiiiiiininnnnnnnn POD1586-!

*aaaQueueReader: May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 radiusServerFallbackPassiveStateUpdate: RADIUS
*radiusTransportThread: May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 Access-Accept received from RADIUS serv

*Dot1x_NW_MsgTask_5: May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 Processing Access-Accept for mobile al:ce:c

*apfReceiveTask: May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 Moving client to run state

9800 Rastreamento radioativo do controlador de ancora

Mensagem de anuncio de mobilidade para o cliente do controlador externo.

2024/07/15 15:10:20.614677358 {mobilityd_R0-0}{1}:

[mm-cTient] [15259]: (debug): MAC: aOce.c8c3.a9%b5 Re

Solicitagdo de ancora de exportacao recebida do controlador externo quando o cliente esta se
associando, para a qual a resposta de ancora de exportacido € enviada pelo controlador de
ancora, que pode ser verificada no rastreamento RA do controlador externo.

2024/07/15 15:10:22.615246594 {mobilityd_R0-0}{1}:

[mm-transition] [15259]: (info): MAC: aOce.c8c3.a9%9b5

O cliente € movido para o estado de associagao e a fungao de mobilidade é transicionada para

Ancora de Exportaco.

2024/07/15 15:10:22.616156811 {wncd_x_RO-0}{1}: [client-orch-state] [14709]: (note): MAC: aOce.c8c3.a%b
2024/07/15 15:10:22.627358367 {wncd_x_RO-0}{1}: [mm-client] [14709]: (note): MAC: aOce.c8c3.a9b5 Mobili

2024/07/15 15:10:22.627462963 {wncd_x_R0O-0}{1}: [dotll] [14709]: (note): MAC: aOce.c8c3.a9b5

2024/07/15 15:10:22.627490485 {mobilityd_R0-03}{1}:
2024/07/15 15:10:22.627494963 {mobilityd_R0-0}{1}:

Client da

[mm-cTient] [15259]: (debug): MAC: aOce.c8c3.a9%9b5 Ex
[mm-cTient] [15259]: (debug): MAC: aOce.c8c3.a9%b5 Fo



O aprendizado de IP é concluido, o IP do cliente aprendido através do ARP .

2024/07/15 15:10:22.628124206 {wncd_x_R0-0}{1}: [client-iplearn] [14709]: (info): MAC: aOce.c8c3.a9%b5
2024/07/15 15:10:23.627064171 {wncd_x_R0O-0}{1}: [sisf-packet] [14709]: (info): RX: ARP from interface m
2024/07/15 15:10:24.469704913 {wncd_x_R0-0}{1}: [client-iplearn] [14709]: (note): MAC: aOce.c8c3.a%5
2024/07/15 15:10:24.470527056 {wncd_x_R0-0}{1}: [client-iplearn] [14709]: (info): MAC: aOce.c8c3.a9%5
2024/07/15 15:10:24.470587596 {wncd_x_R0-0}{1}: [cTlient-orch-sm] [14709]: (debug): MAC: aOce.c8c3.a9%b5
2024/07/15 15:10:24.470613094 {wncd_x_R0-0}{1}: [cTlient-orch-sm] [14709]: (debug): MAC: aOce.c8c3.a9%b5

O estado da politica do cliente esta em autenticagdo da Web pendente.

2024/07/15 15:10:24.470748350 {wncd_x_R0-0}{1}: [client-auth] [14709]: (info): MAC: aOce.c8c3.a%5 Cli

O handshake TCP ¢ falsificado pelo controlador. Quando o cliente envia um HTTP GET, um
quadro de resposta 200 OK é enviado, contendo o URL de redirecionamento.

O cliente deve estabelecer um handshake TCP com o URL de redirecionamento e carregar a
pagina.

2024/07/15 15:11:37.579177010 {wncd_x_R0O-0}{1}: [webauth-httpd] [14709]: (info): mobility_a0000001[a0ce
2024/07/15 15:11:37.579190912 {wncd_x_R0O-0}{1}: [webauth-httpd] [14709]: (info): mobility_a0000001[a0ce
2024/07/15 15:11:37.579226658 {wncd_x_R0-0}{1}: [webauth-state] [14709]: (info): mobility_a0000001[a0ce
2024/07/15 15:11:37.579230650 {wncd_x_R0O-0}{1}: [webauth-state] [14709]: (info): mobility_a0000001[a0ce
2024/07/15 15:11:47.123072893 {wncd_x_R0-03}{1}: [webauth-httpd] [14709]: (info): mobility_a0000001[a0ce
2024/07/15 15:11:47.123082753 {wnc2024/07/15 15:12:04.280574375 {wncd_x_RO-0}{1}: [webauth-httpd] [1470

Quando o cliente envia as credenciais de login na pagina do portal da Web, um pacote de
solicitacdo de acesso € enviado ao servidor radius para autenticacao.

2024/07/15 15:12:04.281076844 {wncd_x_R0O-0}{1}: [radius] [14709]: (info): RADIUS: Send Access-Request t
2024/07/15 15:12:04.281087672 {wncd_x_R0-03}{1}: [radius] [14709]: (info): RADIUS: authenticator e3 01
2024/07/15 15:12:04.281093278 {wncd_x_R0-03}{1}: [radius] [14709]: (info): RADIUS: Calling-Station-Id
2024/07/15 15:12:04.281097034 {wncd_x_R0-03}{1}: [radius] [14709]: (info): RADIUS: User-Name

2024/07/15 15:12:04.281148298 {wncd_x_R0-03}{1}: [radius] [14709]: (info): RADIUS: Cisco AVpair

Access-Accept é recebido do servidor radius, webauth é bem-sucedido.

2024/07/15 15:12:04.683597101 {wncd_x_RO-0}{1}: [radius] [14709]: (info): RADIUS: Received from id 1812
2024/07/15 15:12:04.683607762 {wncd_x_RO-0}{1}: [radius] [14709]: (info): RADIUS: authenticator 52 3e



2024/07/15 15:12:04.683614780 {wncd_x_RO-0}{1}: [radius] [14709]: (info): RADIUS: User-Name

A autenticagéo foi bem-sucedida e o estado da politica do cliente é em EXECUCAO.

2024/07/15 15:12:04.683901842 {wncd_x_R0-0}{1}: [webauth-state] [14709]: (info): mobility_a0000001[a0ce
2024/07/15 15:12:04.690643388 {wncd_x_R0-0}{1}: [errmsg] [14709]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADD
2024/07/15 15:12:04.690726966 {wncd_x_RO-0}{1}: [aaa-attr-inf] [14709]: (info): [ Applied attribute :bs
2024/07/15 15:12:04.691064276 {wncd_x_R0-0}{1}: [cTient-orch-state] [14709]: (note): MAC: aOce.c8c3.a%

Analise de captura de pacotes incorporada

HNo. Time Source Destination Length Protocol Info
8084 15:18:24.826953 10.185.211.69 16.185.211.1 HTTP GET fauth/discovery7architecture=9 HTTP/1.1
T 806 15:10:24.826953 10.1085.211.1 10.1085.211.69 HTTP HTTP/1.1 208 OK (text/html)

Frame 886: 863 bytes on wire (6984 bits), 863 bytes captured (6984 bits)
Ethernet IT, Src: Cisco_59:31:4b (fd:bd:9e:59:31:4b), Dst: Cisco_34:98:cb (6c:5e:3b:34:98:ch)
Internet Protocol Version 4, Src: 18.76.118.78, Dst: 18.76.6.156
User Datagram Protocol, Src Port: 16667, Dst Port: 16667
Control And Provisioning of Wireless Access Points - Data
Ethernet II, Src: Cisco_34:90:d4 (Gc:5e:3b:34:08:d4), Dst: Celink_c3:a9:b5 (2@:ce:cB8:c3:29:b5)
802.10 Virtual LAN, PRI: @, DEI: @, ID: 4095
Internet Protocel Version 4, Src: 18.105.211.1, Dst: 10.185.211.69
Transmission Control Protocol, Src Port: 8@, Dst Port: 54351, Seq: 1, Ack: 188, Len: 743
Hypertext Transfer Protocol
HTTP/1.1 288 OK\r\n
Location: http://10.127.196.171/webauth/login. html?switch_url=https://192.8,2.1/ogin, html&redirect=http://10.105.211.1/auth/discovery?architecture=9\r\n
Content-Type: text/html\r\n
Content-Length: 527%r\n
\ryn
[HTTP response 1/1]
[Time since request: 9.00000000@ seconds]
[Request in frame: 8@4]
[Request URI: http://10.105.211.1/auth/discovery?architecture=9]
File Data: 527 bvtes

O cliente é redirecionado para a pagina do portal

A sessao é fechada apds o recebimento da URL de redirecionamento.

Be4 15:18:24.826953 18.105.211.69 18.185.211.1 HTTP GET fauth/discovery?architecture=9 HTTP/1.1

B85 15:10:24.826953 18.185.211.1 10.1085.211.69 TCP 88 - 54351 [ACK] Seq=1 Ack=1088 Win=65152 Len=0 TSval=2124188437 TSecr=2231352508
:18:24.826953 108.185.211.1 19.185.211.69 HTTP/1.1 288 0K (text/html)

887 15:10:24.826053 10.105.211.69 19.1085.211.1 TCP 54351 - 8@ [ACK] 5eq=188 Ack=744 Win=131808 Len= TSval=22313525080 TSecr=2124108437

812 15:10:24.835955 10.105.211.69 10.105.211.1 TCP 54351 - 80 [FIN, ACK] Seq=188 Ack=744 Win=131872 Len=8 TS5val=2231352510 TSecr=2124108437

B13 15:1@:24.836947 10.105.211.1 10.105.211.69 TCP B8 - 54351 [FIN, ACK] Seq=744 Ack=109 Win=65152 Len=0 TSval=2124108447 TSecr=2231352510

814 15:18:24.836947 18.105.211.69 18.185.211.1 TCP 54351 - B2 [ACK] Seq=189 Ack=745 Win=131872 Len=0 TSval=2231352518 TSecr=2124188447

A sessao TCP é fechada apos o recebimento da URL de redirecionamento

O cliente inicia o handshake triplo TCP para o host da URL de redirecionamento e envia uma
solicitagao HTTP GET.

Quando a pagina é carregada, as credenciais de login sdo enviadas no portal, o controlador envia
uma solicitacao de acesso ao servidor radius para autenticar o cliente.

Apos a autenticagdo bem-sucedida, a sessdo TCP para o servidor Web é fechada e, no
controlador, o estado do gerenciador de politicas do cliente é transicionado para EXECUTAR.



54381 - 80 [
80 - 54381 [

:38.603957 10.105.211.69 19.127.196.171 54381 - 88 [ACK] Seq=485 Ack=1737 Win=26@352 Len=@
2358 15:11:38.615965 10.1085.211.69 10.127.196.171 HTTP GET /webauth/yourlego.jpg HTTP/1.1
2359 15:11:38.616957 18.127.196.171 10.185,211.69 HTTP HTTP/1.1 384 Not Modified
2368 15:11:38.616957 10.105.211.69 10.127.196.171 TCP 54381 - 8@ [ACK] Seq=1113 Ack=188@8 Win=261952 Len=@
2362 15:11:38.621961 10.1@85.211.69 18.127.196.171 HTTP GET /webauth/aup.html HTTR/1.1

2363 15:11:38.623968 10.127.196.171 10.105,211.69 HTTP HTTP/1.1 384 Not Modified
: 54381 - 88 [ACK] Seq=1786 Ack=2023 Win=261952 Len=0

10.185.211. 18.127.196.171
108.127.196. 10.105,211.69
=0

K 62144 Len=@
10.185.211.69 L 097488 Len=0
10.127.196.171 E 2167 Win=262144 Len=8

O cliente envia uma solicitacdo HTTP GET a pagina do portal e conclui a autenticagédo com éxito

pacote de Solicitacdo de Acesso Radius

s 2747 15:12:04.280976 10.76.118.70 10.197.224.122 RADIUS Access-Request id=0

Frame 2747: 405 bytes on wire (3240 bits), 405 bytes captured (3248 bits)
Ethernet II, Src: Cisco_59:31:4b (f4:bd:9e:59:31:4b), Dst: Cisco_34:9@:cb (6c:5e:3b:34:90:cb)
Internet Protocol Version 4, Src: 18.76.118.78, Dst: 10.197.224.122
User Datagram Protocol, Src Port: 60222, Dst Port: 1812
RADIUS Protocol
Code: Access—Request (1)
Packet identifier: @x@ (@)
Length: 363
Authenticator: e3818f5d8e52fccbedd783dacla2@9et
[The response to this request is in frame 2751]
Attribute Value Pairs
AVP: t=Calling-Station-Id(31) 1=19 val=a®-ce-c8-c3-a9-b5
AVP: t=User-Name{l) 1=18 val=testuser
AVP: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
t=Framed-IP-Address(8) 1=6 val=10.185.211.69
AVP: t=Message-Authenticator(88) 1=18 val=67469fa3@B834350d2aeddedb226cddf7
AVP: t=Service-Typel6) 1=6 val=Dialout-Framed-User(5)
AVP: t=Vendor-Specific(26) 1=29 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=22 vnd=ciscoSystems(9)
AVP: t=User-Password(2) 1=18 val=Encrypted
AVP: t=Vendor-Specific{26) 1=32 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=20 vnd=ciscoSystems(9)
AVP: t=NAS-IP-Address(4) 1=6 val=18.76.118.7@
AVP: t=NAS-Port-Type(61) 1=6 val=Virtual(5)

Pacote de solicitagdo de acesso

Pacote de Aceitacao de Acesso Radius

2751 15:12:04.682963 10.197.224.122 10.76.118.70 RADIUS Access-Accept id=0

Frame 2751: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits)
Ethernet II, Src: Cisco_34:90:cb (6c:5e:3b:34:90:cb), Dst: Cisco_59:31:4b (f4:bd:9e:59:31:4b)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 2881
Internet Protocol Version 4, Src: 10.197.224.122, Dst: 10.76.118.70
User Datagram Protocol, Src Port: 1812, Dst Port: 60222
RADIUS Protocol
Code: Access—Accept (2)
Packet identifier: ox@ (@)
Length: 1@5
Authenticator: 523eb®1399aba715577647alfbe3b899
[This is a response to a request in frame 2747]
[Time from request: @.401987000 seconds]
Attribute Value Pairs
AVP: t=User-Name(1l) 1=1@ val=testuser
AVP: t=Class(25) 1=57 val=434143533a3030303030303030303030303030373342354243343437423a697365333167..
AVP: t=Message-Authenticator(8@) 1=18 val=223df8645f1387d7137428b20df9edcl

Pacote de Aceitagcao de Acesso



Artigo relacionado

Configurar o recurso de mobilidade de dncora de WLAN no Catalyst 9800

Exemplo de configuracdo de acesso de convidado com fio usando controladores AireOS



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
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