Configurar 802.1X em APs para PEAP ou EAP-
TLS com LSC
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Introducao

Este documento descreve como autenticar pontos de acesso Cisco em suas portas de switch
usando métodos 802.1X PEAP ou EAP-TLS.

Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento destes topicos:

» Controlador sem fio



* Ponto de acesso

» Switch

servidor ISE

Autoridade de certificado.

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

» Controlador sem fio: C9800-40-K9 executando 17.09.02
* Ponto de acesso: C9117AXI-D

Switch: C9200L-24P-4G executando 17.06.04

» Servidor AAA: ISE-VM-K9 executando 3.1.0.518
Autoridade de Certificagao: Windows Server 2016

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgdes de Apoio

Se vocé quiser que seus pontos de acesso (APs) se autentiquem com suas portas de switch
usando 802.1X, por padrao eles usam o protocolo de autenticagdo EAP-FAST, que n&o exige
certificados. Se vocé quiser que os APs usem o método PEAP-mschapv2 (que usa credenciais no
lado do AP, mas um certificado no lado do RADIUS) ou o0 método EAP-TLS (que usa certificados
nos dois lados), é preciso configurar o LSC primeiro. E a Gnica maneira de provisionar um
certificado confiavel/raiz em um ponto de acesso (e também um certificado de dispositivo no caso
de EAP-TLS). Nao é possivel para o AP fazer PEAP e ignorar a validagao do lado do servidor.
Este documento aborda primeiro a configuragéo do LSC e, em seguida, o lado da configuragéo do
802.1X.

Use um LSC se desejar que sua PKI oferega melhor seguranga, tenha o controle de sua CA
(Certificate Authority, autoridade de certificagdo) e defina politicas, restrigdes e usos nos
certificados gerados.

Com o LSC, o controlador obtém um certificado emitido pela CA. Um AP nao se comunica
diretamente com o servidor de CA, mas a WLC solicita certificados em nome dos APs de juncao.
Os detalhes do servidor de autoridade de certificagdo devem ser configurados no controlador e
devem estar acessiveis.

O controlador usa o protocolo SCEP para encaminhar certReqs gerados nos dispositivos para a
CA e usa o SCEP novamente para obter os certificados assinados da CA.

O SCEP é um protocolo de gerenciamento de certificados que os clientes PKI e os servidores CA
usam para oferecer suporte a inscrigao e revogacgao de certificados. Ele € amplamente usado na
Cisco e € suportado por muitos servidores CA. No SCEP, o HTTP é usado como o protocolo de



transporte para as mensagens PKI. O objetivo principal do SCEP é a emissao segura de

certificados para dispositivos de rede.
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Configurar

Ha duas coisas para configurar principalmente: a CA SCEP e a WLC 9800.

CA SCEP do Windows Server 2016

Este documento aborda uma instalagdo basica de uma CA SCEP do Windows Server para fins de
laboratério. Uma CA do Windows de nivel de produgao real deve ser configurada de forma segura

e apropriada para operagdes corporativas. Esta segdo tem o objetivo de ajuda-lo a testa-la no

laboratoério, bem como inspirar-se nas configuragées necessarias para fazer essa configuragao
funcionar. Aqui estido as etapas:

Etapa 1.Instale uma nova experiéncia de desktop do Windows Server 2016.

Etapa 2.Verifique se o servidor esta configurado com um endereco IP estatico.

Etapa 3.Instale uma nova fungao e um novo servico, inicie com os servicos de dominio do Ative

Diretory e o servidor DNS.




Tz Add Roles and Features Wizard

Select server roles

DESTINATION SERVER
WIN-3E202T1QD0U

Hide

Before You Begin Select one or more roles to install on the selected server.
i Installation Type Rales Description
" SEFVer SElEction [] Active Directory Certificate Services - Active Directun{r Domair_i Services
chive Directory Domain Services (AD DS) stores information about
E— (] Active Directory Federation Services ob_Jelcts on the netw?rk and makes
== [[] Active Directory Lightweight Directory Services this information a}fa_llable to users
DIMS Server [] Active Directory Rights Management Services and netwm_'k administrators. fa‘D bs
~ [] Device Health Attestation uses domain controllers to give
AD D5 ] DHCP Server network users access to permitted
Confirmation DNS Server resources anywhere on the network
] Fax Server through a single logon process.
| [W] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service
[] Hyper-v
[ MultiPoint Services
[[] Network Policy and Access Services
[] Print and Dacument Services
[ Remote Access
[[] Remote Desktop Services
[ Veolume Activation Services
[C] Web Server (1IS)
[ Windows Deployment Services W
b | < Previous | I Next > Install |
Events Events
Performance H Services
BPA results Performance
BPA results
1010030732 11,058 Ahd

Instalagéo do Ative Diretory



E'; Add Roles and Features Wizard - = X

DESTINATION SERVER

Installation progress WIN-3E202T1QD0U |

i View installation progress
LD o Feature installation
i
ﬁ‘l‘a Canfiguration required. Installation succeeded on WIN-3E202T1QDOU.
L Active Directory Domain Services
¥

Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller

DMS Server

Group Policy Management
Remate Server Administration Tools
Role Administration Tools
DNS Server Tools
AD DS and AD LDS Tools
Active Directory medule for Windows PowerShell
AD D5 Toels v

Hide

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking MNotifications in the command bar, and then Task Details.

Export configuration settings

MNext » Cancel

Events Events
Services Services
Performance Performance
BPA results BPA results

Fim da instalagdo do AD

Etapa 4.Depois de concluir, clique em no painel em Promover este servidor a um controlador de
dominio.

fe Server Manager —_ %

Server Manager * Dashboard -@ | FA Manage Tools  View  Help

|, Post-deployment Configuration

Dashboard WELCOME TO SERVER MANAGI

Configuration required for Active Directory Domain

il Local Server
l Services at WIN-3E202T1QDOU
Wi All Servers o Ci Promote this server to a domain controller
il AD DS
o Feature installation
2 DNS QUICK START
- 5
WE File and Storage Services b < Configuration required. Installation succeeded on
WIN-3E202T1QDOU.
3 Add Roles and Features
S 4 | Task Details
C et thic coriome o clenid cmr i o

Configurar os servigos do AD

Etapa 5.Crie uma nova floresta e escolha um nome de dominio.



WEN Vianager

[z Active Directory Domain Services Configuration Wizard — O x
- - TARGET SERVER
Deployment Configuration R e

Deployment Configuration

Select the deployment operation
Domain Controller Options

- ) () Add a domain controller to an existing domain
Additional Options 0 Add a new domain to an existing forest

Faths ® Add a new forest

w B mi B

Review Options ) o _ ) )
Specify the domain information for this operation
Prereguisites Check

Root domain name: mydomain.loca‘

More about deployment configurations

< Previous Mext = Install Cancel

Fuonte [ Fuantc I

Escolher um nome de floresta

Etapa 6.Adicione a fungao Servigos de certificado ao servidor:

Server Manager * Dashboard Tools  View Help

8 Dashboard WELCOME TO SERVER MANAGER

Local Server | —
All Servers f= Add Roles and Features Wizard = [} X

AD DS

& -

DESTINATION SERVER

DNS Select server rO|ES WIN-3E202T1QD0U mydomain local

File and Storage Ser|

= e

Select one or more roles to install on the selected server,

Before You Begin

Roles Description
Active Direckony Certificate Senvice A Active Directory Certificate Services
| Active Directory Domain Services (Installed) {AD_CS} = used to create
] Active Directory Federation Services certification authorities and related
[[] Active Directory Lightweight Directory Services role services thal_afllow youto lssue "
[] Active Directory Rights Management Services and manage certificates used in a
Role Services [] Device Health Attestation variety of applications.
T [C] DHCP Server
Confirmation ' DNS Server (Installed)
— -

Adicionar servigos de certificado



Server Manager * Dashboard

Manage Tools

T WELCOME TO SERVER MANAGER

B olocalServer | |

liE All Servers [ Add Reles and Features Wizard
il ADDs

o N .

& DNS Select role services
W§ File and Storage Ser|

Before You Begin

Installation Type Role services

Certification Authority]

[[] Certificate Enrollment Policy Web Service
[1 Certificate Enrallment Web Service

[] Certification Authority Web Enrollment
AD C5 ] Metwork Device Enrollment Service

Connmaticn

Server

Adicionar apenas a autoridade de certificagao

WIN-3E202T1QL0U.mydomain.local

Select the role services to install for Active Directory Certificate Services

Description

Certification Authority (CA) is used
to issue and manage certificates.
Muiltiple CAs can be linked to form a
public key infrastructure.

Etapa 7.Depois de concluir, configure sua autoridade de certificagao.

T AD CS Configuration

- O X

DESTIMATION SERVER

de

DESTINATION SERVER

Role Services WIN-3E202T1QDOU.mydomain.local

i Lod

i All Select Role Services to configure
E} 4D
I—i'i AD [¥] Certification Authority

a o Certification Authority Web Enroliment
-1 Online Responder
g File Network Device Enrollment Service

Certificate Enrollment Web Service

Certificate Enrollment Policy Web Service
Validity Period
Certificate Database

Confirmation

More about AD CS Server Roles

< Previous | | Next >

Etapa 8.Escolha CA Corporativa.

Configure Cancel

DESTINATION SERVER
IQD0U. mydomain.local

main.local

n the destination

less or open this



DESTINATION SERVER

age Tools

View

I Setu p Type WIN-3E202T1QDO0U.mydomain.local
B Log
B ANl Credentals Specify the setup type of the CA -
E® AD Role Services
g AD Setup Type Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to AT IO SERYER
~ o simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage jR0fL. raydomantocal
£ Drj CA Type certificates.
g Fil Private Key

Cryptography
CA Mame

Validity Pericd

®) Enterprise CA
Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

() Standalone CA

main.local

Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD

C ot DS and can be used without a network connection (offline). .
Confirmation ( ) n the destination

More about Setup Type

Configure Cancel

< Previous | [ Next >

less or open this

CA Corporativa

Etapa 9.Torne-a uma CA raiz. Desde o Cisco IOS XE 17.6, CAs subordinadas sao suportadas
para LSC.



_- DESTINATION SERVER

H .
s CA Type WIN-3E202T1QDOU.mydomain.Jocal
i Low
B Al Credentials Specify the type of the CA -
% AD i
i@l AD When you install Active Directory Certificate Services (AD CS), you are creating or extending a DESTINATION SERVER
a public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its [R0Umydomaln local
em DN own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
g File Private Key hierarchy.
Cryotography ® Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

O Subordinate CA main.local.
art 2 Database Suberdinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Canfirmation the CA above them in the hierarchy. ide

n the destination

More about CA Type

< Previous ] | Next » Configure Cancel
ess or open this

EY  page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext = Close Cance

Escolher uma CA Raiz

E importante que a conta que vocé usa para sua autoridade de certificacdo faca parte do grupo
IIS_IUSRS. Neste exemplo, vocé usa a conta Administrador e vai para o menu Usuarios e
Computadores do Ative Diretory para adicionar os usuarios Administrador ao grupo IIS_IUSRS.



Server Manager * Dashboard

- @\] I rm Manage Tools View Help

File Action View Help
-I Local 5¢ p E}' » '.“' ¥ o d
Wi All Sery : Active Directory Users and
B} ADCS | Saved Queries
g ADDS| | 3 mydomain.local
~ | Builtin
e DNS | Computers
ii File and o | Domain Controllers
- | ForeignSecurityPrin
® 15 | Managed Service Ac

| Users

Schema Admins

Administrator Properties ? *
Remote control Remote Desktop Services Profile COM=
General Address  Account Profile Telephones  Onganization
Member Of Dial-in Environment Sessions

Member of:
Mame Active Directory Domain Services Folder
Administrators mydomain Jocal,/Buittin
Demain Admins mydomain local/Users
Domain Uszers mydomain Jocal/ Users
Enterprize Adming  mydomain local/ Users
Group Policy Cre... mydomain local/Users
lIS_IUSRS mydomain Jocal//Buittin

mydomain local/Users

Rerore

Primary group:

Set Primary Group

oK

Domain Users

There is no need to change Pramary group unless
you have Macintosh clients or POSIX-compliant
applications.

Cancel

Help

Hide

BPA results

< Previous Mext »

BPA results

Configure Cancel

ENG 10:47PM

~ H s geg 1

Adicione sua conta de administrador ao grupo IIS_USER

Etapa 10.Depois que vocé tiver um usuario no grupo do IIS correto, adicione fungdes e servigos.
Em seguida, adicione o Respondente Online e os servicos NDES a sua Autoridade de

Certificacao.



Server Manager * Dashboard gy Manage Tools  View  Help

[z Add Roles and Features Wizard — [m} *® .
i# Dashbg
= DESTINATION SERVER
B Locals) Se | ect server roles WIN-35202T10D0U mydemain local
liE All Seny
Ez ADCS Before You Begin Select one or more roles to install on the selected server.
I§l ADDS Installation Ty, Roles Description
2 DNS ' ' i -
= 4 [W] Active Directory Certificate Services (1 of 6 installe * Online Besponde.r makes certlﬁcgte
g File ang | Certification Autherity (Installed) revocation checking data accessible
[] Certificate Enrollment Policy Web Service o clI ients in complex network
[] Certificate Enrollment Web Service environments.

[] Certification Authority Web Enroliment
MNetwork Device Enrollment Service
Confirmation | Active Directory Domain Services (Installed)
[[] Active Directory Federation Services Hide
[ Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[ Device Health Attestation

[C] DHCP Server

«f DNS Server (Installed)

[ Fax Server

[m] File and Storage Services (2 of 12 installed)

[T] Host Guardian Service

[ Hyper-v

[71 MultiPoint Services

< Previous | | Next » Install

Performance Performance

BPA results BPA results

Instalar o NDES e os servigos de respondente online

Etapa 11.Depois de concluido, configure esses servigos.



Server Manager * Dashboard | Tools

[ AD C5 Configuration — O 5
Local 5¢

| . DESTINATION SERVER
All Sery Role Services WIN-3E202T1QD0U.mydomain.local
AD CS
AD DS Credentials Select Role Services to configure
DNS Role Services
File ang Service Account for MDES /! Certification Authority
iis Certification Authority Web Enrcliment

Online Responder

Metwork Device Enrollment Service
Certificate Enrollment Web Service
Certificate Enrollment Policy Web Service

Maore about AD CS Server Roles

| < Previous | | MNext = Configure Cancel

BPA results ‘ | BPA results |

Instalar o Respondente Online e o servico NDES

Etapa 12.Vocé sera solicitado a escolher uma conta de servico. Esta € a conta que vocé
adicionou anteriormente ao grupo IIS_IUSRS.



Server Manager * Dashboard @) | Fg Mamage Tools  View g

iz ADCS Configuration — O =

i Local 5 |

L . DESTINATION SERVER
I& All Serv Service Account for NDES WIN-3E202T1QD0U.mydomain.local
® ADCS

il ADDS Cradentials Specify the service account

& DNS Role Services

ii File and Service Account for NDES Select the identity the Network Device Enrollment Service (NDES) will use,

® IS RA Information (®) Specify service account (recommended)

The account must be a member of the domain and must be added to the local [1S_IUSRS group.
MYDOMAIN\Administrator

I 0 Use the built-in application pool identity bid
iae

More about Service Account for NDES

| < Previous | | Next = Configure

BPA results ‘ ‘ BPA results

Selecione o usuario que vocé adicionou ao grupo IIS

Etapa 13.Isso é suficiente para operacdes SCEP, mas para obter a autenticagdo 802.1X, vocé
também precisa instalar um certificado no servidor RADIUS. Portanto, para facilitar, instale e
configure o servigo de inscricdo na Web para poder copiar e colar facilmente a solicitagao de
certificado ISE em nosso Windows Server.



-rﬁ Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Selection

Featurzs

Confirmation

Select one or more roles to install on the selected server.

Roles

4 [W] Active Directory Certificate Services (3 of 6 installe ™

+| Certification Authority (Installed)
[] Certificate Enrallment Palicy Web Service
] Certificate Enrollment Web Service
| Metwork Device Enrollment Service (Installed)
+| Online Responder (Installed)
+| Active Directory Domain Services (Installed)
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation
[C] DHCP Server
+| DNS Server (Installed)
[] Fax Server
| [m] File and Storage Services (2 of 12 installed)
[T Host Guardian Service

— a ot

DESTINATICON SERVER
WIN-3E202T1C00U.mydomain.local

Description

Certification Authority Web
Enrollment provides a simple Web
interface that allows users to
perform tasks such as request and
renew certificates, retrieve certificate
revacation lists (CRLs), and enroll for
smart card certificates.

[] Hyper-v
[T MultiPoint Services W
{ *
< Previous | | MNext = Install
T — . T T — T

Instalar o servigo de registro na Web




fiz AD CS Configuration — O x

DESTINATION SERVER

Role Services WIN-3E202T1QD0U.mydomain.local

Credentials Select Role Services to configure

Role Services

Confirmation +f| Certification Authority
Certification Authority Web Enrollment
+| Online Responder
+f| Metwork Device Enrollment Service
I Certificate Enrollment Web Service

Certificate Enrollment Policy Web Service

More about AD C5 Server Roles

< Previous | | Mext > Configure Cancel

configurar o servigco de registro na web

Etapa 14. Vocé pode verificar se o servico SCEP esta operando corretamente visitando
http://<serverip>/certsrv/mscep/mscep.dll:



http://%3Cserverip%3E/certsrv/mscep/mscep.dll

| - |3 -
o
<« = @ No seguro ||1?2.‘1E.BU.S,J(E-HS!'\.r,"msc::p,r'lmcep.dl| | r 0

Metwork Device Enroliment Service

Network Device Enroliment Service allows you to obtain certificates for routers or other network devices
using the Simple Certificate Enrollment Protocol (SCEP).

@ Network Device Enrollment Serv. X

This URL is used by network devices to submit certificate requests.

To obtain an enrollment challenge password, go to the admin URL. By default, the admin URL is
http://Chuu-Win12/CertSrvimscep_admin

For more information see Using_Network Device Enrollment Service .

Verificagdo do portal SCEP

Etapa 15.

Por padrao, o Windows Server usava uma senha de desafio dinamico para autenticar solicitacoes
de cliente e de endpoint antes da inscricdo no Microsoft SCEP (MSCEP). Isso exige que uma
conta de administrador navegue até a GUI da Web para gerar uma senha sob demanda para
cada solicitagado (a senha deve ser incluida na solicitagéo).O controlador n&o é capaz de incluir
essa senha nas solicitacdes que ele envia ao servidor. Para remover este recurso, a chave do
Registro no servidor NDES precisa ser modificada:

Abra o Editor do Registro, procure Regedit no menu Iniciar.

Navegue até Computador > HKEY_LOCAL_MACHINE > SOFTWARE > Microsoft > Criptografia >
MSCEP > Aplicar senha

Altere o valor de EnforcePassword para 0. Se ja for 0, deixe-o como esta.




e § Registry Editor — ':_-

File Edit View Favorites Help
MSCEP “~ || Name Type Data
. CAType ab)| (Default) REG SZ (value not set)

- CertsinMYStore #8|EnforcePassword | REG_DWORD 0x00000000 (0)
=1 EnforcePassword

: PasswordVDir
b UseSinglePassword
QD
Protect
Providers
Services
Userinterface
CTF
DataAccess
DevDiv
Device Association Framework %
Dfrg
DFs
DHCPMibAgent
DirectDraw
Directlnput
DirectPlay8
DirectPlayNATHelp W
< 11} > £ i >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\EnforcePassword

Defina o valor de Enforcepassword

Configurar o modelo de certificado e o registro

Os certificados e suas chaves associadas podem ser usados em varios cenarios para diferentes
finalidades definidas pelas politicas de aplicativo no servidor CA. A politica de aplicativo é
armazenada no campo Uso Estendido de Chave (EKU) do certificado. Esse campo é analisado
pelo autenticador para verificar se € usado pelo cliente para a finalidade pretendida. Para
certificar-se de que a politica de aplicativo apropriada esteja integrada aos certificados WLC e AP,
crie 0 modelo de certificado apropriado e mapeie-o para o registro NDES:

Etapa 1. Navegue até Start > Administrative Tools > Certification Authority.

Etapa 2. Expanda a arvore de pastas do servidor CA, clique com o bot&o direito do mouse nas
pastas Modelos de certificado e selecione Gerenciar.

Etapa 3. Clique com o botao direito do mouse no modelo de certificado Users e selecione
Duplicate Template no menu de contexto.

Etapa 4. Navegue até a guia Geral, altere o nome do modelo e o periodo de validade conforme




desejado e deixe todas as outras op¢does desmarcadas.

.& Cuidado: quando o periodo de Validade for modificado, verifique se ele ndo € maior que a
validade do certificado raiz da Autoridade de Certificagao.



]

[ Publish cedificate in Active Directory
| | Do not automatically reenroll § a duplicate cedificate exdsts in Active
Directory

Configurar o Modelo de Certificado



Etapa 5. Navegue até a guia Nome do assunto, certifique-se de que Suprimento na solicitagcao
esteja selecionado. Um pop-up aparece para indicar que os usuarios nao precisam de aprovagao
do administrador para obter seu certificado assinado. Selecione OK.

Superseded Templates Exensions | Security
Subject Name Server | lIssuance Requirements

I@Smﬂyhﬂumq.ﬂ [

r— Use subject information from esdsting certificates for autoenroliment
" renewal requests )

() Build from this Active Directory information
Select this option to enforce consistency among subject names and to
simplify cedificate administration

Fornecimento na Solicitagao

Etapa 6. Navegue até a guia Extensions, selecione a opg¢ao Application Policies e selecione o
botdo Edit.... Certifique-se de que Client Authentication esteja na janela Application Policies; caso

contrario, selecione Add e adicione-a.



Properties of New Template ’i’

Compatibilty | General | Request Handling | Cryptography | Key Attestation
Subject Name [ Server Issuance Requirements
Superseded Templates Bdensions Security

To modify an esdension, select it, and then chck Edit.

Verificar extensoes

Passo 7. Navegue até a guia Seguranca, certifique-se de que a conta de servigo definida na

Etapa 6 de Ativar servigos SCEP no Windows Server tenha permissdes de Controle Total do
modelo e selecione Aplicar e OK.



P&nmn uum a:l-luumummnum Lhm}
82 Entemprise Admins (CHUU-DOMAIN\Entemprise Admins)

Dar Controle Total



Etapa 8. Retorne a janela Autoridade de certificagao, clique com o botéo direito do mouse na
pasta Modelos de certificado e selecione Novo > Modelo de certificado a ser emitido.

Etapa 9. Selecione o modelo de certificado criado anteriormente, neste exemplo € 9800-LSC, e
selecione OK.

%'A Observagao: o modelo de certificado recém-criado pode demorar mais para ser listado em
varias implantagdes de servidor, pois precisa ser replicado em todos os servidores.

Selact one Cenificate Tempiate to enable on this Certification Authorty.

Mole: F a cedtificate template that was recently created does not appear on this kst, you may need to wait unti
information about this template has been replicated to all domain controllens.

Al of the cerficate lemplales in the organization may not be available (o your CA

For more information, see Certificate Template Concepts,

intandad Pumoss

3800-L5C Chent Authentication, Secure Email, Encrypling File System

Code Signing

<Al

Centficale Request Agent
Cestificate Request Agent
Secure Emai

Secure Email

IP security IKE intermediate

Key Becovery Agent
WSP Siorsnn

Escolha o modelo

O novo modelo de certificado esta listado agora no conteudo da pasta Modelos de certificado.



File Action View Help

oo 7 a6z B

s Certification Authority (Lo-cal)
4 gl CHUU-WIN12-CA
| Resoked Cemificates
1 kssued Certificates
[} Pending Requests
] Failed Requests
| Certificate Ternplates

Intended Purpose

Chent Authentication, Secure Email, En...

émm:
Authenticated Sestien

=) Exchange Ennallrment Agent (Offline r...

= iPSec (Offline request)

= CEP Encryption

3 Diwectory Email Replication

= Dormain Controlier Authentication
3 Kerbercs Authentication

3 EFS Recovery Agent

3 Basic EFS

= Darmsin Contredier

2 Wb Server

3 Computer
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Selecione 0 LSC

Etapa 10. Retorne a janela Editor do Registro e navegue para Computador >
HKEY_LOCAL_MACHINE > SOFTWARE > Microsoft > Criptografia > MSCEP.

Etapa 11. Edite os registros EncryptionTemplate, GeneralPurposeTemplate e SignatureTemplate

para que eles apontem para o modelo de certificado recém-criado.
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Alterar o Modelo no Registro

Etapa 12. Reinicialize o servidor NDES, entao retorne a janela Certification Authority , selecione o
nome do servidor e selecione o botdo Stop e Play sucessivamente.

Mame
T Revoked Certficates
T Isgued Centificates

Configurar o LSC no 9800

Aqui estao as etapas na sequéncia para configurar o LSC para AP no WLC.



1. Criar chave RSA. Essa chave € usada posteriormente para o ponto de confianga PKI.
2. Crie um ponto confiavel e mapeie a chave RSA criada.
3. Habilite o provisionamento LSC para APs e mapeie o ponto de confianca.
1. Habilite o LSC para todos os APs associados.
2. Habilitar LSC para APs selecionados através da lista de provisionamento.
4. Altere o ponto confiavel de gerenciamento sem fio e aponte para o ponto confiavel LSC.

Etapas de configuragcao da GUI do AP LSC

Etapa 1.Navegue até Configuration > Security > PKI Management > Key Pair Generation.

1. Clique em adicionar e atribua a ele um nome relevante.

2. Adicione o tamanho da chave RSA.

3. A opcao de chave exportavel é opcional. Isso s6 € necessario se vocé quiser exportar a
chave fora da caixa.

4. Selecione Gerar

Configuration = » Security~ > PKI Management

Trustpoints CA Server Key Pair Generation Add Certificate Trustpoo

Key T Key b 4

Key Name T Exportable Zeroize
TP-self-signed-2147029136  RSA No
9800-40.cisco.com RSA Mo @® RSA Key O EC Key
TP-self-signed-

: RSA No ==
147029 server
ST 248
CISCO_IDEVID_SUDI RSA No
CISCO_IDEVID_SUDI_LEGACY RSA No EEZ Key Exportable”

Etapa 2. Navegue até Configuration > Security > PKI Management > Trustpoints

1. Clique em adicionar e atribua a ele um nome relevante.

. Insira 0 URL de inscri¢ao (aqui o URL é http://10.106.35.61:80/certsrv/mscep/mscep.dil) e o
restante dos detalhes.

. Selecione os pares de chaves RSA criados na etapa 1.

. Clique em Authenticate.

. Clique em registrar ponto confiavel e insira uma senha.

. Clique em Aplicar ao dispositivo.

N

o O b W


http://10.106.35.61:80/certsrv/mscep/mscep.dll

Add Trustpoint

Label®

Access_Point=MS-CA

Enrollment Type

Subject Name

Country Code

Location

Organization

Enrollment URL

IN

Bengaluru

TAC

State

Domain Name

Email Address

® SCEP (O Terminal

KA

TAC-LAB.cisco.local

mail@tac-lab.local

{certsrvimscep/mscep.dil Authenticate v l

Available RSA
Keypairs

Key Generated AP-SCEP

Enrall Trustpaint

Password*

Re-Enter Password®

_'_='_ Apply to Device

Etapa 3.Navegue até Configuration > Wireless > Access Points. Role para baixo e selecione
Provisionamento LSC.

1. Selecione o status como habilitado. Isso ativa o LSC para todos os APs que estao
conectados a esta WLC.
2. Selecione o nome do ponto confiavel que criamos na Etapa 2.

Preencha o restante dos detalhes de acordo com suas necessidades.

¥ Access Points
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5 GHz Radios
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W LSC Prowision

Subpect Mame Farameters




Depois de habilitar o LSC, os APs baixam o certificado via WLC e reinicializam. Na sessao de
console do AP, vocé vera algo como esse shippet.

[#00/25/2023 18:03:28.0993] ..cuwiuu.. . S e . . . E e e R R e R R AR R K R A R K AN RN RS A EEEAEEEEEEA e

Etapa 4.Quando o LSC estiver habilitado, vocé podera alterar o certificado de Gerenciamento
sem fio para corresponder ao ponto confiavel do LSC. Isso faz com que os APs se unam com
seus certificados LSC e a WLC use seu certificado LSC para juncao de AP. Esta é uma etapa
opcional se seu unico interessado for fazer a autenticacdo 802.1X de seus APs.

1. Va para Configuration > Interface > Wireless e clique em Management Interface.
2. Altere o ponto confiavel para corresponder ao ponto confiavel criado na etapa 2.

Isso conclui a parte de configuragao da GUI do LSC. Os APs devem poder se unir a WLC usando
o certificado LSC agora.

onfiguration - sarface~ » ‘Winsless Edit Managament Intarface *

IrmerTno: Mame T emertnes Ty T VasmD T P Adceess T P Mook

Etapas de configuragao do AP LSC CLI

1. Crie uma chave RSA usando este comando.

9800-40(config)#crypto key generate rsa general-keys modulus 2048 label AP-SCEP

% You already have RSA keys defined named AP-SCEP.
% They will be replaced



% The key modulus size is 2048 bits

% Generating 2048 bit RSA keys, keys will be non-exportable...

[OK] (eTapsed time was 0 seconds)

Sep 27 05:08:13.144: %CRYPTO_ENGINE-5-KEY_DELETED: A key named AP-SCEP has been removed from key storag
Sep 27 05:08:13.753: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named AP-SCEP has been generated or imported

2. Crie um ponto de confianca PKI e mapeie o par de chaves RSA. Insira o URL de inscri¢cao € o
restante dos detalhes.

9800-40(config)#crypto pki trustpoint Access_Point-MS-CA

9800-40(ca-trustpoint)#enrollment url http://10.106.35.61:80/certsrv/mscep/mscep.dl]
9800-40(ca-trustpoint)#subject-name C=IN,L=Bengaluru,ST=KA,0=TAC,CN=TAC-LAB.cisco.local,E=mail@tac-Tab.
9800-40(ca-trustpoint)#rsakeypair AP-SCEP

9800-40(ca-trustpoint)#revocation none

9800-40(ca-trustpoint)#exit

3. Autentique e registre o ponto de confianga PKI com o servidor de CA usando o comando crypto
pki authenticate <trustpoint>. Digite uma senha no prompt de senha.

9800-40(config)#crypto pki authenticate Access_Point-MS-CA

Certificate has the following attributes:

Fingerprint MD5: C44D21AA 9B489622 4BF548E1l 707F9B3B

Fingerprint SHAl: D2DE6E8C BA665DEB B202ED70 899FDBO5 94996ED2

% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

9800-40(config)#crypto pki enroll Access_Point-MS-CA

%

% Start certificate enrollment ..

% Create a challenge password. You will need to verbally provide this

password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.

Please make a note of it.

Password:

Sep 26 01:25:00.880: %PKI-6-CERT_ENROLL_MANUAL: Manual enrollment for trustpoint Access_Point-MS-CA
Re-enter password:

% The subject name in the certificate will include: C=IN,L=Bengaluru,ST=KA,0=TAC,CN=TAC-LAB.cisco.Tlocal
% The subject name in the certificate will include: 9800-40.cisco.com

% Include the router serial number in the subject name? [yes/no]: yes

% The serial number in the certificate will be: TTM244909MX

% Include an IP address in the subject name? [nho]: no

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose Access_Point-MS-CA' commandwill show the fingerprint.

Sep 26 01:25:15.062: %PKI-6-CSR_FINGERPRINT:

CSR Fingerprint MD5 : B3D551528B97DA5415052474E7880667

CSR Fingerprint SHAl: D426CE9B095E1B856848895DC14F997BA79F9005

CSR Fingerprint SHA2: B8CEE743549E3DD7C8FA816E97F2746AB48EE6311F38FOB8F4D01017D8081525

Sep 26 01:25:15.062: CRYPTO_PKI: Certificate Request Fingerprint MD5 :B3D55152 8B97DA54 15052474 E78806
Sep 26 01:25:15.062: CRYPTO_PKI: Certificate Request Fingerprint SHA1 :D426CE9B 095E1B85 6848895D C14F9
Sep 26 01:25:15.063: CRYPTO_PKI: Certificate Request Fingerprint SHA2 :B8CEE743 549E3DD7 C8FA816E 97F27
Sep 26 01:25:30.239: %PKI-6-CERT_INSTALL: An ID certificate has been installed under

Trustpoint : Access_Point-MS-CA



Issuer-name : ch=sumans-lab-ca,dc=sumans,dc=tac-lab,dc=com

Subject-name : e=mail@tac-lab.local,cn=TAC-LAB.cisco.local,o=TAC,1=Bengaluru,st=KA,c=IN,hostname=9800-4
Serial-number: 5C0000001400DD405D77E6FE7F000000000014

End-date : 2024-09-25T06:45:157Z

9800-40(config)#

4. Configure a jungao de AP com o certificado LSC.

9800-40(config)#ap lsc-provision join-attempt 10

9800-40(config)#ap 1sc-provision subject-name-parameter country IN state KA city Bengaluru domain TAC-L
9800-40(config)#ap 1sc-provision key-size 2048

9800-40(config)#ap 1sc-provision trustpoint Access_Point-MS-CA

9800-40(config)#ap 1sc-provision

In Non-WLANCC mode APs will be provisioning with RSA certificates with specified key-size configuration
Are you sure you want to continue? (y/n): vy

5. Altere Wireless Management Trustpoint (Ponto confiavel de gerenciamento sem fio) para
corresponder ao ponto confiavel criado acima.

9800-40(config)#wireless management trustpoint Access_Point-MS-CA

Verificacao LSC do AP
Execute esses comandos no WLC para verificar o LSC.
#show wireless management trustpoint

#show ap Tsc-provision summary
#show ap name < AP NAME > config general | be Certificate



=== o hon s =r o=

988@-40#sho aE lsc-frovision summ

Trustpoint used for LSC-provisioning : Access_Point-MS-CA
Certificate chain status : Available
Number of certs on chain : 2
Certificate hash : b7f12604ffe66bdd4abedle32c92a417b5c6cade
LSC Revert Count in AP reboots : 18

AP LSC Parameters :
Country : IN

State : KA

City : Bengaluru

Orgn : TAC

Dept : TAC-LAB.cisco.local

Email : mail@tac-lab.local
Key Size : 2048
EC Key Size : 384 bit

AP LSC-provision List
Total number of APs in provision list: @

Mac Addresses :

980@-40#sho wire

980@-40#sho wireless man

98@@-40#sho wireless management tru

98@@-40#sho wireless management trustpoint

Frustpoint Name : Access Point-MS-CA |

Certificate Info : Available

Certificate Type : LSC

Certificate Hash : b7fl26084ffe66b4ddabe@le32c92a417b5c6eabde
Private key Info : Available

FIPS suitability : Not Applicable

9BeR-40#
4B#sh it AP JFEJA, & cont general | begin Certificate
AP Certificate type : Locally Significant Certificate |
AF CertiTicate Explry-Time T U d008 Bhan s
AP Certificate issuer common-name : sumans-lab-ca
AP Certificate Policy Default
AP CAPWAP-DTLS LSC Status
Certificate status t Avallable
LSC fallback status t No
Issver certificate hash 1 611255bc691565a7537be 59297 14535930432¢10
Certificate expiry time i 09/25/2024 06:48:23
AP BBZ,1x LSC Status
Certificate status : Mot Mvailable
AP LSC authentication state : CAPWAP-DTLS

Depois que os APs forem recarregados, faga login na CLI do AP e execute esses comandos para
verificar a configuragao do LSC.

#show crypto | be LSC
#show capwap cl1i config | in 1sc
#show dtls connection

APBCD@ . FBI9A. 46FEB#sho crypto | be LSC
SC: Enabled
Device Certificate —

Certificate:
Data:
Version: 3 (@8x2)
5c:00:08:80:18:18:14:ed:da:85: f9:bFf:d1:02:0@:00:28:00:18
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC = com, DC = tac-lab, DC = sumans, N = sumans—Llab—ca
Validity
Not Before: Sep 28 84:15:28 2823 GMT
Not After : Sep 27 24:15:28 2824 GMT
Subject: C = IN, 5T = KA, L = Bengaluru, 0 = TAC, N =[anlgE—BCDBF89A46E&] emailAddress = mail@tac—lab.local
Subject Public Key Infao:
Public Key Algorithm: rsaEncryption
RSA Public—Key: (2848 bit)
Modulus:




[ClientIP ntl IP ip t
[18.185.181. 1 f | 5. 181.1 24 d L.

Solucionar problemas de provisionamento de LSC

Vocé pode fazer uma captura EPC da porta do switch de uplink da WLC ou do AP para verificar o
certificado que o AP esta usando para formar o tunel CAPWAP. Verifique a partir do PCAP se o
tunel DTLS foi criado com éxito.

- Datagram Transport Layer Security
~ DTLSv1.2 Record Layer: Handshake Protocol: Certificate (Reassembled)
Content Type: Handshake (22)
Version: DTLS 1.2 (@xfefd)
Epoch: @
Sequence Number: 5
Length: 82
+w Handshake Protocol: Certificate (Reassembled)
Handshake Type: Certificate (11)
Length: 1627
Message Sequence: 2
Fragment Offset: 1557
Fragment Length: 78
Certificates Length: 1624
¢ Certificates (1624 bytes)
Certificate Length: 1621
v Certificate: 3882065130820539200302010202135c000000181814eddad5fIbfd1000000000018300d. (pkcs-9-at-emailAddress=mail@tac-lab. local, id-at-commonNa
» signedCertificate
version: v (2]
serialNumber: @x5c8880080181814eddad5fobfdl060000000018
» signature (sha256WithRSAEncryption)
Algorithm Id: 1.2.848.113549.1.1.11 (sha256WithRSAEncryption)
issuer: rdnSequence (@)
rdnSequence: 4 items (id-at-commonMame=sumans-lab-ca,dc=sumans,dc=tac-lab,dc=com)
RDNSequence item: 1 item (dc=com)
» RelativeDistinguishedName item (dc=com)
Object Id: 9.9.2342.192080300.100.1.25 (dc)
IASString: com
+ RDNSequence item: 1 item (dc=tac-lab)
v RelativeDistinguishedName item (dc=tac-lab)
Object Id: 9.9.2342.19200300.100.1.25 (dc)
IASString: tac-lab
+ RDMSequence item: 1 item (dc=sumans)
v RelativeDistinguishedName item (dc=sumans)
Object Id: ©.9.2342.19200380.100.1.25 (dc)
IASString: sumans
+ RDNSequence item: 1 item (id-at-commonName=sumans-lab-ca)
v RelativeDistinguishedName item (id-at-commonMNamessumans-lab-ca)
Object Id: 2.5.4.3 (id-at-commonMName)
v DirectoryString: printableString (1)

printablestring T sumans=lab=ca

v wvalidity
« notBefore: utcTime (@)
uteTime: 2023-89-28 04:15:28 (UTC)
v notAfter: utcTime (@)
uteTime: 2024-89-27 @04:15:28 (UTC)
s subject: rdnSequence (8)

As depuracdes de DTLS podem ser executadas no AP e no WLC para entender o problema do
certificado.




Autenticacido 802.1X com fio AP usando LSC

O AP é configurado para usar o mesmo certificado LSC para se autenticar. O AP atua como

solicitante 802.1X e é autenticado pelo switch no servidor ISE. O servidor ISE conversa com o AD
no back-end.

Observagao: depois que a autenticagao dot1x € habilitada na porta do switch de uplink do
AP, os APs nao podem encaminhar ou receber nenhum trafego até que a autenticagao
seja passada. Para recuperar APs com autenticagcdo malsucedida e obter acesso ao AP,
desabilite a autenticacao dot1x na porta do switch com fio do AP.

Fluxo de trabalho de autenticagao e troca de mensagens EAP-TLS
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Etapas de Configuracdo da Autenticacdo 802.1x com Fio AP

1. Ative a autenticacao de porta dot1x junto com CAPWAP DTLS e selecione o tipo de EAP.
2. Crie credenciais dot1x para APs.

3. Ative dot1x na porta do switch.

4. Instale um certificado confiavel no servidor RADIUS.

Configuracao da GUI de autenticagcao do AP Wired 802.1x

1. Navegue até o perfil de juncado AP e clique no perfil.
1. Cligue em AP > Geral. Selecione o tipo de EAP e o tipo de autorizagdo de AP como
"CAPWAP DTLS + dot1x port auth".
2. Navegue para Gerenciamento > Credenciais e crie um nome de usuario e uma senha
para a autenticacao dot1x do AP.
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Configuragcao CLI de autenticagao 802.1x com fio do AP

Use estes comandos para ativar o dot1x para APs a partir da CLI. Isso s6 permite a autenticacao
com fio para APs que estao usando o perfil de jungao especifico.

#ap profile ap-auth

#dotlx eap-type eap-tls

#dotlx Tsc-ap-auth-state both

#dotlx username ap-wired-user password 0 cisco!123



type eap-1

Configuracao do switch de autenticagao 802.1x com fio AP

Essas configuragdes de switch sdo usadas no LAB para ativar a autenticagcdo com fio do AP.
Vocé pode ter configuragdes diferentes com base no design.

aaa new-model

dotlx system-auth-control

aaa authentication dotlx default group radius
aaa authorization network default group radius
radius server ISE

address ipv4 10.106.34.170 auth-port 1812 acct-port 1813
key cisco!123

|

interface GigabitEthernetl/0/2

description "AP-UPLINK-PORT-AUTH-ENABLED"
switchport access vlan 101

switchport mode access

authentication host-mode multi-host
authentication order dotlx

authentication priority dotlx

authentication port-control auto

dotlx pae authenticator

end

Instalacido do Certificado de Servidor RADIUS

A autenticagcao ocorre entre o AP (que esta atuando como o solicitante) e o servidor RADIUS.
Ambos devem confiar um no outro certificado. A unica maneira de fazer com que o AP confie no
certificado do servidor RADIUS é fazer com que o servidor RADIUS use uma taxa de certificagcao
emitida pela CA SCEP que também emitiu o certificado do AP.

No ISE, va para Administragao > Certificados > Gerar solicitagdes de assinatura de certificado

Gere um CSR e preencha os campos com as informacdes do né do ISE.
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Depois de gerada, vocé também pode exporta-la e copia-la e cola-la como texto.
Navegue até o endereco IP da CA do Windows e adicione /certsrv/ a URL

Clique em Solicitar um certificado

<« = G A\ Nonsécurisé | 192.168.1.98/certsry/

Microsoft Active Directory Certificate Services — mydomain-WIN-3E202T1QD0U-CA

Welcome

Use this Web site to request a cerificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity io people you communicate with

You can also use this Web site to download a certificate authority (CA) cerlificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.
Select a task:
Request a cerificate

View the status of a pending_cerificate request
Download a CA cerificate, certificate chain, or CRL

Clique em Submit a certificate request by using a base-64 ....



< G A Non sécurisé 192.168.1.98/certsrv/certrqad.asp

Microsoft Active Directory Cerificate Services — mydomain-WIN-3E202T1QD0OU-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:

Create and submit a request to this CA.
Submit a cerfificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded PKCS #7 file.

Cole o texto CSR na caixa de texto. Escolha o modelo de certificado do servidor Web.

« O Ak Non sécurisé | 192.168.1.98/certsrv/certrgxtasp

Microsoft Active Direclory Cerificate Services — mydomain-WIN-JE202T1QD0U-CA

Submit a Certificate Request or Renewal Request

To submit a saved request ta the CA, paste a base.6d.encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an extemal source (such as a Web server) in the Saved Request box

Soved Request:

Basi-B4-encaded
cartificats request
(CMC or

PKCS #10 or
PHCE #T)

Centilicate Template:

o templaties foundl) |

Additional Attributes:

Asribustas |

Vocé pode instalar este certificado no ISE voltando ao menu Certificate Signing Request e
clicando em Bind certificate. Em seguida, vocé pode carregar o certificado obtido do Windows C.

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Cartificats Mansgamant

Certificate Signing Requests

usted C s
Generate Gertificate Signing Requests (CSR)
OCSP Clent Profile

evtificate Signing Requests (GSRs) must be sent 10 and signed by an extemal suthority. Glck *export”™ 10 downkond one o mone GRS 30 that they mary be signed by 8n external suthority. After o request has been signed, click

Cenificate Signing Requests

Certificate Periodic Check Se.

Gortificate Authority > O Friendly Name Certificate Subject Key Length  Portal gro... Timestamp Hast

-] ISEFIREAP Authantication CN=ISE90.mydomain.local 4096 Maon, 30 Dot 2023 ISESD

Verificacao de autenticacao AP Wired 802.1x

Aceite o acesso do console ao AP e execute o comando:

#show ap authentication status

A autenticagao do aplicativo ndo esta habilitada:

B S
AP dotlx feature is disabled.




Registros de console do AP apés ativar a autenticagéo do AP:

AP@CDO.F89A.46E0# [+09/26/2023 08:57:40.9154]
[%09/26/2023 ©08:57:40.9154] Restart for both CAPWAP DTLS & 8@2.1X LSC mode
[%09/26/2023 08:57:40.9719] AP Rebooting: Reset Reason - LSC mode ALL

AP autenticado com éxito:

Este € um exemplo de registros de console de AP indicando uma autenticagdo bem-sucedida:

*09/26/2023 07:33:57.5512] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.5513] hostapd:EAP: Status notification: started (param=)

*09/26/2023 07:33:57.5513] hostapd:EAP: EAP-Request Identity

*09/26/2023 07:33:57.5633] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.5634] hostapd:EAP: Status notification: accept proposed method (param=TLS)
*09/26/2023 07:33:57.5673] hostapd:dotlx: CTRL-EVENT-EAP-METHOD EAP vendor O method 13 (TLS) selected
*09/26/2023 07:33:57.5907] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.5977] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.6045] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.6126] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.6137] hostapd:dotlx: CTRL-EVENT-EAP-PEER-CERT depth=1 subject='/DC=com/DC=tac-T1ab
*09/26/2023 07:33:57.6145] hostapd:dotlx: CTRL-EVENT-EAP-PEER-CERT depth=0 subject='/C=IN/ST=KA/L=BLR/
*09/26/2023 07:33:57.6151] hostapd:EAP: Status notification: remote certificate verification (param=su
*09/26/2023 07:33:57.6539] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.6601] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.6773] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.7812] hostapd:dotlx: RX EAPOL from 40:f0:78:00:al1:02

*09/26/2023 07:33:57.7812] hostapd:EAP: Status notification: completion (param=success)

*09/26/2023 07:33:57.7812] hostapd:dotlx: CTRL-EVENT-EAP-SUCCESS EAP authentication completed successf
*09/26/2023 07:33:57.7813] hostapd:dotlx: State: ASSOCIATED -> COMPLETED

*09/26/2023 07:33:57.7813] hostapd:dotlx: CTRL-EVENT-CONNECTED - Connection to 01:80:c2:00:00:03 comp]l
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Solucionar problemas da autenticacao 802.1X

Pegue o PCAP no uplink do AP e verifique a autenticagéo radius. Aqui esta um trecho da
autenticacao bem-sucedida.

A78.. 07:47:17.152983 Cisco 1wl rar E Response, Iden“aLrEu:kr‘\ size Linited during capturel

Aespanse, TLS EAP (EAP-TL

Nearest-nan-TP. Response, TL5 EAP (EAP-TLSI[Packet size Limited du
18,105, 181,151 1813 55431 Access-Accept ideZ51

Coleta de despejo TCP do ISE capturando a autenticagao.

Se houver um problema observado durante a autenticacao, sera necessaria a captura simultanea
de pacotes do uplink com fio do AP e do lado do ISE.

Comando de depuracgao para AP:

#debug ap authentication packet
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Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



