Exemplo de Configuracao da Autenticacao
Central da Web no Acesso Convergente e no
Acesso Unificado WLCs
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Introduction

Este documento descreve como configurar a autenticagao central da Web no controlador de LAN
sem fio (WLC) de acesso convergido e também entre o WLC de acesso convergido e o Unified
Access WLC (5760 e também entre 5760 e 5508).

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- Conhecimento basico do Cisco WLC 5508, 5760, 3850
- Conhecimento basico do ldentity Services Engine (ISE)
- Conhecimento basico de mobilidade sem fio

- Conhecimento basico de ancora de convidado



Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:
. WLC 5760 com Cisco 10S® XE versdo 3.3.3
- WLC 5508 que executa o Cisco Aironet OS versao 7.6

- Switch 3850 com Cisco I0S XE Release 3.3.3
. Cisco ISE que executa a versao 1.2

Configurar

Nota:Use a Command Lookup Tool (somente clientes registrados) para obter mais
informagdes sobre os comandos usados nesta segéao.

O fluxo inclui estas etapas:

1. O usuario se associa ao Service Set |dentifier (SSID) de autenticagdao da Web, que é, na
verdade, open+macfiltering e nenhuma seguranca de Camada 3.

2. O usuario abre o navegador.

3. A WLC redireciona para o portal do convidado.

4. O usuario se autentica no portal.

5. O ISE envia uma Alteragcédo de Autorizagado RADIUS (CoA - UDP Port 1700) para indicar ao
controlador que o usuario é valido e, eventualmente, envia atributos RADIUS, como a Lista
de Controle de Acesso (ACL).

6. O usuario é solicitado a tentar novamente a URL original.

A Cisco usa trés configuragdes de implantagao diferentes que cobrem todos os cenarios
diferentes para realizar a Autenticacdo da Web Central (CWA).

Topologia 1

A WLC 5760 atua como uma WLC autbnoma e os access points terminam na mesma WLC 5760.
Os clientes estdo conectados a LAN sem fio (WLAN) e s&o autenticados no ISE.
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Topologia 2

Ancoragem de convidado entre a WLC de acesso convergente com uma que atua como um
controlador de mobilidade e a outra que atua como um agente de mobilidade. O agente de
mobilidade é a WLC externa e o controlador de mobilidade é a ancora.
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Topologia 3

Ancoragem de convidado entre o Cisco Unified WLC 5508 e o Converged Access WLC
5760/3850 com um que atua como um controlador de mobilidade e o outro que atua como um
agente de mobilidade. O agente de mobilidade/controlador de mobilidade € a WLC externa e o
controlador de mobilidade 5508 é a ancora.
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Observagao: ha muitas implantagées em que o Anchor é o controlador de mobilidade e o
WLC externo € o agente de mobilidade que obtém a licenga de outro controlador de
mobilidade. Nesse caso, a WLC externa tem apenas uma ancora e essa ancora € a que
envia as politicas. A ancoragem dupla nao é suportada e n&o funciona, pois nao se espera
que ela funcione dessa maneira.

Exemplo

A WLC 5508 atua como a Ancora e a WLC 5760 atua como o controlador de mobilidade para um
Switch 3850 que atua como um agente de mobilidade. Para a WLAN externa de ancora, a WLC
5508 sera a ancora para a WLAN externa 3850. Nao ha necessidade de configurar essa WLAN
no WLC 5760. Se vocé apontar o Switch 3850 para a Ancora 5760 e, em seguida, desta WLC
5760 para a WLC 5508 como uma ancora dupla, ele nao funcionara, pois isso se tornara uma
ancora dupla e as politicas estardo na Ancora 5508.

Se voce tiver uma configuracéo que inclua uma WLC 5508 como a Ancora, uma WLC 5760 como
o controlador de mobilidade e um switch 3850 como o agente de mobilidade e uma WLC externa,

a qualquer momento a Ancora do switch 3850 sera a WLC 5760 ou a WLC 5508. Ndo pode ser o
ao mesmo tempo e a ancora dupla nao funciona.

Exemplo de configuragdo da topologia 1

Consulte a Topologia 1 para obter o diagrama e a explicagao da rede.

A configuracao € um processo de duas etapas:



1. Configuragao no ISE.
2. Configuragao na WLC.
A WLC 5760 atua como uma WLC independente e os usuarios sao autenticados no ISE.

Configuragao no ISE

1. Escolha ISE GUI > Administration > Network Resource > Network Devices List > Add para
adicionar a WLC no ISE como o cliente AAA (Authentication, Authorization, and Accounting).
Certifique-se de inserir o mesmo segredo compartilhado na WLC que € adicionado no
servidor RADIUS. Observagéao: ao implantar a Anchor-Foreign, vocé sé precisa adicionar a
WLC externa. Nao ha necessidade de adicionar o Anchor WLC no ISE como um cliente
AAA. A mesma configuragao do ISE é usada para todos os outros cenarios de implantagao
neste
documento.



Metwork Devices List » Surbg_S760

Network Devices

* Name| Surbg_5760

Description
* 1P Address: | 10.105.135.178 /|32
Model Mame v
Software Version v

* Mebtwork Device Group

Location| aj| Locations Set To Default

Device Type| aj| Device Types Set To Default

- Authentication Settings

Enable Authentication Settings
Protocol RADIUS

* Shared Secret | sssseses Shiow

Enable KeyWrap [ | @
* Key Encryption Key

* Message Authenticator Code Key

kKey Input Format ASCIT HEXADECIMAL

O * SNMP Settings
[ r Advanced TrustSec Settings

2. Na GUI do ISE, escolha Policy > Authentication > MAB > Edit para criar a politica de
autenticacao. A politica de autenticacao aceita o endereco MAC do cliente, que aponta para
endpoints internos. Escolha estas selecoes na lista Opgdes:Na lista suspensa Se a
autenticacao falhou, escolha Rejeitar.Na lista suspensa Se o usuario nao for encontrado,
escolha Continuar.Na lista suspensa Se o processo falhou, escolha Eliminar.Quando vocé
configura com essas opgodes, o cliente com falha na autorizagdo MAC prossegue com o
portal do
convidado.
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Policy Type () Simpke %1 Rule-Based
B~ M P el MAB So | Allow Probocos | pafauk Metwark Aooess o ™ o
u Desfanilt ¢ Us2  jrgral Endpoirds
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EAP-FAST I e TS noEpossible to continue processing when authentization fais of user is not fourd.
= IF pantinue option is selected inthese cases, requests will be rejected.

3. Na GUI do ISE, escolha Policy > Authorization > Results > Authorization Profiles > Add.
Preencha os detalhes e clique em Save para criar o perfil de autorizagdo. Esse perfil ajuda
os clientes a serem redirecionados para o URL de redirecionamento apos a autenticacao
MAC, onde os clientes inserem o nome de usuario/senha do convidado.
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7 Home Operstions| ¥  Policy| v Administration | v
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|4y Authentieation |®, Aushorization |4 Profiing |, Pestune |cg ‘Cllent Prensisioning |z, Security Group Acces . Polcy Elements
Dictionares  Conditions  Results
Its Autoriston Pofios > CWA

[ 7] Authorization Profile

N o * Nama 'm

Ll e :
v [ Authenticaton Cescription |
= O Authorination * hercess Tope |A€EES_HIEPT -

| Aathorzation Profics

* [ Downioadable ACLS Sarvic Tampiste

* [ inline Fosture Node Profiles
L
L " Comnaren: Tasks
v [ Chent Provisining JE T ——
[ :mﬂ-ﬂwm

¥ Wb Redinction (OWA, DRW, MDM, NSF, CFF)
Centrabzod Web Auth *  acL | ReEDmECT Reciret | Defaut

¥ Swtic P/Host name

10.106.73.69

Aate Smaet Port
- yrpced A
Select an fem o]- @]
v Dt
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4. Na GUI do ISE, escolha Policy > Authorization > Results > Authorization Profiles > Add para
criar outro perfil de autorizagcao para permitir o acesso aos usuarios com as credenciais



corretas.
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{0t Home Operations| ¥  Policy| ¥ Administration | »

|j Authentication |E‘ Authorization |5 Profiling |¥) Posture |es, Client Provisicning |Z; Security Group /
Dictionaries Conditions Results

Authorization Profiles > PermitAccess
Results -
| 5 | ¥ This is a reserved authorization profile and cannot be edited
= Authorization Profile
@ e T-':: o 'L',‘-.r"r
* Name | permitAccess |
v [ Authentication
v [ Authorization Description | Default Profile with access type as Access-Accept
¥ || Authorization Profiles = Access Type |ACCESS_ACCEPT - |
| Downloadable ACLs
— Service Template
¥ | Inline Posture Node Profiles
¥ | Profiing
. B2 B
F | Clent Provisioning
o o on Tasks
v ] Securily Group Access
F Advanced Attributes Settings
¥ Attributes Details

Access Type = ACCESS_ACCEPT

Save Resat

5. Crie as politicas de Autorizacao. A diretiva de autorizacido 'Guest_Wireless' envia a URL de

redirecionamento e a ACL de redirecionamento para a sessao do cliente. O perfil enviado
aqui € o CWA como mostrado anteriormente.A politica de Autorizacao 'Guest_Wireless-
Success' fornece acesso total a um usuario convidado que é autenticado com éxito por meio
do portal do convidado. Depois que o usuario € autenticado com éxito no portal do
convidado, a autorizagdo dinamica € enviada pela WLC. Isso autentica novamente a sessao
do cliente com o atributo 'Acesso a rede:Usecase EQUALS Guest Flow'.As politicas de
Autorizacao finais se parecem

com.
H st Wirakics Sucrwes Gl Hebworle Aoorss:LbsaCacn EOLMLS Giast Flow Permithnness Echt | v
B Gupest_Wisless Witelass_MA3 o Edt | =

P Praw

. Opcional: nesse caso, s&o usadas configuragdes padréao de varios portais. Com base nos
requisitos, o mesmo pode ser alterado na GUI. Na GUI do ISE, escolha Administration >
Web Portal management > Multi Portal Configurations >

DefaultGuestPortal.
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i Home Administration | ¥

Operations | »

=i Systern  Zb Identity Management @ Metwork Resources  [sL Web Portal Management | |Ly Feed Service
Sponsor Group Policy Sponsor Groups Settings

Palicy | »

Settings Mult-Partal Configuration Lt > DefaultGuestPortal
eneral
= Multi-Portal
. ; . - " ”
. General Customization Authentication
v [0 Guest Guest Portal Policy Configuration
i= Details Palicy Guiest usars should agree o an aconptable use policy
= Mot Used
= Guest Roles Configuration 8 First Login
® [ Language Template ® Every Lagin
* [ Multi-Portal Configurations
= O [] Enable Self-Provisioning Flow
i2 DefaullGusstPortal Enabla Mobile Portal
= DRW Aimvgumstummludnngapammd
Portal Palicy [] Require guest users to change password at expiration 2nd first login

= [[] Guest users should download the posture client
= o [ Guest users should be allowed to do self service
* [ Time Profiles | Send self-registration credentials to whitelisted email domains

A sequéncia_Portal_Convidado € criada para permitir usuarios internos, convidados e do
AD.
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Identity Source Sequences List » Guest_Portal_Sequence

Identity Source Sequence

* Identity Source Sequence

*Name | |5uest Portal_Sequence

Description | a pyilt-in Identity Sequence for the Guest Portal

¥ Certificate Based Authentication
[[] select Certificate Authentication Profile

¥ Authentication Search List

A set of identity sources that will be accessed in sequance until first authentication succesads

Available Selecled
Internal Endpoints Internal Users
LDAP_BS Guest Users A
AD1
[»
| « ¥

¥ Advanced Search List Settings
Select the action to be performed if a selected identity store cannot be accessad for authentication

) Do not access other stores in the sequence and set the “AuthenticationStatus” attribute to “ProcessError
(®) Treat as if the user was not found and proceed to the next store in the sequence

Save Reset

7. Na GUI do ISE, escolha Guest > Multi-Portal Configurations > DefaultGuestPortal. Na lista
suspensa ldentificar sequéncia de armazenamento, escolha Guest_Portal_Sequence.
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General .
P e Multi-Portal
» [ Sponsor
v [ My Devices
v B Guest
i Deails Policy * |dentity Store Saquenc-e| Guest_Portal_Sequence |
i= Guest Rodes Configuratian Sponsor_Portal_Sequenoe
MyDevices_Portal_Sequence
Internal_Cert
Guest_Portal_Seguence

eneral Uperations Customizaton

k[ Language Template
* || Mulli-Portal Configurations
= WA
iZ DefaulGuestPortal
= DRW
i= Portal Policy
t= Password Palicy
k| Time Profiles
t= Usarname Policy

XD | Reset

Configuragdao na WLC

1. Defina o servidor ISE Radius no WLC 5760.

2. Configure o servidor RADIUS, o grupo de servidores e a lista de métodos com a CLI.
dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646
timeout 10

retransmit 3

key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE
aaa authorization network ISE group ISE

aaa authorization network MACFILTER group ISE
aaa accounting identity ISE start-stop group ISE

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any

3. Configurar a WLAN com a CLI.
wlan CWA_NGWC 10 CWA_NGWC
aaa-override
accounting-list ISE
client vlan VLAN0012
no exclusionlist
mac-filtering MACFILTER
nac



no security wpa
no security wpa akm dotlx
no security wpa wpa2

no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE
session-timeout 1800

no shutdown

4. Configure as ACLs de redirecionamento com a CLI. Esta € a url-redirect-acl que o ISE
retorna como uma substituicdo de AAA junto com a URL de redirecionamento para o
redirecionamento do portal convidado. E uma ACL direta usada atualmente na arquitetura
unificada. Essa € uma ACL "punt", que é uma ACL reversa que vocé usaria normalmente
para a arquitetura unificada. Vocé precisa bloquear o acesso ao DHCP, ao servidor DHCP,
ao DNS, ao servidor DNS e ao servidor ISE. Permitir somente www, 443 e 8443 conforme
necessario. Este portal de convidado do ISE usa a porta 8443 e o redirecionamento ainda
funciona com a ACL mostrada aqui. Aqui, o ICMP ¢é ativado, mas com base nas regras de

seguranca, vocé pode negar ou permitir.
ip access-list extended REDIRECT

deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain
deny ip any host 10.106.73.69

permit tcp any any eq www

permit tcp any any eq 443

Cuidado: quando vocé habilita o HTTPS, ele pode causar alguns problemas de alta
utilizacdo da CPU devido a escalabilidade. Nao ative essa opgao, a menos que ela seja
recomendada pela equipe de projeto da Cisco.

5. Na GUI do controlador sem fio, escolha AAA > RADIUS > Servers. Configure o servidor
RADIUS, o grupo de servidores e a lista de métodos na GUI. Preencha todos os parametros
e verifique se o segredo compartilhado configurado aqui corresponde ao configurado no ISE
para este dispositivo. Na lista suspensa Suporte para RFC 3576, selecione
Habilitar.
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¥ Home  Monitor | v Configuration | v Admiristration |» Help

Security Radius Servers
Radius Serwers > Edit
) ALA
= [ Method Lists Carser Mairia ey 15C
canaral . -
Server [P Address | 10.106.73.69
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Shared Secrat T
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6. Na GUI do controlador sem fio, escolha AAA > Server Groups > Radius. Adicione o servidor
RADIUS criado anteriormente aos grupos de servidores.
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7. Na GUI do controlador sem fio, escolha AAA > Listas de métodos > Geral. Marque a caixa
de selecdo Dot1x System Auth Control. Se vocé desabilitar essa opgédo, AAA nao
funcionara.

Security General
v ann
Dot1x System Auth Contral
~ [ Mathod Lists ——

B o Local Authentication Method List ~

.......

8. Na GUI do controlador sem fio, escolha AAA > Listas de métodos > Autenticagédo. Crie uma
lista de Método de autenticagao para o Tipo dot1X. O Tipo de grupo € group. Mapeie-o para

o ISE.
£t Home  Monitor | v Configuration | v adminktration (v Help
Security Authentication
Satherticdion » EdiL
& asi
* 55 Mathod Lists
Method List Mame F e
_ Gererd -
e 1%
_ Authentication
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~ [ server Groups Available Server Groups Assigned Server Groups
_ Radig Tac - by IE 3
: [5E
 Taracs+ Groups In This Method e IT T‘
_ Ldp wichor
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9. Na GUI do controlador sem fio, escolha AAA > Listas de métodos > Contabilidade. Crie uma
lista de métodos Contabeis para a identidade Tipo. Mapeie-o para o ISE.



Gk Home  Momitor | ¢ Corfiowsation |+ Adminsiration |+ Hep

Security Saeounking
Accourting = Edit
v nos
= [ Method Lists .
MHzthod List Name [ =S
_ Ganeral —
T ¥
AuttEnticaton 1
. Awailable Server Lroups Assigned Server Groups
Mooounting -l
|| - ACS - S [5E g
Authorization 15E
- Groups In This Medhad
B8 s ot
Racius i

10. Na GUI do controlador sem fio, escolha AAA > Listas de métodos > Autorizagdo. Crie uma
lista de métodos de Autorizacao para rede Tipo. Mapeie-o para o ISE.
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11. Opcional, ja que também ha suporte a MAC em caso de falha. Crie uma lista de métodos
de Autorizagdo MACFILTER para a rede Type. Mapeie-o para o ISE.
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12. Na GUI do controlador sem fio, escolha WLAN > WLANSs. Crie uma nova configuragdo com
0s parametros mostrados aqui.
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13. Escolha Security > Layer2. No campo MAC Filtering (Filtragem de MAC), digite
MACFILTER.

v [ Arcess Points
» 5 502, 11afhfac
» 0 802, 11b/ain
* £ Media Stream
» 3 os

14. Nao é necessario configurar a Camada 3.
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15. Selecione Security > AAA Server. Na lista suspensa Método de autenticagao, escolha ISE.
Na lista suspensa Método de contabilizagao, escolha ISE.
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16. Escolha Advanced. Marque a caixa de selecao Allow AAA Override. Marque a caixa de

selegcao NAC State.
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WAk il
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17. Configure ACLs de redirecionamento na WLC na GUI.
Auwress Gonbrol Lists
HiZls = ALCL debail
Details £
Hame: REDIRECT
T 1Pt Exterded
add Sequente Aamoe
520 Acton | Protocol SoLnoE [Py Mz Cestinztion 1P/Mazk Saurce Port Cestination Port oScP
O s deny  OTp zny any . .
O s deny  udo 2Ny any - eqE? -
[ deny  uda any any - eq Ed -
[ 1o diery uda ang arm R0 53
[ dery any 10,105,735
O =za pamit oo any any - ag &0 -
O = pemit oo any any . 80 4493 .



Exemplo de Configuragéo da Topologia 2

Consulte a Topologia 2 para obter o diagrama e a explicagao da rede.

Essa configuragao também é um processo de duas etapas.
Configuragao no ISE

A configuragao no ISE € a mesma da configuragédo da Topologia 1.

N&o ha necessidade de adicionar o controlador de ancora no ISE. Basta adicionar a WLC externa
no ISE, definir o servidor RADIUS na WLC externa e mapear a politica de autorizagao na WLAN.
Na ancora, basta habilitar a filtragem de enderegos MAC.

Neste exemplo de configuracéo, ha duas WLC 5760s que atuam como uma Ancora Externa.
Caso vocé queira usar a WLC 5760 como uma ancora e o switch 3850 como Ancora Externa, que
€ o Agente de Mobilidade, para outro Controlador de Mobilidade, a mesma configuragcéo esta
correta. No entanto, ndo ha necessidade de configurar a WLAN no segundo controlador de
mobilidade do qual o Switch 3850 obtém as licengas. Vocé so precisa apontar o Switch 3850 para
o WLC 5760 que atua como a Ancora.

Configuragdo na WLC

1. No roteador externo, configure o servidor ISE com a lista de Método AAA para AAA e
mapeie a WLAN para uma autorizagao de filtro MAC. Observagao: configure a ACL de

redirecionamento tanto na ancora quanto na externa e também na filtragem MAC.
dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646
timeout 10

retransmit 3

key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE
aaa authorization network ISE group ISE

aaa authorization network MACFILTER group ISE
aaa accounting identity ISE start-stop group ISE

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any

wlan MA-MC 11 MA-MC
aaa-override
accounting-list ISE
client vlan VLAN0012



mac-filtering MACFILTER

mobility anchor 10.105.135.244
nac

no security wpa

no security wpa akm dotlx

no security wpa wpa2

no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE
session-timeout 1800

no shutdown

. Configure ACLs de redirecionamento com a CLI. Esta é a url-redirect-acl que o ISE retorna
como uma substituicdo de AAA junto com a URL de redirecionamento para o
redirecionamento do portal convidado. E uma ACL direta usada atualmente na arquitetura
unificada. Essa € uma ACL "punt", que é uma ACL reversa que vocé usaria normalmente
para a arquitetura unificada. Vocé precisa bloquear o acesso ao DHCP, ao servidor DHCP,
ao DNS, ao servidor DNS e ao servidor ISE. Permitir somente www, 443 e 8443 conforme
necessario. Este portal de convidado do ISE usa a porta 8443 e o redirecionamento ainda
funciona com a ACL mostrada aqui. Aqui, o ICMP ¢é ativado, mas com base nas regras de

seguranca, vocé pode negar ou permitir.
ip access-list extended REDIRECT

deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain

deny ip any host 10.106.73.69

permit tcp any any eq www

permit tcp any any eq 443

Cuidado: quando vocé habilita o HTTPS, ele pode causar alguns problemas de alta
utilizagdo da CPU devido a escalabilidade. Nao ative essa opgao, a menos que ela seja
recomendada pela equipe de projeto da Cisco.

. Configure a mobilidade na ancora.
wireless mobility group member ip 10.105.135.244 public-ip 10.105.135.244 group surbg

Observagio: se vocé configurar o mesmo com o Switch 3850 como o Externo, certifique-se
de definir o grupo de peer do Switch no Controlador de mobilidade e vice-versa no
Controlador de mobilidade. Em seguida, configure as configuragées do CWA acima no
Switch 3850.

. Configuragéo na ancora. Na ancora, nao ha necessidade de configurar nenhuma

configuracao do ISE. Vocé sé6 precisa da configuragdo da WLAN.
wlan MA-MC 6 MA-MC
aaa-override
client vlan VLAN0012
mac-filtering MACFILTER
mobility anchor
nac
nbsp;no security wpa
no security wpa akm dotlx
no security wpa wpa2
no security wpa wpa2 ciphers aes
session-timeout 1800
no shutdown

. Configure a mobilidade na éncora. Defina a outra WLC como o membro Mobility nessa WLC.
wireless mobility group member ip 10.105.135.178 public-ip 10.105.135.178 group surbg

. Configure ACLs de redirecionamento com a CLI. Esta é a url-redirect-acl que o ISE retorna
como uma substituicao de AAA junto com a URL de redirecionamento para o
redirecionamento do portal convidado. E uma ACL direta usada atualmente na arquitetura
unificada. Essa € uma ACL "punt", que € uma ACL reversa que vocé usaria normalmente



para a arquitetura unificada. Vocé precisa bloquear o acesso ao DHCP, ao servidor DHCP,
ao DNS, ao servidor DNS e ao servidor ISE. Permitir somente www, 443 e 8443 conforme
necessario. Este portal de convidado do ISE usa a porta 8443 e o redirecionamento ainda
funciona com a ACL mostrada aqui. Aqui, o ICMP ¢é ativado, mas com base nas regras de

seguranca, vocé pode negar ou permitir.
ip access-list extended REDIRECT

deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain

deny ip any host 10.106.73.69

permit tcp any any eq www

permit tcp any any eq 443

Cuidado: quando vocé habilita o HTTPS, ele pode causar alguns problemas de alta
utilizacao da CPU devido a escalabilidade. Nao ative essa opgao, a menos que ela seja
recomendada pela equipe de projeto da Cisco.

Exemplo de Configuragcédo da Topologia 3

Consulte a Topologia 3 para obter o diagrama e a explicagao da rede.

Esse também é um processo de duas etapas.
Configuragao no ISE

A configuracao no ISE é a mesma da configuracao da topologia 1.

Nao ha necessidade de adicionar o controlador de ancora no ISE. Basta adicionar a WLC externa
no ISE, definir o servidor RADIUS na WLC externa e mapear a politica de autorizagédo na WLAN.
Na ancora, basta habilitar a filtragem de enderegos MAC.

Neste exemplo, ha uma WLC 5508 que atua como uma ancora e uma WLC 5760 que atua como
uma WLC externa. Se vocé quiser usar uma WLC 5508 como uma ancora € um switch 3850 e
uma WLC externa, que € um agente de mobilidade, para outro controlador de mobilidade, a
mesma configuracao estara correta. No entanto, ndo ha necessidade de configurar a WLAN no
segundo controlador de mobilidade do qual o Switch 3850 obtém as licencas. Vocé so precisa
apontar o Switch 3850 para a WLC 5508 que atua como a ancora.

Configuragdao na WLC

1. Na WLC externa, configure o servidor ISE com a lista de Método AAA para AAA e mapeie a
WLAN para uma autorizagao de filtro MAC. Isso nao € necessario na ancora. Observagao:
Configure a ACL de redirecionamento nas WLC Ancora e Externa e também na filtragem de
MAC.

2. Na GUI do WLC 5508, escolha WLANSs > New para configurar o Anchor 5508. Preencha os
detalhes para habilitar a filtragem MAC.



aleal,

CIsSCO MONITOR  WLaks CONTROLLER  WIRELESS  SECURITY MAMAGEMEWNT  COMMAWDS  HELF
WLANS WLANs = Edit "5508-MA'
* WLANs General [ Security r Qos [ Policy-Mapping [ Advanced
WLAMNE

b Advanced Profile Hame S503-Ma
Typa wWLAn
S50 5505 -Ma
Status 1 Enabled
Sacunty Policies MAL Filtering

[Maodifications done wnder security tab will appear after 2pplying the changes.)

Rzdio Policy all -
Interface/Interface

Groupt) managemsant -
Multicast Ulan Feature | Enabled
Brasdoast S510 | Enzbled
N&S-ID SE08-MC

3. Nao é necessario configurar as opcdes de Camada 2.

lllllllll
CISCO MOMNITOR  WlLaNs COMTROLLER WIRELESS SECURITY MAMAGEMER
WLANS WLANs > Edit "5508-MA/'
v WLANS ¢ : _ : : -
WLANS Lﬂmll SRy [ QoS T Policy-Mapping T Advanced ]

b Advanced Layer 2 | Layer 3 T AMA Servers I

Layer 2 Security 8 None -
MAC Filtering®

Fast Transition

Fast Transition | |

4. Nao é necessario configurar as opcoes de Camada 3.

alear] e,
CISCO MOMNITOR  WlLANs CONTROLLER  WIRELESS SECURITY  MAMASEMENT
WLANSs WLANs » Edit "S508-MA/'
v WLANs | General | Security | Qo5 | Policy-Mapping | Advanced
WLANS
b Advanced | Layer2 | Layer3 | AAA Servers |
Layer ESccurita-'l Mone -

5. Os servidores AAA devem ser desabilitados no WLC Anchor AireOS para que o CoA seja



processado pelo NGWC estrangeiro. Os servidores AAA s6 poderao ser habilitados na WLC
Anchor se ndo houver servidores RADIUS configurados em: Security > AAA > RADIUS >
Authentication

| | IMP Bookmarks | Cisco Live Australiz 2013 | Cisco Live 2014 | | SURBG Device Access | Stud

vtlene] e
cCISCO MONITOR  WLAMNS  COMTROLLER 55 SECURITY MAMAGEMENT  COMMANDS
WLANS WLANE > Edit ‘S502-MA’
* WLANS . ; Y - —
General Securit 05 Policy -Mappin ddvanced
LAt | General | y | QoS | cy-Mapping | |
b Advanced | Layer2 ] Layer 3 ] AAR Servers |

Select ABA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface | |Enabled

Authentication Servers Accounting Servers

| Enabled [#] enabled
Server 1 Mane * None -
Server 2 Mone * MNone -
Server 3 Mones = Mone -
Server 4 mMane * None -
Server 5 Mone * MNone -
SEIYEr B Mons -~  Mone -

D adisie Soemiime & e

6. Escolha WLANs > WLANSs > Edit > Advanced. Marque a caixa de selecao Allow AAA
Override. Na lista suspensa NAC State, selecione Radius NAC.

il I Ie ITI [
CISCO MOHITOE  WLANE  CORTROLLER  WIRELESE SECURITY  MEHAGEMENT  COMMAHDE  HELP  FEEDESCEE
WLANS WLANs = Edit '5508-kA"
WL z ; o, i y
= N‘ | General | security | Qo5 | Policy Mapping | Advanced
NeLAH=
» Advanced Allow BRA Dwerride | Erakled DHLF
Covmrags Hole Datedion 5 Erakled L oF Smreer L] owerrice
Enable Teszion Timsouk 7 1R00
Segsion Tmeout (secs5) C=0F Addr, &segniment a Reqdirec
1 g
&roniet TF Herablec OEAE
Lisgriassic Charnsl TlEnatiec
aplt Tunne (Pareers) L] cnaslsd
Cparnde Ivbefase ACL [Ewd  Hone * [Pwh  Mone w
Managemant Frames Protecbioy (MEP
Lapar? A Home = o L !
F2P Slocking actian Drisablad - -
WP Clict Pretection T Upzioral =
- o g 1 ol
Client E=dluzian Flerablec TimeaLt Valus [saes] DTIM Period (in beacan inbereals)
T walie e
Maximumn fllowsd
clants & ! BT Iladnil - 2880 1
Static T Tunrelng £ |Enablad 02 21kAgn il - 2EE L
Wi-Fi Cirmct: Clianks . LLLe
Crigablay =

Falizy HAC Ztate  Radivs el »=
Mazimurn allowed
Clanls Par AP Radio

7. Adicione isso como a Ancora para a WLAN.

zao Load Dalancing and Dand Select
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8.

Depois de apontar para local, ele deve olhar isso com Controle e Caminho de dados UP/UP.

MOHITERE  WIANE CONTICIISE WIRSIFSS SFCHETT.  WARACFMENT  COMMAHDS FFRF FEFNPATE

Mobllity Anchaora

WLAN SXL1 “M0E-HA
Smitrh 1P Addrees [Anrhknr] Maka Fath Fantrnl Path
baral - -
9. Crie a ACL de redirecionamento na WLC. Isso nega DHCP e DNS. Permite HTTP/HTTPs.
Access Control Lists » Edit
Geerieral
Accsss List Hemns KLLLRLCT
Craiy Somilers n
Destination
Swg Achion Spurce IPfMask  IFfMask Protocol Spurce Port Dest Port SCPF Direction  RMumber of Hiks
[N RN ] n.n.n.n
1 merrnie i LoPF &y Dins any any L] u
C.o.oo o.o.o.o
1,000 n.a.aa
2 peemr S ! LoR =175 Ary &ny ANy n (|
o.0.0.0 o.o.o.o
£1.0,0.0 1010673 55
A mermit i ATy Any Ary any ARy n B
o.0.0.0 2ES.2ES ZES 2ES
10104 75,69 0.0.0.0
- i Ay Ay Ay By ANy n B
FSE.758.755.355 n.n.on.n
Esta é a aparéncia apoés a criacao da
ACL.
- s ]
Security Access Control Lists
¢ RAA
» Local EAP Enable Counters [
p Priority Order Mame Type
ACL Provisioning Redirect IPwd [ - |
¢ Certificate
REDIR IPwd a8
* Access Control Lists
Aceess Contral Lists
CPU Access Control Lists
FlexConnect ACLs
Layard ACLS
10. Defina o servidor ISE RADIUS no WLC 5760.
11. Configure o servidor RADIUS, o grupo de servidores € a lista de métodos com a CLI.

dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646
timeout 10

retransmit 3

key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE



aaa authorization network ISE group ISE
aaa authorization network MACFILTER group ISE

aaa accounting identity ISE start-stop group ISE

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any
12. Configure a WLAN a partir da CLI.
wlan 5508-MA 15 5508-MA
aaa-override
accounting-list ISE
client vlan VLAN0O012
mac-filtering MACFILTER
mobility anchor 10.105.135.151
nac
no security wpa
no security wpa akm dotlx
no security wpa wpa2
no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE
session-timeout 1800
shutdown

13. Defina a outra WLC como o membro Mobility nessa WLC.
wireless mobility group member ip 10.105.135.151public-ip 10.105.135.151 group Mobile-1

Observagao: se vocé configurar o mesmo com o WLC 3850 como o Externo, certifique-se
de definir o grupo de peer do Switch no controlador de mobilidade e vice-versa no
controlador de mobilidade. Em seguida, configure as configura¢des anteriores do CWA no
WLC 3850.

14. Configure ACLs de redirecionamento com a CLI. Esta é a url-redirect-acl que o ISE retorna
como uma substituicdo de AAA junto com a URL de redirecionamento para o
redirecionamento do portal convidado. E uma ACL direta usada atualmente na arquitetura
unificada. Essa € uma ACL "punt", que € uma ACL reversa que vocé usaria normalmente
para a arquitetura unificada. Vocé precisa bloquear o acesso ao DHCP, ao servidor DHCP,
ao DNS, ao servidor DNS e ao servidor ISE. Permitir somente www, 443 e 8443 conforme
necessario. Este portal de convidado do ISE usa a porta 8443 e o redirecionamento ainda
funciona com a ACL mostrada aqui. Aqui, o ICMP ¢é ativado, mas com base nas regras de

seguranga, vocé pode negar ou permitir.

ip access-list extended REDIRECT

deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain

deny ip any host 10.106.73.69

permit tcp any any eq www

permit tcp any any eq 443

Cuidado: quando vocé habilita o HTTPS, ele pode causar alguns problemas de alta
utilizagdo da CPU devido a escalabilidade. Nao ative essa opgao, a menos que ela seja

recomendada pela equipe de projeto da Cisco.

Verificar

Use esta sec¢ao para confirmar se a sua configuragcao funciona corretamente.



A ferramenta Output Interpreter (exclusiva para clientes reqgistrados) é compativel com alguns
comandos de exibicdo.. Use a ferramenta Output Interpreter para visualizar uma analise do
resultado gerado pelo comando show..

Conecte o cliente ao SSID configurado. Quando vocé receber o endereco IP e quando o cliente
entrar no estado de autenticagdo da Web obrigatéria, abra o navegador. Insira as credenciais do
cliente no portal.

:.-1} hrps i niooke owa vl saan. oom: BE 43 guescoeal {Login acionTeession il mOaZ0 E FEEOOIOGO0LE ZEE 1108
| [P EN I AARIER S = BSter e BSppet | = TAC. = oD

= Adminisbrathe ﬂcﬂr Wireleas Welcome in the

sifisi]ue
CISCO Guest Portal

& & D Ak

Apo6s a autenticagdo bem-sucedida, marque a caixa de selegdo Aceitar termos e condigdes.
Clique em Aceitar.

| Guest Fortal | +

stfearfn,
CISCO Guest Portal FOIE il

Acceptable Use Policy

L

Flease accepc the policy: -

1. You are responsible for
- maintaining the confidentiality of the password and
= all ACTIVAT1ES THAT OCCUE URder Your username and pasaword.

Z. Ci=co Syscems cffers che Ssrvice for activities soch as the sctive gse of =-ma1l, instant messaging, brows=ing the
World Wide Web and accessing COIporace incransts. High wolume data cransfera, especlally sustained high wolume data
cransfers, are not permicted., Hosting a web ssrver or any other server by use of gur Service ia prohibiced. Trying co
aoo=ss somecne =lse"s sacoount, sending un=solicited bulk e-mail, collection of other people's parsonal deta without
chelr kmowledge and incerference with other network usera are all prohibiced.

3, Ci=co Systems reserves the right to suspend the Service if
= Cisco Syscems reascnably belisves that your use of che Service 13 unreasonably ENCESSlvE OF
= you are using vhe Jervice for criminal or illegal activicies,

"] Accept terms and conditions



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do

Vocé recebera uma mensagem de confirmagao e agora podera navegar na Internet.

Guest Portal +

CISCO Guest Portal

Signed on successfully
You can now type in the original URL in the browser's address bar.

You can now type in the original URL in the browser's address bar.

No ISE, o fluxo do cliente é semelhante a este:

muomotmne B & g i Rty TG Fer=lcrea e Py AT AT M e e 1Y
ReaSm-madEnrE B o Tty 1S Swrarmn e ITr FROCR 1, T ] S0 M M S
TO0aO%-0n O I 18 I u & Lot B 5w e wtwwe ) DS M P TOOOO0DT L
FoLO-08 O |0 O0. K3 m & TR LSiatrar g 3 L. o8 LT gt e nl Tes ] ORS00 [
Troubleshoot

Esta secéao fornece informagdes que podem ser usadas para o troubleshooting da sua
configuracao.

A ferramenta Output Interpreter (exclusiva para clientes registrados) é compativel com alguns
comandos de exibicdo.. Use a ferramenta Output Interpreter para visualizar uma analise do
resultado gerado pelo comando show..

Nota:Consulte Informagdes Importantes sobre Comandos de Depuragédo antes de usar
comandos debug.

Na WLC de acesso convergido, € recomendavel executar rastreamentos em vez de depuragdes.
No Aironet OS 5508 WLC, basta inserir debug client <client mac> e debug web-auth redirect
enable mac <client mac>.

set trace group-wireless-client level debug
set trace group-wireless-secure level debug

set trace group-wireless-client filter mac 0017.7c2f.b69%a

set trace group-wireless-secure filter mac 0017.7c2f.b69%a

Alguns defeitos conhecidos no Cisco IOS-XE e no Aironet OS estéo incluidos no bug da Cisco ID
CSCun38344.

Esta é a aparéncia do fluxo bem-sucedido do CWA nos rastreamentos:

[05/09/14 13:13:15.951 IST 63d7 8151] 0017.7c2f.b69a Association received from mobile


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCun38344

on AP c8f£f9.£983.4260
[05/09/14 13:13:15.951 IST 63d8 8151] 0017.7c2f.b69%a gos upstream policy is unknown
and downstream policy is unknown

[05/09/14 13:13:15.951 IST 63e0 8151] 0017.7c2f.b69a Applying site-specific IPv6

override for station 0017.7c2f.b69a - vapId 15, site 'default-group', interface
'VLANOO12'

[05/09/14 13:13:15.951 IST 63el 8151] 0017.7c2f.b69%a Applying local bridging Interface
Policy for station 0017.7c2f.b69%9a - vlan 12, interface 'VLANQOO12'

[05/09/14 13:13:15.951 IST 63e2 8151] 0017.7c2f.b69%a
*x*%* Tngide applyLocalProfilingPolicyAction ****

[05/09/14 13:13:15.951 IST 63e3 8151] 0017.7c2f.b69%9a *** Client State = START
instance = 1 instance Name POLICY_ PROFILING_80211_ASSOC, OverrideEnable = 1
deviceTypeLen=0, deviceType=(null), userRoleLen=0, userRole=(null

[05/09/14 13:13:15.951 IST 63eb 8151] 0017.7c2f.b69a AAAS: Submitting mac filter

request for user 00177c2fb69a, uniqueId=280 mlist=MACFILTER

[05/09/14 13:13:15.951 IST 63ec 8151] 0017.7c2f.b69%9a AAAS: auth request sent

05/09/14 13:13:15.951 IST 63ed 8151] 0017.7c2f.b69a apfProcessAssocReq
(apf_80211.c:6149) Changing state for mobile 0017.7c2f.b69a on AP c¢8£9.£983.4260
from Idle to AAA Pending

[05/09/14 13:13:15.951 IST 63ee 8151] 0017.7c2f.b69%9a Reason code 0, Preset 4, AAA cause 1
[05/09/14 13:13:15.951 IST 63ef 8151] 0017.7c2f.b69a Scheduling deletion of Mobile

Station: (callerId: 20) in 10 seconds

[05/09/14 13:13:15.951 IST 63f0 211] Parsed CLID MAC Address = 0:23:124:47:182:154

[05/09/14 13:13:15.951 IST 63f1 211] AAA SRV(00000118): process author req

[05/09/14 13:13:15.951 IST 63f2 211] AAA SRV(00000118): Author method=SERVER_GROUP Zubair_ ISE
[05/09/14 13:13:16.015 IST 63f3 220] AAA SRV (00000118): protocol reply PASS for Authorization
[05/09/14 13:13:16.015 IST 63f4 220] AAA SRV(00000118): Return Authorization status=PASS
[05/09/14 13:13:16.015 IST 63f5 8151] 0017.7c2f.b69a AAAS: received response, cid=266
[05/09/14 13:13:16.015 IST 63f6 8151] 0017.7c2f.b69%9a AAAS: deleting context, cid=266
[05/09/14 13:13:16.015 IST 63f7 8151] 0017.7c2f.b69%9a Not comparing because the ACLs have

not been sent yet.

[05/09/14 13:13:16.015 IST 63f8 8151] 0017.7c2f.b69a Final flag values are, epmSendAcl 1,
epmSendAclDone 0

[05/09/14 13:13:16.015 IST 63f9 8151] 0017.7c2f.b69%a

client incoming attribute size are 193

[05/09/14 13:13:16.015 IST 63fa 8151] 0017.7c2f.b69a AAAS: mac filter callback

status=0 uniqueId=280

[05/09/14 13:13:16.015 IST 63fb 8151] 0017.7c2f.b69a AAA Override Url-Redirect
'https://10.106.73.69:8443/guestportal/gateway?sessionId=0a6987b2536c871300000118&action=cwa’
set

[05/09/14 13:13:16.015 IST 63fc 8151] 0017.7c2f.b69a Redirect URL received for

client from RADIUS. for redirection.

[05/09/14 13:13:16.015 IST 63fd 8151] 0017.7c2f.b69%9a Setting AAA Override

Url-Redirect-Acl 'REDIRECT'

[05/09/14 13:13:16.015 IST 63fe 8151] 0017.7c2f.b69%9a AAA Override Url-Redirect-Acl

'REDIRECT'

[05/09/14 13:13:16.015 IST 63ff 8151] 0017.7c2f.b69%9a Local Policy: At the start of
apfApplyOverride2. Client State START

[05/09/14 13:13:16.015 IST 6400 8151] 0017.7c2f.b69%a Applying new AAA override for
station 0017.7c2f.b69%a

[05/09/14 13:13:16.015 IST 6401 8151] 0017.7c2f.b69a Local Policy: Applying new
AAA override for station

[05/09/14 13:13:16.015 IST 6402 8151] 0017.7c2f.b69a Override Values: source: 2,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTimeout: -1

[05/09/14 13:13:16.015 IST 6403 8151] 0017.7c2f.b69%9a dataAvgC: -1, rTAvgC: -1,
dataBurstC: -1 rTimeBurstC: -1, vlanIfName: , aclName:

[05/09/14 13:13:16.015 IST 6404 8151] 0017.7c2f.b69a Local Policy: Applying
override policy



[05/09/14 13:13:16.015 IST 6405 8151] 0017.7c2f.b69a Clearing Dhcp state for
station ---

[05/09/14 13:13:16.015 IST 6406 8151] 0017.7c2f.b69a Local Policy: Before
Applying WLAN policy AccessVLAN = 12 and SessionTimeout is 1800 and
apfMsTimeout is 1800

[05/09/14 13:13:16.015 IST 6407 8151] 0017.7c2f.b69a Local Policy:Setting
Interface name e VLANO0OO012

[05/09/14 13:13:16.015 IST 6408 8151] 0017.7c2f.b69a Local Policy:Setting local
bridging VLAN name VLANOOl2 and VLAN ID 12

[05/09/14 13:13:16.015 IST 6409 8151] 0017.7c2f.b69%a Applying WLAN ACL
policies to client

[05/09/14 13:13:16.015 IST 640a 8151] 0017.7c2f.b69%9a No Interface ACL
used for Wireless client in WCM (NGWC)

[05/09/14 13:13:16.015 IST 640b 8151] 0017.7c2f.b69%a apfApplyWlanPolicy:
Retaining the ACL recieved in AAA attributes 255 on mobile

[05/09/14 13:13:16.015 IST 640c 8151] 0017.7c2f.b69a Local Policy: After
Applying WLAN policy AccessVLAN = 12 and SessionTimeout is 1800 and
apfMsTimeout is 1800

[05/09/14 13:13:16.015 IST 64la 8151] 0017.7c2f.b69a WCDB_ADD: Platform
ID allocated successfully ID:259

[05/09/14 13:13:16.015 IST 641b 8151] 0017.7c2f.b69a WCDB_ADD: Adding
opt82 len 0

[05/09/14 13:13:16.015 IST 641c 8151] 0017.7c2f.b69%9a WCDB_ADD: ssid
5508-MA bssid c¢8f9.£983.4260 vlian 12 auth=ASSOCIATION(O)

wlan (ap-group/global) 15/15 client 0 assoc 1 mob=Unassoc(0) radio 0

m vlan 12 ip 0.0.0.0 src 0x506c800000000f dst 0x0 cid 0x47ad4000000145
glob rsc id 259dhcpsrv 0.0.0

[05/09/14 13:13:16.015 IST 641d 8151] 0017.7c2f.b69a Change state to
AUTHCHECK (2) last state START (0)

[05/09/14 13:13:16.015 IST 641le 8151] 0017.7c2f.b69a Change state to
L2AUTHCOMPLETE (4) last state AUTHCHECK (2)

[05/09/14 13:13:16.015 IST 641f 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len 0
[05/09/14 13:13:16.015 IST 6420 8151] 0017.7c2f.b69a WCDB_LLM: NoRun Prev Mob 0,
Curr Mob 0 llmReqg 1, return False

[05/09/14 13:13:16.015 IST 6421 207] [WCDB] ==Add event: type Regular Wireless client
(0017.7c2f.b69a) client id (0x47ad4000000145) client index (259) wvlan (12)
auth_state (ASSOCIATION) mob_state (INIT)

[05/09/14 13:13:16.015 IST 6422 207] [WCDB] ===intf src/dst (0x506c800000000f)/(0x0)
radio_id (0) p2p_state (P2P_BLOCKING_DISABLE) switch/asic (1/0)

[05/09/14 13:13:16.015 IST 6423 8151] 0017.7c2f.b69%9a WCDB_CHANGE: auth=L2_AUTH(1)
vlan 12 radio 0 client_id 0x47ad4000000145 mobility=Unassoc(0) src_int
0x506c800000000f dst_int 0x0 ackflag 0 reassoc_client 0 1lm notif 0 ip 0.0.0.0
ip_learn_type 0

[05/09/14 13:13:16.015 IST 6424 8151] 0017.7c2f.b69%9a WCDB_CHANGE: In L2 auth

but 12ack waiting lfag not set,so set

[05/09/14 13:13:16.015 IST 6425 8151] 0017.7c2f.b69a Not Using WMM Compliance code
gosCap 00

[05/09/14 13:13:16.016 IST 6426 8151] 0017.7c2f.b69a Change state to DHCP_REQD (7)
last state L2AUTHCOMPLETE (4)

[05/09/14 13:13:16.016 IST 6434 8151] 0017.7c2f.b69%9a Sending Assoc Response to
station on BSSID ¢8f£f9.£f983.4260 (status 0) ApVapId 15 Slot 0

[05/09/14 13:13:16.016 IST 6435 8151] 0017.7c2f.b69%9a apfProcessRadiusAssocResp
(apf_80211.c¢:2316) Changing state for mobile 0017.7c2f.b69%a on AP
c8£9.£983.4260 from Associated to Associated

[05/09/14 13:13:16.016 IST 6436 8151] 0017.7c2f.b69%9a 1XA: Session Push for



Non-dotlx wireless client

[05/09/14 13:13:16.016 IST 6437 8151] 0017.7c2f.b69a 1XA: Calling Auth Mgr
to Push wireless session for client 47ad4000000145 uid 280

[05/09/14 13:13:16.016 IST 6438 8151] 0017.7c2f.b69a Session Push for
wireless client

[05/09/14 13:13:16.016 IST 6439 8151] 0017.7c2f.b69a Session Manager Call
Client 47ad4000000145, uid 280, capwap id 506c¢c800000000f,Flag 1 Audit-Session
ID 0a6987b2536c871300000118 policy name (null)

[05/09/14 13:13:16.016 IST 643a 22] ACCESS-CORE-SM-CLIENT-SPI-NOTF:
[0017.7c2f.b6%9a, Ca2] Session start request from Client[1l] for
0017.7c2f.b69a (method: No method, method list: none, aaa id:

0x00000118) - session-push, policy
[05/09/14 13:13:16.016 IST 643b 22] ACCESS-CORE-SM-CLIENT-SPI-NOTF:
[0017.7c2f.b69%a, Ca2] - client iif_id: 47AD4000000145, session ID:

0a6987b2536c871300000118 for 0017.7c2f.b69%a

[05/09/14 13:13:16.016 IST 643c 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%a, Ca2] Delay add/update sync of auth-domain for

0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 643d 243] ACCESS-CORE-SM-CLIENT-DOT11-ERR:
[0017.7c2f.b69a, Ca2] Invalid client authorization notification: NO method
[05/09/14 13:13:16.017 IST 643e 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%9a, Ca2] Delay add/update sync of dc-profile-name for

0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 643f 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%a, Ca2] Delay add/update sync of dc-device-name for

0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 6440 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%9a, Ca2] Delay add/update sync of

dc-device-class-tag for 0017.7c2f.b69a / OxXFE000110

[05/09/14 13:13:16.017 IST 6441 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%9a, Ca2] Delay add/update sync of dc-certainty-metric for
0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 6442 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%a, Ca2] Delay add/update sync of dc-opaque for

0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 6443 243] ACCESS-CORE-SM-SYNC-NOTF:

[0017.7c2f.b69%9a, Ca2] Delay add/update sync of dc-protocol-map for

0017.7c2f.b69%a / 0xFE000110

[05/09/14 13:13:16.017 IST 6444 22] [WCDB] wcdb_ffcp_add_cb: client (0017.7c2f.b69%a)
client (0x47ad4000000145): FFCP operation (CREATE) return code (0)

[05/09/14 13:13:16.017 IST 6445 22] [WCDB] wcdb_send_add_notify callback_event:
Notifying other features about client add

[05/09/14 13:13:16.017 IST 6446 22] [WCDB] wcdb_sisf_client_add_notify:

Notifying SISF of DEASSOC to DOWN any old entry for 0017.7c2f.b69%a

[05/09/14 13:13:16.017 IST 6447 22] [WCDB] wcdb_sisf_client_add_notify:

Notifying SISF of new Association for 0017.7c2f.b69%a

[05/09/14 13:13:16.017 IST 6448 8151] 0017.7c2f.b69%9a WCDB SPI response msg handler
client code 0 mob state 0

[05/09/14 13:13:16.017 IST 6449 8151] 0017.7c2f.b69%9a WcdbClientUpdate: L2 Auth ACK
from WCDB

[05/09/14 13:13:16.017 IST 644a 8151] 0017.7c2f.b69a WCDB_L2ACK: wcdbAckRecvdFlag
updated

[05/09/14 13:13:16.017 IST 644b 8151] 0017.7c2f.b69%9a WCDB_AUTH: Adding opt82 len 0
[05/09/14 13:13:16.017 IST 644c 8151] 0017.7c2f.b69%9a WCDB_CHANGE: Suppressing SPI
(Mobility state not known) pemstate 7 state LEARN_IP(2) vlan 12 client_id
0x47ad4000000145 mob=Unassoc(0) ackflag 2 dropd 1

[05/09/14 13:13:18.796 IST 644d 8151] 0017.7c2f.b69a Local Policy:
apf_ms_radius_override.c apfMsSumOverride 447 Returning fail from apfMsSumOverride
[05/09/14 13:13:18.802 IST 644e 8151] 0017.7c2f.b69%9a Applying post-handoff policy
for station 0017.7c2f.b69%9a - valid mask 0x0

[05/09/14 13:13:18.802 IST 644f 8151] 0017.7c2f.b69%a Q0S Level: -1, DSCP: -1,



dotlp: -1, Data Avg: -1, realtime Avg: -1, Data Burst -1, Realtime Burst -1
--More--

[05/09/14 13:13:18.802 IST 6450 8151] 0017.7c2f.b69%a Session: -1,
User session: -1, User elapsed -1
Interface: N/A ACL: N/A Qos Pol Down Qos Pol Up

[05/09/14 13:13:18.802 IST 6451 8151] 0017.7c2f.b69a Local Policy: At the start of
apfApplyOverride2. Client State DHCP_REQD

[05/09/14 13:13:18.802 IST 6452 8151] 0017.7c2f.b69%a Applying new AAA override for
station 0017.7c2f.b69%a

[05/09/14 13:13:18.802 IST 6453 8151] 0017.7c2f.b69a Local Policy: Applying new AAA
override for station

[05/09/14 13:13:18.802 IST 6454 8151] 0017.7c2f.b69a Override Values: source: 16,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTimeout: -1

[05/09/14 13:13:18.802 IST 6455 8151] 0017.7c2f.b69%9a dataAvgC: -1, rTAvgC: -1,
dataBurstC: -1 rTimeBurstC: -1, vlanIfName: , aclName:

[05/09/14 13:13:18.802 IST 6456 8151] 0017.7c2f.b69a Local Policy: Applying
override policy

[05/09/14 13:13:18.802 IST 6457 8151] 0017.7c2f.b69%9a Clearing Dhcp state for
station ---

[05/09/14 13:13:18.802 IST 6458 8151] 0017.7c2f.b69a Local Policy: Before Applying
WLAN policy AccessVLAN = 12 and SessionTimeout i1s 1800 and apfMsTimeout is 1800

[05/09/14 13:13:18.802 IST 6459 8151] 0017.7c2f.b69%9a Local Policy:Setting Interface
name e VLANO0O012

[05/09/14 13:13:18.802 IST 645a 8151] 0017.7c2f.b69a Local Policy:Setting local
bridging VLAN name VLANOO12 and VLAN ID 12

[05/09/14 13:13:18.802 IST 645b 8151] 0017.7c2f.b69%a Applying WLAN ACL policies
to client

[05/09/14 13:13:18.802 IST 645c 8151] 0017.7c2f.b69%9a No Interface ACL used for
Wireless client in WCM (NGWC)

[05/09/14 13:13:18.802 IST 645d 8151] 0017.7c2f.b69%a apfApplyWlanPolicy:
Retaining the ACL recieved in AAA attributes 255 on mobile

[05/09/14 13:13:18.802 IST 645e 8151] 0017.7c2f.b69a Local Policy: After
Applying WLAN policy AccessVLAN = 12 and SessionTimeout is 1800 and
apfMsTimeout is 1800

[05/09/14 13:13:18.802 IST 645f 8151] 0017.7c2f.b69a Local Policy: After Applying
Site Override policy AccessVLAN = 12 and SessionTimeout is 1800 and
apfMsTimeout is 1800

[05/09/14 13:13:18.802 IST 6460 8151] 0017.7c2f.b69%a Inserting AAA Override struct
for mobile MAC: 0017.7c2f.b69a , source 16

[05/09/14 13:13:18.802 IST 6461 8151] 0017.7c2f.b69a Inserting new RADIUS override
into chain for station 0017.7c2f.b69%a

[05/09/14 13:13:18.802 IST 6462 8151] 0017.7c2f.b69a Override Values: source: 16,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTimeout: -1

[05/09/14 13:13:18.802 IST 6463 8151] 0017.7c2f.b69%a dataAvgC: -1, rTAvgC: -1,
dataBurstC: -1 rTimeBurstC: -1, vlanIfName: , aclName:

[05/09/14 13:13:18.802 IST 6464 8151] 0017.7c2f.b69a Local Policy: After ovr
check continuation

[05/09/14 13:13:18.802 IST 6465 8151] 0017.7c2f.b69a Local Policy:
apf_ms_radius_override.c apfMsSumOverride 447 Returning fail from
apfMsSumOverride

[05/09/14 13:13:18.802 IST 6466 8151] 0017.7c2f.b69a Local Policy: Calling
applyLocalProfilingPolicyAction from Override2



[05/09/14 13:13:18.802 IST 6467 8151] 0017.7c2f.b69%a
*x** Tngide applyLocalProfilingPolicyAction ****

[05/09/14 13:13:18.802 IST 6468 8151] 0017.7c2f.b69%9a *** Client State =
DHCP_REQD instance = 2 instance Name POLICY_PROFILING_L2_AUTH,
OverrideEnable = 1 deviceTypeLen=0, deviceType=(null), userRoleLen=0,
userRole=(null)

[05/09/14 13:13:18.802 IST 6469 8151] 0017.7c2f.b69%a Local Profiling Values
isvalidvlan = 0, vlan = 0, isVlanRecdInDelete = 0, isValidSessionTimeout = 0,
sessionTimeout=0, isSessionTORecdInDelete = 0 ProtocolMap = 0 ,applyPolicyAtRun= 0
[05/09/14 13:13:18.802 IST 646a 8151] 0017.7c2f.b69%a ipv4ACL = [1],

ipv6ACL = [], inQoS = [unknown], outQoS = [unknown]

[05/09/14 13:13:18.802 IST 646b 8151] 0017.7c2f.b69a Local Policy: At the End

AccessVLAN = 12 and SessionTimeout is 1800 and apfMsTimeout is 1800

[05/09/14 13:13:18.802 IST 646¢c 8151] 0017.7c2f.b69a apfMsRunStateInc
[05/09/14 13:13:18.802 IST 646d 8151] 0017.7c2f.b69%9a Session Update for Non-dotlx client

[05/09/14 13:13:18.802 IST 646e 8151] 0017.7c2f.b69%9a 1XA: Session Push for Non-dotlx
wireless client

[05/09/14 13:13:18.802 IST 646f 8151] 0017.7c2f.b69%9a 1XA: Calling Auth Mgr to Push
wireless session for client 47ad4000000145 uid 280

--More--

[05/09/14 13:13:18.802 IST 6470 8151] 0017.7c2f.b69%9a Session Update for Pushed Sessions

[05/09/14 13:13:18.802 IST 6471 8151] 0017.7c2f.b69a Session Manager Call Client
47ad4000000145, uid 280, capwap id 506c¢c800000000f,Flag 0 Audit-Session ID
0a6987b2536c871300000118 policy name (null)

[05/09/14 13:13:18.802 IST 6472 8151] 0017.7c2f.b69a Change state to RUN (20) last
state DHCP_REQD (7)

[05/09/14 13:13:18.802 IST 6473 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len 0
[05/09/14 13:13:18.802 IST 6474 8151] 0017.7c2f.b69a WCDB_LLM: prev Mob state 0 curr
Mob State 3 1llReq flag 1

[05/09/14 13:13:18.802 IST 6475 8151] 0017.7c2f.b69%9a WCDB_LLM: prev Mob state 0
currMob State 3 afd action 1

[05/09/14 13:13:18.802 IST 6476 8151] 0017.7c2f.b69a WCDB_LLM: pl handle 259 vlan_id
12 auth RUN(4) mobility 3 client_id 0x47ad4000000145 src_interface 0x506c800000000f
dst_interface 0x75e18000000143 client_type 0 p2p_type 1 bssid ¢8£f9.£983.4260 radio_id
0 wgbid 0000.0000.0000

[05/09/14 13:13:18.802 IST 6477 8151] 0017.7c2f.b69a WCDB_CHANGE: auth=RUN(4) vlan
12 radio 0 client_id 0x47ad4000000145 mobility=ExpForeign(3) src_int 0x506c800000000f
dst_int 0x75e18000000143 ackflag 2 reassoc_client 0 1llm notif 1 ip 0.0.0.0
ip_learn_type 0

[05/09/14 13:13:18.802 IST 6478 22] ACCESS-CORE-SM-CLIENT-SPI-NOTF:

[0017.7c2f.b69%9a, Ca2] Session update from Client[1l] for 0017.7c2f.b69a,

ID list 0x00000000, policy

[05/09/14 13:13:18.802 IST 6479 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len 0
[05/09/14 13:13:18.802 IST 647a 8151] 0017.7c2f.b69a WCDB_LLM: prev Mob state 3

curr Mob State 3 1llReq flag 0

[05/09/14 13:13:18.802 IST 647b 8151] 0017.7c2f.b69a WCDB_CHANGE: auth=RUN(4)

vlan 12 radio 0 client_id 0x47ad4000000145 mobility=ExpForeign(3) src_int
0x506c800000000f dst_int 0x75e18000000143 ackflag 2 reassoc_client 0 1lm _notif 0

ip 0.0.0.0 ip_learn_type O

[05/09/14 13:13:18.802 IST 647c 8151] 0017.7c2f.b69%9a AAAS: creating accounting start
record using method list Zubair_ISE, passthroughMode 1

[05/09/14 13:13:18.802 IST 647d 8151] 0017.7c2f.b69%9a AAAS: initialised accounting
start request, uid=280 passthrough=1

[05/09/14 13:13:18.802 IST 647e 8151] 0017.7c2f.b69a AAAS: accounting request sent
[05/09/14 13:13:18.803 IST 647f 207] [WCDB] ==Update event: client (0017.7c2f.b69%a)
client id: (0x47ad4000000145) vlan (12->12) global_wlan (15->15) auth_state
(L2_AUTH_DONE->RUN) mob_st<truncated>



[05/09/14 13:13:18.803 IST 6480 207] [WCDB] ===intf src/dst
(0x506c800000000£->0x506c800000000£f) / (0x0->0x75e18000000143)
radio/bssid (0->0)/(c8£9.£983.4260->c8£9.£983.4260) 1lm_notify (true) addr v4/vé6
(<truncated>

[05/09/14 13:13:18.803 IST 6481 207] [WCDB] Foreign client add. Final 11lm
notified = false

[05/09/14 13:13:18.803 IST 6482 207] [WCDB] wcdb_client_mcast_update_notify:
No mcast action reqgd

[05/09/14 13:13:18.803 IST 6483 207] [WCDB] wcdb_ffcp_wcdb_client_update_notify
client (0017.7c2f.b69%a) id 0x47ad4000000145 ffcp update with flags=0x0

[05/09/14 13:13:18.803 IST 6484 207] [WCDB] wcdb_client_state_change_notify:
update flags = 0x3

[05/09/14 13:13:18.803 IST 6485 8151] 0017.7c2f.b69%9a aaa attribute list length is 79
[05/09/14 13:13:18.803 IST 6486 207] ACCESS-CORE-SM-CLIENT-DOT11-NOTF: [0017.7c2f.b69%al
WCDB RUN notification for 0017.7c2f.b69%a

[05/09/14 13:13:18.803 IST 6487 8151] 0017.7c2f.b69%9a Sending SPI
spi_epm_epm_session_create successfull

[05/09/14 13:13:18.803 IST 6488 8151] 0017.7c2f.b69%9a 0.0.0.0, auth_state 20
mmRole ExpForeign !!!

[05/09/14 13:13:18.803 IST 6489 8151] 0017.7c2f.b69%9a 0.0.0.0, auth_state 20 mmRole
ExpForeign, updating wcdb not needed

[05/09/14 13:13:18.803 IST 648a 8151] 0017.7c2f.b69%9a Tclas Plumb needed: 0

[05/09/14 13:13:18.803 IST 648b 207] [WCDB] wcdb_sisf_client_update_notify:
Notifying SISF to remove assoc in Foreign

[05/09/14 13:13:18.803 IST 648c 207] [WCDB] ==Update event: client (0017.7c2f.b69%a)
client id: (0x47ad4000000145) vlan (12->12) global_wlan (15->15) auth_state (RUN->RUN)
mob_st<truncated>

[05/09/14 13:13:18.803 IST 648d 207] [WCDB] ===intf src/dst
(0x506c800000000£->0x506c800000000£f) / (0x75e18000000143->0x75€18000000143)
radio/bssid (0->0)/(c8£9.£983.4260->c8£9.£983.4260) 1llm notify (false)

addr v4/v6 (<truncated>

[05/09/14 13:13:18.803 IST 648e 207] [WCDB] wcdb_client_mcast_update_notify:
No mcast action reqgd

[05/09/14 13:13:18.803 IST 648f 207] [WCDB] wcdb_ffcp_wcdb_client_update_notify
client (0017.7c2f.b69%a) id 0x47ad4000000145 ffcp update with flags=0x0

[05/09/14 13:13:18.803 IST 6490 207] [WCDB] wcdb_client_state_change_notify:

update flags = 0x2

[05/09/14 13:13:18.803 IST 6491 207] ACCESS-CORE-SM-CLIENT-DOT11-NOTF:
[0017.7c2f.b69a] WCDB RUN notification for 0017.7c2f.b69%a

[05/09/14 13:13:18.803 IST 6492 207] [WCDB] wcdb_sisf client_update_notify:
Notifying SISF to remove assoc in Foreign

[05/09/14 13:13:18.803 IST 6493 386] [WCDB] wcdb_ffcp_cb: client (
client (0x47ad4000000145): FFCP operation (UPDATE) return code (0)
[05/09/14 13:13:18.803 IST 6494 386] [WCDB] wcdb_ffcp_cb: client (
client (0x47ad4000000145): FFCP operation (UPDATE) return code (0)
[05/09/14 13:13:18.803 IST 6495 243] ACCESS-CORE-SM-SYNC-NOTF: [0017.7c2f.b69a, Ca2]

Delay add/update sync of iif-id for 0017.7c2f.b69%9a / OxFE000110

[05/09/14 13:13:18.803 IST 6496 243] ACCESS-CORE-SM-SYNC-NOTF: [0017.7c2f.b69a, Ca2]

Delay add/update sync of audit-session-id for 0017.7c2f.b69%a / OxFE000110

[05/09/14 13:13:18.803 IST 6497 8151] 0017.7c2f.b69a Received session_create_response

for client handle 20175213735969093

[05/09/14 13:13:18.803 IST 6498 8151] 0017.7c2f.b69a Received session_create_response

with EPM session handle 4261413136

[05/09/14 13:13:18.803 IST 6499 8151] 0017.7c2f.b69%9a Splash Page redirect client

or posture client

--More--

[05/09/14 13:13:18.803 IST 649a 8151] 0017.7c2f.b69a REDIRECT ACL present in the

attribute list

[05/09/14 13:13:18.803 IST 649b 8151] 0017.7c2f.b69%9a Setting AAA Override

Url-Redirect-Acl 'REDIRECT'

[05/09/14 13:13:18.803 IST 649c 8151] 0017.7c2f.b69a AAA Override Url-Redirect-Acl
'"REDIRECT'

[05/09/14 13:13:18.803 IST 6494 8151] 0017.7c2f.b69a AAA Override Url-Redirect
'https://10.106.73.69:8443/guestportal/gateway?sessionId=0a6987b2536c871300000118&action=cwa’

0017.7c2f.b69%a)

0017.7c2f.b69%a)



set
[05/09/14 13:13:

is not ExportAnchor/Local.

[05/09/14 13:13:
ip_learn_type 0
[05/09/14 13:13:
Foreign client
[05/09/14 13:13:
fe80::6cla:b253:
[05/09/14 13:13:
for v6: 0

[05/09/14 13:13:
Notifying
[05/09/14
resetting
[05/09/14

13:13:

13:13:

record using method list Zubair_ISE, passthroughMode

[05/09/14 13:13:
interim request,
[05/09/14 13:13:
[05/09/14 13:13:
(10.105.135.190)
[05/09/14 13:13:
to mobile

[05/09/14 13:13:

10.105.135.190 ip_learn_type DHCP deleted ipv4 0.0.0.

[05/09/14 13:13:

(0017.7c2f.b69%a)

18.803 IST 649e 8151] 0017.7c2f.b69%9a Wireless Client mobility role
Hence we are not sending request to EPM

20.445 IST 649f 8151] 0017.7c2f.b69a WCDB_IP_UPDATE: new ipv4 0.0.0.0
deleted ipv4 0.0.0.0
20.446 IST 64a0 207] [WCDB]

ip addr update received.

wcdb_foreign_client_ip_addr_update:

20.446 IST 64al 207] [WCDB] SISF Update: IPV6 Addr[0]

d711:c7f

20.446 IST 64a2 207] [WCDB] SISF Update Binding delete status
20.446 IST 64a3 207] [WCDB] wcdb_sisf client_update_notify:

SISF to remove assoc in Foreign

20.448 IST 64a4 8151] 0017.7c2f.b69%a MS got the IP,

the Reassociation Count 0 for client

20.448 IST 64a5 8151] 0017.7c2f.b69%a AAAS:
1

AAAS:

creating accounting interim

20.449 IST 64a6 8151]
uid=280 passthrough=1

0017.7c2f.b69%a initialised accounting

20.449 IST 64a7 8151] 0017.7c2f.b69%a AAAS: accounting request sent
20.449 IST 64a8 8151] 0017.7c2f.b69%a Guest User() assigned IP Address
20.449 IST 64a9 8151] 0017.7c2f.b69%a Assigning Address 10.105.135.190
20.449 IST 64aa 8151] 0017.7c2f.b69%a WCDB_IP_UPDATE: new ipv4

0

20.449 IST 64ab 8151] 0017.7c2f.b69a AAAS: creating accounting

interim record using method list Zubair_ ISE, passthroughMode 1

[05/09/14 13:13:
interim request,

[05/09/14 13:13:
[05/09/14 13:13:

20.449 IST 64ac 8151]

uid=280 passthrough=1
20.449 IST 64ad 8151] 0017.7c2f£.b69a AAAS: accounting request sent
20.449 IST 64ae 8151] 0017.7c2f.b69a 10.105.135.190, auth_state 20

0017.7c2f.b69%9a AAAS: initialised accounting

mmRole ExpForeign !!!

[05/09/14 13:13:
client (0017.7c2f.b69a) ip
[05/09/14 13:13:

[05/09/14 13:13:
[05/09/14 13:13:
fe80::6cla:b253:
[05/09/14
[05/09/14
to remove assoc
[05/09/14 13:13:
add/update sync

13:13:
13:13:

20.449 IST 64af 207] [WCDB] wcdb_foreign client_ip_addr update: Foreign
addr update received.
20.449 IST 64b0 8151] 0017.7c2f.b69a 10.105.135.190, auth_state 20
mmRole ExpForeign, updating wcdb not needed
20.449 IST 64bl 8151] 0017.7c2f.b69a Tclas Plumb needed: 0
20.449 IST 64b2 207] [WCDB] SISF Update: IPV6 Addr[0]
d711:c7f
20.449 IST 64b3 207] [WCDB] SISF Update Binding delete status for V6: =
20.449 IST 64b4 207] [WCDB] wcdb_sisf _client_update_notify: Notifying SISF
in Foreign
20.449 IST 64b5 243] ACCESS-CORE-SM-SYNC-NOTF: [0017.7c2f.b69a, Ca2] Delay
of addr for 0017.7c2f.b69%a / OxFE000110
49.429 IST 64b6 253] ACCESS-CORE-SM-CLIENT-SPI-NOTF: [0017.7c2f.b69%a, Ca2l]

[05/09/14 13:13:

Session authz update requested cmd 5,

[05/09/14 13:13:

mac 0017.7c2f.b69%a, attr-list 0x0 for Client[1]
49.430 IST 64b7 253] ACCESS-CORE-SM-CLIENT-SPI-NOTF: [0017.7c2f.b69%9a, Ca2]

Session authz update request sent to Client[1]

[05/09/14 13:13:

49.430 IST 64b8 8151] 0017.7c2f.b69%a 1XA: Processing update request from

dotlx. COA type 5

[05/09/14 13:13:49.430 IST 64b9 8151] 0017.7c2f.b69a AAAS: authorization init, uid=280,
context=268

[05/09/14 13:13:49.430 IST 64ba 8151] 0017.7c2f.b69a AAAS: initialised auth request,
uinque 1d=280, context id = 268, context regHandle 0Oxfefcl72c

[05/09/14 13:13:49.430 IST 64bb 8151] 0017.7c2f.b69%9a AAAS: Submitting mac filter request

for user 00177c2fb69a,

[05/09/14 13:13:
[05/09/14 13:13:
was successful
[05/09/14 13:13:
was successful
[05/09/14 13:13:

uniqueId=280 mlist=MACFILTER

49.430 IST 64bc 8151] 0017.7c2f.b69%9a AAAS: auth request sent

49.430 IST 64bd 8151] 0017.7c2f.b69%9a processing COA type 5

49.430 IST 64be 8151] 0017.7c2f.b69a processing COA type 5

49.430 IST 64bf 22] ACCESS-CORE-SM-CLIENT-SPI-NOTF: [0017.7c2f.b69%a, Ca2]

Session authz update response received for Client[1]

0



[05/09/14 13:13:49.430 IST 64c0
[05/09/14 13:13:49.430 IST 64cl
[05/09/14 13:13:49.430 IST 64c2
Zubair_ISE

[05/09/14 13:13:49.430 IST 64c3
[05/09/14 13:13:49.430 IST 64c4
[05/09/14 13:13:49.469 IST 64c5
Authorization

[05/09/14 13:13:49.469 IST 64c6
[05/09/14 13:13:49.469 IST 64c7
[05/09/14 13:13:49.469 IST 64c8
[05/09/14 13:13:49.469 IST 64c9
have not been sent yet.
[05/09/14 13:13:49.469 IST 64ca
epmSendAcl 1, epmSendAclDone 0
[05/09/14 13:13:49.469 IST 64cb

211] Parsed CLID MAC

Address = 0:23:124:47:182:154

211] AAA SRV (00000118): process author reqg
211] AAA SRV(00000118): Author method=SERVER_GROUP

211] Parsed CLID MAC

Address = 0:23:124:47:182:154

211] AAA SRV (00000000): process response req
220] AAA SRV(00000118): protocol reply PASS for

220] AAA SRV(00000118): Return Authorization status=PASS

8151] 0017.7c2f.b69%a
8151] 0017.7c2f.b69%a
8151] 0017.7c2f.b69%a
8151] 0017.7c2f.b69%a

8151] 0017.7c2f.b69%a

client incoming attribute size are 77

--More--

[05/09/14 13:13:49.469 IST 64cc
uniqueId=280

[05/09/14 13:13:49.469 IST 64cd
apfApplyOverride2. Client State

[05/09/14 13:13:49.469 IST 64ce
station 0017.7c2f.b69%a
[05/09/14 13:13:49.469 IST 64ct
override for station

[05/09/14 13:13:49.469 IST 64d0

8151] 0017.7c2f.b69%a

8151] 0017.7c2f.b69%a
RUN

8151] 0017.7c2f.b69%a

8151] 0017.7c2f.b69%a

8151] 0017.7c2f.b69%a

AAAS: received response, cid=268
AAAS: deleting context, ¢id=268
Not comparing because the ACLs

Final flag values are,

AAAS: mac filter callback status=0

Local Policy: At the start of

Applying new AAA override for

Local Policy: Applying new AAA

Override Values: source: 2,

valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1

[05/09/14 13:13:49.469 IST 64dl
-1 rTimeBurstC: -1, vlanIfName:
[05/09/14 13:13:49.469 IST 64d2
[05/09/14 13:13:49.469 IST 64d3
[05/09/14 13:13:49.469 IST 64d4

policy AccessVLAN = 12 and SessionTimeout

[05/09/14 13:13:49.469 IST 64d5
e VLAN0012

[05/09/14 13:13:49.469 IST 64d6
VLAN name VLAN001l2 and VLAN ID

[05/09/14 13:13:49.469 IST 64d7
[05/09/14 13:13:49.469 IST 64d8
client in WCM (NGWC)

[05/09/14 13:13:49.469 IST 64d9

8151] 0017.7c2f.b69%a
, aclName:

8151] 0017.7c2f.b69%a
8151] 0017.7c2f.b69%a
8151] 0017.7c2f.b69%a

8151] 0017.7c2f.b69%a

8151] 0017.7c2f.b69%a

12

8151] 0017.7c2f.b69%a
8151] 0017.7c2f.b69%a

8151] 0017.7c2f.b69%a

ACL recieved in AAA attributes 255 on mobile

[05/09/14 13:13:49.469 IST 64da

policy AccessVLAN = 12 and SessionTimeout

[05/09/14 13:13:49.469 IST 64db

8151] 0017.7c2f.b69%a

8151] 0017.7c2f.b69%a

Override policy AccessVLAN = 12 and SessionTimeout

[05/09/14 13:13:49.469 IST 64dc

8151] 0017.7c2f.b69%a

MAC: 0017.7c2f.b69a , source 2

[05/09/14 13:13:49.469 IST 64dd

8151] 0017.7c2f.b69%a

chain for station 0017.7c2f.b69%a

[05/09/14 13:13:49.469 IST 64de

8151] 0017.7c2f.b69%a

dataAvgC: -1, rTAvgC: -1, dataBurstC:

Local Policy: Applying override policy
Clearing Dhcp state for station ---
Local Policy: Before Applying WLAN

is 1800 and apfMsTimeout is 1800

Local Policy:Setting Interface name

Local Policy:Setting local bridging

Applying WLAN ACL policies to client
No Interface ACL used for Wireless

apfApplyWlanPolicy: Retaining the

Local Policy: After Applying WLAN

is 1800 and apfMsTimeout is 1800

Local Policy: After Applying Site
is 1800 and apfMsTimeout is 1800

Inserting AAA Override struct for mobile

Inserting new RADIUS override into

Override Values: source: 2, valid_bits:

0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1

[05/09/14 13:13:49.469 IST 64df
-1 rTimeBurstC: -1, vlanIfName:
[05/09/14 13:13:49.469 IST 64e0
continuation

8151] 0017.7c2f.b69%a
, aclName:
8151] 0017.7c2f.b69%a

dataAvgC: -1, rTAvgC: -1, dataBurstC:

Local Policy: After ovr check



[05/09/14 13:13:49.469 IST 64el 8151] 0017.7c2f.b69a Local Policy: apf_ms_radius_override.c
apfMsSumOverride 447 Returning fail from apfMsSumOverride

[05/09/14 13:13:49.469 IST 64e2 8151] 0017.7c2f.b69%9a Local Policy: Calling
applyLocalProfilingPolicyAction from Override2

[05/09/14 13:13:49.469 IST 64e3 8151] 0017.7c2f.b69%a
***%* Tngide applyLocalProfilingPolicyAction ****

[05/09/14 13:13:49.469 IST 64ed4 8151] 0017.7c2f.b69a *** Client State = RUN instance = 2
instance Name POLICY_PROFILING_L2_AUTH, OverrideEnable = 1 deviceTypeLen=0,
deviceType=(null), userRoleLen=0, userRole=(null)

[05/09/14 13:13:49.469 IST 64e5 8151] 0017.7c2f.b69%a Local Profiling Values
isvalidvlan = 0, vlan = 0, isVlanRecdInDelete = 0, isValidSessionTimeout = 0,
sessionTimeout=0, isSessionTORecdInDelete = 0 ProtocolMap = 0 ,applyPolicyAtRun= 0
[05/09/14 13:13:49.469 IST 64e6 8151] 0017.7c2f.b69%a ipv4ACL = [1],

ipv6ACL = [], inQoS = [unknown], outQoS = [unknown]

[05/09/14 13:13:49.469 IST 64e7 8151] 0017.7c2f.b69a Local Policy: At the End AccessVLAN
= 12 and SessionTimeout is 1800 and apfMsTimeout is 1800

[05/09/14 13:13:49.469 IST 64e8 8151] 0017.7c2f.b69a In >= L2AUTH_COMPLETE for station
0017.7c2f.b69%a

[05/09/14 13:13:49.469 IST 64e9 8151] 0017.7c2f.b69%9a AAAS: creating accounting interim
record using method list Zubair_ISE, passthroughMode 1

[05/09/14 13:13:49.469 IST 64ea 8151] 0017.7c2f.b69a AAAS: initialised accounting interim
request, uid=280 passthrough=1

[05/09/14 13:13:49.469 IST 64eb 8151] 0017.7c2f.b69a AAAS: accounting request sent
[05/09/14 13:13:49.469 IST 64ec 8151] 0017.7c2f.b69%9a Not Using WMM Compliance code gosCap 00
[05/09/14 13:13:49.469 IST 64ed 8151] 0017.7c2f.b69%9a In SPI call for >= L2AUTH_COMPLETE
for station 0017.7c2f.b69%a

[05/09/14 13:13:49.469 IST 64ee 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len 0
[05/09/14 13:13:49.469 IST 64ef 8151] 0017.7c2f.b69%9a WCDB_LLM: prev Mob state 3 curr Mob
State 3 11Req flag O

[05/09/14 13:13:49.469 IST 64f0 8151] 0017.7c2f.b69%9a WCDB_CHANGE: auth=RUN(4) wvlan 12
radio 0 client_id 0x47ad4000000145 mobility=ExpForeign(3) src_int 0x506c800000000f
dst_int 0x75e18000000143 ackflag 2 reassoc_client 0 1llm notif 0 ip 10.105.135.190
ip_learn_type DHCP

--More--

[05/09/14 13:13:49.469 IST 64f1 8151] 0017.7c2f.b69%9a apfMsAssoStatelInc

[05/09/14 13:13:49.469 IST 64f2 8151] 0017.7c2f.b69a apfPemAddUser2 (apf_policy.c:197)
Changing state for mobile 0017.7c2f.b69a on AP <¢8£f9.f983.4260 from AAA Pending to
Associated

[05/09/14 13:13:49.469 IST 64f3 8151] 0017.7c2f.b69a Reason code 0, Preset 4, AAA cause 1

[05/09/14 13:13:49.469 IST 64f4 8151] 0017.7c2f.b69a Scheduling deletion of Mobile Station:
(callerId: 49) in 1800 seconds

[05/09/14 13:13:49.469 IST 64f5 8151] 0017.7c2f.b69a Ms Timeout = 1800,

Session Timeout = 1800

[05/09/14 13:13:49.469 IST 64f6 207] [WCDB] ==Update event: client (0017.7c2f.b69%a)
client id: (0x47ad4000000145) vlan (12->12) global_wlan (15->15) auth_state (RUN->RUN)
mob_st<truncated>

[05/09/14 13:13:49.469 IST 64f7 207] [WCDB] ===intf src/dst
(0x506c800000000£->0x506c800000000f) / (0x75e18000000143->0x75€18000000143) radio/bssid
(0->0)/(c8£9.£983.4260->c8£9.£983.4260) 1llm_notify (false) addr v4/v6 (<truncated>
[05/09/14 13:13:49.469 IST 64f8 207] [WCDB] wcdb_client_mcast_update_notify: No mcast
action reqgd

[05/09/14 13:13:49.469 IST 64f9 207] [WCDB] wcdb_ffcp_wedb_client_update_notify client
(0017.7c2f.b69a) id 0x47ad4000000145 ffcp update with flags=0x0

[05/09/14 13:15:47.411 IST 650a 8151] 0017.7c2f.b69a Acct-interim update sent for
station 0017.7c2f.b69%a

[05/09/14 13:16:38.431 IST 650b 8151] 0017.7c2f.bé69%a

Client stats update: Time now in sec 1399621598, Last Acct Msg Sent at 1399621547 sec



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



