Exemplo de Configuracdo de Ancora de
Convidado de Controladores LAN Sem Fio de
Acesso Unificado com Acesso Convergido
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Introduction

Este documento descreve como configurar as Controladoras Wireless LAN (WLCs) 5508/5760
Series e o Switch Catalyst 3850 Series para a Ancora de Convidado do cliente sem fio na nova
configuracdo de implantacdo de mobilidade, onde a WLC 5508 Series atua como Ancora de
Mobilidade e o Switch Catalyst 3850 Series atua como um Controlador Externo de Mobilidade
para os clientes. Além disso, o Switch da série Catalyst 3850 atua como um Agente de Mobilidade
para uma WLC da série 5760 que atua como um Controlador de Mobilidade de onde o Switch da
série Catalyst 3850 adquire a licenga de Ponto de Acesso (AP).

Prerequisites

Requirements

A Cisco recomenda que vocé tenha conhecimento destes tdpicos antes de tentar esta
configuragao:



. GUI ou CLI do Cisco 10S® com WLCs de acesso convergente 5760 e 3650 Series e o switch
Catalyst 3850 Series

- Acesso via GUI e CLI com a WLC 5508 Series

- Configuracao do Service Set Identifier (SSID)

- Autenticacao da Web

Componentes Utilizados
As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Cisco 5760 versao 3.3.3 (Next Generation Wiring Closet [NGWC])
- Catalyst 3850 Series Switch

- Cisco 5508 Series WLC versao 7.6.120

- APs Lightweight Cisco 3602 Series

- Cisco Catalyst 3560 Series Switches

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configurar

Nota:Use a Command Lookup Tool (somente clientes registrados) para obter mais
informacdes sobre os comandos usados nesta sec¢ao.

Diagrama de Rede

A WLC 5508 Series atua como um controlador de ancora, e o switch Catalyst 3850 Series atua
como um controlador externo e o agente de mobilidade que obtém a licenga do controlador de
mobilidade 5760.
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Observagao: no diagrama de rede, o 5508 Series WLC atua como o controlador de ancora,
0 5760 Series WLC atua como o controlador de mobilidade e o Catalyst 3850 Series Switch
atua como o agente de mobilidade e o Foreign WLC. A qualquer momento, o Controlador de
ancora para o Catalyst 3850 Series Switch € 0 5760 Series WLC ou o 5508 Series WLC.
Ambos n&o podem ser Ancoras ao mesmo tempo, pois a ancora dupla no funciona.

Configuragdes

A configuracao inclui trés partes:

Parte 1 - Configuragdo na WLC Ancora 5508

Parte 2 - Configuracdo de mobilidade de acesso convergente entre o 5508/5760 Series WLC e o
Catalyst 3850 Series Switch

Parte 3 - Configuracéo no Switch Catalyst 3850 Series Externo

Parte 1 - Configuragdo na WLC Ancora 5508

1. Na WLC 5508 Series, passe o mouse sobre WLAN > New para criar uma nova Wireless
LAN (WLAN).
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CIScCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANMDS  HELP
WLANS WLANSs > Edit "CLMAMN"
* WLANS *
General -M Advance
T | Security | QoS | Policy-Mapping | d |
b Advanced Profile Hame CLWN
Type WLAKN
S5ID CLWN
Status [¥ Enabled
Securty Policies WERB POLICY, Web-Auth

(Modifications done undaer security tab will appear after applying the changes.)

Radio Palicy all -
Interface/Trkerface

Group(G) wlanso -
Multicast Vlan Feature [ Enabled
Broadeast SSID ¥ Enabled
NAS-ID S50

2. Passe o mouse sobre WLAN > WLAN Edit > Security > Layer 3 enabled Web-authentication
para configurar a seguranga da camada 3.

aliadn

CISCO MONMITOR  WLANs CONTRODLLERE  WIRELESS  SECURITY MAMNAGEMENT COMMAMDS HELF  FEEDBES

WLANS WLANS > Edit "CUWN'

- \I:"L:r: Ea-ra Security -Flﬁ ] Plllm—lllpplqllﬁlnu-
b Advanced m Layer 3 mu

Layer 3 Sacurity 1 weh Policy -

@ authentication

) Passthrough

2 conditional Web Redirect
() Splash Page Web Redirect

) On MAC Filter Failure®®

Preauthentication ACL IPwd  None + IPwE Hone =  Webduth Flexfcl None -

Slaaping Client [ Enable

dver-ride Global Config [ Enable

3. Torne o endereco de ancora local na janela de configuragdo Ancora de mobilidade da WLAN
para adicionar a WLC 5508 Series como Ancora.



FONITOR  WlANs LCONTROLLER  WRELESS SECURITY MAMAGEHENT COMMANDS HELPF FEEDEACK

Mobility Anchors

WLAM 5510 e

Swmitch [P Address {Anchar) Data Faih Contrel Fath
local up o

Ll Amrkor Creats

4. Passe o mouse sobre Security > Webauth > Webauth page para configurar a pagina
Webauth a ser usada para a autenticagao do cliente.

Neste exemplo, a pagina Webauth interna da WLC ¢é selecionada:

NIHIT
CISCO MOMITOR  WLaNs CONTROLLER WIRELESS SECURITY MAWAGEMENT COMMAMDS HELP FEEDBACK
Security Web Login Page
L Wb Authentication Type Internal (Default) -
Genaral
- BADIUS Redirect URL after login
Authentication

This page allows you to customize the content and appearance of the Login

Accountng page, Tha Login page is prasanted to web usars tha first tirme they access the
Fallback WLAN if "Web Authentication® is turned on {under WLAN Security Policies).
OkS
» TACACS4 Cisea Lago @show (D Hide
LDAaR Headline
Local Met Usears Message
MAC Filtering

Disabled Clients
User Login Policies
AP Policies

5. Crie um usuario de rede local. Esse par nome de usuario/senha & usado pelo usuario
quando solicitado na pagina Webauth.

afear]es
CISCO MONITORE  WlLANS COMNTROLLER  WIRELESS  SECURITY  MAMAGEMENT
Security Local Met Users > Edit
¥ AAA User Name surbg
Genaral
» RADIUS Password e
Authentication Confirm Password ses
Accounting
Fallback Creation Time Mon May 19 12:00:41 2014
DNS Remaining Time MR
P TACACS+ -
LDAP WLAN Profile Any WLAN -
Local Met Users Description surbg
MAC Filkering

Film bl s mb-

Parte 2 - Configuragdo de mobilidade de acesso convergente entre o 5508/5760 Series WLC e o
Catalyst 3850 Series Switch

1. Na WLC 5508 Series, adicione a WLC 5760 Series como o Peer de mobilidade.



nlhlll.

CISCO MONITOR  Wiaks CORNTROLLER W]RELESS SECURITY MAaNAIEMENT COMTARRNOS HELF EEEDRAL)

Confraller Static Mobility Group Memibers
Ganeral
Pr— Local Mobily Group  Mobis-1
Interfaces HAL Address 1P Address Publs [P Addross Group Mame Stulticast 1P Status
Interfare Groups Sl D e B LE0E 13815 20.06,095,191 EECTES w00 up
multicast
HerH R -3 o o o o A7 0.
e - 0Fa0:00: 03:A0: 00 18.106.135.178 E0LLDG. BIE.1TR parhig na.n up
0200 00; D3: QD00 12,105 135 244 10105, 135.24 wrag 0.0

¥ Redwndancy
¥ Intemal DHCP Server

= paslility Managessent
Pabilty Canfhgunstion
Wakilty Groups

2. Na WLC 5760 Series, atuando como um controlador de mobilidade, adicione a WLC 5508
Series como o peer de mobilidade.

rﬂm Moritcr |+ Confgurston |+ sdmestsbon v Help -

Contraler Mobit; Poor
=[5 Grsbem bam Rarom
_ Gerend " IP addhe | Publc 1P Address | Group Hame | Mutcast P | ool Lk Status ' Duta Lk Stabe
Multict O 10.105.135 244 . surbig 00ag -
» B Weterisces O 105155151 10,108 135,151 o1 P e
* B O wasisme 100106, 135,178 g i ¥ L3
» 20 Irternal DHCP Server
* 55 Maragemant
= (£ Mobity Maragemenit
Wity Global Corilg
_ Switch Peer Geug

3. Este passo é muito importante! Adicione o Catalyst 3850 Series Switch como o agente de
mobilidade no 5760 Series WLC na guia Switch Peer Group em Mobility Management.

Iﬁm Monitor v Configuration | v Adminstiation | v Help ‘

P —— Switch Peer Group > SURBG-SPG
Switch Fesr Group = SURBG-SPG

& System
Gerard

R Rermoss
1P Address Publc IF Address Cantral Link Status Dita Link Skatus
O waesaszee 10,105 175,226 e -

4. No Catalyst 3850 Series Switch, adicione o 5760 Series WLC como o controlador de
mobilidade. Depois de fazer isso, o switch Catalyst 3850 Series obtém a licenga de APs do
controlador de mobilidade 5760.



4 Home  Mornitor | v Configuration |+ Administratior

Controller Muobility Agent Configuration
* 5 System
~ General Mability Role
- Muiticast Mobility Controller 1P Address | 10.105.135.244 |
r é Interfaces Control Link Status P
» &3 VLAN Diata Link Status up
» [ Internal DHCP Server Mabiity Protocal Port 16666
» (] Management Mobility Switch Peer Group Name SURBG-5PG
* 5 Mobiity Management DTLS Mode Enabled
_ Mohiity Global Config Mobiity Domain 1D for 802.11r Oxe699
__ Mobiity Pesr Mobility Keepalive Interval (1-30)sec 10

Parte 3: Configuragdo no Switch Catalyst 3850 Series Externo

1. Passe o mouse sobre GUI > Configuration > Wireless > WLAN > New para configurar o
SSID/WLAN exato no switch Catalyst 3850 Series.

Moritce | Configurations | v Administration | ¢ Help l

BC Polcy Mapping Achvancad

Egiéiﬁ

Sapurity Polcies
{Modifications done under security tab wil sppesr after appling the dhanges. )
Rk Pokcy aa ~]
Inkerface/Irterface Group(3)
Eroadcast SSI0
Multicast VLAN Feature O

2. Passe o mouse sobre WLAN > WLAN Edit > Security > Layer 3 enabled Web-authentication
para configurar a seguranga da camada 3.
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St s ol 4 Home  Moritor | ¥ Comfiguration | Adminstration [ v Help

Wireless WLAN
WLAN » Edit
v WLAN General Sacurity 5 BVC Paiicy Mapping ardvanced
_ WLAMS _
- Laysr2 Layer3 BAS Server |
L] ACoess Points S———
* [ B02.11a/njac Wb Palcy
» £ 202.11b/g/n Conditional Web Redirect ]
» B3 Meciis Stream Webauth Authentication List Disabled [0
- Wisbauth Parameter Map weh pe
* Bl Q0S5
Wibauth On-rmac-fites Falee [
Preauthentication P4 ACL Lincorfigured .
Praauthantication IPG ACL nong ':'I

3. Adicione o endereco IP da WLC 5508 Series como Ancora na configuragéo da ancora de
mobilidade da WLAN

r—
atlnanfia ——
isco  Wireless Controller 4 Home  Monitor | v Configuration | v Adminstraton [ v Help
Wiraless Modillity Anchors
WLAMN = Edit
B WLEN
WLANS
— WLAN Profie AT
* | Access Ponts
Swiftch P n.l:i:ife-ssl
* & 802, 11afnfac Craata Mobiity Anchor
¢ £ a0z 11b/gjin ; '
— Remove Archor
* L Media Straam
» B QoS 1P Adidress
- O 10.10%.135.151

Use esta segao para confirmar se a sua configuragao funciona corretamente.

Conecte o cliente a WLAN do Cisco Unified Wireless Network (CUWN). Este € o fluxo de trabalho:

1. O cliente recebe um endereco IP.

2. O cliente abre um navegador e acessa qualquer site.

3. O primeiro pacote TCP enviado pelo cliente é sequestrado pelo WLC, e o WLC intercepta e
envia a pagina Webauth.

4. Se o DNS estiver configurado corretamente, o cliente obtera a pagina Webauth.

. O cliente deve fornecer o nome de usuario/senha para ser autenticado.

6. ApOs a autenticagdo bem-sucedida, o cliente é redirecionado para a pagina de acesso
original.

&)



GQ 2 https://192168.2001 O ~ @ C2 € X || (2 Web Authentication x

Welcome to the Cisco wireless network

Cisco is pleasedto provide the Wireless LAN infrastructure for

your network. Please login and put your unified wireless
solution to work.

User Hame

Password

7. Depois que o cliente fornecer as credenciais corretas, ele passara a autenticagao.

e‘: =/ ) @ hitp://www.google.com/ P~CX (2 Internet Explorer cannot dis... *
@ Legout - Windows Internet Explorer | = || =] [ﬂ]
0 s 5 febpage

Web Authentication

Login Successful !

You can now use all regular network services
aver the wireless netwaork.

FPlease retain this small logout window in order
to logoffwhen done. Mote that you can always
use the following URL to retrieve this page:
hitps:4192 168 200 1logout html

Logout |

H100% -

Troubleshoot



Para solucionar problemas de configuragao, insira estas depuragdes no 5508 Series WLC, que
atua como uma ancora de convidado:

Debug Client

Debug web-auth redirect enable mac

Aqui esta um exemplo:

Debug Client 00:17:7C:2F:B6:9A
Debug web-auth redirect enable mac 00:17:7C:2F:B6:9A

show debug
MAC Addr 1. .. ... . e 00: 17: 7C. 2F: B6: 9A

Debug Fl ags Enabl ed:
dhcp packet enabl ed.
dot 11 nobil e enabl ed.
dot 11 state enabl ed
dot 1x events enabl ed.
dot 1x states enabl ed.
FI exConnect ft enabl ed.
pem events enabl ed.
pem st ate enabl ed.
CCKM cl i ent debug enabl ed.
webaut h redirect enabl ed.

*mmMaListen: May 19 13:36:34.276: 00:17:7c:2f:b6:9a Adding mobile on Remote AP
00:00:00:00:00:00(0)

*mrivali sten: May 19 13:36:34.277: 00: 17:7c: 2f: b6:9a override for default ap group,
mar ki ng intgrp NULL

*mmvali sten: May 19 13:36:34.277: 00:17:7c: 2f: b6:9a Applying Interface policy on
Mobil e, role Unassociated. Ms NAC State 2 Quarantine Vlan 0 Access Vlan 0

*mrivaLi sten: May 19 13:36:34.277: 00:17: 7c: 2f: b6: 9a Re-appl ying interface policy
for client

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 START (0) Changing IPv4

ACL 'none' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:2219)
*mmvaLi sten: May 19 13:36:34.277: 00:17:7c: 2f:b6:9a 0.0.0.0 START (0) Changing | Pv6
ACL 'none' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:2240)

*mmvali sten: May 19 13:36:34.277: 00:17: 7c: 2f: b6: 9a apf Appl yW anPol i cy: Apply W.AN
Policy over PMPv6 Client Mbility Type

*mrivali sten: May 19 13:36:34.277: 00:17:7c: 2f: b6:9a override fromintf group to an
intf for roamed client - renoving intf group from nscbh

*mrivali sten: May 19 13:36:34.277: 00:17:7c: 2f: b6:9a 0.0.0. 0 AUTHCHECK (2) Change
state to L2AUTHCOWPLETE (4) |ast state AUTHCHECK (2)

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 L2AUTHCOMPLETE (4)



Change state to DHCP_REQD (7) last state L2AUTHCOMPLETE (4)

*mrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f : b6: 9a Resetting web | Pv4 acl from
255 to 255

*mrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f : b6: 9a Resetting web | Pv4 Flex acl
from 65535 to 65535

*mmrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f : b6: 9a St oppi ng del eti on of Mbile
Station: (callerld: 53)
*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7) Adding
Fast Path rule type = Airespace AP - Learn IP address

on AP 00: 00: 00: 00: 00: 00, slot O, interface = 1, QOS = 0

IPv4 ACL ID = 255, |Pv
*mrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQ (7) Fast Path
rule (contd...) 802.1P = 0, DSCP = 0, TokenlD = 15206 Local Bridging VIan = 60,
Local Bridging intf id = 13
*mrivaLi sten: May 19 13: 36: 34.277: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
Successful ly plunbed mobile rule (I Pv4 ACL I D 255, IPv6 ACL I D 255, L2 ACL | D 255)
*mmrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7) State
Update from Mobility-Inconplete to Mbility-Conplete, nmobility rol e=ExpAnchor,
client state=APF_MS_STATE_ASSOCI ATED
*mrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0. 0.0.0 DHCP_REQD (7)
Change state to DHCP_REQD (7) last state DHCP_REQD (7)

*mrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
pemAdvanceSt at e2 5807, Adding TMP rul e
*mrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
Repl aci ng Fast Path rule

type = Airespace AP - Learn | P address

on AP 00: 00: 00: 00: 00: 00, slot O, interface = 1, QOS = 0

I Pv4 ACL I D = 255,
*mmrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
Fast Path rule (contd...) 802.1P = 0, DSCP = 0, Tokenl D = 15206 Local
Bridging Vlan = 60, Local Bridging intf id = 13
*mrivaLi sten: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
Successful ly plunbed mobile rule (I Pv4 ACL I D 255, IPv6 ACL I D 255, L2 ACL | D 255)
*penRecei veTask: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6: 9a Set bi-dir guest tunnel
for 00:17:7c:2f:b6:9a as in Export Anchor role
*penRecei veTask: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 Added NPU entry
of type 9, dtlFlags Ox4
*penRecei veTask: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6: 9a Sent an XID frame
*penRecei veTask: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6: 9a Set bi-dir guest tunnel
for 00:17:7c:2f:b6:9a as in Export Anchor role
*penRecei veTask: May 19 13: 36: 34.278: 00: 17: 7c: 2f: b6:9a 0.0.0.0 Added NPU entry
of type 9, dtlFlags Ox4
*| Pv6_Msg_Task: May 19 13:36:34.281: 00:17:7c: 2f: b6: 9a Pushing I Pv6 VIan Intf
| D 13: fe80:0000: 0000: 0000: 6¢cla: b253:d711: 0c7f , and MAC:. 00:17: 7C. 2F: B6: 9A ,
Bi nding to Data Plane. SUCCESS !! dhcpv6bitmap O
*| Pv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Calling nSendl pv6Addr Updat e
for addition of |IPv6: fe80:0000: 0000: 0000: 6¢cla: b253: d711: 0c7f , for MAC:
00:17: 7C: 2F: B6: 9A
*| Pv6_Msg_Task: May 19 13:36:34.281: 00:17: 7c: 2f: b6: 9a mmBSendl pv6Addr Updat e: 4800
Assigning an | Pv6 Addr fe80: 0000: 0000: 0000: 6¢cla: b253: d711: 0c7f to the client in
Anchor state update the foreign switch 10.105. 135. 226
*| Pv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Link Local address fe80::
6cla: b253: d711: c7f updated to msch. Not Advancing pem state.Current state: nscb
in apfMsMrnitial nobility state and client state APF_MS_STATE_AS
*mrivaLi sten: May 19 13: 36: 34.298: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
Repl aci ng Fast Path rule

type = Airespace AP - Learn | P address

on AP 00: 00: 00: 00: 00: 00, slot O, interface = 1, QOS = 0

I Pv4 ACL I D = 255,
*mmrivaLi sten: May 19 13: 36: 34.298: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)



Fast Path rule (contd...) 802.1P = 0, DSCP = 0, Tokenl D = 15206 Local Bridging

VIl an = 60, Local Bridging intf id = 13

*mrivaLi sten: May 19 13: 36: 34.298: 00: 17: 7c: 2f: b6:9a 0.0.0.0 DHCP_REQD (7)
Successful ly plunbed mobile rule (I Pv4 ACL I D 255, IPv6 ACL ID 255, L2 ACL | D 255)
*penRecei veTask: May 19 13:36:34.298: 00: 17: 7c: 2f: b6: 9a Set bi-dir guest tunnel for
00:17: 7c: 2f: b6:9a as in Export Anchor role

*penRecei veTask: May 19 13: 36: 34.298: 00: 17: 7c: 2f: b6:9a 0. 0.0. 0 Added NPU entry of
type 9, dtlFl ags 0x4

*dt| ArpTask: May 19 13: 36: 34.564: 00: 17: 7c: 2f: b6:9a Static IP client associated to
interface vl an60 which can support client subnet.

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 DHCP_REQD (7)
Change state to WEBAUTH_REQD (8) last state DHCP_REQD (7)

*dtl ArpTask: May 19 13:36:34.564: 00:17: 7c: 2f: b6: 9a 60. 60. 60. 11 WEBAUTH _REQD ( 8)
pemAdvanceSt ate2 6717, Adding TMP rul e
*dt | ArpTask: May 19 13:36:34.564: 00:17: 7c: 2f: b6: 9a 60. 60. 60. 11 WEBAUTH _REQD ( 8)
Repl aci ng Fast Path rule

type = Airespace AP Client - ACL passthru

on AP 00: 00: 00: 00: 00: 00, slot O, interface = 1, QOS = 0

| Pv4 ACL
*dtl ArpTask: May 19 13:36:34.564: 00:17: 7c: 2f: b6: 9a 60. 60. 60. 11 WEBAUTH _REQD ( 8)
Fast Path rule (contd...) 802.1P = O, DSCP = 0, TokenID = 15206 Local Bridging
Vlian = 60, Local Bridging intf id = 13
*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6é ACL ID 255, L2 ACL ID 255)
*dt| ArpTask: May 19 13: 36: 34.564: 00: 17: 7c: 2f : b6: 9a Pl unbi ng web-auth redirect rule
due to user | ogout
*dt| ArpTask: May 19 13: 36: 34.564: 00: 17: 7c: 2f : b6: 9a apf Assi gnMschbl pAddr: 1148
Assigning an I p Addr 60.60.60.11 to the client in Anchor state update the foreign
switch 10. 105. 135. 226
*dt| ArpTask: May 19 13: 36: 34. 565: 00: 17: 7c: 2f : b6: 9a Assi gni ng Address 60. 60. 60. 11
to nobile
*penRecei veTask: May 19 13: 36: 34. 565: 00: 17: 7c: 2f: b6: 9a Set bi-dir guest tunnel for
00:17: 7c: 2f: b6: 9a as in Export Anchor role
*penRecei veTask: May 19 13: 36: 34. 565: 00: 17: 7c: 2f: b6: 9a 60. 60. 60. 11 Added NPU entry
of type 2, dtlFlags Ox4
*penRecei veTask: May 19 13: 36: 34. 565: 00: 17: 7c: 2f: b6: 9a Pushi ng | Pv6:
f e80: 0000: 0000: 0000: 6¢cla: b253: d711: Oc7f , and MAC: 00: 17: 7C. 2F: B6:9A , Binding to
Data Pl ane. SUCCESS !!
*penRecei veTask: May 19 13: 36: 34. 565: 00: 17: 7c: 2f: b6: 9a Sent an XID frame

(5508-MC) >
(5508-MC) >
(5508- MC) >*DHCP Socket Task: May 19 13:36:44.259: 00:17: 7c: 2f: b6: 9a DHCP recei ved
op BOOTREQUEST (1) (len 314,vlan 0, port 1, encap Oxec07)
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c: 2f: b6: 9a DHCP (encap type 0Oxec07)
metype 3ff:ff:ff:ff:ff:ff
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c: 2f:b6: 9a DHCP selecting relay 1 -
control block settings:

dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,

dhcpGat eway: 0.0.0.0, dhcpRelay: 0.0.0.0 VLAN: O
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c:2f:b6:9a DHCP selected relay 1 -
60. 60. 60. 251 (| ocal address 60.60.60.2, gateway 60.60.60.251, VLAN 60, port 1)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP transmtti ng DHCP
REQUEST ( 3)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP  op: BOOTREQUEST,
htype: Ethernet, hlen: 6, hops: 1
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP  xid: Oxad0Oada3
(2902502819), secs: 3072, flags: O
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP  chaddr:
00: 17: 7c: 2f : b6: 9a
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c: 2f:b6: 9a DHCP ciaddr: 0.0.0.0,
yiaddr: 0.0.0.0
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c: 2f:b6: 9a DHCP siaddr: 0.0.0.0,



gi addr: 60. 60. 60. 2
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP requested ip:
60. 60. 60. 11
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c: 2f:b6: 9a DHCP sendi ng REQUEST to
60. 60. 60. 251 (len 358, port 1, vlan 60)
*DHCP Socket Task: May 19 13: 36:44.260: 00:17:7c: 2f:b6: 9a DHCP selecting relay 2 -
control block settings:

dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,

dhcpGat eway: 0.0.0.0, dhcpRelay: 60.60.60.2 VLAN: 60
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP selected relay 2 -
NONE (server address 0.0.0.0,local address 0.0.0.0, gateway 60.60.60.251, VLAN 60,
port 1)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c: 2f:b6: 9a DHCP recei ved op BOOTREPLY
(2) (len 308,vlan 60, port 1, encap Oxec00)
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c: 2f:b6:9a DHCP setting server from ACK
(server 60.60.60.251, yiaddr 60.60.60.11)
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP transmtti ng DHCP
ACK (5)
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP  op: BOOTREPLY, htype:
Et hernet, hlen: 6, hops: O
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP  xid: Oxad0Oada3
(2902502819), secs: 0, flags: O
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP  chaddr:
00: 17: 7c: 2f : b6: 9a
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP ciaddr: 0.0.0.0,
yiaddr: 60.60.60.11
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP siaddr: 0.0.0.0,
giaddr: 0.0.0.0
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP server id:
192.168.200.1 rcvd server id: 60.60.60.251
*webauthRedirect: May 19 13:36:47.678: 0:17:7c:2f:b6:9a- received connection

*webauthRedirect: May 19 13:36:47.680: captive-bypass detection disabled, Not
checking for wispr in HTTP GET, client mac=0:17: 7c: 2f: b6: 9a

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6:9a- Preparing redirect

URL according to configured Wb-Auth type

*webaut hRedi rect: My 19 13:36:47.680: 0:17:7c: 2f: b6: 9a- Checki ng cust om web
config for WAAN ID: 4

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- unable to get the hostName
for virtual IP, using virtual IP =192.168.200.1

*webaut hRedi rect: My 19 13:36:47.680: 0:17:7c: 2f:b6:9a- G obal status is enabled,
checki ng on web-auth type

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6: 9a- Web-auth type Internal,
no further redirecti on needed. Presenting defualt |ogin page to user

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6:9a- http_response_nsg_bodyl

i s <HTML><HEAD><TI TLE> Web Aut henticati on Redirect</TlI TLE><META htt p- equi v=
"Cache-control " content="no-cache"><META htt p-equi v="Pragm" content="n

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6:9a- http_response_nsg_body2

i s "></HEAD></ HTM.>

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- parser host is
www . facebook.com

*webaut hRedi rect: My 19 13:36:47.680: 0:17:7c: 2f: b6:9a- parser path is /
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- added redirect=,
URL is now https://192.168.200.1/login.html?

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- strl is now
https://192.168.200.1/login.html?redirect=www.facebook.com/

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- clen string is
Cont ent - Lengt h: 312

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Message to be sent is
HTTP/1.1 200 OK
Location: https://192.168.200.1/login.html?redirect=www.facebook.com/



Content-Type: text/html
Content-Length: 312

<HTM_><HEAD

*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6:9a- send data | engt h=448
*webaut hRedi rect: May 19 13:36:47.680: 0:17:7c: 2f: b6: 9a- Web-auth type External,
but unable to get URL

*webaut hRedi rect: May 19 13:36:47.681: 0:17:7c: 2f: b6: 9a- recei ved connection

*emAéb: May 19 13:36:48.731: SSL Connection created for MAC: 0: 17: 7c: 2f : b6: 9a
*webaut hRedi rect: May 19 13:36:51.795: 0:17: 7c: 2f: b6: 9a- recei ved connection

*webaut hRedi rect: My 19 13:36:51. 795: captive-bypass detection di sabl ed, Not
checking for wispr in HITP GET, client mac=0:17: 7c: 2f : b6: 9a

*webaut hRedi rect: My 19 13:36:51.795: 0:17: 7c: 2f: b6: 9a- Preparing redirect URL
according to configured Wb-Auth type

*webaut hRedi rect: My 19 13:36:51.796: 0: 17: 7c: 2f: b6: 9a- Checki ng cust om web
config for WAAN ID: 4

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6:9a- unable to get the hostNane
for virtual IP, using virtual |IP =192.168.200.1

*webaut hRedi rect: My 19 13:36:51.796: 0:17:7c: 2f: b6:9a- G obal status is enabl ed,
checki ng on web-auth type

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6: 9a- Web-auth type Internal,
no further redirecti on needed. Presenting defualt |ogin page to user

*webaut hRedi rect: My 19 13:36:51.796: 0:17:7c: 2f: b6:9a- http_response_nsg_bodyl

i s <HTML><HEAD><TI TLE> Web Aut henticati on Redirect </ Tl TLE><META htt p- equi v=
"Cache-control " content="no-cache"><META htt p-equi v="Pragma" content="n

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6:9a- http_response_nsg_body2
is "></HEAD></ HTM.>

*webaut hRedi rect: My 19 13:36:51.796: 0:17:7c: 2f: b6:9a- parser host is
www. f acebook. com

*webaut hRedi rect: My 19 13:36:51.796: 0:17: 7c: 2f: b6:9a- parser path is
/favicon.ico

*webaut hRedi rect: My 19 13:36:51.796: 0:17:7c: 2f: b6:9a- added redirect=, URL is
now https://192.168. 200. 1/1 ogi n. ht m ?

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f:b6:9a- strl is now
https://192.168. 200. 1/1 ogi n. ht m ?r edi r ect =www. f acebook. coni f avi con. i co

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- clen string is

Cont ent - Lengt h: 323

*webaut hRedi rect: My 19 13:36:51.796: 0:17: 7c: 2f: b6: 9a- Message to be sent is
HTTP/ 1.1 200 K

Location: https://192.168.200. 1/l ogin. ht m ?redi rect =ww\. f acebook. conl f avi con. i co

Cont ent - Type: text/htm

Cont ent - Lengt h: 323

*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6: 9a- send data | engt h=470
*webaut hRedi rect: May 19 13:36:51.796: 0:17:7c: 2f: b6: 9a- Web-auth type External,
but unable to get URL
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c: 2f: b6: 9a DHCP recei ved op
BOOTREQUEST (1) (len 308,vlan 0, port 1, encap Oxec07)
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c: 2f: b6: 9a DHCP (encap type 0Oxec07)
metype 3ff:ff:ff:ff:ff:ff
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c: 2f:b6: 9a DHCP selecting relay 1 -
control block settings:

dhcpServer: 60. 60. 60. 251, dhcpNet mask: 255.255. 255. 0,

dhcpGat eway: 60. 60. 60. 251, dhcpRel ay: 60.60.60.2 VLAN: 60

*emAéb: May 19 13:38:35.187:



ewaURLHook: Entering:url=/login.htm, virtlp = 192.168. 200.1, ssl_connection=1,
secur eweb=1

*emWeb: May 19 13:38:35.199: WLC received client 0:17:7c:2f:b6:9a request for
Web-Auth page /login.html

*emWeb: May 19 13:38:35.199: WLC received client 0:17:7c:2f:b6:9a request for
Web-Auth page /login.html

*emWeb: May 19 13:38:47.215:

ewaURLHook: Entering:url=/login.html, virtIp = 192.168.200.1, ssl_connection=1,
secureweb=1

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a Username entry (surbg)
created for mobile, length = 5

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a Username entry (surbg)
created in mscb for mobile, length = 5

*ewmvebWebaut hl: May 19 13:38:47.216: 00: 17: 7c: 2f : b6: 9a 60. 60. 60. 11 WEBAUTH_REQD
(8) Change state to WEBAUTH _NOL3SEC (14) | ast state WEBAUTH REQD ( 8)

*ewmvebWebaut hl: May 19 13:38:47.216: 00: 17: 7c: 2f: b6: 9a apf MsRunSt at el nc
*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_ NOL3SEC
(14) Change state to RUN (20) last state WEBAUTH_NOL3SEC (14)

*ewmvebWebaut hl: May 19 13:38:47.216: 00: 17: 7c: 2f: b6: 9a Session Tineout is O -
not starting session timer for the nobile
*ewmvebWebaut hl: May 19 13:38:47.216: 00: 17: 7c: 2f : b6: 9a 60. 60. 60. 11 RUN ( 20)
Reached PLUMBFASTPATH. from|line 6605
*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 RUN (20)
Replacing Fast Path rule

type = Airespace AP Client

on AP 00: 00: 00: 00: 00: 00, slot O, interface = 1, QOS = 0

IPv4 ACL ID = 255, IPv6 ACL ID =

Aqui esta a captura de pacotes do lado do cliente.

O cliente obtém o endereco IP.

gmartlin_2f:b6:9a Broadcast LRP 42 who has &0.60,.60,117 Tell 0.0.0.0
smartlin_2zf:b6:9a eEroadcast ARP 42 who has &0.60,60,2517 Tell 60,60.60.11
smart1in_2f:b6:9a Broadcast ARF 42 gratuitous asp for 60, 60.60,11 (reguest)
0.0.0.0 255.255.255.255 CHCP 348 DHCP Request - Transaction ID Oxd73béd5h
162.1658.200.1 &0.60.60.11 CDHCP 346 DHCP ACK - Transaction ID nxd?zhﬁiih

R R B L I T - e e e

O cliente abre um navegador e digita www.facebook.com.

e e e rwn w R I T . P m mmme

60, 60, 60,11 50. 50. 50,251 ons ?E s:and.ard eper'y OxlBbc A wew. 'Fa.cehnnk com

50. 50, 50,251 60, 60, 60,11 DHS 92 Zrandard gquery response Ox18bc 4 56.56.56. 56
60, 60, 60,11 50,50, 50,251 (T 78 standard query Qxablb  ARAA www, Tacebook. com
60. 60, 60,11 50. 50, 50,251 DN 76 standard query Oxablh AAAA www, Facebook. com
A AL AL 1 560 5. 50,251 nes TR osrandard moaery Dxallh asas wew. Facebank . cmm

wire (G608 76 bytes captured (G608 ntertace O

Internet Protocol version 4, Src: 600 60,80,11 (60,460,60.11), Dpst: 50,50, 50,250 (50, %0. 50.251)
user patagram Protocal, SFE POFT: 62672 (626720, pst Port: domadn 530
pomain wWame System (guery)

Transaction I0D: Owabllb
® Flags: 0ud100 Standard guery

questions: 1

Answer RRES: O

suthority RRS: O

Additional RREs: O
= aueries

B wew, Facebook. com: type A2AA, class IN

o
+ Ethernet II, 3rc: Smartlin_Zf:bé:Ga {IJI:' 17:7ci2f:bd:9al), Dst: C‘iscu _foiodzal (ForfrohS:fc:bbali)
]

A WLC intercepta o primeiro pacote TCP do cliente e envia seu endereco IP virtual e a pagina
Webauth interna.



56, 56, 56. 56 60, 60, 60,11 TCP 54 hrtp > 48720 [ack] seqsl ack=207 win=66%6 Lensd

6, 56, 56. 56

“‘I ER TR SR A AN /RN ™D R4 now AGTIN hl e 7| brk=307T nmFRER | ane
L]

[ Frama 5500 524 bytes on wire (4192 bits), 524 byres caprured 4192 bits) on dnterface 0

E Ethernet II, Src; Cisco_fo:®d:a8 (FO:F7:8%5:Fc:®8:a8), Dst: Smartlin_2f:bé:fa (00:L7:7c:2F:bA:Ra)

[ Intarnat Protoco]l Varsion 4, Src: 54, 56, 8698 (54,54, 58,980, Dst: 80,60, 40,11 (80.40,80,11)

@ Transmission Contral Protocel, Sre Part: hetp (BO00, DEt Port: 45720 (497200, Seq: 1, Ack: 20F, Len:d 470
=]

Location: herps: L9, LeE. 200, 1 T0gn, hml Frecd rec T sewe, Tacebok , cosFay i con. 1<oiesn
Content-Type: textimThryn

B Contant-Length; 323%Wn
W
[HTTP response 1,11

Apos a autenticagao bem-sucedida da Web, o restante do fluxo de trabalho é concluido.

O 60, 60,11 B0, 50,950,251 oy 06 seandard gquery Oefdcd & Tedselier, fe,nlcrasof, oom

E0.60.60LD1 LB2.AEB.PGO.L . TeP E6407M > hrips [Sve] foged WineEL02 Lonel MES=14E0 Wied SACK _PCRM=l
192.148,200,1  &0.40.E01L TCR . Gahetps - 49724 [5yM, ACK] Seqel sckel winei3S0 Lene( MSS=1RS0 SACK_FERMS]l WSefd
B0, B0, G, 11 102,168, 200.1 TeR 54 40724 > hitps [ACK] Zogel Ack=l win=1S680 Loned

B0, B0, 60, 11 102,168, 200,1 TLEVL 180 Client Hello

19Z.168.200.1 &0, 60,5011 TeR 54 hrtps > 40724 [ack] Zogel acke=137 win=S655 Lon=0

192,168, 200.1 &0, 0. 80,11 TLEVL 192 server Hello, Chamge Cipher Spez, Encrypted Handshake Meszage

B0, B0, G, 11 102,168, 200.1 TLSWL 113 change cipher Spec, Encrypred Handshaka MEssage

19z 168.200.1 &0, 60 80,11 TCP 54 MTTps > 40724 [Ack] Sageli0 Acke=106 win=S&56 Lansd

P Af AR &5 AEE preTe e e L



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



