PEAP sob redes sem fio unificadas com o
Internet Authentication Service da Microsoft
(IAS)
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Introduction

Este original fornece um exemplo de configuragao para configurar o Protected Extensible
Authentication Protocol (PEAP) com a autenticacdo Microsoft Challenge Handshake
Authentication Protocol (MS-CHAP) verséo 2 em uma rede Cisco Unified Wireless com o
Microsoft Internet Authentication Service (IAS) como um servidor RADIUS.



Prerequisites

Requirements

Ha uma suposigao de que o leitor tenha conhecimento da instalagdo basica do Windows 2003 e
da instalagado do controlador Cisco, uma vez que este documento abrange apenas as
configuragdes especificas para facilitar os testes.

Observagao: este documento tem como objetivo dar aos leitores um exemplo da configuragéo
necessaria no servidor MS para a autenticagdo PEAP - MS CHAP. A configuragao do servidor
Microsoft apresentada nesta secao foi testada no laboratério e descobriu-se que estava
funcionando conforme esperado. Se vocé tiver problemas para configurar o servidor Microsoft,
entre em contato com a Microsoft para obter ajuda. O Cisco TAC nao suporta a configuragao do
servidor Microsoft Windows.

Para obter informacgdes sobre a instalagédo e a configuragao iniciais dos Cisco 4400 Series
Controllers, consulte o Guia de Introducdo: Cisco 4400 Series Wireless LAN Controllers.

Os guias de instalacao e configuragao do Microsoft Windows 2003 podem ser encontrados em
Instalando o Windows Server 2003 R2 .

Antes de comegar, instale o sistema operacional Microsoft Windows Server 2003 com SP1 em
cada um dos servidores no laboratério de teste e atualize todos os Service Packs. Instale as
controladoras e os pontos de acesso lightweight (LAPs) e verifique se as atualizagdes de software
mais recentes estdo configuradas.

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Controlador Cisco 4400 Series com firmware versao 4.0

- AP do protocolo LWAPP (Lightweight Access Point Protocol) do Cisco 1131

- Windows 2003 Enterprise Server (SP1) com servigos de Internet Authentication Service (IAS),
Certificate Authority (CA), DHCP e Domain Name System (DNS) instalados

- Windows XP Professional com SP 2 (e Service Packs atualizados) e placa de interface de
rede sem fio (NIC) Cisco Aironet 802.11a/b/g

- Aironet Desktop Utility Versao 4.0

- Switch Cisco 3560

The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

Consulte as Convencoes de Dicas Técnicas da Cisco para obter mais informacoes sobre
convencoes de documentos.

Visao geral do PEAP


//www.cisco.com/en/US/docs/wireless/controller/4400/quick/guide/ctrlv32.html
http://technet2.microsoft.com/WindowsServer/en/library/c68efa05-c31e-42c9-aed6-0391130ceac21033.mspx?mfr=true
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

O PEAP usa o Transport Level Security (TLS) para criar um canal criptografado entre um cliente
PEAP de autenticagdo, como um laptop Wireless, e um autenticador PEAP, como o Microsoft
Internet Authentication Service (IAS) ou qualquer servidor RADIUS. O PEAP nao especifica um
meétodo de autenticagdo, mas fornece seguranga adicional para outros protocolos de autenticagao
EAP, como EAP-MSCHAPV2, que podem operar através do canal criptografado TLS fornecido
pelo PEAP. O processo de autenticacdo PEAP consiste em duas fases principais:

Fase um do PEAP: canal criptografado TLS

O cliente Wireless se associa ao AP. Uma associacado baseada em IEEE 802.11 fornece uma
autenticagao de Sistema Aberto ou Chave Compartilhada antes de uma associagao segura ser
criada entre o cliente e o Ponto de Acesso (LAP). Depois que a associagao baseada em IEEE
802.11 é estabelecida com éxito entre o cliente e o Ponto de acesso, a sessao TLS é negociada
com o AP. Apéds a conclusdo bem-sucedida da autenticagao entre o cliente Wireless e o servidor
IAS, a sessao TLS é negociada entre eles. A chave derivada nessa negociagao € usada para
criptografar todas as comunicagdes subsequentes.

Fase dois do PEAP: comunicagao autenticada por EAP

A comunicagao EAP, que inclui a negociagao EAP, ocorre dentro do canal TLS criado pelo PEAP
na primeira etapa do processo de autenticagdo PEAP. O servidor IAS autentica o cliente Wireless
com EAP-MS-CHAP v2. O LAP e a controladora apenas encaminham mensagens entre o cliente
Wireless e o servidor RADIUS. A WLC e o LAP nao podem descriptografar essas mensagens
porque nao € o ponto final de TLS.

Depois que ocorre a etapa um do PEAP e o canal TLS é criado entre o servidor IAS e o cliente
Wireless 802.1X, para uma tentativa de autenticagdo bem-sucedida em que o usuario forneceu
credenciais validas baseadas em senha com PEAP-MS-CHAP v2, a sequéncia de mensagens
RADIUS é esta:

1. O servidor IAS envia uma mensagem de solicitacdo de identidade ao cliente: EAP-
Solicitacdo/ldentidade.

2. O cliente responde com uma mensagem de resposta de identidade: EAP-
Resposta/ldentidade.

3. O servidor IAS envia uma mensagem de desafio MS-CHAP v2: EAP-Request/EAP-
Type=EAP MS-CHAP-V2 (Challenge).

4. O cliente responde com um desafio e uma resposta MS-CHAP v2: EAP-Response/EAP-
Type=EAP-MS-CHAP-V2 (Response).

5. O servidor IAS envia de volta um pacote de sucesso MS-CHAP v2 quando o servidor
autentica com éxito o cliente: EAP-Request/EAP-Type=EAP-MS-CHAP-V2 (Sucesso).

6. O cliente responde com um pacote de sucesso MS-CHAP v2 quando o cliente autentica com
éxito o servidor: EAP-Response/EAP-Type=EAP-MS-CHAP-V2 (Exito).

7. O servidor IAS envia um EAP-TLV que indica uma autenticacdo bem-sucedida.

. O cliente responde com uma mensagem de status de éxito EAP-TLV.

9. O servidor conclui a autenticagao e envia uma mensagem EAP-Success usando texto
simples. Se as VLANs forem implantadas para isolamento do cliente, os atributos da VLAN
serao incluidos nesta mensagem.

oo

Configurar




Este documento fornece um exemplo para a configuragdo do PEAP MS-CHAP v2.

Nota: Use a Command Lookup Tool (somente clientes registrados) para obter mais informacoes
sobre os comandos usados nesta sec¢ao.

Diagrama de Rede

Este documento utiliza a seguinte configuracao de rede:

Wireless LAN Controller (WLC)

_ 1 Light Weight AP

Microsoft Windows 2003 Server (AD,
CA, DC, DHCP, DNS, 1AS)

Wireless Client C1  Wireless Client C2

Nesta configuracao, um servidor Microsoft Windows 2003 executa estas fungdes:

- Controlador de dominio para o dominio Wireless.com
- servidor DHCP/DNS
- Servidor de Autoridade de Certificagao (CA)
- Ative Diretory - para manter o banco de dados do usuario
- Internet Authentication Service (IAS) - para autenticar os usuarios sem fio
Esse servidor se conecta a rede com fio por meio de um switch de Camada 2, como mostrado.

A controladora Wireless LAN (WLC) e o LAP registrado também se conectam a rede através do
switch de Camada 2.

Os clientes sem fio C1 e C2 usarao a autenticagcdo WPA2 (Wi-Fi Protected Access 2) - PEAP
MSCHAP v2 para se conectar a rede sem fio.

O objetivo é configurar o servidor Microsoft 2003, o Wireless LAN Controller e o Light Weight AP
para autenticar os clientes Wireless com a autenticagdo PEAP MSCHAP v2.

A préxima secao explica como configurar os dispositivos para essa configuragao.



Configuracoes

Esta secdo examina a configuragao necessaria para configurar a Autenticagdo PEAP MS-CHAP
v2 nesta WLAN:

- Configurar o Microsoft Windows 2003 Server
- Configurar a controladora Wireless LAN (WLC) e os APs leves
- Configurar os clientes sem fio

Comece com a configuragédo do servidor Microsoft Windows 2003.

Configurar o Microsoft Windows 2003 Server

Configurar o Microsoft Windows 2003 Server

Como mencionado na secao Configuracao de rede, use o servidor Microsoft Windows 2003 na
rede para executar essas funcoes.

- Controlador de dominio - para o dominio Wireless

- servidor DHCP/DNS

- Servidor de Autoridade de Certificagao (CA)

- Internet Authentication Service (IAS) - para autenticar os usuarios sem fio
- Ative Diretory - para manter o banco de dados do usuario

Configure o servidor Microsoft Windows 2003 para esses servigos. Comece com a configuragao
do servidor Microsoft Windows 2003 como um controlador de dominio.

Configurar o servidor Microsoft Windows 2003 como um controlador de dominio

Para configurar o servidor Microsoft Windows 2003 como um controlador de dominio, siga estas
etapas:

1. Clique em Iniciar, clique em Executar, digite dcpromo.exe e clique em OK para iniciar o
Assistente de instalagao do Ative
Diretory.



Active Directory Installation Yizari : : j_j

Welcome to the Active Directory
Installation Wizard

Thig wizard helpz vou install Active Directory services on this
gerver, making the zerver a domain controller.

[f thiz iz the firzt time you have ingtalled Active Directan, it is
recaommended that yau firzt read the overview in Active

Directon Help.

To continue, click, Hexst.

.................................

2. Cliqgue em Avancar para executar o Assistente de Instalacdo do Ative
Diretory.



Active Directory Installation YWizard

Operating System Compatibility
Irmproved zecurity zettings in Windows Server 2003 affect alder versions of
Windowz,

Diomain controllers running *windows Server 2003 implement secunty zettings that

require clientz and other zervers to communicate with thoze domain controllers in a mare

EECLNE Wal,

Some older versionz of Windows, including Yindows 95 and Windows NT 4.0 5P3 ar
earlier, do not meet these requirements. Similarly, some non-Windows spstems, including

Apple Mac 05 & and SaMBA clients, might not meet these requirements.

Far mare infarmation, zee Compatibility Help.

.................................

3. Para criar um novo dominio, escolha a opcao Domain Controller para um novo
dominio.




Active Directory Installation YWizard

Domain Controller Type
Specify the role wou want thiz server to have.

Do pou want thiz server to become a domain controller for a new domain or an
additional domain controller for an exizting dormain?

Select thiz option o create a new child domain, new domain tree, or new forest,
Thiz zerver will become the first domain cantraller in the new domain.

" Additional domain contraller for an existing domain
& Proceeding with thiz option will delete all local accountz on this zerer.

Al cryptographic keys will be deleted and should be exported befare
continuing.

Al encrypted data, such az EFS-encrypted filez or e-mail, should be decrypted
before continuing or it will be permanently inacceszsible.

4. Clique em Avangar para criar uma nova floresta de arvores de
dominio.



Active Directory Installation Wizard

Create Hew Domain ;
Select which twpe of domain to create.

Create a new:

Select thiz optian if this i the first damain i your organization ar if pou want the new
domain to be completely independent of vour current forest,

™ Child domain in an exizting domain tree

[f vou want the new domain to be a child of an existing domain, zelect thiz option.
For example, you could create a new domain named
headquarters. example. microzaft. com as a child domain of the domain

example. ricrozoft. com.

™ Domain tree in an existing forest

[f pou don't want the new domain to be a child of an exizting domain, zelect this
option. Thiz will create a new domain tree that i separate from any exizting trees.

£ Back MHeut » I Cancel

5. Se o DNS nao estiver instalado no sistema, o assistente fornecera opgdes com as quais
configurar o DNS. Escolha Nao, Apenas Instalar e Configurar DNS neste computador. Clique
em
Next.



Active Directory Installation Wizard

Install or Configure DM5S
You can configure or install Domain Maming Service [DMS] on this computer.

Diomain Maming Serdice [DMNS] iz not configured on thiz computer. [z DMS already
running on thiz netwaork’?

" Yesz, | will configure the DNS client

6. Digite o nome DNS completo do novo dominio. Neste exemplo, Wireless.com é usado e
clique em
Avancar.




Active Directory Installation Wizard

Mew Domain Hame
Specify a name far the new domain.

Type the full DMS name for the new domain
[for emample: headguarters. example. microzoft. com).

Full DMS name far new domair:

wWireless. com

£ Back Hewut » i Cancel

7. Insira 0o nome NETBIOS para o dominio e clique em Avangar. Este exemplo usa
WIRELESS.



Active Directory Installation Wizard

MetBI0OS Domain Hame
Specifp a MetBIOS name for the new domain.

Thiz iz the name that uzerz of earlier verzsions of Windows will uze ta identify the new
dorain. Click Mext to accept the name shown, or bppe a new name.

Domain MetB10S name: WIRELESS

8. Escolha o banco de dados e os locais de log para o dominio. Clique em

Next.



Active Directory Installation Wizard

Database and Log Folders
Specify the folders to contain the Active Directary databaze and log files.

For best performance and recoverabiliby, store the databaze and the log on zeparate
hard dizks.

Where da you want to gtore the Active Directory database?

Databaze folder:

CWINDOWS\HTDS Browse. .. i

Where da you want bo store the Active Directory log?

Log folder:
C:WAMDOWSAMTDS Browse. . 1

9. Escolha um local para a pasta Sysvol. Clique em
Next.



Active Directory Installation Wizard

Shared System Yolume
Specify the folder to be shared as the system volume.

The 5Y5SYOL folder stores the zerver's copy of the domain's public filez. The contents
of the S%'SWOL folder are replicated to all domain controllers in the domain.

The 5%SVOL falder must be lacated on an NTFS walume.
Enter a lozation far the S%5S%0OL falder.

Folder lozation:

C:AWIMN DO 5SS WOL Browse. .

£ Back Hewut » i Cancel

10. Escolha as permissdes padrao para os usuarios e grupos. Clique em
Next.



Active Directory Installation Wizarﬂif

Permizsions
Select default permizzions for uzer and group objects.

Some server programs, such az Windows NT Remaote Accezs Service, read infarmation
ztored on domain controllers.

% Pemizzions compatible with prewindows 2000 server operating systens

Select thiz optian if you run server programs on preswindows 2000 server operating
spztems ar on Windows 2000 or Windows Server 2003 operating sypztems that are
members af preswindows 2000 domains.

& Anonymous uzers can read information on this domair.

™ Pemizzions compatible only with Windows 2000 or Windows Server 2003
operating systems

Select thiz option if pou run gerver programs anly onwWindows 2000 or Windows
Server 2003 operating systems that are members of Active Directon domaing. Daly
authenticated uzers can read information an thiz domain,

< Back et = Cancel

11. Defina a Senha do administrador e clique em
Avancar.



Active Directory Installation Wizarﬂif

Directory Services Hestore Mode Admimstrator Password

Thiz pazsword iz uzed when you start the computer in Directory Services Festore
tiode.

Type and confirm the pazsword pow want to azzign to the Administrator account uzed

when thiz server iz started in Directary Services Restore Mode.

The reztare mode Adminiztrator account i different from the damain 2dministratar

account. The pazzwords for the accounts might be different, =0 be sure o remember

bath.
Restore Mode Pazsword: AL LT
Confirm pazsword: ssssssssl

Faor more infarmation about Directory Services Restore Mode, zee Active Directom Help.

< Back et =

Cancel

12. Clique em Avangar para aceitar as opgoes de dominio definidas
anteriormente.




Active Directory Installation Wizard

Summary
Rewview and confirm the options pou selected.

You choze ta:

Configure thiz zerver as the first domain controller in a new forest of domain rees.
The new domain name iz Wirelezz.cam. Thiz iz alza the name of the new farest.
The NetBIOS name aof the domain iz WIRELESS

D atabasze folder; C:3WWINDOWSASHTDS

Log file folder: C:hwAMDODWSSHTDS

SSYWOL folder: C:WwIMDOWSASYSOL

The pasaword af the new domain administratar will be the =ame as the pazswaord of
the adminiztrator of this computer.

To change an option, click Back. To begin the operation, click Mest.

=

|

< Back et =

Cancel i

13. Clique em Concluir para fechar o Assistente de Instalagdo do Ative
Diretory.



Active Directory Installation Wizar

Completing the Active Directory
Installation Wizard

A ctive Directary iz now ingtalled on thiz computer for the ...flj
domain ‘Wireless. com.

Thiz domain controller is aszigned ta the site
Default-First-Site-Mame. Sitez are managed with the
detive Directory Sitez and Services administrative tool.

Ta cloze this wizard, click Finish.

Hack Finizh LCancel

14. Reinicie o servidor para que as alteragcdes tenham

Active Directory Installéi:_"r_q_

X

Windows must be restarted before the changes made by the Active
Directory Installation wizard take effect.

Bestart Mow Dion't Restart Mo

efeito.

Com esta etapa, vocé configurou o servidor Microsoft Windows 2003 como um controlador de

dominio e criou um novo dominio Wireless.com. Em seguida, configure os servicos DHCP no
servidor.

Instalar e configurar os servicos DHCP no Microsoft Windows 2003 Server

O servigo DHCP no servidor Microsoft 2003 é usado para fornecer enderecgos IP aos clientes
Wireless. Para instalar e configurar os servicos DHCP neste servidor, siga estas etapas:

1. Clique em Adicionar ou remover programas no Painel de controle.
2. Clique em Adicionar/remover componentes do Windows.

3. Escolha Networking Services e clique em Details.

4. Escolha Dynamic Host Configuration Protocol (DHCP) e clique em




Metworking Services

To add ar remove a component, click the check box. & thaded box means that anly part
of the component will be installed. To zee what's included in a component, click Details.

Sul:ug;umpn:nnents af Hetwnrking Services:
W B Domain Mame System [DNS)

ﬁ Q Dynarmic Host Conbiguration Protocal [DHCF]
[ M Internet Authentication S ervice

.....

] ™ Bemote Access Quarantine Service

.....

(] M BPC over HTTP Prosy

.....

.....

| W Simple TCP/P Services

.....

(] 3 windows Intemet Mame Service [wINS)

1.7 MB
0.0 ME
0.0 MB
0.1 ME
0.0 MB
0.0 MB
0.9 MBE

Descrption:  Setz up a DHCP zerver that automatically azzigns temporary [P

addreszzes to clent computers on the zame netwark.

Total dizk, zpace required: 3.4 MB
Space avallable on dizk: F224 5 MB

OK.

=
b

chals.,

i ]

]S

Cancel

5. Clique em Avangar para instalar o servico
DHCP.




Windows Components Wizard

Windows Components
You can add ar remove components af Windows.

To add ar remaove a companent, click the checkbox. & shaded box means that only
part of the component will be installed. To zee what's included in a component, click
Details,

Components:

L & [nternet Explorer Enhanced Secunty Configuration 0.0mME :j
L jjj t anagement and Maornitanng Toalz E.3 ME

7 %7 Networking Services
[ 25 0ther Network File and Print Services 0.0 MB
1 & Bemnte Storane 42 MR ..:j

Description:  Containg a warety of gpecialized, network-related services and protocols.

Total dizk zpace required: 3.4 MB Detals 1
Space available on dizk: 2121 MB -

< Back et Cancel ! Helo !

6. Clique em Concluir para concluir a
instalacao.



Windows Components Wizard : - __:_-*_i_j

Completing the Windows
Components Wizard

You have succeszsfully completed the Windowes
Components \Wizard.

To cloge this wizard, click Finish.

7. Para configurar os servicos DHCP, clique em Start > Programs > Administrative tools e
clique no snap-in DHCP.

8. Escolha o servidor DHCP - tsweb-lapt.wireless.com (neste exemplo).

9. Clique em Action e, em seguida, clique em Authorize para autorizar o servigo
DHCP.
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10. Na arvore Console, clique com o botao direito do mouse em tsweb-lapt.wireless.com e, em
seguida, clique em Novo escopo para definir um intervalo de enderecgos IP para os clientes

Wireless.

11. Na pagina Bem-vindo ao Assistente de Novo Escopo do Assistente de Novo Escopo, clique

em
Préoximo.

Mew Scope Wizard

Welcome to the New Scope
Wizard

Thigz wizard helps you zet up a zcope far distiibuting [P
addrezzes to computers on your nebwork,

Ta continue, click Next.

Cancel

Back

.................................




12. Na pagina Nome do escopo, digite 0 nome do escopo DHCP. Neste exemplo, use DHCP-
Clients como o nome do escopo. Clique em

Next.

Mew Scope Wizard

Scope Name

Y'ou have to provide an identifying scope name. ou alzo have the option of
providing a description.

N

Type a name and dezcription for this zcope. This information helps you guickly identify
hiowe the zcope iz to be uged o wour nebwark,

M arne:

Descriptian:

DHCP-Client=

DHCF Server for Wireless Clients

< Back Mt

Cancel

13. Na pagina Intervalo de enderecos IP, insira os enderecos IP inicial e final do escopo e

clique em
Avangar.




Mew Scope Wizard

IP Address Range

'ou define the scope address range by identifying a zet of conzecutive [P @
addresses,

Enter the range of addrezzes that the scope diztributes.

Start IP address; | 10 . 77 . 244 218

End IP address: 1o .77 244 .13

& zubnet mazk defines haw many bitz of an [P addrezs to uze for the netwaork/zubnet
|0z and haw many bitz to usge for the host [D. You can specify the zubnet mask by
length or az an |IP address.

Length: g ﬂ

Subnet mask: 25,0 .0 .0

< Back et = Cancel

14. Na pagina Adicionar exclusdes, mencione o endereco IP que vocé gostaria de
reservar/excluir do escopo do DHCP. Clique em
Next.



Mew Scope Wizard

Add Excluzions
Excluzions are addreszes or a range of addreszes that are not diztibuted by the

FEMEL

Type the [P addrezs range that pou want to exclude. [f pou want to exclude a zingle
addrezs, tppe an addresz in Start IP addreszz only.

Start IP address: End IP address:
| . . ) . . . A

Excluded addresz range:

Hemoye

< Back et =

Cancel

15. Mencione a duragdo da concessao na pagina Lease Duration e clique em
Next.




Mew Scope Wizard

Lease Duration
The leaze duration zpecifies how long a client can uge an IP address from thiz

SCOPE.

Lease durationz should typically be equal to the average time the cormputer iz
connected ta the zame phyzical netwark. For mobile networks that conzist mainly of
portable computers ar dial-up clients, shorter lease durations can be uzeful.
Likewize, for a stable netwark, that consizts mainly of dezktop computerz at fized
lozations, longer lease durations are more appropriate.

Set the duration for scope leazes when distributed by thiz zerver.
Lirnited to:

Days: Huowrs: Minutes:

= O

< Back et = Cancel

16. Na pagina Configure DHCP options (Configurar op¢des de DHCP), escolha Yes, | want to
configure DHCP Option now (Sim, desejo configurar a opgao de DHCP agora) e clique em

Next

(Avangar).




Mew Scope Wizard

Configure DHCP Ophions

ou have to configure the most cormmon DHCP options before clients can uze the @
SCOPE.

When clientz obtain an addreszz, they are given DHCP optionz such as the [P
addrezzes of routers [default gatewaysz], DMNS zerverz, and WINS zettings for that
SCOpE,

The zettingz pou select here are for thiz scope and override setting: configured in the
Server Options folder for thiz server.

Do pou want to configure the DHCP optionz for this zcope now?

" Mo, | will configure these options later

< Back et = Cancel

17. Se houver um roteador de gateway padrao, mencione o endereco IP do roteador de
gateway na pagina Roteador (gateway padrao) e clique em
Avangar.



Mew Scope Wizard

Houter [Default Gateway])
You can gpecify the routers, or default gateways, to be distributed by thiz zcope.

To add an IP addresz for a router used by clients, enter the addrezs below.

IP address:

1 D??E##EED EEE:\,:_:E"E':;'_:'-\.-';:_:

F e
LA T

< Back et = Cancel

18. Na pagina Nome do dominio e servidores DNS, digite o nome do dominio que foi
configurado anteriormente. No exemplo, use Wireless.com. Insira o endereco IP do
servidor. Clique em
Add.



Mew Scope Wizard

Domain Mame and DHNS Servers

clientz on pour network.

The Domain Mame Systern [DMS) maps and tranzslates domain names uzed by @

You can specify the parent domain pou want the client computers on your netwark, to uze for
DMS name resolution.

Parent domain: | ireless.com

T o configure scope clients to uge DMNS zervers on your nebwaork, enter the IP addreszes far thoze

SEIVETS.
Server name: IP address:
E _5:’:‘“;.;,'_:5'-\.-';:_: 1 D??Eq--'lz'l I_"| EE;:\,:_:E"E':;'_:'-\.-":_:
< Back et = Cancel

19. Clique em Next.
20. Na péagina Servidor WINS, clique em Avangar.

21. Na pagina Ativar escopo, escolha Sim, desejo ativar o escopo agora e clique em
Avancar.




Mew Scope Wizard

Activate Scope

Clients can obtain addrezs leases only if a scope iz activated.

" Mo, | will activate this scope later

< Back

et =

Cancel

22. Ao concluir o Assistente de Novo Escopo, clique em
Concluir.




Mew Scope Wizard

Completing the New Scope
Wizard

Y'ou have successfully completed the Mew Scope wizard.

Tao close this wizard, click Finizh.

< Back C Fimzh Cancel

.................................

23. Na janela Snap-in DHCP, verifique se o escopo DHCP que foi criado esta

ativo.
(=T |

= | RA|*EFRR|#FE [l]ﬂ:

T s i O G e
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'-I_._,_ _n_ o] et [ 172, e ] DR e " Arties 0P Sl i WreieE TR L
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Agora que o DHCP/ DNS esta habilitado no servidor, configure o servidor como um servidor de
Autoridade de Certificagao (CA) empresarial.

Instalar e Configurar o Microsoft Windows 2003 Server como um Servidor de




Autoridade de Certificacao (CA)

O PEAP com EAP-MS-CHAPV2 valida o servidor RADIUS com base no certificado presente no
servidor. Além disso, o certificado do servidor deve ser emitido por uma autoridade de certificacao
publica que seja confiavel para o computador cliente (ou seja, o certificado publico da autoridade
de certificacao publica ja existe na pasta Autoridade de Certificacdo Raiz Confiavel no repositorio
de certificados do computador cliente). Neste exemplo, configure o servidor Microsoft Windows
2003 como uma Autoridade de Certificagao (CA) que emite o certificado para o Servigo de
Autenticacéo da Internet (IAS).

Para instalar e configurar os servigos de certificado no servidor, siga estas etapas:

1. Clique em Adicionar ou remover programas no Painel de controle.
2. Clique em Adicionar/Remover componentes do Windows.
3. Clique em Certificate

Services.

Windows Components Wizard

Windowz Components
You can add ar remove components af YWindows.

To add ar remove a companent, click the checkbox. & shaded box means that only
part of the component will be inztalled. To zee what's included in a component, click

Details.

LComponents:

I %.ﬁ.ccessnries and Utilities 49 MB :*j
izg.ﬁ.pplin:atinn Server 34 4 ME

™ [ Cerificate Services 1.8 ME

B E-rail Services 1.1 ME
[ ¢34 Fax Services 7 9 R ..:j

Description:  Installz a certification authority [C&) o izsue certificates for use with
public key zecunty programs.

Total dizk zpace required: 138 MB ot i
Space available on dizk: FA106 ME -
< Back Mest = Cancel i Heln i

4. Clique em Sim para a mensagem de aviso, Depois de instalar os servigos de certificado, o
computador ndo podera ser renomeado e ndo podera ingressar nem ser removido de um
dominio. Deseja
continuar?




Microsoft Certificabe Services Hit L AR IITEREE: : =

il

information stored in the Active Diredtory, Thanging the maching name ar domain membership would invalidats the cartficates sswed From tha Ca,

T After instabng Cestificsbe Services, Ehe machine name and domain membership may not ke changed due bo the binding of the machine names booCh
= Pl=ase ensure the proper machine name and domain membership ane configured before instaling Cerbficate Sarvices, Do you want o conkinue?

5. Em Tipo de autoridade de certificacado, escolha CA raiz empresarial e clique em
Avancar.

Windows Components Wizard

CA Type
Select the type of Ca pau want b et up.

" Enterprize subordinate Cé
™ Stand-alone root Cé
i Stand-alone subordinate Cé

DEE':”I:'“D” I:Il: |:-|'I:l'| t_'.-'l:lE-' ............................................................................................
The mozt trusted Ca inan enterprize. Should be installed before any other Ca, |

< Back M et > Cancel Help

6. Insira um nome para identificar a autoridade de certificacdo. Este exemplo usa Wireless-CA.
Clique em
Next.



Windows Components Wizard

CA ldentifying Information
Enter infarmation o identify this C,.

Common name for this C:

wireless-Ca)|

Digtinguizhed name suffis;
DC=wireless, D C=com

Presview of diztinguizhed name:
CH=Wirelezs-Ca DC=irelezz,DC=com

Walidity pernod: E wpiration date:
5 ;‘T‘e ars :j 12242012 701 Ph
< Back M et > Cancel Help

7. Um diretorio de "Log de Certificados" é criado para o armazenamento do banco de dados de
certificados. Clique em
Next.



Windows Components Wizard

Certificate Database Settings

Enter lozations for the certificate databaze, database log, and configuration
inforrnation.

Browse. ..
Certificate databasze log:
iE:"»WINDEIWS hapztem32Certlog Browse. .
I Store configuration information in a shared falder
Shared folder:
Browee, .
I Freserve enicting certificate database
< Back M et > Cancel Help

8. Se o IS estiver habilitado, ele devera ser interrompido antes que vocé continue. Clique em
OK para exibir a mensagem de aviso de que o IIS deve ser interrompido. Ele é reiniciado
automaticamente apos a instalacao do
CA.

HMicrosolt Cerlificale Services

=] = |

9. Cliqgue em Concluir para concluir a instalagao dos servicos da Autoridade de certificagao
(CA).



Windows Components Wizard ; i .._?..‘:j

Completing the Windows
Components Wizard

You have successfully completed the \Windows
Components \Wizard.

Ta cloze thiz wizard, click Finizh.

.................................

A préxima etapa € instalar e configurar o Internet Authentication Service no servidor Microsoft
Windows 2003.

Conectar clientes ao dominio

A préxima etapa é conectar os clientes a rede com fio e baixar as informagdes especificas do
dominio do novo dominio. Em outras palavras, conecte os clientes ao dominio. Para isso, conclua
essas etapas:

. Conecte os clientes a rede com fio com um cabo Ethernet direto.

. Inicialize o cliente e faca login com o nome de usuario/senha do cliente.

. Clique em Iniciar; clique em Executar; digite cmd; e clique em OK.

. No prompt de comando, digite ipconfig e clique em Enter para verificar se o DHCP funciona
corretamente e se o cliente recebeu um endereco IP do servidor DHCP.

5. Para unir o cliente ao dominio, clique com o botao direito do mouse em Meu computador e

escolha Propriedades.

6. Clique na guia Nome do computador.

. Clique em Alterar.

8. Clique em Domain; digite wireless.com; e clique em

A WON -

N



Computer Name Changes

ou can change the name and the memberzhip of this
computer. Changes man affect access to nebwork, resources.

Computer name:
Cligrt1 |

Full computer name:
Chentl.

bember of

{(#) Domair
Wwireless

) wWorkgroup:

e e
o et o o
B e et AR

OK.
9. Digite Username Administrator e a senha especifica do dominio ao qual o cliente ingressa.
(Esta é a conta de administrador no Ative Diretory no

Enter the name and password of an account with permission

to join the dormain.

Uset name: ¥ administrator -

Passwiord: TTITIIIL

| K J | Zancel

servidor.)k




Computer Name Changes

[ .3
“%‘} Welcome ko the Wireless domain.

| oK ]
10. Click OK

11. Clique em Sim para reiniciar o computador.

12. Quando o computador for reiniciado, faga login com estas informagdes: Nome de usuario =
Administrador; Senha = <senha do dominio>; Dominio = Sem fio.

13. Clique com o botéao direito do mouse em Meu computador e clique em Propriedades.

14. Clique na guia Nome do computador para verificar se vocé esta no dominio
Wireless.com.

System Properties

Syztem Restore Autormatic | pdates Remote

General | ComputerName | Hardware | Advanced

e Windows uses the following information o dentify your computer
%___’?ja an the nebwiork.

....................................................................................................................

Computer descrption:

For example: "'Fitchen Computer' or "Many's

Computer'.
Full computer narne: Clientl wireless. com
Crormairn: Wireless. com
T o uze the Metwark [dentification wizard ta join a | Neatwark 1D
domain and create a local uzer account, click Network: £

103

T o renarme thiz computer ar join a domain, click Change.

- Change...

ri". Changes will take effect after pou restart this computer.

ak. || Cancel |

15. A préxima etapa é verificar se o cliente recebeu o certificado CA (confianga) do servidor.
16. Clique em Iniciar; clique em Executar; digite mmc e clique em OK.
17. Clique em File e clique em Add/Remove snap-



Standalone IE;.;tengi.:.n3|

Ilze thiz page to add or rermove a standalone Snap-in from the conzole.

Diezcription

Add... Baninys PR F

in.
18. Clique em Add.
19. Escolha Certificate e clique em




Add.

Add Standalone Snap-in

Axvallable Standalone Snap-ins:

Shap-n Yendar %
ﬁ. MET Framewark. 1.1 Configuration ticrozoft Corporation
Actives Contral ticrozoft Corporation
i . Certificates ticrozoft Corporation
@ Component Services ticrozaft Corparation e
Computer banagement ticrosoft Corporation
Device kanager ticrozoft Corporation
E Dzl Drefragmenter ticrozoft Corp, Executi...
% Dizk Managernent Microzaft and VERITAS. .
Ewvent WViewer Microzaft Corporation
Folder ticrozaft Corparation e
D ezcrption

The Certificates snap-in allows you to browse the contents of the
certificate stores for pourzelf, a sevice, or a computer.

sdd | | Close

20. Escolha Computer Account e clique em

Next.



Certificates snap-in

This gnap-in will always manage certificates for:

£ My uzer account
) Service account

{#) Computer account

sHank et = J [ Cancel J

21. Clique em Concluir para aceitar o computador local

padrao.

Select Computer

Select the computer you want thiz snap-in to manage.
Thiz znap-in will always manage:

(%) Local computer: [the computer this conzale iz running on)

) Another computer: Bromieze:

[ ] Allow the selected computer ta be changed when launching from the command line.  This
only appliez if you zave the conzole.

[ < Back J[ Finizh J [ Cancel ]

22. Clique em Fechar e em OK.



Confiaveis; e cliqgue em Certificados. Localize Wireless na

lista.

o
¥a Console ]

|Corsole Root\Certificates [Local Computer [ rusied Hoof Certification Authormbeshertibceles|

23. Expanda Certificados (Computador Local); expanda Autoridades de Certificagdo Raiz

%Fﬁ Betieh Wabw  Faeoifin Wedoed  Halg

= OFE L XFE @&

(i Console Rpot limand Tes ¢ | Bimismed e | Eaprration Daba | Inbwrclad Prposss | Friascy Mare | st~
= I??U*M'MWJ B sERYICIOS OE CERTIFICACION - ... SERWDCIOS DE CERTIFICAION - ... 3710/2008 SecireEmad, Server...  SERYICIOS DE CERT..
fid Persnel [Eha1a, Scm Chart i 51 Secure Chark CA waknls Secursfmsd, Server.,  Sockets Interbencasi...
B B%WTHW Zertficstion Sttt kv e o Gorvar A 514 Segure Sered CA A0S Serure Emd, Senver... St IErbancai. ..
P H "m [ Swisshmy Rook 8 Lis Secure Erad, Server.,, Sessshey Root O
=z ah': ,:: = Dot ntion Bkt e oot CA Snarbes Rot C4 {0l il wchiorse
i {3 Tnntsd b . Edre TrushTanker Dlss 1 4 T TrustiTenker Class 1 Ci Lzl SecursEmad, Server,.,  TC TreshDenker Clas
;.: :ﬂ'.“:l | Cartificabes IEI'E FrushCanber Olanis 5 TE Trst Cerster Class & CA [NpRrsifh] SeureEmad, Servar. .. TC TrustCerber Clin ..
B Thind-Party Aok Certifiation fy |l TC TrestCanter s 3 C4 TC TrustCentter Class 3 CA Li1jz0Ls Secure Emad, Server.,  TC TrustCenber Ol
it IE'I. FrusbCanbar Clais 4 5 T TrostiCerster Clasi & CA [N Rriilh Zacurefnel, Sarvar . 10 TrsbCenbar Ol .,
B {50 Trushed Propls
w3 = EATC TnishCenter Tiwe Stamping CA T TrostCenter Tine Stamping T8 Li1jz0Le Tiwes Stamping T TnustCenber Tive. .,
[P T Ty Theest s Parponsl Saic Ci [KRrsict] Chert Aufhmrbicaton...  Thawts Perponad Bea. ..
Il Thwte Persoral Freenmad CA Thawste Passonsl Fresnsd C4 L2 Chent Btterticstion...  Thaste Persond Fe..,
Eﬂ'hmpwrdhm (=1 Thassts Parsons] Fremipm T [Kplrgerd] Chant fyfherbication...  Thawhs Fersorsl Pre.,,
Tl Thawter Presvium Server T8 Thasste Prawian Saner £ L2 Server Autfenticatio...  Thawbe Premam Ser..
[Elrhawbs Sereer ca Thasste Sarver T4 Lz Server Aubrenticaio.,,  Thawhs Server A
Iﬂ'm Tt arngang T4 Thaeste Tinesbanpirg CA [ R T SLamping Thawbe Timestamgn..
I=huTH- DATaeCom S50 LITH - Do TR s S50 [rdr L Sereer dutrenticstion  UTH- DATACom 550
Iﬂ.lrh-l.&'_l:l:ntd-m Bagheniicati .. UTHN-LSER Frat-Chenl Autberteabisn... 70D Sicure Emad UTH « LISERRrat-Ch..
EdUTH- U Handwars UTHHISER First-H desars B Sereed Atenticstion  UTH- USERFest-Hay
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Edverisign Comercis Softmare Publ.., WarSon Comermial Software Publs,, LBz SecursEmad, Code 5. WeriSgn Commerdal
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5 verisign Incdividual Software Publis...  Verfgn Indiicusl Softeare Fubkshe. . L/BJZ004 SeoweEmad, Code 5., VeriSegn Indwidual 5.,
Ik Trust hstrark Vertsign Trust Metwork si19n Secursfmad, Chert .., VenSign Claas 2 Frim,,
Bl sericagn Trust Mestpah, WesiSgn Trust Metwork f:Tp e SecireEmad, Chind .. WeriSagn Oess 2 Prin..
I=hverizign Trust et Varfgn Trust Metwork si19In Sacurefmad, Chert ., Versign Clsss D Frin,,
[Everisa Tiust hetmaeh. VeriSgn Trost Metvink ajzpes SecureEmad, Chent .. VeriSay s 3 Prin..
Edverizign Trust Netmaork Vesrgn Trust Mebwork si1gin Secure Emad, Cherk VeriZagr Class 4 Frin
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24. Repita este procedimento para adicionar mais clientes ao dominio.

Instale o Internet Authentication Service no Microsoft Windows 2003 Server e

Solicite um Certificado

Nesta configuragao, o IAS (Internet Authentication Service) € usado como um servidor RADIUS

para autenticar clientes Wireless com autenticacao PEAP.

Conclua estas etapas para instalar e configurar o IAS no servidor.

1. Cligue em Adicionar ou remover programas no Painel de controle.

2. Cliqgue em Adicionar/remover componentes do Windows.

3. Escolha Networking Services e clique em Details.

4. Selecione Internet Authentication Service; clique em OK; e clique em



Next.

Networking Services i : %]

To add or remove a component, click the check bow. & shaded box means that only part
aof the component will be inztalled. To see what'z included in a component, click Details.

Sul:u:u:umpn:unents af Metworking Services:
) 1) omain Name Syztem [DMS) 17ME -

v o Ciynamic Host Ennflguratlnn Fratocol [DHCF) 0.0mMB
ﬁ Q Internet Authentication Servic 0.0 KB

] @ B emnte Access Quarantine Sewu::e 01 MEe

] ™ BPC over HTTP Prosy 0.0 ME

.....

| @ Sinnle TOPAR Services 0OME ~

.....

] .E?;iWindnws [nternet Mame Service faIMNS) 0.9 B ______j

Dezcrption:  Enables authentication, authorization and accounting of dial-up and YPN
uzerz. |85 supportz the RADIUS protocal.

Total dizk. zpace required: 3.4 MB
Space avallable on dizk: F208.2 MB

I
§ o

2hals.,

Q. i Cancel

5. Clique em Concluir para concluir a instalagdo do

IAS.




Windows Components Wizard ; __:_-*_i_j

Completing the Windows
Components Wizard

You have succeszsfully completed the Windowes
Components \Wizard.

To cloge this wizard, click Finish.

6. A proxima etapa € instalar o certificado do computador para o IAS (Internet Authentication
Service).

7. Clique em Iniciar; clique em Executar; digite mmc; e clique em
OK.

“Ta Conoda | - |Console Reet | e =171 =]
=|®| 5]

i tan | A Habrcak Connecior I_:P.I-': & drangnt - [DRIITAD-.. | B8 liwrat dusaracicn .. || corsakel - [Lorssk . T REMAT Lad




8. Cliqgue em Console no menu Arquivo e escolha o snap-in Adicionar/Remover.
9. Clique em Adicionar para adicionar um snap-

Add/Remove Snap-in

Standalone | Extensions

Ise this page ko add ar remowve a skand-alone snap-in from the console,

Zonsole Roak

Snap-ins added ko I.. .

=

— Descripkion

add. .. Hemoye BEEUES |

QK I Cancel

in.

10. Escolha Certificados na lista de snap-ins e clique em



Adicionar.

Add Standalone Snap-in 2 xi

Available standalone snap-ins:

Snap-in | Wendor | -~
‘E MET Framewark. 1.1 Configuration  Microsoft Corporation
"'J:’?E.ﬁ.n:tive Direckory Domains and Trusks  Microsoft Corporation
?_,L:'ﬁ'.ﬁ.n:ti'-.-'e Direckory Sites and Services  Microsoft Corporation
fxé.ﬁ.cti'-.-'e Directory Users and Compua...  Microsoft Corporation

ﬂ.ﬁ.ctive.‘-{ Control Microsoft Corporation
@ADSI Edit Microsoft Corporation
E[Eg.l!'.|_|I:I'u:urizatin:nn Manager Microsoft Corporation
@Certiﬁcate Templates Microsoft Corporation

= UCertificates Micrasoft Carparation

ﬁ Certification Authority Microsoft Corporation :J
£

i... Descriptinn .................................................................................................................................................
| The Certificates snap-in allows you to browse the contents of the
certificate stores for vourself, a service, or a computer,

.................................................................................................................................................................................

11. Escolha Conta do computador e clique em

Avangar.




Certificates snap-in

Thiz znap-in will always manage certificates for;

by Lzer account

f‘u
" Service account
o

‘Computer account

Mest =

Cancel i

12. Escolha Computador local e clique em
Concluir.

Select Computer

Select the computer you want thiz snap-in ta manage.

= Thiz znap-in will alwayz manage:

i Local computer: [the computer this console is nning on

" Another computer: |

anly applies if you save the console.

CHwEE

™ Allow the selected computer to be changed when launching from the command line. Thiz

< Back

Firizh

Cancel

13. Clique em Fechar e em OK.




14. Expanda Certificados (Computador Local); clique com o botédo direito do mouse em Pasta
Pessoal; escolha Todas as tarefas e, em seguida, Solicitar Novo
Certificado.

T Consndall - |Consse Reck |

S R A 1ol
%] =
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15. Clique em Avangar em Bem-vindo ao Assistente de Solicitacdo de

Cetrtificado.

Certificate Request Wizard

Welcome to the Certificate
Request Wizard

This wizard helps you request a new certificate From a
certification authority (CA) in wour domain,

& certificate, which is issued by a certification authority,
iz a confirmation of waour identity and conkains
information used to proteck data or to establish secure
network connections,

& private key is the secret half of a public and private
key pair associated with a certificate, It is used to
digitally sign or decrypt data encrypted with the
corresponding public kesy.

To conkinue, click Mext,

2 Bat i MNexkx i Cancel

16. Escolha o modelo de certificado do Controlador de Dominio (se vocé solicitar um certificado



de computador em um servidor que nao seja o DC, escolha um modelo de certificado do

Computador) e clique em
Avancar.

Certificate Request Wizard

Certificate Types

& certificate bype contains preset properties for certificates,

Select a cerkificate bype For wour request, You can access only certificate bypes that
woll have permissions for and that are available from a krusted Ca,

Certificakbe tyvpes:

Directary Email Replication
Damain Controller
Darmain Contraller suthentication

To select a cryptographic service provider and a CA, select Advanced,

[ advanced

< Back Mext = Cancel

17. Digite um nome e uma descrigao para o
certificado.




Certificate Request Wizard

PEAP-Wireless

1485 Server Certificate - 802, 1x Authentication

18. Clique em Concluir para concluir o assistente de solicitagcao de
certificagéo.



Certificate Request Wizard j_j

Completing the Certificate
Request Wizard

You have successfully completed the Certificate
Request wizard,

You have specified the Following settings:

Friendly Mame PEAP-Wireless
Computer Mame TSWEB-LAPT
Certificate Template  Domain Controller

< Back Finish i_ancel

Certificate Reques rd x|

y The certificate request was successful,

Configurar o servico de autenticacdo da Internet para a autenticacdo PEAP-MS-
CHAP v2

Agora que vocé instalou e solicitou um certificado para o IAS, configure o IAS para autenticacao.

Conclua estes passos:

1. Clique em Iniciar > Programas > Ferramentas Administrativas e clique em Internet
Authentication Service snap-in.

2. Clique com o botéo direito do mouse em Internet Authentication Service (IAS) e clique em
Register Service in Ative
Diretory.
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3. A caixa de didlogo Registrar Internet Authentication Service no Ative Diretory € exibida;
cligue em OK. Isso permite que o IAS autentique usuarios no Ative
Diretory.

Register Internet Authentication Server in Active Direcbory:

Toenable [45 to authenticate users in the Ackive Direchary, the computers ronning AS must be authoried bo read users® diakin propertiss from the domain.

Car ol wiish £ aukhor ize this computer bo read users’ dial-n propesties from the Wireless.com domain?

4. Cligue em OK na préxima caixa de

dialogo.

Server registered:

'j This compunar is niow authionz2ed to read Uusess’ dal-in properies From domain srekss,com,

T authoriza this compiter ko read users’ diakin propesties From other domains, you must ragister this complter ba be a member of tha RASTAS
Servers Group n that domain.

5. Adicione o Wireless LAN Controller como um cliente AAA no servidor MS IAS.
6. Cliqgue com o botao direito do mouse em RADIUS Clients e escolha New RADIUS

Client.
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7. Digite o nome do cliente (WLC nesse caso) e insira o enderego IP da WLC. Clique em
Next.

New RADIUS Client

Hame and &ddrezz

Type a friendly name and either an IP Addrezz or DMS name for the client.

Enendly narme: WILC

Client addrezs [IP or DM5):
10.77.244.210)

Werify...

£ Hack Met Cancel

8. Na préxima pagina, em Client-Vendor, escolha RADIUS Standard; insira o segredo
compartilhado e clique em Finish.

9. Observe que a WLC ¢é adicionada como um cliente AAA no
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10. Crie uma politica de acesso remoto para os clientes.
11. Para fazer isso, clique com o botao direito do mouse em Remote Access Policies e escolha

New Remote Access
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12. Digite um nome para a politica de acesso remoto. Neste exemplo, use o nome PEAP. Em

seguida, clique em
Avancar.




Mew Remote Access Policy Wizard

Policy Conhiguration Method
The wizard can create a tppical policy, or you can create a custom policy.

How do wau want to zet up this policy?

{* |Uze the wizard to et up a typical policy for a common scenario

" Setup a custom policy

Tvpe a name that deszcribes thiz palicy.

Palicy name:  [PE AP wirelesd

Example: Authenticate all PN connections.

< Back M et Cancel

13. Escolha os atributos da politica com base em seus requisitos. Neste exemplo, escolha
Wireless.



Mew Remote Access Policy Wizard i

Access Method
Policy conditions are bazed on the method uzed to gain access to the netwark.

Select the method of accesz for which pou want to create a policy.

" WPN

Uze for allYPM connectionz. Ta create a policy for a specific WPMN type, go back ta the
previous page, and select Set up a custom policy.

" Dialup

ze for dial-up connections that uze a traditional phone line ar an Integrated Services
Drigital Hetwark, [I1SDOM] line.

ze for wirelezz LAMN connectionsz anly.

" Ethernet
=& for Ethernet connections, such az connections that use a switch.

< Back M et Cancel

14. Na proxima pagina, escolha Usuario para aplicar esta politica de acesso remoto a lista de
usuarios.



Mew Remote Access Policy Wizard

Uszer or Group Access

You can grant access to individual ugers, ar you can grant access o selected
groLps.

Grant accesz bazed on the following:

[lzer accesz permizzions are specified in the uzer account.

" Group
[ndividual uzer permizzions override group permissions.

mmmmmmmm

< Back M et

Cancel

15. Em Authentication Methods, escolha Protected EAP (PEAP) e clique em
Configure.




Mew Remote Access Policy Wizard

Authentication Methods
EAP uzes different types of security devices to authenticate uzers.

Select the EAP type far thiz palicy.

Tvpe:
Pratected EAF [PEAP) Canfigure ...

< Back M et Cancel

16. Na pagina Protected EAP Properties, escolha o certificado apropriado no menu suspenso
Certificate Issued e clique em



Protected EAP Properties = 2 xi

This server identifies itself to callers before the connection is completed.
Select the certificate that wou want it bo use as proof of identity.,

Cettificate issued tomeb-lapt, Wireless, com
Friendly name: PE&AP-Wireless

IssLEr: Wireless-CA

Expiration date: 12/16)2005 5:53:02 PM

[ Enable Fast Reconnect
Eap Tvpes

Secured password (EAP-MSCHAP w2) Mowve o

add Edik Remove ik iZancel

OK.

17. Verifique os detalhes da politica de acesso remoto e clique em
Finish.



Mew Remote Access Policy Wizard j_j

Completing the New Remote
Access Policy Wizard

Y'ou have successfully completed the Mew Remote Access
Folicy “Wizard. 'ou created the following policy:

FEAP-Wireless

Conditions:
MaS-Part-Type matches "wireless - Other OR ‘Wireless -
IEEE 802.11"

Authentication: EAP[Protected EAP [PEAF))

Encryption: Bazic, Strong, Strongest, Mo encipphion

Tao close this wizard, click Finizh.

< Back C T Firish Cancel

.................................

18. A politica de acesso remoto foi adicionada a
lista.
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19. Clique com o bot&o direito do mouse na diretiva e clique em Propriedades. Escolha
"Conceder permissao de acesso remoto" em "Se uma solicitagdo de conexao corresponder
as condicOes



PEAP Properties - : 21

Settingz

Specify the conditionz that connection requests must match.

Folicy conditions:

&S -Paort-Type matches ""wireless - Other OF “Wirelezz - [EEE 2802.11"

g | 3

Add.. i Edit.. Remove 1

If connection requests match the conditions specified in thiz policy, the
azzociated profile will be applied to the connection.

Unlezs indiidual access permizsions are specified in the user profile, this
policy contralz access to the netwark.

It a connechion request matches the specified conditions:
" Deny remaote access permission

' Grant remote access permission

ak. Cancel B

especificadas"

Adicionar usuarios ao Ative Diretory

Nessa configuracéo, o banco de dados do usuario € mantido no Ative Diretory.

Para adicionar usuarios ao banco de dados do Ative Diretory, siga estas etapas:

1. Na arvore do console Ative Diretory Users and Computers, clique com o botao direito do
mouse em Users, clique em New e clique em
User.
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2. Na caixa de dialogo New Object - User (Novo objeto - Usuario), digite o nome do usuario
sem fio. Este exemplo usa o nome WirelessUser no campo Nome e WirelessUser no campo
Nome de logon do usuario. Clique em

Mew Object - User

Create in.  ‘Wirelezs com/LU zerz
Eirst name: Client 1 |nitials; I

Last name:

Full narme: Clignt 1

Uszer logon nane:

IEIient'Il I @wireless. com |

Uzer logon name [pre-wWindows 2000];
IWIHELESS\ IEIienH

< Haok Meut > I Cancel

Next.

3. Na caixa de dialogo Novo objeto - usuario, digite uma senha de sua escolha nos campos
Senha e Confirmar senha. Desmarque a caixa de selegao O usuario deve alterar a senha no
préximo logon e clique em




Mew Object - User 2 o %]

g Create in:  ‘wirelezs comdU zers

Pazzword: TIIII1

Confirmn pazswarnd: TTITIT)

I User cannot change pazsword
[ Password never expires

I Account iz dizabled

Avangar
4. Na caixa de dialogo Novo objeto - usuario, clique em

New Object - User = o %]

g Create in:  ‘wirelezs comdU zers

When pou click Finizh, the following object will be created:

Full rame: Client 1 __f:_j

Uzer logon name: Client] @wireleszs. com

£ Back

Concluir




5. Repita as etapas de 2 a 4 para criar contas de usuario adicionais.

Permitir acesso sem fio aos usuarios

Conclua estes passos:

1. Na arvore do console Usuarios e computadores do Ative Diretory, clique na pasta Usuarios;
clique com o botao direito do mouse em WirelessUser; clique em Propriedades; e va para a

guia Discar.
2. Escolha Permitir acesso e clique em

Client 1 Properties

2l xi

Hemate control i Teminal Services Profile ; COk+ ;
General ; Addresz i Account i Prafile ; T elephones i Organization ;
kember Of Chal-iry i E nvironment i Seszzionz ;

r~ Remate Access Permiszion (Dialin or YPN]

Callback Optionz
| ¥ NoCallback

™ Set by Caller [Routing and Femote Access Service only]

" Alwaps Callback to:

. AR SR e e
A T o = el e B b e A i T T s
i fizaign a Static (P Addr B8
. oy Chmbim O A
= i e rabr EHoake
| ot R e DG LS

Define routes ko enable for this Diakin o 1
connechion.

OK

Configurar a controladora Wireless LAN e APs leves

Agora, configure os dispositivos Wireless para essa configuragao. Isso inclui a configuragao de
controladores de LAN sem fio, APs leves e clientes sem fio.

Configurar a WLC para autenticacdo RADIUS através do servidor RADIUS MS IAS




Primeiro configure o WLC para usar o MS IAS como o servidor de autenticagao. A WLC precisa
ser configurada para encaminhar as credenciais do usuario a um servidor RADIUS externo. O
servidor RADIUS externo valida as credenciais do usuario e fornece acesso aos clientes Wireless.
Para fazer isso, adicione o servidor MS IAS como um servidor RADIUS na pagina Seguranga >

Autenticacdo RADIUS.

Conclua estes passos:

1. Escolha Security e RADIUS Authentication na GUI da controladora para exibir a pagina
RADIUS Authentication Servers. Em seguida, clique em New para definir um servidor

RADIUS.
o- o . _ o 05 @)

“ METCS L
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B RinG oot R eresh

COMTROLLER © WIRFLESS
Security RALIUS Authentication Servers = Mew < Davch ] apply
AAR Sarver Tindek (PROATY) 1 |

Ganeral

RACIUS Authentication
RAGILS Aoooanibing
Local Wat Users

FEC Filtericsg

Cisabled Cherts

Lisar Login Polees

Server [PAddress

1

Bhared Ezcret Format

AP Poloas
Access Contral Lists

[PSec Certificates
& Cartificala
10 Cartificste

Shaored Sacrat

Confiry Sharad
Sacrat

Eay Wrap

Web Aulh Certilicole

Wirsless Protaction

Policins
Trust=d AP Faliciss
Rague Polices
Standard Signstures
CuRom Segrabures
Clisrg Fxclugion Pobcas
AP AuifEnkcation

Paort Murmbser

Sarver Status
Suppaort for RFC 3576
Ratransmit Timeout
Network Lisar
Management

IPSec

ASCIL i

B

1plz

Enabled (w

[Enabied =

Z seconids

[ Enabile

[ 2] enatie

[] Enablls

2. Defina os parametros do servidor RADIUS na pagina Servidores de autenticagao RADIUS >
Novo. Esses parametros incluem o endereco IP do servidor RADIUS, o segredo
compartilhado, o niumero da porta e o status do servidor. As caixas de selecao Network User
and Management determinam se a autenticagao baseada em RADIUS se aplica a usuarios
de gerenciamento e de rede. Este exemplo usa o MS IAS como o servidor RADIUS com o

endereco IP
10.77.244.198.



Security RADIUS Authenticalion Serwers appiy 1 rew,

nin

’ Call Btation ID Type |IP Addeess -
Canaral
Ral¥IUs Kutheniication
RADIUE Arcoanting Credentials Caching [
Local et Ussrs
isablad Ehants Use AES Key wrap [
Lisar Login Polickes
PR oo Pasti i Mamageneni Server Server Address Pord IFSec Adenim Slabus
Access Contral Lists bl fdes
IPEse Certificates =l =] i 10.77.244.198 iBiz Diks abibad Ensblad Edit Esmave Fing

A Cartificata
10 Cartificats

Wiel Rull Certilicate

Wireless Protection

Pilicins
Trushed AP Falickes
Rogus Polices
Ftandard Signstures
CuFD Sadnabures
Clisrd Exclusion Pohces
AP AU Eton

3. Clique em Apply.
4. O servidor MS IAS foi adicionado a WLC como um servidor Radius e pode ser usado para
autenticar clientes Wireless.

Configurar uma WLAN para os clientes

Configure o SSID (WLAN) ao qual os clientes Wireless se conectam. Neste exemplo, crie o SSID
e nomeie-o como PEAP.

Defina a Autenticagcao da Camada 2 como WPA2 para que os clientes executem a autenticacao
baseada em EAP (PEAP-MSCHAPV2 neste caso) e usem AES como o mecanismo de
criptografia. Deixe todos os outros valores em seus padrdes.

Observagao: este documento vincula a WLAN as interfaces de gerenciamento. Quando ha varias
VLANSs na rede, vocé pode criar uma VLAN separada e vincula-la ao SSID. Para obter
informacdes sobre como configurar VLANs em WLCs, consulte Exemplo de Configuracdo de
VLANs em Wireless LAN Controllers.

Para configurar uma WLAN na WLC, siga estes passos:

1. Clique em WLANSs na GUI do controlador para exibir a pagina WLANSs. Esta pagina lista as
WLANSs que existem na controladora.

2. Escolha New para criar uma nova WLAN. Insira o ID da WLAN e o SSID da WLAN para a
WLAN e clique em

Apply.


//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00805e7a24.shtml
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00805e7a24.shtml

EloEn SPETINE

WLANS WLARNS = Mew < Dack | apely |
WLANS w
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&P Groups WLAY

WLAN S5ID [eean

3. Quando vocé criar uma nova WLAN, a pagina WLAN > Edit da nova WLAN sera exibida.
Nesta pagina vocé pode definir varios parametros especificos para esta WLAN que incluem
Politicas Gerais, Servidores RADIUS, Politicas de Seguranga e Parametros
802.1x.

s Frameen Save Configuratan Fing Lopout " Rehre
MUNITOR  WLANS CONTRULLER WIEELESS SELCURELTY
WAL AR WLAMNS = Edit | < pack T |
WLAMNS WLAN ID 1
WLER
AP ':-'f:‘\-F"l WLAN Profile Hame FEAP
WLAN 5510 FCLAP
General Policies Security Policies
Racdha Palicy | Al -I EPv& Enable O
adrrin Status [ enptiad
WiFA L= WA -
Segsion Timeaul (s8e5) |I:| Lree 3 Sacurky | - 2 =

.
Guakity of Sarvice (oS} [Siver (bast st =] CIMAZ Fieriag

WHHM Policy Disabled = Lepar 3 Securky Hgme j‘

TOZ0 Phane Suppart [T Chent CAC Limit [~ &P CAC Limit

[ 'Web Palicy ®
Broadcast $510 [F Enaklad
aironet 18 ¥ Erablad
dillew Adk Oreerride I Ematdad * ¥Web Poboy cannot be wsed in combinghon wih
IPsge.
Cligng Exclugson ¥ Enplblad =+ |60

=¥ When client exthasion is enabled; 4 bineout
Tesneout Value (3ot valus of 2ero s infinityt will reguire
DHCP S#rver [ owvesride SMHRIStraEAE Dwvere e fo nesel excheded cligns]

. . & CKIP i vt supported by 10xx APs
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Interface Name MANEJEment =
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Gah BaREN ¥ (Glokal pafp Dizsbled)
H-REAP Loced Switching [

* H-BEAP Lacyl Swatching Rl juggerted mith 1PSEC, CRAKITE snd PORTRESS
wuthentcetamens



4. Verifique Admin Status em General Policies para habilitar a WLAN. Se vocé quiser que o AP
transmita o SSID em seus quadros beacon, marque Broadcast SSID.

5. Em Layer 2 Security, selecione WPA1+WPAZ2. Isso ativa a WPA na WLAN. Role para baixo
na pagina e escolha a politica WPA. Este exemplo usa a criptografia WPA2 e AES. Escolha
o servidor RADIUS apropriado no menu suspenso em Servidores RADIUS. Neste exemplo,
use 10.77.244.198 (endereco IP do servidor MS IAS). Os outros parametros podem ser
modificados com base no requisito da rede

Sawe Configuration | Pimg | Logout Aefresh
MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MAMASGEMENT COMMANDS  HELP
; &
WLARS WRAL+WRAZ [
Parameters
WLAMNS WPAL Folicy O
WLANT WPAT Foucy F
4P Graups VLAN WPAZ Encrrilion Fasz  Tmoe
Akl ey Mgt |1Di.:.- ]“'
6. Clique em
m

MOHITOR  WLANs CONTROLLER  WIRELEES MANAGEMENT  COMMANDS  HELF
WLANS WILANMS B
WLANS
WLANS Profile Bane H.LAH WLAMN S51D :«IIJ::'IJII: Sedwr by Palicees
AP Grouns VLAN
PEAP (] FEAF Enallad [WrAZ)[Awth{B0Z. 2u)] Edit Bam
* WLAN 1D% 2-06 will not ke parhed ta 11381100 snd 1240 AP miodels

Configurar os clientes sem fio

Configurar os clientes sem fio para a autenticacdo PEAP-MS CHAPv2

Este exemplo fornece informagdes sobre como configurar o cliente Wireless com o Cisco Aironet
Desktop Utility. Antes de configurar o adaptador cliente, certifique-se de que a versdo mais
recente do firmware e do utilitario seja usada. Encontre a versdo mais recente do firmware e dos
utilitarios na pagina Wireless downloads (Downloads sem fio) em Cisco.com.

Para configurar o adaptador cliente Wireless Cisco Aironet 802.11 a/b/g com o ADU, siga estas
etapas:

1. Abra o Aironet Desktop Utility.

2. Cliqgue em Gerenciamento de perfil e clique em Novo para definir um perfil.

3. Na guia General (Geral), insira o Profile name (Nome do perfil) e o SSID (SSID). Neste
exemplo, use o SSID que vocé configurou no WLC
(PEAP).



Profile Management

General | 5 en.:uri,';' | Advanced i

Profile Settings

Metwork Mamss

Frofile Hame:

Chent Hame;

S5I0T:

55102

55103

| PEAP-MSCHAPY2

PEAH

Lok || cancel

4. Escolha a guia Security; escolha WPA/WPA2/CCKM; em WPA/WPA2/CCKM EAP, digite
PEAP [EAP-MSCHAPV2] e clique em

Configure.




Profile Management

Set Secusity Options
(&) WPAAYPAZACCKM WRAAVPAZ/LCKM EAP Type: | [0
i wWPAAPAZ Passphrase
O 802 1x 802 1% EAP Type: | EAPFAST
() Pre-Shared Key [Stafic WEP]
) Mone
||l Az sociation bo Mpied Cells
| Confgue.. | | Prafile L ackled

[C] Limst Time for Finding Domain Controller To: [ j 3EC

Group Policy Delaw |60 (B cke

Lok ] | cascel 1]

5. Escolha Validate Server Certificate e Wireless-CA no menu suspenso Trusted Root
Certificate



Authorities

Configure PEAP {(EAP-MSCHAP ¥ 2)

| [Hss Mackine intomnation for Do Eogon
Walidate Server |dentity

Trusted Root Certification Authorities

Wwhen connecting, use;
) Certificate

#) User Mame and Password

Llze Windows User Name and Fassword
Lizer Information for PEAF [EAP-M5CHAR Y2 Authenbication

Fasaiordi

Advanced.: ; Ok, :| |

Cancel |

6. Clique em OK e ative o perfil.Observagao: quando vocé usa o EAP Protegido-Microsoft
Challenge Handshake Authentication Protocol Versao 2 (PEAP-MSCHAPv2) com o
Microsoft XP SP2 e a placa Wireless € gerenciada pelo Microsoft Wireless Zero
Configuration (WZC), vocé deve aplicar o hotfix KB885453 da Microsoft. Isso evita varios

problemas de autenticagao relacionados ao PEAP Fast Resume.

Verificar e solucionar problemas

Para verificar se a configuragao funciona como esperado, ative o perfil PEAP-MSCHAPV2 no
Wireless client Client1.




fckion  Opkions  Help

Current: Status | Profile: Management || Diagnostics |

Cisco SYSTEMS

Frafile Hame:: FEAP-MSCHAR 2

Link: Status: Authenticated Metwark: Tippe: Infrastiuctine
Wireless Maode; "5 GHZ 54 Mbps Curent-Channel: 64
Server Bazed Authenticahon: PEAR [EAF-MSCHAR [rata Encription: = 4E S

IF&ddress; - 1077244218

Signal Strength: - Excellent

| Advanced

Quando o perfil PEAP-MSCHAPvV2 é ativado no ADU, o cliente executa a autenticagdo aberta
802.11 e, em seguida, executa a autenticacdo PEAP-MSCHAPV2. Este € um exemplo de
autenticacao PEAP-MSCHAPvV2 bem-sucedida.

Use os comandos debug para entender a sequéncia de eventos que ocorrem.

A Output Interpreter Tool ( somente clientes registrados) (OIT) oferece suporte a determinados
comandos show. Use a OIT para exibir uma analise da saida do comando show.

Esses comandos debug no Controller de LAN Wireless sao uteis.

- debug dot1x events enable — Para configurar a depuragao de eventos 802.1x

- debug aaa events enable — Para configurar a depuragao de eventos AAA

- debug mac addr <mac address> — Para configurar a depuragédo MAC, use o comando debug
mac

- debug dhcp message enable — Para configurar a depuragéo de mensagens de erro DHCP

Estas sdo as saidas de exemplo dos comandos debug dot1x events enable e debug client <mac
address> .

debug dot1x events enable:

Tue Dec 18 06:58:45 2007: 00:40:96:ac:e6:57 Received EAPOL START from
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:45 2007: 00:40:96:ac:e6:57 Sending EAP-Request/Identity to
mobile 00:40:96:ac:e6:57 (EAP Id 2)

Tue Dec 18 06:58:45 2007: 00:40:96:ac:e6:57 Received Identity Response (count=2) from
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Processing Access-Challenge for


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

mobile 00:40:96:ac:eé6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eé6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eé6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eé6:
Tue Dec 18 06:58:52 2007:

Entry for station 00:40:96:ac:e6:57 (RSN

Tue Dec 18 06:58:52 2007:

57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 3)

00:40:96:ac:e6:57 Received EAP Response from
57 (EAP Id 3, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 4)

00:40:96:ac:e6:57 Received EAP Response from
57 (EAP Id 4, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 5)

00:40:96:ac:e6:57 Received EAP Response from
57 (EAP Id 5, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 6)

00:40:96:ac:e6:57 Received EAP Response from
57 (EAP Id 6, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 7)

00:40:96:ac:e6:57 Received EAP Response from
57 (EAP Id 7, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 8)

00:40:96:ac:e6:57 Received EAP Response from
57 (EAP Id 8, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 9)

00:40:96:ac:e6:57 Received EAP Response from
57 (EAP Id 9, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to

57 (EAP Id 10)

00:40:96:ac:e6:57 Received EAP Response from
57 (EAP Id 10, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 11)

00:40:96:ac:e6:57 Received EAP Response from
57 (EAP Id 11, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Challenge for
57

00:40:96:ac:e6:57 Sending EAP Request from AAA to
57 (EAP Id 12)

00:40:96:ac:e6:57 Received EAP Response from
57 (EAP Id 12, EAP Type 25)

00:40:96:ac:e6:57 Processing Access-Accept for

57
00:40:96:ac:e6:57 Creating a new PMK Cache
0)

00:40:96:ac:e6:57 Sending EAP-Success to



mobile 00:40:96:ac:e6:57 (EAP Id 13)

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Sending default RC4 key to
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Sending Key-Mapping RC4 key to
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Received Auth Success while in
Authenticating state for mobile 00:40:96:ac:e6:57

debug mac addr <MAC Address>:

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Association received from
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 STA: 00:40:96:ac:e6:57 -
rates (8): 12 18 24 36 48 72 96 108 0 0 0 0 0 0 O O
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN (20)
Change state to START (0)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0)
Initializing policy
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0)
Change state to AUTHCHECK (2)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 AUTHCHECK (2)
Change state to 8021X REQD (3)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 8021X_REQD (3)
Plumbed mobile LWAPP rule on AP 00:0b:85:51:5a:e0
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Changing state for
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0 from Associated to Associated
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Stopping deletion of
Mobile Station: 00:40:96:ac:e6:57 (callerId: 48)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Sending Assoc Response to
station 00:40:96:ac:e6:57 on BSSID 00:0b:85:51:5a:e0 (status 0)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Changing state for
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0 from Associated to Associated
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 Removed NPU entry.
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 dotlx - moving
mobile 00:40:96:ac:e6:57 into Connecting state
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Sending EAP-
Request/Identity to mobile 00:40:96:ac:e6:57 (EAP Id 1)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Received EAPOL START from
mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 EAP State update from
Connecting to Authenticating for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 dotlx -
moving mobile 00:40:96:ac:e6:57 into Authenticating state
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Entering Backend Auth Reqg state (id=3) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 3)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 3, EAP Type 25)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Entering Backend Auth Reqg state (id=4) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 4)
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57



Received EAP Response from mobile 00:40:96:ac:e6:57

Wed Dec 19 02:31:49 2007:

Wed Dec 19 02:31:49 2007:

Processing Access-Challenge for

Wed Dec 19 02:31:49 2007:
Entering Backend Auth

(EAP Id 4, EAP Type 25)
00:40:96:ac:e6:57
Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
00:40:96:ac:e6:57
mobile 00:40:96:ac:e6:57
00:40:96:ac:e6:57
Reqg state (id=5) for mobile 00:40:96:ac:e6:57
00:40:96:ac:e6:57

Wed Dec 19 02:31:49 2007:

Sending EAP Request from AAA to

Wed Dec 19 02:31:49 2007:
Received EAP Response
Wed Dec 19 02:31:49 2007:
Entering Backend Auth
Wed Dec 19 02:31:49 2007:

Processing Access-Challenge for

Wed Dec 19 02:31:49 2007:
Entering Backend Auth
Wed Dec 19 02:31:49 2007:

mobile 00:40:96:ac:e6:57 (EAP Id 5)
00:40:96:ac:e6:57
from mobile 00:40:96:ac:e6:57 (EAP Id 5, EAP Type 25)
00:40:96:ac:e6:57
Response state for mobile 00:40:96:ac:e6:57
00:40:96:ac:e6:57
mobile 00:40:96:ac:e6:57
00:40:96:ac:e6:57
Reqg state (id=6) for mobile 00:40:96:ac:e6:57
00:40:96:ac:e6:57

Sending EAP Request from AAA to

Wed Dec 19 02:31:56 2007:
Received EAP Response
Wed Dec 19 02:31:56 2007:
Entering Backend Auth
Wed Dec 19 02:31:56 2007:

Processing Access-Challenge for mobile 00:40:96:ac:eb:

Wed Dec 19 02:31:56 2007:
Entering Backend Auth
Wed Dec 19 02:31:56 2007:

Sending EAP Request from AAA to mobile 00:40:96:ac:eb:

Wed Dec 19 02:31:56 2007:
Received EAP Response
Wed Dec 19 02:31:56 2007:
Entering Backend Auth
Wed Dec 19 02:31:56 2007:

Processing Access-Challenge for

Wed Dec 19 02:31:56 2007:
Entering Backend Auth
Wed Dec 19 02:31:56 2007:

00:40:96:ac:e6:57
from mobile 00:40:96:ac:e6:57 (EAP
00:40:96:ac:e6:57
Response state for mobile 00:40:96:
00:40:96:ac:e6:57
57
00:40:96:ac:e6:57
Reqg state (id=10) for mobile 00:40:
00:40:96:ac:e6:57
57
00:40:96:ac:e6:57
from mobile 00:40:96:ac:e6:57 (EAP
00:40:96:ac:e6:57
Response state for mobile 00:40:96:
00:40:96:ac:e6:57
mobile 00:40:96:ac:e6:57
00:40:96:ac:e6:57
Reqg state (id=11) for mobile 00:40:
00:40:96:ac:e6:57

Sending EAP Request from AAA to

Wed Dec 19 02:31:56 2007:
Received EAP Response
Wed Dec 19 02:31:56 2007:
Entering Backend Auth
Wed Dec 19 02:31:56 2007:

00:40:96:

mobile 00:40:96:ac:e6:57

mobile 00:40:96:ac:e6:57
ac:e6:57

from mobile 00:40:96:ac:e6:57 (EAP

00:40:96:

Response state for mobile 00:40:96:

00:40:96:

ac:e6:57

ac:e6:57

Processing Access-Accept for mobile 00:40:96:ac:e6:57

Wed Dec 19 02:31:56 2007:

00:40:96:

ac:e6:57

(EAP Id 6)
Id 9, EAP Type 25)

ac:e6:57

96:ac:e6:57
(EAP Id 10)
Id 10,

EAP Type 25)

ac:e6:57

96:ac:e6:57
(EAP Id 11)
Id 11,

EAP Type 25)

ac:e6:57

Creating a new PMK Cache Entry for station 00:40:96:ac:e6:57 (RSN 0)

Wed Dec 19
Sending
Wed Dec 19
Sending
Wed Dec 19
Sending
Wed Dec 19 02:31:56 2007:
8021X_REQD (3)
Wed Dec 19 02:31:56 2007:
L2AUTHCOMPLETE (4)
Wed Dec 19 02:31:56 2007:
L2AUTHCOMPLETE (4)
Wed Dec 19 02:31:56 2007:
(20)
Wed Dec 19 02:31:56 2007:
(20)
type

02:31:56 2007:

02:31:56 2007:

02:31:56 2007:

Reached PLUMBFASTPATH:

00:40:96:

00:40:96:

00:40:96:

00:40:96:

00:40:96:

Plumbed mobile LWAPP rule on AP

00:40:96:

Change state to RUN

00:40:96:

00:40:96:

Replacing Fast Path rule
Airespace AP Client

ac:e6:57

ac:e6:57

default RC4 key to mobile 00:40:96:ac:e6:57

ac:e6:57

Key-Mapping RC4 key to mobile 00:40:96:ac:e6:57

ac:e6:57 10.77.244.218

Change state to L2AUTHCOMPLETE (4)

ac:e6:57 10.77.244.218
ac:e6:57 10.77.244.
(20)

ac:e6:57 10.77.244.

218

from line 4041

ac:e6:57 10.77.244.

00:0b:

EAP-Success to mobile 00:40:96:ac:e6:57 (EAP Id 12)

85:51:5a:e0

218 RUN

218 RUN



on AP 00:0b:85:51:5a:e0, slot 0, interface = 2
ACL Id = 255, Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID = 5006
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN (20)
Card = 0 (slot 0), InHandle = 0x00000000,
OutHandle = 0x00000000, npuCryptoFlag = 0x0000
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN
(20) Successfully plumbed mobile rule (ACL ID 255)
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN
(20) Reached RETURN: from line 4041
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 Entering Backend
Auth Success state (id=12) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 Received Auth Success
while in Authenticating state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 dotlx -
moving mobile 00:40:96:ac:e6:57 into Authenticated state

Observagao: se vocé usar o Microsoft Supplicant para autenticar com um Cisco Secure ACS para
autenticagdo PEAP, o cliente possivelmente ndo sera autenticado com éxito. As vezes, a conexao
inicial pode ser autenticada com éxito, mas as tentativas subsequentes de autenticagcao de
conexao rapida nao se conectam com éxito. Esse € um problema conhecido. Os detalhes desse
problema e a corregao para o mesmo estao disponiveis aqui .

Informacoes Relacionadas

- PEAP em redes sem fio unificadas com ACS 4.0 e Windows 2003

- Exemplo de Configuragéo de Autenticacdo EAP com WLAN Controllers (WLC)

- Atualizacdo do software da controladora Wireless LAN (WLC) para as versdes 3.2, 4.0 e 4.1
- Guias de configuracdo de Cisco 4400 Series Wireless LAN Controllers

- Suporte Técnico e Documentagao - Cisco Systems



http://support.microsoft.com/?kbid=885453
//www.cisco.com/en/US/products/ps6366/products_configuration_example09186a00807917aa.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a0080665d18.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00805f381f.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/ps6366/products_installation_and_configuration_guides_list.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



