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| ntroduction

Este documento descreve como configurar uma rede local sem fio (WLAN) com seguranca 802.1x e
substituicdo de rede local virtual (VLAN).

Prerequisites

Requirements

A Cisco recomenda que vocé tenha conhecimento destes topicos:

» 802.1x

* Protocolo PEAP protegido

» Autoridade de Certificagdo (CA)
 Certificados

Componentes Utilizados

As informagdes neste documento sdo baseadas nestas versdes de software e hardware:

« WLCVv8.3.102.0



* ldentity Service Engine (ISE) v2.1
» Notebook Windows 10

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. Se arede estiver ativa,
certifigue-se de que vocé entenda o impacto potencial de qualquer comando.

| nfor magbes de Apoio

Ao configurar umaWLAN com seguranga 802.1x e VLAN, vocé pode substituir o Protected Extensible
Authentication Protocol como Extensible Authentication Protocol (EAP).

Configurar

Diagrama de Rede

ISE V2.1

WLC v8.3

Configuracao
As etapas gerais S80:

1. Declare o servidor RADIUS naWLC e vice-versa para permitir acomunicacao entre si.
2. Crie 0 Service Set Identifier (SSID) no WLC.

3. Crie aregra de autenticacéo no ISE.

4. Crie o perfil de autorizagdo no I SE.



5. Crie aregra de autorizagdo no | SE.
6. Configure o ponto final.

Declarar servidor RADIUSnoWLC

Para permitir a comunicagdo entre o servidor RADIUS eaWLC, vocé precisaregistrar o servidor RADIUS
naWLC evice-versa.

GUI:

Etapa 1. Abraa GUI do WLC e navegue para SECURITY > RADIUS > Authentication > New conforme
mostrado naimagem.

T

CISCO MOMITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers
~ AAA

Auth Called Station ID Type [AP MAC Addrezs:SSID

Ganaral
w RALILES
suthentication

HES-AES Kay/ Wrap | (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

Receunang MAC Delimiter [Hyphen
Fallback
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Etapa 2. Insira as informagdes do servidor RADIUS conforme mostrado naimagem.

RADIUS Authentication Servers » New

Server Index [Priorit

Shared Secret Format

Shared Sacret ITITTITT |

Confirrm Shared Secret |uuuu |

Key Wrap [ ] [Designed for FIPS custorners and requires a key wrap compliant RADIUS server)
Fort Murmber
Server Status |Ena|:u|ed Vl
Support for Cos
Server Tirmeout seconds
Metwaork User Ernable
Managerent Enable
E\rﬂi:::ftment Retransrnit seconds
IPSec [] Enable
CLI:

> config radius auth add <index> <a.b.c.d> 1812 ascii <shared-key>
> config radius auth disable <index>
> config radius auth retransmit-timeout <index> <timeout-seconds>



> config radius auth enable <index>

<a.b.c.d> corresponde ao servidor RADIUS.
Criar SSID

GUI:

Etapa 1. Abraa GUI daWLC e navegue para WL ANs > Create New > Go conforme mostrado naimagem.

MINIIT

CISCO MOMITOR  WLANMs COMTROLLER  WIRELESS  SECURITY  MANMAGEMENT COMMANDS  HE

WLANS WLANS

Current Filter: Mone [Change Filter] [Slear Filter] I@

¢ Advanced

Etapa 2. Escolha um nome para 0 SSID e o perfil e clique em Aplicar, conforme mostrado naimagem.

W e

Tupe i LA e

Profile Marne profile-narne |

SSID SSIC-narme |

CLI:

> config wlan create <id> <profile-name> <ssid-name>

Etapa 3. Atribua o servidor RADIUS a WLAN.

CLI:

> config wlan radius_server auth add <wlan-id> <radius-index>

GUI:

Navegue para Security > AAA Servers e escolha o servidor RADIUS desgjado, depois pressione Apply
como mostrado na imagem.



WLANS > Edit ‘ise-prof' < Back | I Apply

General | Qos I Policy-Mapping | Advanced |

Layer 2 I Layer 3 |
sl
Select AA A servers below to override use of default servers on this WLAN
RADIUS Servers
RADIUS Server Ouerwrite interface DEnabIed
Authentication Servers Accounting Servers EAP Parameters
Enabled Enabled Enable [ ]
Server 1 {1Pi172,16.15.8, Port:1812} - fHone - |
Server 2 | Mone Mone V|
gerver 3 | Mone - Mone V|
Server 4 | Mone ,: Mone |
Server 3 | Mone ,: Morne |
Server & |[Mone f:lN-:une |
RADIUS Server Accounting
Interimm Update Interim Interl.lallC Seconds W
< >

Etapa 4. Habilite Allow AAA Override e, opciona mente, aumente o timeout da sessdo

CLI:

> config wlan aaa-override enable <wlan-id>
> config wlan session-timeout <wlan-id> <session-timeout-seconds>

GUI:

Navegue até WLANs > WLAN ID > Advanced e habilite Allow AAA Override. Opcionamente,
especifique o Tempo Limite da Sessdo conforme mostrado naimagem.



WLANS > Edit ‘ise-prof'

Allow Asa Ovearride

'l' Enabled

Coverage Hole

Detedion

Aironat IE

Diagnostic Channal
i

Oyerride Interface
ACL

Layer2 Ad
URL ACL
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Client Exclusion £
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Static IP Tunneling
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“ Enabled
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r IPvE
IPvd4 HMone

L Mone

Mone -
Mone

|Di5a|:u|E|:| o

L [
o 60 |
Enabled"
Timaout Value (sacs)
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General | Security | QoS  Policy-Mapping = Advanced

<Back | E@‘I

-

DHCP

DHCP Server [_ Owerride

DHCP Addr. _

Assignment [_ Required
OEAP

Split Tunnel — Enabled
Management Frame Protection (MFP)

MFP Client Protection 4 | Optional - |
DTIM Period (in beacon intervals]

g802.11afn [1 - 255) i

802,11b/g/n (1 - 255) |1
MAL

NAC State | Woana o o

»

Etapa 5. Ativar aWLAN.

CLI:

> config wlan enable <wlan-id>

GUI:

Navegue at¢ WLANs>WLAN ID > General e habilite 0 SSID como mostrado naimagem.



WLANS > Edit ‘ise-prof' < Back | I Apply

Security | Qos | Policy-Mapping | Advanced |

Profile Narme ise-prof
Type ' LA
S5ID ize-szid

Status ~* Enabled

Security Policies [WPaAaZ][Auth(802.1X]]
[Madifications done under security tab will appear after applying the changes.)

Fadio Policy :AII |
Interface/Interface

Group(G) rmanagerment -
r;:;:ijra:t Vlan I:l Enabled
Broadcast SSID [ Enabled

MAS-ID naone

Declarar WLC no ISE

Etapa 1. Abra o console do | SE e navegue até Administracdo > Recur sos de rede > Dispositivos derede
> Adicionar conforme mostrado naimagem.

'::Iﬂs',l_!;'.' Identity Services Engine Haorme b Context Visibility b Dperations ¥ Policy

+ Metwork Resources

= Metwork Devices  Metwork Device Groups  Mebwork Device Profiles Edternal RADILS Senvers RADILS Server Sequence

Metwiark devices Metwork Devices

= Administration

¥ System ¥ ldentity Management ¥ Device Portal Management  pxGrid Services ¥ Feed Service

Diefault Device

S Edit [fyDuplicate | @aImport @eExport « | @ Generate PAC | M Delete «

Etapa 2. Insiraos valores.

Opcionalmente, pode ser um nome de Modelo, versao de software, descricdo e atribuir grupos de
Dispositivos de Rede com base em tipos de dispositivo, localizagdo ou WLCs.

a.b.c.d corresponde ainterface da WL C que envia a autenticacéo solicitada. Por padréo, € ainterface de
gerenciamento, como mostrado naimagem.



Fetwark Devices List = New Metwork Device

Mame | WLC-name

Descripion | optional description |

[ —

MNetwork Devices

* Deyice Profile | @& Cisco | » | 5

Model Mame  |yic.model v |

Software Version |- software 7 |

* Metwork Device Group

Device Type  [yLcs-2504 | [ Set To Default |
Location |4 Locations | £ set To Default :
WLCE [wLcs | [ set To Default |

» RADILS Authentication Settings

Enable Authentication Settings
Frotocol  RADIUS

*Shared Becret | gessssss . | Shioe |

Enable Kewwrap [ i

* Wey Encryption key Shiow

* Message Authenticator Code Key Show

key Input Format =0 ASC HEXADECIMAL

ComFort [1700 | [ Set To Default |

Para obter mais informacgdes sobre Grupos de dispositivos de rede:

|SE &€ Grupos de dispositivos de rede

Criar novo usuariono | SE

Etapa 1. Navegue até Administracdo > Gerenciamento de identidade > Identidades > Usuérios > Adicionar ,
conforme mostrado naimagem.


/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01000.html

bl ldentity Services Engine

Home ¥ Context Visibility ¥ Dperations ¥ FPolicy = Administration

b Systern | w ldentity Management ¥ Metwork Resources ¥ Device Portal Management  prGrid £ System

* [dentities Groups External [dentity Sources [dentity Source Sequences b Settings D.Eplnﬁ,r_ment
—— Licensing
O Cerificates
- MNetwork Access Users Logging
.
Maintenance
Latest Manual Metwork Scan Res. = _ Uparade
Zh Skatus = Irmport E [
5 @ ange SLatls & e Expor { Backup & Restor
Status Marme «  Descriptior Admin Access
o Loading. Setings

Identﬁ Manaieml

Neste exemplo, este usuario pertence a um grupo chamado ALL_ ACCOUNTS, mas pode ser gjustado
conforme necessario, como mostrado naimagem.

Etapa 2. Inserir informagdes.



Metweork Access Users List = Mew Metwork Access User

* Network Access User

* Mame | userl

Status Enahled =

Email |

* Passwords

Paz=word Type: Irternal Uszers i

Pazsward Re-Erter Passw

Enable Pazzword | | |

» User Information

First Mame | |

Last Mame | |

* Account Options

Description |

Change pazsword on next login ]

» Account Disable Policy

Dizable account if date exceeds | 2017-01-21

* User Groups

|ALL_ACCOUNTS (default) |

Criar Regrade Autenticacao

As regras de autenticacdo sdo usadas para verificar se as credenciais dos usuérios estéo corretas (verificar se
0 usuério realmente € quem diz ser) e limitar os métodos de autenticagdo que podem ser usados por ele.

Etapa 1. Navegue para Politica > Autenticacdo como mostrado naimagem.



||1|| '_".."-_.i_".".""'l:; ainilal=
Sl dentity Services Engine

b Context Visibility r Operations

Summany Endpoints Gluests Wiulnerability Threat -
Profiling
METRICS Client Provisioning
Total Endpoints & Active Endpoi
— .

Etapa 2. Insira uma nova regra de autenticagdo, conforme mostrado naimagem.

‘Ul Identity Services Engine Hame b Context Visibility b Operations b Administration

Authentication Authaorization Frofiling Fosture Client Provisioning ¥ Policy Elements

fing the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authenticat
watem = Backup & Restore = Policy Export Fage

ed

Jf Wired_mWAB OR
| Pratocols  and

use Internal Endpoints

S Wired_802 1 0R
|C_Protocols and

Etapa 3. Insira os valores.

Esta regra de autenticagéo permite todos os protocol os listados na lista Acesso de rede padréo. 1sso se aplica
a solicitacdo de autenticacdo para clientes Wireless 802.1x e com ID de estagdo chamada, e termina com ise-
ssid, como mostrado naimagem.

.II:II!; :ILI'- I|:1Eer'|tit3,.-' Services En giﬂE Haorme b Context visibility b Operations v Administration

Authentication Altharization FProfiling  Posture Client Provisioning ¢ Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that [ISE should use to communicate with the network devices, and the identit
For Policy Export go to Administration = System = Backup & Restore = Policy Export Page

Policy Type () Simple  (®) Rule-Based

& v | Rulename | f | Wireless_802.1% AND Select Attribute I :I IAIIDW Protocols @ |Default Net

B add all Conditions Below to Library

Description
¥ Wireless_802.1X 3|l & condition to match 802, 1% based authent

» || Default o Lg

IRadiuz:CaIIed-Sta... Lo | Ends with




Além disso, escolha afonte de identidade para os clientes que correspondem a esta regra de autenticacdo.
Este exemplo usa a lista de origem de identidade de usuérios internos como mostrado naimagem.

B~ | Rule name | | wireless_802.1X AND RadiusCall.. | Allow Protocols | Default Network Access

B - | Defaul o Use | Internsl Users I I

Identity Su:uuru:e|1nternal sers
Options . .
Identity Source Lisl
If authertication failed]feject - ¥
If uzer not found| Reject M I'
If process faied) Drop T N N

o All_AaD Join Paoint
Note: For suthentications using PEAP, LEAP, EAP-FAST, EAP-TLS of RN eI

it iz not possible to continue processing when authentication fails o @ Al _User ID Stores
If cortinue option iz selected in these cases, regquests will be reject

P

o Certificate_Request_

o Denydcoess

& Guest Lsers
o ‘Guest_Portal_Seque
2 IdretitySequence_]

2 Internal Endpoints

Internal Usars

Quando terminar, clique em Concluido e em Salvar como mostrado naimagem.

T ¥ [Fires 3.1 AR Mires Pk Dt Motwork S000S ared E

Para obter mais informagdes sobre fontes de identidade, consulte este link:

Criar um grupo de identidade de usuério

Criar perfil de autorizacéo

O perfil de autorizac&o determina se vocé tem ou ndo acesso arede. Listas de Controle de Acesso (ACLs -
Access Control Lists), substituicéo de VLAN ou qualquer outro parametro. O perfil de autorizacdo mostrado
neste exemplo envia uma aceitacéo de acesso paravoce e atribui a VLAN 2404.

Etapa 1. Navegue para Politica > Elementos de politica > Resultados como mostrado naimagem.


/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01101.html

sibility v Operations b Administration ¥ Work Centers

frovisioning  » Paolicy Ele  puthentication Authorization
Profiling Posture
Client Provisioning Policy Elements
groups andfor other condi Lictionaries

= Policy Export Page

Caonditions
Fesults

Etapa 2. Adicione um novo perfil de autorizacdo. Navegue até Authorization > Authorization Profiles >
Add conforme mostrado naimagem.

vl

cseo ldentity Services Engine Horme b Contesd Wizibility ¥ Operations

Authertication  Authorization Profiing Posture  Client Provisioning - Palicy Elements

Dictionaries b Conditions

* Authentication Standard Authorization Profiles

For Policy Export go to Administration = System = Ba

S Edit Li<Duplicate | % Crelete

[ Mame

= Authorization

Authorization Profiles

Diosenloadable 5]

Etapa 3. Insira os valores conforme mostrado na imagem.



Authorization Profiles = New Authorization Profile

Authorization Profile

*Mame | PermitAccessyLAN2404 B
Description

* Access Type | ACCESS ACCEPT - |

Metweork Device Profile g Cigon | w0

Zervice Template r

Track Movement M

Pazsive ldentity Tracking Ma

« Common Tasks

™ acL (FiterD)

M wLan TagID| O |Edit Tag | IDMName | 2404

r Yoice Damain Permission

|- Wik Radivacticn ST kdMikd RISD SDDY 2

= Advanced Attributes Settings

|Select an ikem | = |

= Attributes Details

fccess Type = ACCESS_ACCERPT
Tunnel-Private-Group-I0 = Makl: 2404
Tunnel-Type = MaM:13
Turnel-Medium-Type = Mall:6

Criar Regrade Autorizagéo

A regra de autorizacao € aresponsavel por determinar quais permissoes (qual perfil de autorizacéo) o
resultado sera aplicado a vocé.

Etapa 1. Navegue para Politica > Autorizacdo como mostrado naimagem.



‘es Engine Horme b Cortext Visibility F Cperations k Adrin

norization | Profiling  Posture  Client Provisioning  » Policy Ele puthentication Authorization
Profiling Posture

Y Client Provisioning Paolicy Elements

Palicy by configuring rules based on identity groups andfor other condi Dictionaries

dministration = Syvstermn = Backup & Restore = Policy Export Page conditions

Lies - | Results

Etapa 2. Inserir uma nova regra conforme mostrado naimagem.

Irlcll';égl ldentity Zerices Engine Home b Context iz » Operstions v Acdministration ¥ Work

Authertication Authorization § Profiling Posture  Client Provisioning ¢ Palicy Elements

figuring rules based on idertity groups andfor ather conditions. Drag and drop rules to change the arder,
= System = Backup & Restore = Policy Export Page

[ -]

Conditions (identity groups and other conditions) Permizzions

Etapa 3. Insira os valores.

Primeiro, selecione um nome para aregra e o grupo de identidade onde o usuério esta armazenado
(ALL_ACCOUNTS), como mostrado naimagem.

Status Fule Mame Conditions (identity groups and other conditions) Permiz
F I MamesuthZrule - Ay | Conditiong =) W |—
R S R TRL A T |any m - Ar
User Identity Groups
i i E c
( =)
T B Rlein f-E- .
@ L9y Fr 0 PR - T P S et & GuestType Daly (default)
o GuestType_Wreekly [default)
'@ Tmslosrzs SRR TEE T @ GuestType_Contractor [default]
AT e T , —
== m et
THIELL AT mbvme ofire jpeleos Ay = AT L T -n
B Fhpnie AT Opbnerd Fetmen GO, ELP . pmCHADD B AL ACCOLNTS (defalt
- [ L T 3 B Wttt B |8 I el P P |




Depois disso, selecione outras condicdes que facam com que o processo de autorizagdo se encaixe nessa
regra. Neste exemplo, 0 processo de autorizagdo atingira essa regra se usar 802.1x Wirelesse sua D de
estacdo chamada terminar com ise-ssid, como mostrado naimagem.

=atus Fuile Mame Condtions (identdy groups and olher condtions) PErmssions
P - [ MameduthZrule | | AL Wireless_S02 13X AWD Radius:Call.. AughZ P
E e H Add all Condiions Betowy to Libreary
:
& & Condition Mame Description
= i ['-.-'-.-'i'eless B0, 1% ] formalized Fadius:RatusFowType E
|
Radius:Called-Stat.... 3] [ En

<
[11]

Por fim, selecione o perfil de Autorizacdo atribuido a vocé que atinge essaregra. Clique em Done e Save
como mostrado na imagem.

Staties Fule hsme Condtions (identy groups and other conditions) Permeszions

d = | MNameduthZnie | AL ' Vilreless_802 1 X AND Radius:Call.. ' | £uthZ Pr.. I |
|

%
4]

|Select an ikem I

E Defalit DenyAccess

Configuracao do dispositivo final

Configure uma méguina Windows 10 laptop para se conectar aum SSID com Autenticacdo 802.1x e
PEAP/MS-CHAPVv2 (versdo da Microsoft do Challenge-Handshake Authentication Protocol) Versao 2.

Neste exemplo de configuragdo, o | SE usa seu certificado autoassinado para executar a autenticacao.
Para criar o perfil WLAN na magquina com Windows, ha duas opgoes:
1. Instale o certificado autoassinado no computador para validar e confie no servidor | SE para concluir a
autenticacao.
2. Ignore avalidagdo do servidor RADIUS e confie em qualquer servidor RADIUS usado para executar
a autenticacdo (ndo recomendado, pois pode se tornar um problema de seguranca).

A configuragdo dessas opgoes € explicada em Configuracdo do dispositivo final - Criar o perfil de WLAN -



Etapa 7.
Configuracao do dispositivo final - Instalar certificado autoassinado | SE

Etapa 1. Exportar certificado autoassinado.

Fagalogin no I SE e navegue até Administration > System > Certificates > System Certificates.

Em seguida, escolha o certificado usado paraa Autenticacdo EAP e clique em Exportar como mostrado na
imagem.

ek ldentity Services Engine Home v Context

ity ¥ Operstionz * Policy = Administration Fiork
¢ [dentity Management ¥ Metwork Resources ¢ Device Portal Managemert  pxGrid Services ¥ Feed Zervice b f
Deploymert  Licenszing | = Cerificates b Logging b Maintenance  Upgrade  Backup & Restore b Admin &cocess b Settir

L]
= Certificate Management System Certificates ) For dizaster recovery it is recommended to export certificate ar
CrvEryiey | _f' Edit .|—1::~ Generate Self Signed Certificate .}—::L Impart: §|&E Export [§3€ Delete | |
Syatem Cerificates Frigndly Mame Ilzed By Portal group tag |
Endpoint CeHificates _
E&AP-SeltSignedCertificatenE
Trusted Cedificates W  aP-SeliSignedertificate#00  SNNAR NI EAl

DTl W HEWEE 3 g EEERH P

Salve o certificado no local necessario. Esse certificado deve ser instalado na maguina com Windows, como
mostrado naimagem.

Export Certificate 'EAP-SelfSignedCertificate#EAP-SelfSignedCertificate#00001 oS

=) Export Certificate Only

) Expork Certificate and Private Key
*Private Key Password
*Confirm Password
Warning; Exporting a private key is not a secure operation, It could lead ko possible exposure of the private key.

Cancel |

Etapa 2. Instale o certificado na maquina Windows.

Copie o certificado exportado do | SE para a maquina Windows, altere a extensao do arquivo de .pem para
.crt e, depois disso, clique duas vezes parainstalalo como mostrado naimagem.



on Certificate o

Gerevdl Detads  Cestification Path

m Certilicate Information

This CA Rioot certificabe is nok brusted. To enable brust,
install this certificabe in the Trusted Root Certification
Authorities store.

Issued bo:  EAP-Sef SignedCertficate

Issued by: EAP-SelfSignedCestificate

Valid from 23/11/2006 to 2371172018

Ingtoll Centificote.. . | Issuer Statement

o]

Etapa 3. Selecione instal&lo namaquina local e clique em Avancar como mostrado naimagem.

&= Certilicate Irnpart Wizsd

Welcomae to the Certificate Import Wizard

Thes: vz heslpss yu dogs Devtificabes, certificate it lehs, and oersificate nevacstion
st From your disk to & ooviificabe store,

Acortfente, wheh i maed by 5 oot festion stborty, o 4 confirmaten o pour destity
] ol i, i errreabior ued be prodedt dabs ér Bo ekablih pecure Febwerh,
pofweckorn. S cerbfeabe thire i L dysters ares whwre ot alon oo hopt

e List A
(O Cumect s
) Locel Machine

T conkirs, chik Heat

Cinct

Etapa 4. Selecione Place all certificatesin this store, depois procure e selecione Trusted Root
Certification Authorities. Depois disso, clique em Avancar conforme mostrado naimagem.



& £ Cetificate Import Wizard

Cerlifucate Slom
Lortdicato foned ad sysbem ook whene cortificates aro kepd,

Windows can subormsbically select & certificate stors, of you can specfy & kocstion for
the certificate.

() dubematically select the certificabe shor Budad on the type of certficste
(1 Paze ol cortiicabes in L lolowine sione

Certficabe shorn!
Trusted Root Cartfcstion Authorties B,

T

Etapa 5. Em seguida, clique em Finish conforme mostrado naimagem.

4= &= Cotificate Import Wizard

Completing the Certificate Import Wizard

Thee cosrtificabe wall be imported after you chick Finesh,

Fins Fubrets ipeifuied U Fidlimete} Tt L
Certificate Sore Selected by User [RUFELTEL R0 T oy 2
Cordert Coreficate

Cancel

Etapa 6. Confirme ainstalacgo do certificado. Clique em Sim como mostrado naimagem.



Security Warning

I You are about toinstall a certificate from a certification authority
o (CA) claiming to represent;

EAP-SelfSignedCertificate

Windows cannot validate that the certificate is actually from
"EAP-SelfSignedCertificate”. You should confirm its origin by
contacting "EAP-SelfSignedCertificate”. The following number will
assist you in this process:

Thumbprint (shaly S0 n Zol o000 s ca, W20 arnemee

FT

Warning,

If yvou install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you click ™es" you
acknowledge this risk.

Co you want to install this certificate?

Yes Mo

Passo 7. Finamente, clique em OK conforme mostrado naimagem.

Certificate Import Wizard 4

o The impart was successful,

OK

Configuracao do dispositivo final - Criar o perfil da WLAN

Etapa 1. Clique com o bot&o direito do mouse no icone I niciar e selecione Painel de Controle como
mostrado naimagem.



Etapa 2. Navegue até Rede e I nter net e depois navegue até Central de Rede e Compartilhamento e
cligue em Configurar uma nova conexao ou rede como mostrado naimagem.

b Mebaork and Shasing Center
# w 'T'I B » Control Panel * Metwork and Internet * Metwork and F-hmmq{'-rntﬂl

F— View your basic network information and set up connections
Controd Panel Hoene:

Wi WOUT SCEiE neteoris
Charge adapies seitings
Charage acvarsedd shanng i, e Acesi bype S ]

S4Rings Disivanin feptwcsk Cesnivig s« Ethesnet

Set up a beoadband, dial-up, oo VPN Soanection; oF $61UP 3 Iouler of 200855 point

-
-

Dhagnose and repair retwork problems, or get troublethooting information

Etapa 3. Selecione Conectar manualmente a umarede sem fio e cliqgue em Avangar conforme mostrado

naimagem.

W Set Up a Convection or Metwork
Choose a connection oplion

T ':.'.':"f'.' £ they ket

-

e et up & marer rartwerk
*-

S
S~RC onnect bo @ hidden ratwork or creaie 3 new winsen profile

l'ucnwrl.uwo-l-:nr-




Etapa 4. Insira as informagdes com o nome do SSID e o tipo de seguranca WPA 2-Enterprise e clique em
Avancar, como mostrado naimagem.

- =
= 5' Melirmiadly COnnect 1o & winghirs. nabwerk
Enter information for the wireless network you want (o add
Wetwork name - i
Security type WAL Enterprive
Frasyption Type
Security Key
<3 SRart this connedtion sutomatically
| Cionnect ever if che retwork 14 mot brosdcasting
Whirning: I you select this option, your compuber's privecy might be at fitk
Hawt Cancel

Etapa 5. Selecione Change connection settings para personalizar a configuracéo do perfil de WLAN
conforme mostrado naimagem.

g

Etapa 6. Navegue até a guia Segur anca e clique em Configur acdes conforme mostrado naimagem.



ise-ssid Wireless Netwoark Properties >

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) -

[+] Remember my credentials for this connection each
time I'm logged on

Advanced settings

Ok Cancel

Passo 7. Selecione se 0 servidor RADIUS esta validado ou néo.

Em caso afirmativo, habilite Verificar aidentidade do servidor validando o certificado e nalista
Autoridades de certificacdo raiz confiaveis: selecione o certificado autoassinado do | SE.

Depois disso, selecione Configurar e desabilitar Usar automaticamente meu nome e senha de login do
Windows... e clique em OK conforme mostrado nas imagens.



Protected EAP Properties x

When connecting:

.| Verify the server's identity by validating the certificate

[ ] connect to these servers (examples:srvl;srv2;. ¥\ srv3\.com):

Trusted Root Certification Authorities:

[ smteb i -
[, ™ 1 Auia, to L T e
|:|E e i
EAP-SelfSignedCertificate
T o T e T R
I:ll e Mlen I PR [T A 5""'-..,:
DE-. = e . v
Ml Ty e e
< 3

Motifications before connecting:

Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP vZ) v Configure...

Enable Fast Reconnect
|:| Disconnect if server does not present cryptobinding TLV
[ ]Enable Identity Privacy

EAP MSCHAPYZ Properties x

When connecting:

D Autcmatically wse my Windows logon name and
password (and domain if any).

Etapa 8. Configure as credenciais do usuario.

Voltando a guia Security, selecione Advanced settings, especifique o modo de autenticacdo como User
authentication e save as credenciais que foram configuradas no | SE para autenticar o usuario como mostrado

nas imagens.



ise-ssid Wireless Metwork Properties

Connection  Securky
Sequrity type: WPAZ-Emterpre

Encrypiion type: ALS

Choose a & authentication method:
Microsoft: Profected EAP [PEART) - Settings

[] Remembser mry credestials for this connection sach
time I'na logged on

=

oK
Advanced settings
BOZLK seflings 503,11 settiesys
[ Specify authentication mode:
(atd vuthenitication ol Gl £ PiahALAR.

Delete credential for ol uiers

[C] Enatle single sign o for this. neteork

P Enirsbidistedy befione whid kg
Petfcrm mnmedunely ot wier bgen
] :

Mlowy sdditional diskog fo be deplyyed durieg siegle
agn on

Thin nebwork wes weparate virtial LANS lor machine
Ared s suthentication

‘Windows Security

Save credentials

userl

Sawing your credentials allows your compater ta connect to the network
when you're not logged on (for example, to download updates).

Verificar



Use esta secdo para confirmar se a sua configuracéo funciona corretamente.

O fluxo de autenticagdo pode ser verificado da WL C ou da perspectivado I SE.

Processo de autenticacdo no WLC

Execute 0s proximos comandos para monitorar 0 processo de autenticagdo para um usuério especifico:

> debug client <mac-add-client>

> debug dotlx event enable
> debug dotlx aaa enable

Exemplo de uma autenticagéo bem-sucedida (parte da saida foi omitida):

<#root>

*apfMsConnTask_1: Nov 24 04:30:44.317:

e4: b3:18: 7c: 30: 58 Processi ng assoc-req

thread:1a5cc288

*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov

e4: b3:18: 7c: 30: 58 Recei ved 802.

11w Capable

*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov

e4: b3:18: 7c: 30: 58 0.0.

*apfMsConnTask_1: Nov

e4: b3:18: 7c: 30: 58 0.0.

*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov
*apfMsConnTask_1: Nov

Sent dotlx auth initiate message for

24
24
24
24
24
24

24
24
24
24
24
24

04:
04:
04:
04:
04:
04:

04:
04:
04:
04:
04:
04:

30
30
30
30
30
30

30
30
30
30
30
30

144,
144,
144,
144,
144,
144,

11i

144,
144,
144,
144,
144,
144,

317:
318:
318:
318:
318:
318:

802.

318:
319:
319:
319:
319:
319:

station:e4: b3:18: 7c: 30: 58 AP: 00: c8: 8b: 26: 2c: d0- 00

ed:
ed:
ed:
ed:
ed:
ed:

1X

b3:
b3:
b3:
b3:
b3:
b3:

18:
18:
18:
18:
18:
18:

7c:
7c:
7c:
7c:
7c:
7c:

30:
30:
30:
30:
30:
30:

58
58
58
58
58
58

Reassociation received from mobile on BSSID 00
Applying Interface(management) policy on Mobile
Applying site-specific Local Bridging override
Applying Local Bridging Interface Policy for st
RSN Capabilities: 60
Marking Mobile as non-

key managenent suite, enabling dotlx Authentication

e4:b3:18:7c:30:58 Received RSN IE with 1 PMKIDs from mobile e4:b:

Received PMKID:

(16)

e4:pb3:18:7c:30:58 Searching for PMKID in MSCB PMKID cache for mot
e4:p3:18:7c:30:58 No valid PMKID found in the MSCB PMKID cache fc
e4:b3:18:7c:30:58 0.0.0.0 START (@) Initializing policy

0.0 START (0) Change state to AUTHCHECK (2) |ast state START (0)

24 04:30:44.319:

0.0 AUTHCHECK (2) Change state to 8021X REQD (3) l|ast state AUTHCHECK (2)

24
24
24
24
24
24
24

04:
04:
04:
04:
04:
04:
04:

30
30
30
30
30
30
30

144,
144,
144,
144,
144,
144,
144,
*spamApTask2: Nov 24 04:30:44.323:
*spamApTask2: Nov 24 04:30:44.325:
*spamApTask2: Nov 24 04:30:44.325:

319:
319:
319:
319:
319:
319:
320:

ed:
ed:
ed:
ed:
ed:
ed:
ed:

b3:
b3:
b3:
b3:
b3:
b3:
b3:

18:
18:
18:
18:
18:
18:
18:

7c:
7c:
7c:
7c:
7c:
7c:
7c:

30:
30:
30:
30:
30:
30:
30:

58
58
58
58
58
58
58

0.0.0.0 8021X_REQD (3) Plumbed mobile LWAPP rul
apfMsAssoStatelnc

apfPemAddUser2 (apf_policy.c:437) Changing sta
apfPemAddUser2:session timeout forstation e4:b:
Stopping deletion of Mobile Station: (callerId:
Func: apfPemAddUser2, Ms Timeout = @, Session
Sending Assoc Response to station on BSSID 00:«

e4:b3:18:7c:30:58 Successful transmission of LWAPP Add-Mobile to AP ¢
e4:p3:18:7c:30:58 Received ADD_MOBILE ack - Initiating 1x to STA e4:l
e4:b3:18:7c:30:58

nobi | e e4: b3:18: 7c: 30: 58

*Dot1x_NW_MsgTask_0: Nov 24 04:30:44.326: e4:b3:18:7c:30:58 reauth_sm state transition @ ---> 1 for mob:



*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov

24
24
24
24
24
24

04:30:44.326:
04:30:44.326:
04:30:44.326:
04:30:44.326:
04:30:44.326:
04:30:44.326:

e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:

e4d: b3: 18: 7c: 30: 58 Sendi ng EAP- Request/ldentity to nob

*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dot1x_NW_MsgTask_0: Nov
*Dot1x_NW_MsgTask_0: Nov
*Dot1x_NW_MsgTask_0: Nov
*Dot1x_NW_MsgTask_0: Nov
*Dot1x_NW_MsgTask_0: Nov
*Dot1x_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov

*Dotlx_NW_MsgTask_@: Nov 24 @4:30:44.530:

24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24

04:30:44.380:
04:30:44.380:
04:30:44.380:
04:30:44.380:
04:30:44.380:
04:30:44.380:
04:30:44.380:
04:30:44.386:
04:30:44.387:
04:30:44.387:
04:30:44.387:
04:30:44.387:
04:30:44.390:
04:30:44.390:
04:30:44.390:
04:30:44.390:
04:30:44.393:
04:30:44.393:
04:30:44.393:
04:30:44.393:

e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:

e4: b3: 18: 7c: 30: 58 Processi ng Access-Accept for nobile

*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530: e4:b3:18:7c:
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530: e4:b3:18:7c:

*Dotlx_NW_MsgTask_@: Nov 24 @4:30:44.530:
e4: b3:18: 7c: 30: 58 Usernane entry (userl) created for
*Dotlx_NW_MsgTask_@: Nov 24 @4:30:44.530:

e4: b3:18: 7c: 30: 58 Found an i

*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov

e4:b3:18:7c:30:58 Inserti

MAC: e4:b3:18:7c:30:

*Dot1x_NW_MsgTask_0: Nov
*Dot1x_NW_MsgTask_0: Nov

24
24
24
24
24

ng

24
24

nterface nane:'vl an2404'

04:30:44.530:
04:30:44.530:
04:30:44.530:
04:30:44.531:
04:30:44.531:

AAA Override

58, source 4

04:30:44.531:

04: 30: 44.531: e4:b3:18: 7c: 30: 58 Found an

*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov

24
24
24
24
24

04:30:44.531:
04:30:44.531:
04:30:44.531:
04:30:44.531:
04:30:44.531:

struct for nobi

e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:

e4:b3:18:7c:30:

30:
30:
30:
30:
30:

le

30:
30:
30:
30:
30:
30:

30

e4:

30:
30:

30:
30:
30:
30:

nterface nane:

e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:

30:
30:
30:
30:
30:

58 EAP-PARAM Debug - eap-params for Wlan-Id :2
58 Disable re-auth, use PMK lifetime.

58 Station e4:b3:18:7c:30:58 setting dotlx reat
58 Stopping reauth timeout for e4:b3:18:7c:30:"
58 dotlx - moving mobile e4:b3:18:7c:30:58 intc

e4:b3:18:7c: 30:58 (EAP Id 1)

58 Received EAPOL EAPPKT from mobile e4:b3:18:"
58 Received Identity Response (count=1) from mc
58 Resetting reauth count 1 to @ for mobile e4.
58 EAP State update from Connecting to Authent:
58 dotlx - moving mobile e4:b3:18:7c:30:58 intc
58 Entering Backend Auth Response state for motl

:58 Created Acct-Session-ID (58366¢cf4/e4:b3:18:7
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

58 Processing Access-Challenge for mobile e4:b:
58 Entering Backend Auth Req state (id=215) fo:
58 WARNING: updated EAP-Identifier 1 ===> 215 1
58 Sending EAP Request from AAA to mobile e4:b:
58 Allocating EAP Pkt for retransmission to motl
58 Received EAPOL EAPPKT from mobile e4:b3:18:"
58 Received EAP Response from mobile e4:b3:18:"
58 Resetting reauth count @ to @ for mobile e4.
58 Entering Backend Auth Response state for motl
58 Processing Access-Challenge for mobile e4:b:
58 Entering Backend Auth Req state (id=216) fo:
58 Sending EAP Request from AAA to mobile e4:b:
58 Reusing allocated memory for EAP Pkt for re

b3:18: 7c: 30: 58

58 Resetting web IPv4 acl from 255 to 255
58 Resetting web IPv4 Flex acl from 65535 to 6°

nmobi l e, length = 253

corresponds to interface nane received: vlan2404

58 override for default ap group, marking intg:
58 Applying Interface(management) policy on Mot
58 Re-applying interface policy for client

58 apfApplyWlanPolicy: Apply WLAN Policy over |

58 Applying override policy from source Overric

"vl an2404' corresponds to interface nane recei ve

58 Applying Interface(vlan24@4) policy on Mobil
58 Re-applying interface policy for client

58 Setting re-auth timeout to @ seconds, got f:
58 Station e4:b3:18:7c:30:58 setting dotlx reat
58 Stopping reauth timeout for e4:b3:18:7c:30:"



*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dot1x_NW_MsgTask_0: Nov
*Dot1x_NW_MsgTask_0: Nov
*Dot1x_NW_MsgTask_0: Nov
*Dot1x_NW_MsgTask_0: Nov
*Dot1x_NW_MsgTask_0: Nov

24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24

04
04
04
04
04
04
04
04
04
04
04
04
04
04
04
04
04
04
04
04
04

ed: b3:18:7c: 30: 58 Starting key

*Dotlx_NW_MsgTask_0: Nov 24 @4:

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.

531:
531:
531:
531:
531:
531:
531:
531:
531:
531:
531:
531:
532:
532:
532:
532:
532:
532:
532:
532:
532:

e4:b3:18:7c:30:58
e4:b3:18:7c:30:58
e4:b3:18:7c:30:58

New PMKID:
[0000]

e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:

(16)

CccC

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

3a
58
58
58
58
58
58
58
58
58
58

Creating a PKC PMKID Cache entry for statior
Resetting MSCB PMK Cache Entry @ for statior
Adding BSSID 00:c8:8b:26:2c:d1 to PMKID cact

3d 26 80 17 8b f1 2d c5 cd fd a@ 8a c4 39
unsetting PmkIdValidatedByAp

Updating AAA Overrides from local for static
Adding Audit session ID payload in Mobility
@ PMK-update groupcast messages sent

PMK sent to mobility group

Disabling re-auth since PMK lifetime can tal
Sending EAP-Success to mobile e4:b3:18:7c: 3¢
Freeing AAACB from DotlxCB as AAA auth is dc
key Desc Version FT - 0@

Found an cache entry for BSSID 00:c8:8b:26::

Including PMKID in M1 (16)
[000@] cc 3a 3d 26 80 17 8b f1 2d c5 cd fd a@ 8a c4 39
M1 - Key Data:
[0000] dd 14 @0 0f ac 04 cc 3a 3d 26 80 17 8b f1 2d c5
[0016] cd fd a@ 8a c4 39

(22)

exchange to nobile e4:b3:18:7c: 30: 58, data packets will be dropped

30:44.532:

e4: b3: 18: 7c: 30: 58 Sendi ng EAPOL- Key Message to nobile

state INITPMK (message 1), replay

*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov

24
24
24
24
24
24
24
24

04
04
04
04
04
04
04
04

30:
30:
30:
30:
30:
30:
30:
30:

counter 00.00.00.00.
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:

44.
44.
44.
44.
44.
44.
44.
44.

e4: b3: 18: 7c: 30: 58 Recei ved EAPQOL- key

e4:b3:18:7c:30:58

*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
state PTKINITNEGOTIATING
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dot1x_NW_MsgTask_0: Nov
*Dot1x_NW_MsgTask_0: Nov

24
24
24
24
24
24

04
04
04
04
04
04

30:
30:
30:
30:
30:
30:

(message

24 04:30:
24 04:30:
24 04:30:
24 04:30:
24 04:30:

44.
44.
44.
44.
44.
44.
3),
44.
44.
44.
44.
44.

e4: b3: 18: 7c: 30: 58 Recei ved EAPQOL- key

from mobile e4:b3:18:7c:

*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov

30:

24
24
24
24
24
24

58

04
04
04
04
04
04

30:
30:
30:
30:
30:
30:

44.
44.
44.
44.
44.
44.

532:
532:
532:
532:
547:
547:
547:
547:

e4:

00.
30:
30:
30:
30:
30:
30:
30:

b3:

00.

58
58
58
58
58
58
58

18: 7c: 30: 58

00.00

Reusing allocated memory for EAP Pkt for re
Entering Backend Auth Success state (id=223]
Received Auth Success while in Authenticatir
dotlx - moving mobile e4:b3:18:7c:30:58 intc
Received EAPOL-Key from mobile e4:b3:18:7c::
Ignoring invalid EAPOL version (1) in EAPOL-
key Desc Version FT - 0@

in PTK_START state (nessage 2) from nobile

548:
548:
548:
548:
548:
548:

replay
548:

555:
555:
555:
555:

e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
counter 00.00.00.00.00.00.00.01

e4:b3:18:7c
e4:b3:18:7c
e4:b3:18:7c
e4:b3:18:7c

30:
30:
30:
30:
30:
30:

58
58
58
58
58
58

Successfully computed PTK from PMK!!!
Received valid MIC in EAPOL Key Message M2!!
Not Flex client. Do not distribute PMK Key «
Stopping retransmission timer for mobile e4
key Desc Version FT - 0@

Sending EAPOL-Key Message to mobile e4:b3:1¢

:30:58 Reusing allocated memory for EAP Pkt for re
:30:58 Received EAPQOL-Key from mobile e4:b3:18:7c::
:30:58 Ignoring invalid EAPOL version (1) in EAPOL-
:30:58 key Desc Version FT - 0@

i n PTKI NI TNEGOTI ATI NG state (message 4)

555:
555:
555:
555:
555:
555:

e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:
e4:b3:18:7c:

e4: b3:18:7c:30:58 0.0.0.0 8021X REQD (3) Change state

to

30:
30:
30:
30:
30:

58
58
58
58
58

Stopping retransmission timer for mobile e4
Freeing EAP Retransmit Bufer for mobile e4:l
apfMs1xStatelnc

apfMsPeapSimReqCntInc
apfMsPeapSimReqSuccessCntInc

L2AUTHCOVPLETE (4) |ast state 8021X_REQD (3)



*Dot1x_NW_MsgTask_0:
*Dot1x_NW_MsgTask_0:
*Dot1x_NW_MsgTask_0:
*Dot1x_NW_MsgTask_0:
*Dot1x_NW_MsgTask_0:
*Dot1x_NW_MsgTask_0:
*Dot1x_NW_MsgTask_0:
*Dot1x_NW_MsgTask_0:
*Dot1x_NW_MsgTask_0:
*Dot1x_NW_MsgTask_0:
*Dot1x_NW_MsgTask_0:
*Dot1x_NW_MsgTask_0:

24
24
24
24
24
24
24
24
24
24
24
24

04
04
04
04
04
04
04
04
04
04
04
04

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.

555:
555:
556:
556:
556:
556:
556:
556:
556:
556:
556:
556:

e4

e4: p3:18: 7c:30: 58 0.0.0.0 L2AUTHCOVPLETE ( 4)

*Dotlx_NW_MsgTask_@: Nov 24 @4:30:44.556:
*Dotlx_NW_MsgTask_@: Nov 24 @4:30:44.556:

type = Airespace AP - Learn IP address
on AP 00:c8:8b:26:2c:d@, slot @, interface

IPv4 ACL ID = 255,
*Dot1x_NW_MsgTask_0:
*Dot1x_NW_MsgTask_0:
*Dot1x_NW_MsgTask_0:
*Dot1x_NW_MsgTask_0:

IPv
Nov
Nov
Nov
Nov

24 04:30:44.556:
24 04:30:44.556:
24 04:30:44.556:
24 04:30:44.556:

*spamApTask2: Nov 24 ©4:30:44.556: e4:b3

*pemReceiveTask: Nov 24 04:30:44.
*apfReceiveTask: Nov 24 04:30:44.
0.
30:44.
30:44.
30:44.

©.0.0.0, 01d Anchor
24 04:
24 04:
24 04:

Peer =
*apfReceiveTask: Nov
*apfReceiveTask: Nov
*apfReceiveTask: Nov

IPv4 ACL ID = 255,
*apfReceiveTask: Nov
*apfReceiveTask: Nov
*apfReceiveTask: Nov
*pemReceiveTask: Nov

24
24
24
24

04 :
04 :
04 :
04 :

30:44.
30:44.
30:44.
30:44.
*dtlArpTask: Nov 24 ©04:30:47.932:
*dtlArpTask: Nov 24 ©04:30:47.933:
*dtlArpTask: Nov 24 ©04:30:47.933:

557:
557:

0.0

557:
557:
557:

557:
557:
557:
557:

e4
e4

e4
e4

e4
e4
e4
e4
:18:
:b3:
:b3:

.0, New

e4

e4:
e4:
e4:

e4:
e4:
e4:

b3:
b3:
b3:

:b3:
b3:
b3:
b3:

e4:
e4:
e4:
e4:
e4:

e4:
e4:
e4:
e4:
e4:

Change state to DHCP_REQD (7)

:b3:18:7c:
:b3:18:7c:

b3:
b3:
b3:
b3:
b3:
:b3:
b3:
b3:
b3:
b3:
b3:

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

= 1, QOS

:b3:18:7c:
:b3:18:7c:

:b3:18:7c

:b3:18:7c:

7c:30:58
18:7c:30:
18:7c:30:

Anchor

18:
18:
18:

18:
18:
18:
18:

7c:
7c:
7c:

7c:
7c:
7c:
7c:

30:
30:
30:

30:
30:
30:
30:

7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:

30:58 Mobility query, PEM State: L2AUTHCOMPLETE
30:58 Building Mobile Announce :

30:58 Building Client Payload:

30:58 Client Ip: 0.0.0.0

30:58 Client Vlan Ip: 172.16.0.134, Vlan mask
30:58 Client Vap Security: 16384

30:58 Virtual Ip: 10.10.10.10

30:58 ssid: ise-ssid

30:58 Building VlanIpPayload.

30:58 Not Using WMM Compliance code qosCap @0
30:58 0.0.0.0 L2AUTHCOMPLETE (4) Plumbed mobile LI

| ast state L2AUTHCOVWPLETE (4)

30:
30:

DHCP_REQD (7) pemAdvanceState2 6677

58 0.0.0.0
58 0.0.0.0 DHCP_REQD (7) Adding Fast Path rule

30:58 0. DHCP_REQD (7) Fast Path rule (contd.
30:58 0. DHCP_REQD (7) Fast Path rule (contd.
:30:58 0.0.0.0 DHCP_REQD (7) Successfully plumbed r
30:58 Successfully Plumbed PTK session Keysfor mot
Successful transmission of LWAPP Add-Mobile to AP ¢
58 0.0.0.0 Added NPU entry of type 9, dtlFlags 0x0@
58 0.0. DHCP_REQD (7) mobility role update reque
172.16.
58 0.0.
58 0.0.
58 0.0.

0.0.0
0.0.0

DHCP_REQD
DHCP_REQD
DHCP_REQD

(7)
(7)
(7)

State Update from Mobility
pemAdvanceState2 6315, Adc
Replacing Fast Path rule

S
(SIS IS I SIS

0
3
.0
0
0

58
58
58
58

0.
0.0.0.0
0.0.0.0
Sent an

0.0.0

(7)
(7)

(7)

Fast Path rule (contd...)
Fast Path rule (contd...)
Successfully plumbed mobil

DHCP_REQD
DHCP_REQD
DHCP_REQD
XID frame

e4:b3:18:7c:30:58 Static IP client associated to interface v1an2404 wt
e4:b3:18:7c:30:58 apfMsRunStatelnc

e4: b3:18:7c: 30:58 172.16.0. 151 DHCP_REQD (7) Change state to RUN (20)

last state DHCP_REQD (7)

Para obter uma maneirafécil de ler as saidas do cliente de depuracéo, use a ferramenta de andlise de

depuracéo sem fio:

Wireless Debug Analyzer

Processo de autenticacao no | SE

Navegue para Operations > RADIUS > Live L ogs para ver qual politica de autenticagdo, politicade
autorizacado e perfil de autorizacdo foi atribuido ao usuario.

Para obter mais informacdes, clique em Details para ver um processo de autenticagcdo mais detalhado, como

mostrado naimagem.


https://cway.cisco.com/wireless-debug-analyzer

el dentity Services Engine Home b Conte; ikailty ¥ Palicy ¥ Administration v iork Certer

~RaADIJZ | TC-MAC Live Logs P TACACS  Reports ¥ Troubleshoot b Adaptive Metwork Control

Live Sessions

Misconfigured Supplicants Misconfigured Hetwork RADIUS Drops & Client Stopy
L] Devices &

0 0 0

Refresh Mever

7 Refresh & Fezet Repeat Counts R Export To=

Time Sta...  Details l[de...  Endpaint ID Endpoint ... JAuthentication FPolicy Authorization Palicy

Default == Rule name == Default  Default == Nameluthlr

M. o uzer 087402701345 Apple-Device

Troubleshoot

No momento, ndo hainformagdes especificas disponiveis para solucionar esse problema de configuracéo.



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



