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Introduction

Este documento descreve o suporte do protocolo 802.11v em uma WLC (Wireless LAN
Controller).

Informacgdes de Apoio

802.11v refere-se ao IEEE (Institute of Electrical and Electronics Engineers) 802.11 Wireless
Network Management (Emenda 8).

As estacgdes que oferecem suporte ao WNM (Wireless Network Management, gerenciamento de



rede sem fio) podem trocar informagdes entre si (Pontos de acesso e clientes sem fio) a fim de
melhorar seu desempenho.

A AireOS WLC versao 8.1 ou superior suporta estes servicos WNM:

- Servico multicast direcionado (DMS)

- BSS (Basic Service Set — Conjunto de Servigos Basicos) Gerenciamento de periodo ocioso
maximo

. gerenciamento de transicdo de BSS

Servigo multicast direcionado (DMS):

Os clientes que suportam DMS podem solicitar ao AP (Access Point) para enviar um fluxo
multicast como unicast, como uma fung¢ao de fluxo de midia dinamica.

Para obter mais informacdes sobre o fluxo de midia: Guia de implantacdo do VideoStream

Sem o uso do DMS, um cliente precisa ativar cada intervalo de DTIM para receber trafego
multicast. Com o DMS, o AP (Ponto de Acesso) coloca o trafego multicast em buffer para
determinado cliente, quando o cliente acorda envia um quadro unicast para solicitar esse trafego.
Ele permite que o cliente durma por mais tempo e economize energia da bateria. Os quadros
multicast s&o transmitidos como unicast pelo ar, enviados a uma taxa de dados mais alta do que
a que teriam sido usados sem DMS.

Os clientes sem fio podem enviar um quadro Add-type de solicitacdo de DMS para pedir que o AP
envie como unicast o trafego de um ou mais fluxos multicast especificos.

Quadro de gerenciamento - tipo de solicitagao DMS
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Ha trés tipos de solicitacdo de DMS:

Descricdo Valor do tipo de solicitagao

adi 0
Remover 1
alteram 2
Reservado 3-255

A solicitagdo DMS-Add inclui um descritor DMS.

Dentro da lista de descritores de DMS ha o elemento TCLAS, que especifica o fluxo de trafego
multicast que o cliente sem fio solicita para obter como unicast. O TCLAS especifica o endereco

IP origem/destino, a porta origem/destino além de outros campos.

O AP envia esses fluxos de trafego como unicast para o cliente sem fio e também continua a
enviar esses fluxos como multicast para qualquer outro cliente na rede que nao suporte DMS.

Dentro de um quadro de solicitagdo de DMS também pode haver um elemento TSPEC (opcional),
no qual o cliente sem fio pode definir os requisitos de QoS e as caracteristicas de um fluxo de

trafego.

Note: TSPEC nao € suportado



Neste exemplo, o cliente enviou uma solicitagdo DMS (quadro de gerenciamento, cddigo de
categoria 10: WNM, Cédigo de agao 23: Solicitagdo de DMS, para o fluxo multicast IPv4 no grupo
224.0.0.251, UDP (Protocolo 17), porta de destino 9 (Neste documento, o Wireshark nao
consegue decodificar completamente uma solicitagcédo de DMS).

! 3.. Apple 58:95:0a Ciscolnc 7d:d9:10 882.11 DMS Request[Malformed Packet]
¥ Frame 34853: 75 bytes on wire (600 bits), 75 bytes captured (6@@ bits) on interface @
# Radiotap Header v@, Length 18
# 802.11 radio information
‘“
=

E Fixed parameters
£ category code: WNM (19}

- Action code: DMS Request

2060 eooocboe oooboooe C0Ole0le 0eOCEGEE 00101110 6leeloee ooLoBRED eebeeBoe  ..... H..
2005 000010000 000010 100101 20001001 10100000 200CEEEP 11011010 GEOGRLE1 e e
0010 o0ocecooeco cooooeoo 11lelooee cecooteoe 00111lelo ceoocecel @111116e eceellle o—,
2018 1leellle 1111101 l1lelleel eeoleece 1010010 11116001 1116160@ elelloee T X
A28 10010101 60001010 £11111068 AARA1I11A 11AAT11A

0028 111106660 11611161 Category I Action l Dial.Token

0030 [ owsiengn [ rewrvoe | genrans [ tengnwen | userpronty | clssitre | clssitus
ee3s8 Source IP address Destination IP address

%49 Source Port Destination Port ] DSCP l Protocol " %111111
0E45 TIPV1iivo Y1io1lvvoo 19111999 L -

I.ength

|_Version (4)

_[ 3.. Apple 58:95:8a Ciscolnc 7d:d9:10 862.11 DMS Request[Malformed Packet]

# Frame 34853: 75 bytes on wire (600 bits), 75 bytes captured (6@0@ bits) on interface @
#-Radiotap Header v@, Length 18

# 882.11 radio information

~1EEE 802.11 Action, Flags: ........ C

=B TEEE 802.11 wireless LAN mana

EHFixed parameters
. i~ Category code: WNM (10)

Action code: DMS Request

0000 0PPPERRR DREREERP PRR10P10e C0RRRE00 00101110 01001000 CCOCEEE CORRRER8  ..... H. .
DO0S  0PP10020 0OEEEE1P 10000101 00RR1C01 10100000 00CCEEER 11011010 00000101  ........
0010 ©0PPERRD DROPEERD 11010000 COCERE00 00111010 GEEEEER1 01111100 00021110 :

PO18 11001110 21111101 11011001 00010000 10100100 11110001 11101000 01011000
8026 10010101 92001016 @1111166 11481110
9028 11110000 11011101 2000010
CEECN 00010110 PO0ORE00 0001110 00010011 00C00000
CLE: 00000000 00000000 eeaeaeee eeeeeeee

Y. N00000000 000R0000| Dot

0048 TIPPII00 V1010000 IVILI000

91100011 39911989 89999@98

11100000 00000000 99998989 11111911

8] G| G AR @e111111

O AP responde a solicitagdo de DMS com uma resposta de DMS, que pode ser uma resposta de
DMS Aceitacdo ou DMS Response-Deny.

Se o0 AP enviar uma resposta DMS-Accept, ele também atribuira um DMSID a esse fluxo de
comunicagao.



A alteracao do tipo de solicitagcao de DMS pode ser usada pelo cliente sem fio para modificar um
DMSID existente, por exemplo, para solicitar um TSPEC diferente para um fluxo de trafego.

Note: A alteracdo de DMS nao é suportada

Quadro de gerenciamento - tipo de resposta DMS

Chclets 2 2 6

6 G 2 4 0-2320 4
Frame - - Saquence HT Frame -
Control Duration Address 1 Address 2 | Address 3 Control Control Body FCS

i}
Cabagory Action Diindag Taken D"IEIE;':;:;"""'
Cicheds 1 1 vanadls
Element ID Length DS Siatus List

1

viariable
TCLAS
Last TSPEC
oS Response TCLAS Frocassing Optional
DMSID 1 Length Type EE'E‘;T:;" Elements Element Iglﬁmt"f Subslements
{optional] phonal)
Ochets: 1 1 2 varakble Dord Oor 57 wariable

Valor do campo Descrigao

0 Aceitar

1 Negado

2 Terminar
3-255 Reservado

Ha trés tipos de resposta DMS:

Neste exemplo, o AP enviou uma confirmacgao de resposta de DMS e atribui uma ID de DMS 1 a
solicitagao de DMS enviada pelo cliente.



| 3. CiscoInc 7d:d9:10  Apple 58:95:@a  802.11  DMS Response[Malformed Packet

Frame 34855: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
[+ Radiotap Header v@, Length 18
+-882.11 radic information
IEEE 802.11 Action, Flags: ........ C
B8 TEEE 802.11 wireless LAN management frame
. [ Fixed parameters

= Category code: WNM (1)

‘Action code: DMS Response (24
.
E].
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2018 1lleleee olelleee leelelel eeeelele elllllee eeeellle 1lleellle elllllel .X..l..}
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0028 01110000 01000000 | Cetegory Aetion DieiToken || Bementid || Length #
0030 [ omstenan I RespType | Lot Seaquence Contr | 10011100 GPIPIPI1 10011110 B00GEPPI1 .

| 3. Ciscolnc 7d:d9:1@0 Apple 58:95:@a  802.11 |

mﬁ_ﬁcépﬂasi[tb.lfqmtd_&;k:i

Frame 34855: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
‘Radiotap Header v@, Length 18

- 882.11 radio information
IEEE 802,11 Action, Flags:

~[0-F-F-E-E

IEEE 802.11 wireless LAN management frame
=l Fixed parameters
- Category code: WNM (1@)

‘Action code: DMS Response (24

-
E].

eeee
eees
eale
eels
8e2e
ee2s8
Ba3e
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Depois disso, se houver um pacote com o grupo de destino 224.0.0.251 na porta 9, ele sera
enviado para o ar como multicast e também sera colocado no buffer no AP até que o cliente que

enviou a solicitacao de DMS esteja acordado e disponivel para recebé-lo como unicast.

Este € um exemplo de um destino de pacote para o grupo 224.0.0.251 na porta 9 enviada como
multicast regular. Observe que o enderego mac do receptor e do destino se refere ao grupo

multicast.



LY

-- Radictap Header wv@, Length 18
[+- 882.11 radio information
[-IEEE 8@2.11 Data, Flags:

- Type/Subtype: Data (@x@828)

- Source address: Intel[nr_?c:BE:SE (ed4:b3:18:7c:38:58)
-~ BS5 Id: Ciscolnc_7d:d9:1@ (7c:@e:ce:7d:d9:18)

STA address: IPvdmcast _fb (81:88:52:88:88:Th)

caae e @8ee8 = Fragment number: @
- @lle a8 eele .... = Sequence number: 1538

?"Frame check sequence: @xb8fad3le [correct]
- [FCS Status: Good]

-- Logical-Link Control
[+ Internet Protocol Version 4, Src: 172.16

_ : Det. 274.9.0.251
[}-User Datagram Protocol, Src Port: 59887, Dst Port:
. i Source Port: 59887

--Destination Port: g

- Length: 11@

= Checksum: 8x6288 [unverified]
- [Checksum Status: Unverified]
- [Stream index: 124]

Este é um exemplo de um quadro enviado como unicast ao cliente que enviou a solicitagdo DMS.

Aqui, o endereco de destino e de recebimento é o endere¢go mac do cliente e ndo o enderego mac
multicast. Além disso, o pacote multicast € enviado como AMSDU.



-- Radiotap Header v@, Length 21
-- 8082.11 radio information

- IEEE 882.11 QoS Data, Flags: ...... F.C
- Type/Subtype: QoS Data (@x@@28)

. Frame Control Field: EixEEEI-E

3"Tran5m1tter address: _Ja: :
- Spgurce address: IntelCor 7c:38:58 (ed4:b3:18:7c:38:58)
-~ BSS Id: Ciscolnc 7d:d9:18 (7c:Be:ce:7d:d9:18)

- 5TA address: Apple 58:95:8a (ad4:fl:e8:58:95:8a)

aaaa

ceaa a Fragment number: @
- gees aeel eeea ....

Sequence number: 16

-~ Frame check sequence: @x174T6716 [correct]
-"[F[S Status: Gnnd]

- Destination address: IPvd4mcast 8@ (91:808:52:080:08:88)
- Source address: IntelCor 7c:38:58 (e4:b3:18:7c:38:58)
- A-MSDU Length: 138

#- Logical-Link Control

#- Internet Protocol Version 4, Src: 172.16.8.51 pst. 224.8.9.251
-User Datagram Protocol, Src Port: 59887,QDst Port: 9 |

~ Source Port: 59887

- Destination Port: 9

- Length: 118

-~ Checksum: @x6288 [unverified]
- [Checksum Status: Unverified]
- [Stream index: 124]

Quando um cliente sem fio ndo deseja mais receber um fluxo multicast, pois o unicast pode enviar
uma nova solicitagdo de DMS para fechar esse fluxo, ele usa a ID de DMS atribuida antes pelo
AP. E uma solicitagcdo de DMS - tipo de remocgéo (1)



49165 133.31482@ Apple 58:95:8a CiscoInc 7d:d9:1@ 862.11 DMS Request

0-#=-E-FH-E

Frame 49165: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
‘Radiotap Header v@, Length 18

802.11 radio information

IEEE 802.11 Action, Flags: ........C

IEEE 802.11 wireless LAN management frame

£ Fixed parameters
Category code: WNM (1)

- Action code: DMS Request (23
E:IIIIIIIIIIIIIIIIIIIiiIIIIIiIIhIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

G000 00000000 CECPERPE0 00Pleele CEOPOREO PR1e1116 01001600 CRCRPERPE0 OCOBGRERE  ..... H..
G005 00010000 02010 10000lel 0PE1e01 101G0eee fPOEEeeS l1lelllel eeeeelel ........
8010 00000000 CP0PERE0 lleleeee CEERERE0 92111016 00QEEE91 01111106 6eeellle ceenie|
8818 11061116 81111191 1lellefl 9010000 leleelee 11110601 1119166 elelleee I PP ¢
00826 leelelel eeeelele elllllee eeeellle lleellle elllllel llelleol eeoleeee sa|aafas
8028 11110000 11100001 | cuoy | awon | ceroten W ccmcs W teown W owo | ..

ee3se |_I_'|1101u11u 1Y111¥6Y BUlllvyl ..94

M5 Length Req- Type

49165 133,314820 Apple 58:95:0a Ciscolnc 7d:d9:10 802.11 DMS Request

0-#-H-5H-3

Frame 49165: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Radiotap Header v@, Length 18

802.11 radio information

IEEE 802.11 Action, Flags: ........C

IEEE 802.11 wireless LAN management frame

[+ Fixed parameters
Category code: WNM (1@)

Action code: DMS Request (23
) llllllllllllllllllliilllllillilllllllllllllllllllllllllllllllllllllllllllllll

0000 Peecoeee oceecooee eepleele cececeee eelellle eleeleee coeoooee ceeceeee ssssaHen
G005 oeolecee ooooecle looeelel eooeleel lolececd ceeeccod llelllel ceeselel cessasas
8010 oecooeocee ocoooecee llelevee cooobose eolllele eeeeceol elllllee eeegllle cennia]s
8018 11leellle e1l1111el 1lelleel eeeleeee leleelee 1llleeel 111eleee elelleee ) P X
8026 1l1eelelel eeeelele elllllee eeeellle 1leellle 111116l 116l1leel e86lesoe .

8028 1l1lllleeoe 1119&9&1[
8030 il yREE sl | L11W11e 11 1l10vy YULlllvvl €

T POAGEO11 PAREARA]

e1djeee1011] jpeceel1l

P1166611

E o AP confirma essa terminagdo com um tipo de resposta DMS Terminate (2)
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d9:.. Apple 58:95:0a

802.11 DMS Response

Radiotap Header v@, Length 18
802.11 radio information
IEEE 882.11 Action, Flag

(] (- [ ¥ [#]

£ Fixed parameters
Category code: WNM (1)
Action code: DMS Res
=

Frame 4917@: 56 bytes on wire (448 bits),

nse

56 bytes captured (448 bits) on interface @

IEEE 802.11 wireless LAN management frame

24

eeee
eees
eele
eels
ee2e
8023
Boe3e

sooooeee ooecooee oceeleele
eoolesee ooecoole leeevlel
eeeooeee coececte 110106060
1lleleee elelleee leelelel

11811801 Geeleaee A1L1L11LIAL
Categony

DMS Length Rezp- Type

Le=t Sequence Control

eeoooeoe eolellle elecleee ceooecde ecoooevod
gegoleal loleecoe ececooeee 11elelol ecoeelel
eeteeeee 110l11ele oeeceese leleelee lllleeel
eegelele elllllee eeesllle lleellle elllllel

QAAGT1I168 1158811165
Betion Disl Token Element-1D Length DMSID

8elllele leellele eeeleeol eocoeelee

ppppp

| 4917@ 133.317305 Ciscolnc 7d:d9:.. Apple 58:95:@a

802.11 DMS Response

Radiotap Header v@, Length 18
882.11 radio information

IEEE 802.11 Action, Flags:

(0] - [ () [

- Fixed parameters
Category code: WNM (1)
Action code: DMS Res
(]

sasnansl

IEEE 802.11 wireless LAN management frame

nse

Frame 4917@: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @

24

Beee
Bees
eale
8813
0828
8028
ee3e

eeeeoees
eeeloeed
eoeoooes

geeecooes
@eeeoele
geecooes
@lelleee
eeelooes

geeleole
leeeelel
lleleoee
leelelel

G111 1 B

1l1leleee
lilelleel

deeeeele 11111111

Periodo ocioso maximo de BSS:

egeeooee eelellle
e@eeleel loleeoee
egeeooee llellele
eeeelele elllllee

GAAGTI1A 11811106

h00A0 113
11111111 ST

eleelees
eoooeese
eooooeee
eeeellle

eeoooeee
1lelelel
leleelee
1lleellle

eeecooee
eeeeelel
1llleeel
elllllel

rrrrrrr

--------

21160160 20000101
leellele eeoleeel

Quando um AP nao recebe mais quadros de um cliente sem fio por um determinado periodo, ele
supde que o cliente deixou a rede e a desassocia. O periodo ocioso maximo de BSS é o tempo
durante o qual um AP pode manter um cliente associado sem ter que receber nenhum quadro (o

cliente pode permanecer em espera).

Esse valor é informado ao cliente sem fio por meio do

quadro de resposta de associacao e reassociagao. Isso permite que os clientes permanegam
dormindo por mais tempo e economizem energia da bateria.

O periodo ocioso maximo de BSS aparece somente nos quadros de resposta de associagéo ou

reassociagao



________ PR —— T

- r-
- 802.11 radie information
[+ IEEE 8@2.11 Association Response, Flags: ........ C
=l IEEE 8@82.11 wireless LAN management frame
FFixed parameters (6 bytes)
El Tagged parameters (153 bytes)
#- Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), 6, 9, 12, 13, [Mbit/sec]
[ Tag: Extended Supperted Rates 24, 36, 48, 54, [Mbit/sec]
#-Tag: HT Capabilities (882.11n D1.18)
#- Tag: HT Information (882.11n D1.18)
H- Tag: Extended Capabilities (4 octets)
Cl Tag: B5S Max Idle Period
¢~ Tag Number: BSS Max Idle Period (98)

[ or
H- Tag: Qo5 Map Set

=1

O periodo ocioso maximo do BSS é especificado em unidades de 1000 TUs (unidades de tempo).
Cada unidade de tempo é igual a 1,024 milissegundos

Tempo limite ocioso = 1,024 x BSS Periodo ocioso maximo = X segundos
No exemplo de quadro:
Tempo limite ocioso = 1,024 x 405 = 414,72 segundos

Se o bit obrigatério de manutengao de atividade protegida estiver definido como 1, significa que o
cliente sem fio deve enviar um quadro protegido por RSN para o AP para redefinir o temporizador
de inatividade. Se estiver definido como 0, como este exemplo, o cliente sem fio pode enviar

qualquer tipo de quadro (protegido ou desprotegido) para redefinir o temporizador de ociosidade
no AP.

gerenciamento de transicdo de BSS

802.11v O BSS Transition Management Request € uma sugestdo dada ao cliente. O cliente pode
tomar sua propria decisao se deve seguir ou ndo a sugestao. A desassociagao de um cliente
pode ser forgada se a fungao de disassociagao iminente estiver habilitada. Ele desassocia o
cliente apos um periodo de tempo se o cliente ndo se reassociar a um dos APs sugeridos.

A transicao do BSS 802.11v é aplicada a estes quatro cenarios:
Solicitagao de solicitagao

O cliente sem fio envia uma Consulta de Gerenciamento de Transicido do BSS 802.11v antes de
fazer roaming para obter uma melhor op¢ao de APs para reassociar-se.

Exemplo de uma consulta do 802.11v BSS Transition Management



" Frame 1893: 58 bytes on wire (488 bits), 58 bytes captured (488 bits) on interface @
#- Radiotap Header v@, Length 18

-- 882.11 radic information

- IEEE 882.11 Action, Flags: ........ C

- IEEE 862.11 wireless LAN management frame

F- Fixed parameters
..

GEEE bopeRece coooopee peoleele ceopboee @2lellle elealess cecpooel GpeoezEe ..., H..
GE0E  eeelecpe eeoeeele leesslel eeeelesl lelesees cobbeess 111elell esspelel ........
GE1E BeaRRozE GeoeepEE 1lleleess bEoREoEE 82111616 eeeeeeel ellllles eaeallle venata]s
G818 11eellle 611111el1 1lelle6l eeeleecse lleeeles 81111161 eleellll éelllele i A O F

BE2E  BeeR1111 6lellles 81111166 eEeallle llelleal aaalaess RN P
8828 1llesees 11lleele | Category |1Action 3) DialToken jQReason |galleesl leealesl - - R -

BE368 8111816l eleallll ud

! 1893 2.515163 CiscoInc 3a:8f:.. Ciscolnc 7d:d9:1é 202.11 BSS Transition Management Query

A e -~ -1 e A A —— .

-- Frame 1893: 58 bytes on wire (488 bits), 58 bytes captured (488 bits) on interface 8
- Radiotap Header w8, Length 18

+- 882.11 radic information

[#-IEEE 802.11 Action, Flags: ........ C

= IEEE 8@2.11 wireless LAN management frame

F Fixed parameters
..

G000 ©PDEROOD DOPERODD COOlEGle PEEODR @Alollle loOleEe DDDDRODD DOBEGOED ... .. ..
0007 ©ER1ECEP PROEEPLR 190EPlAl GO0RLPRL 10100000 RO 11101811 GEEEALAL  ........
0010 ©0OPEEOED PEOEE00R 11010000 0O0ERREE GA111010 0PDEEEAl @1111100 0EEO1110  ....:.|.
9015 11801110 91111101 11011991 9001000 11900102 91111101 @1601111 @811181@  .}...}O:
0020 @eEe1111 91011100 @1111160 00091118 11811001 @ee1esee  .\|..}..
9028 11100000 11110010 mm%%ﬁ%um1 10001001  ......l.

BE58  B8ll1elel eleellll ud

Razao da QR significa Razédo da Consulta de Transi¢do de BSS, que € a razédo pela qual o cliente
solicita a lista de APs candidatas. Neste exemplo, o cliente enviou um motivo 16, que
corresponde a Low RSSI (Baixa RSSI). Para obter uma lista completa dos motivos da consulta de
transicao, consulte a Tabela 8-138 do IEEE 802.11-2012.

Depois que o radio recebe esse quadro, ele responde com uma solicitagao de gerenciamento de
transicao BSS para fornecer a lista de candidatos de AP.

1898 2.,522295 Ciscolnc /d:d9:.. Ciscolnc 3a:8t:5c 582.11 BESS Transition Management Request

Frame 1898: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @
Radictap Header vB, Length 18
882.11 radio information
IEEE 882.11 Action, Flags: ........ C
IEEE 882.11 wireless LAN management frame
£ Fixed parameters
- Category code: WNM (18)
- Action code: BSS Transition Management Request (7)
- Dialog token: @x@s
= ..1 = Preferred Candidate List Included: 1
Abridged: @
Disassociation Imminent: 1
v . B5S Termination Included: @
..8 .... = ES5 Disassociation Imminent: @
- Disassociation Timer: 1953

& o -

5 s
=

nm nn

Solicitagéo de balanceamento de carga nao solicitado



Quando a WLC tem o recurso de balanceamento de carga + transigdo de BSS ativada, o AP nao
envia mais um quadro de desautenticacado para um cliente sem fio quando ele esta muito
carregado, ele envia uma solicitagao de gerenciamento de transigdo de BSS para sugerir ao
cliente sem fio outro AP menos carregado.

Para obter mais informagdes sobre o recurso de balanceamento de carga: Configurando
balanceamento de carga agressivo

Solicitagdo de roaming otimizado néao solicitada

Quando a WLC otimizou a transigdo de roaming + BSS habilitada, o AP ndo envia mais um
quadro de desautenticagcao para um cliente sem fio quando o cliente ndo atende ao RSSI minimo
(ou qualquer outro parametro relacionado ao roaming otimizado), ele envia um gerenciamento de
transicdo de BSS para sugerir ao cliente sem fio um AP melhor.

Para obter mais informagdes sobre o recurso de roaming otimizado: Roaming otimizado da Cisco

Orientagao do cliente no FRA AP (Flexible Radio Assignment)

Se um cliente se conecta a uma célula menos ideal dentro de um AP FRA, o AP envia uma
solicitagao de gerenciamento de transigao do BSS 802.11v para esse cliente.

Quando um AP que suporta FRA (como 2800 ou 3800) usa apenas 5GHz, ha duas células (micro
e macroceélula). Se um cliente se conecta a macro-célula, mas a microcélula € mais ideal (com
base no RSSI), entdo o AP envia uma solicitagado de gerenciamento de transicdo do BSS 802.11v
para o cliente a fim de sugerir mover a microcélula e vice-versa.

Este recurso esta disponivel desde a versao 8.2.110.0.

Para obter mais informacdes sobre FRA: Atribuicao de radio flexivel (FRA) e radios redundantes

Disassociagao iminente

Em uma solicitacdo de gerenciamento de transigdo de BSS, o campo DisAssociation Imiminente
pode ser adicionado. Esta funcéo é desassociar o cliente apds um periodo de tempo se o cliente
nao se reassociar a outro AP.

Quando uma solicitagao de roaming otimizada nao solicitada € acionada, o AP envia uma
Solicitacdo de Gerenciamento de Transi¢cao de BSS ao cliente e espera por um determinado
periodo (tempo configurado em Otimized Roaming DisAssociation Timer), se o cliente nao fizer
roaming para um AP melhor dentro desse periodo de tempo, o AP concluira a desassociagao do
cliente.

Quando a solicitagdo de Balanceamento de Carga Nao Solicitado € disparada, o AP envia uma
Solicitacdo de Gerenciamento de Transi¢cao de BSS ao cliente e espera por um determinado
periodo (tempo configurado em Temporizador de Desassociagao), se o cliente ndo faz roaming
para um AP menos congestionado dentro desse periodo, entdo o AP conclui a desassociagao do
cliente.

Exemplo de um quadro de gerenciamento de transicdo de BSS com DisAssociation iminente habilitada:


/content/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_01000.html
/content/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_01000.html
/content/en/us/td/docs/wireless/controller/technotes/8-0/hdx_final/b_hdx_dg_final/high_density_experience_features_added_in_release_8_0.html#topic_E673759007A04204ACB90A203D582F80
/content/en/us/td/docs/wireless/controller/technotes/8-3/b_RRM_White_Paper/b_RRM_White_Paper_chapter_01000.html

#-882.11 radio information

I-IEEE 882.11 wireless LAN management frame
B Fixed parameters

b~ Category code: WNM (1@)

- Action code: BSS Transition Management Request (7)

eeas «1l.. = Disassociation Imminent: 1 I
e B, = BoC lermination Includea: ©
...8 .... = ESS Disassociation Imminent: @
Disassociation Timer: 200
i~ Validity Interval: 208
“-BSS Transition Candidate List Entries: 341854a274eded@4e70820000000b870301fTdd1ldea48960¢. ..

Resposta do BSS Transition Management

Depois que um cliente sem fio recebe uma Solicitagao de Gerenciamento de Transigdo BSS, ele
pode ou nao enviar uma Resposta de Gerenciamento de Transicao BSS. Se o cliente fizer a
transicdo para outro AP, ele o enviara com o cédigo de status Aceitar, mas se planeja
permanecer no mesmo AP devido a varios motivos, ele o enviara com o codigo de status Rejeitar
mais o motivo da rejei¢ao.

Exemplo de um quadro de Resposta do BSS Transition Management

60272 12:16:06.114913 Apple_58:95:8a Ciscolnc_e8:32:7@ BSS Transition Management Response

Frame 68272: 51 bytes on wire (408 bits), 51 bytes captured (408 bits) on interface @
Radiotap Header v@, Length 18
802.11 radio information
IEEE 8@2.11 Action, Flags: ........ (¢
IEEE 882.11 wireless LAN management frame
v Fixed parameters
Category code: WNM (10)
Action code: BSS Transition Management Response (8)
Dialog token: BxB8c¢
| BSS Transition Status Code: 1 |
BSS Termination Delay: @

4 v Y wyw

Neste exemplo, o cliente sem fio rejeita a lista de candidatos de AP e n&o faz roaming para um
AP diferente. O cédigo de status 1 mostra o motivo pelo qual o cliente deixa o ESS. Para obter
uma lista completa das defini¢des de codigo de status, consulte a Tabela 8-253 do IEEE 802.11-
2012.

Prerequisites

Requirements

Para aproveitar os recursos 802.11v de uma wlan, & necessario ter clientes sem fio que suportem
802.11v.

Componentes Utilizados

WLC v8.3

Ipod Touch 6.2 geragéo v10.1.1



Configurar

Diagrama de Rede

WLC v8.3

N N

Configuracbes
Servigo multicast direcionado (DMS)
Configuragao sobre WLAN para habilitar o DMS:

Configuragao da CLI:

> config W an di sable <w an-i d>
> config W an dns enable <w an-i d>
> config W an enabl e <w an-id>

Configuragao GUI (disponivel na versao 8.3)

Etapa 1. Navegue até WLANs > Wlan-ID e clique na WLAN para ativar o DMS.



cISCO MONITOR  WLAMs CONTROLLER  WIRELESS  SECURITY

WLANs WLANS

* WLAMNS CifFrenitFiltas: Mone [Change Filter] [Zlear Filter]
QL

b Advanced

[] wLAN ID Type Profile Name
[1s W LAR phone-open

Etapa 2. Navegue até Advanced > 11v BSS Transition Support (Suporte de transigdo BSS
avangado > 11v) e habilite o Directed Multicast Service (Servigo de transmissdo muiltipla
direcionada)

WLANSs > Edit "11v'

 General | Security | Qos | Policy-Mapping I Advanced I

FlexCannect Local

Switching 2 U Enabled HTTP Profiling O
FlexConnect Local Auth 22 Enabled Universal AP Admin Support
Learn Client IP Address & Enabled Universal &P Admin |

Wlan based Central 11v BSS Transition Support

S Enabled
Switching 23 BSS Transition [l
Central DHCP Processing Enabled Disassociation Imminent |
Override DNS Enabled Disassociation Timer{0 to 3000 TBTT)
NAT-PAT Enabled Optirmized Roarming Disassociation Tirmer(0 to 40 TETT)
Central Assoc [0 Enabled BSS Max Idle Service

11k I Directed Multicast Service I

fssisted Roaming mDNS
Prediction Optimization LI Enabled

) ) mODKNS Snooping Enabled
Neighbor List Enabled

: : mOKS Profile | default-mdns-profile
Neighbor List Dual Band [ Enabled

Denial Maxzimum Count
Prediction Minimum Count

Gerenciamento de periodo ocioso maximo de BSS

Configuragao sobre WLAN para permitir o gerenciamento do periodo ocioso maximo de BSS:

Configuragao da CLI:

config w an di sable <w an-id>

config wW an bssnaxi dl e enabl e <wl an-i d>
config w an usertinmeout <seconds> <w an-i d>
config w an enable <w an-i d>

V V V V

<seconds> Client Idle tineout(in seconds) on this WLAN. Range 0, 15- 100000 secs. O in order to
di sabl e



Configuragao GUI:

Etapa 1. Navegue até WLANs > WLAN-ID e clique na WLAN para definir o periodo ocioso
maximo de BSS.

cISCO MONITOR  WLAMs CONTROLLER  WIRELESS  SECURITY

WLANs WLANS

* WLAMNS CifFrenitFiltas: Mone [Change Filter] [Zlear Filter]
QL

b Advanced

[] wLAN ID Type Profile Name
[1s W LAR phone-open
[]z W LAM 11w

Etapa 2. Navegue até Advanced > 11v BSS Transition Support (Suporte de transigdo BSS
avangado > 11v) e habilite o BSS Max Idle Service (Servigo ocioso maximo BSS).

WLANs > Edit "1y’

| General | Security | QoS | Policy-Mapping | Advanced

FlexConnect Local D o
Switching 2 Enabled HTTP Profiling []
FlexConnect Local Auth £2 Enabled Unhrgtsl A Sigpont
Learn Client IP Address & Enabled Uileefaaliak tnmin 0
Ulsn basedicertral e 11v BSS Transition Support

T nable o
Switching 22 BSS Transition D
Central DHZP Processing Enabled Disassociation Imminent U
Override DNS Enabled Disassociation Tirmer(0 ta 3000 TETT) 200
MAT-PAT Enabled Cotirized Roaming Disassociation Timer0 to 40 TETT) 40
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service

fssisted Roaming mDNS
Prediction Optimization L1 Enabled

_ ) mDMNS Snooping Enabled
Meighbor List Enabled

) } mDMS Profile | default-mdns-profile
Meighbor List Dual Band [ Enabled

0

Note: Essas opcoes de GUI sao apresentadas na versao 8.3. Para versdes anteriores, use o
comando config wlan bssmaxidle enable <wlan-id>

Etapa 3. Navegue até Avangado > Tempo limite de ociosidade do usuario cliente e defina o valor
de tempo limite em segundos.



WLANs > Edit "11v'

| General | Security | QoS | Policy-Mapping | Advanced

SLAUC IF TAITenry = LACTaurey

Wi-Fi Direct Clients

Salicy |D|sahled v|
Maximum Allowed 00
Clients Per &P Radio
Zlear HotSpot
: .|:| DEnaI:uIe::I

Client user idle
timmeout(15-100000)

Client user idle threshold 3 Sl
(0-10000000% yies
Radius MAI-Realm il

1lac MU-MIMO

Off Channel Scanning Defer

Scan Defer Priarity o1 2 3 4 5 6 7
HiE{EIN []
Scan Defer Time{msecs) 100

FlexConnect

gerenciamento de transigao de BSS

Configuragao sobre WLAN para habilitar o gerenciamento de transicdo BSS:

Note: Se apenas a transicido BSS estiver habilitada, a unica maneira de os Pontos de
Acesso enviarem quadros de Solicitacdo de Gerenciamento de transicdo BSS é se um
cliente sem fio enviar um Quadro de Consulta de Gerenciamento de Transi¢ao BSS.

Note: Para fazer com que os APs enviem uma solicitagao de gerenciamento de transi¢ao de
BSS quando estdo muito carregados, € necessario ativar a transicdo de BSS +
balanceamento de carga.

Note: Para fazer com que os APs enviem uma solicitagao de gerenciamento de transicao de
BSS quando um cliente sem fio ndo tem o melhor RSSI, € necessario habilitar a transi¢ao
de BSS + roaming otimizado.

Solicitagdo



Configuragao da CLI:

> config w an di sable <w an-i d>
> config w an bss-transition enable <w an-id>
> config w an enable <w an-i d>

Configuragao GUI:

Etapa 1. Navegue até WLANs > WLAN ID > Advanced e ative BSS Transition.

WLANs > Edit

11y

| General |_' Security I QoS ! Policy-Mapping | Advanced

FlexConnect Lacal

Switching 2 L Enatled
FlexConnect Local Auth £2 Enabled
Learn Client IP Address 3 Enabled
Wlan based Central

Switching 3 dnelaliog
Central DHCP Processing Enabled
Cverride DNS Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k

Qf::i:iilf%ap?llﬁ:igzation L] Enabled
Meighbor List Enabled

Meighbor List Dua

| Band [ enabled

Cenial Maximum Count 2

Prediction Minirnu

m Count

i

Solicitagdo de balanceamento de carga nao solicitado

Configuragao da CLI:

>
>
>
>

config w an
config w an
config w an
config w an

di sabl e <wl an-i d>

bss-transiti on enable <w an-i d>

| oad- bal ance al | ow enabl e <w an-i d>
enabl e <w an-i d>

Configuragao GUI:

HTTP Profiling |

Universal AP Admin Support

Universal &P Admin |
11v BSS Transition Support

BSS Transition ¥

Disassociation Imminent D

Disassociation Timer{0 to 3000 TBTT) 200

Optirnized Roaming Disassociation Tirmer{d to 40 TETT)

BSS Max Idle Service
Directed Multicast Service
mbDMS
mOMNS Snooping Enabled

mDMS Profile | default-rmdns-profile -~

Etapa 1. Navegue até WLANs > WLAN ID > Advanced e ative BSS Transition e Client Load
Balancing.



WLARNSs > Edit "11¢*

General | Security | QoS | Policy-Mapping l Advanced |

Solicitagdo de roaming otimizado nao solicitada

HTTP Profiling |
Universal AP Admin Support
Universal &P Admin |

11v BSS Transition Support

BSS Transition

Cenial Maximum Count

Prediction Minimum Count

WLANs = Edit "11v'

;I:e\lit:i:l;e_;tiocal [ Enabled
FlexConnect Local Auth 22 Enabled
Learn Client IP Address 3 Enabled
Wlan based Central

Switching 22 titlaifoe
Central DHZP Processing Enabled
Cverride DNS Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k

Qs:ul:lsiziii:%aprg:w:igzation L1 Enabled
Neighbar List Enabled
Meighbor List Dual Band [ Enabled

|'- General | Security | Qos | Policy-Mapping §| Advanced |

Layerz acl
URL &CL
P2P Blocking Action

Client Exclusion 3

Maxirnum Allowed
Clients &

Static IP Tunneling 2

Wi-Fi Direct Clients
Palicy

Maxirnum Allowed
Clients Per AP Radio

Clear HotSpot
Configuration

Client user idle
timeout{15-100000%

Client user idle threshold
{0-10000000)

Radius MAI-Realm

Mone

[ Disabled v

MEnabled |6D

Timeout Value (secs)

I

Clenabled

| Disabled v

200

Clenabled

Timeout Value (secs)

|

Configuragao da CLI:

V V V V V

config

Configuragao GUI:

config W an di sable <w an-id>
config W an bss-transition enable <w an-i d>
config wan chd <wl an-i d> enabl e
config W an enabl e <w an-i d>
advanced { 802.11a |

Disassociation Imminent

Disassociation Timer(d to 3000 TBTT)

Optimized Roaming Disassociation Timer(d to 40 TETT)
BSS Max Idle Service

Directed Multicast Service

mDNS

mOMS Snooping

mDME Profile | default-rndns-profile -~

Management Frame Protection (MFP)

MFP Client Protection £ | Optional

DTIM Period {in beacon intervals)

80Z.11a/n (1 - 255) |1 |

802.11b/g/n (1 - 255) |1 |

MNALC

MaC State | Mone w

Enabled

Load Balancing and Band Select

Client Load Balancing

Client Band Select

Passive Client

Passive Client

Yoice

Media Session Snooping

802.11b } optim zed-roani ng enabl e

Etapa 1. Navegue até WLANs > WLAN ID > Advanced e ative BSS Transition e Coverage Hole
Detection.




WLARNSs > Edit "11¢*

i' General | Security | QoS | Policy-Mapping | Advanced |
FlexConnect Local '

Switching 2 L1 Enabled HTTF Profiling O
FlexConnect Local Auth 22 Enabled {itmet sl AR AHNIIN Sup it
Learn Client IP Address 3 Enabled [nier=aleabatdmin o
Gith hased tertea) o 11v BSS Transition Support

e nable
Switching £2 BSS Transition %
Central DHZP Processing Enabled Disassociation Irmmminent D
CQverride DNS Enabled Disassociation Timer{0 to 3000 TETT) zo0
MNAT-PAT Enabled Optimized Roaming Disassociation Timer(d to 40 TETT)
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service

Assisted Roaming mDMNS
Prediction Optimization L1 Enabled

: s mOMS Snooping Enabled
Meighbor List Enabled

: ; mDMS Profile | default-mdns-profile
Meighbor List Dual Band [ Enabled

Cenial Maximum Count
Prediction Minimum Count

WLANSs > Edit "11v'

| General | Security | QoS | Policy-Mapping

Allow AA8 Override [ ] Enabled

Coverage Hole Detection Enabled

Enable Session Timeout [—

Alranet IE [ JEnabled

Diagnostic Channe| 28 [ lEnahbled

Override Interface &CL IPvd | Mone IPvE | Mone s
Layerz acl Mone -
HRL ACL Mone -
PP Blocking Action Disabled w
. s
Client Exclusion 2 MEnabled &0

Timeout Yalue (secs)

Maximum &llowed
Clients &

Etapa 2. Navegue até WIRELESS > Advanced > Otimized Roaming e ative o modo de roaming
otimizado de banda. Para obter mais informagdes sobre os parametros de roaming otimizado,
consulte este documento: Guia de implantacado de experiéncia de alta densidade (HDX), versao
8.0



/content/en/us/td/docs/wireless/controller/technotes/8-0/hdx_final/b_hdx_dg_final/high_density_experience_features_added_in_release_8_0.html#topic_E673759007A04204ACB90A203D582F80
/content/en/us/td/docs/wireless/controller/technotes/8-0/hdx_final/b_hdx_dg_final/high_density_experience_features_added_in_release_8_0.html#topic_E673759007A04204ACB90A203D582F80

ciIsco MONITOR ~ WLANs CONTROLLER  WIRELESS  SECURITY
Wireless Optimized Roaming

= Access Points

All APs 802.11a
» Radios
g0z.1la’nfac
a02.11b/g/n Cptimized Roaming Mode Enahble

Cual-Band Radios
Global Configuration

Cptimized Roarming Data Rate Threshald mbps

= RF Managment

Flexible Radia 802.11b

fssignment
Load Balancing

Cptimized Roaming Intervyal ag SEC

Cptimized Roaming Mode

Band Select

Cptimized Roaming Interval ag SEC

Cptimized Roaming Data Rate Threshaold mbps

» 105
Preferred Calls 1. CHOM configuration can be done in Wirelsss---= BF Srofile ---= Eqit
Y = I T R o B R B e R T B T T T o L I T B T

Disassociagdo iminente

Configuragao da CLI:

config w an di sable <w an-id>

config w an bss-transition enable <w an-id>

config w an di sassoci ation-i nm nent enable <w an-i d>

config w an bss-transition disassociation-immnent oproamtinmer <timer-in-TBTT> <W.AN i d>
config w an bss-transition disassociation-immnent tinmer <tiner-in-TBTT> <W.AN id>

config w an enable <w an-i d>

Etapa 1. Navegue até WLANs > WLAN ID > Advanced, enable BSS Transition, DisAssociation
Imiminente e defina DisAssociation Timer e Otimized Roaming DisAssociation Timer.

V V.V V V V

Configuragao GUI:



WLARNSs > Edit "11¢*

| General I Security | QoS ! Policy-Mapping | Advanced
FlexConnect Local S

Switching 2 L Enabled
FlexConnect Local Auth 22 Enabled
Learn Client IP Address 3 Enabled
Wlan based Central

Switching 22 titlaifoe
Central DHZP Processing Enabled
Cverride DNS Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k

Qs:ul:lsiziii:%aprg:w:igzation L1 Enabled
Neighbar List Enabled
Meighbor List Dual Band [ Enabled

Prediction Minimum Count

Cenial Maximum Count

HTTP Profiling |

Universal AP Admin Support

Universal &P Admin |

11v BSS Transition Support

BSS Transition [7
Disassociation Imminent ]
Disassociation Timer(d to 3000 TBTT) zZoo
Optimized Roaming Disassociation Timer(d to 40 TETT)
BSS Max Idle Service
Directed Multicast Service

mDNS

mOMS Snooping Enabled

mDME Profile | default-rndns-profile -~

WLANs > Edit "11v'

| Gen:ral | ;%Elf]itv | QoS | Policy-Mapping | Advanced

i 01 Enabled
FlexConnect Local Auth 22 Enabled
Learn Client IP Address 3 Enabled
Vlan based Central

Switching 3 sl
Central DHCP Processing Enabled
Override DNE Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k
Assisted Roaming LIl Eranic

Dradirtinn Matiraisstion

HTTP Profiling

Universal AP Admin Support

Universal AP Admin

11v BSS Transition Support

BSS Transition

Disassociation Imminent

Disassociation Timer(0 to 3000 TBTT)

[ii]

l

[

200
Optimized Roaming Disassociation Timer{0 to 40 TETT)

BSS Max Idle Service
Directed Multicast Service

mDNS

Note: Os temporizadores s&o especificados em unidades TBTT (Target Beacon
Transmission Time), que € o tempo do intervalo entre cada beacon. Por padréao, cada
beacon é enviado a cada 100 ms, portanto, por padrao, 1 TBTT = 100 ms. Temporizadores

= X TBTT/10 = x segundos.

Verificar

Essas imagens mostram o suporte da WLAN (Wireless Local Area Network) e dos clientes sem

fio para os diferentes servigos 802.11v.

Suporte a SSID

- DMS



- 802.11 radio information

'J IEEE 8@2.11 Eeacon frame, Flags: ........ C

4 Fixed parameters (12 bytes)
Timestamp: @:x2202202a235f23006
Beacon Interwval: @.124448 [Seconds]
» Capabilities Information: @x1@11
4 Tagged parameters (267 bytes)
+ Tag: 53ID parameter set: tst-5@211wv
b Tag: Suppeorted Rates 12(B), 18, 24, 356, 48, 54, [Mbit/sec]
b Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
I Tag: Country Informatien: Ceountry Cede US, Environment #Any
- Tag: QBSS Leoad Element 882.1le CCA Wersicon
+ Tag: HT Capabilities (8@82.1ln D1.1@}
I Tag: RSN Information
© Tag: HT Information (582.1ln D1.1@)
4 Tag: Extended Capabilities (8 octets)
Tag Number: Extended Capabilities (127)
Tag length: 8
I Extended Capabilities: @x@@ (octet 1)
Extended Capabilities: @x1@ (octet 2)
I Extended Capabilities: @x@@ (octet 3)
4 Extended Capabilities: @x@4 (octet 4)
.. = thannel Usage: Not supported

s Paas UTC T53F Oftfset: Not supported
.@ .... = Peer U-APSD Buffer 5TA Support: Not supported
@ .... = TDLS Peer PSM Support: Not supported
.@.. .... = TOLS channel switching: Not supported
@.. ..., = Interworking: Not supported
 Extended Capabilities: @x@l1 {octet 5)
b Extended Capabilities: @&x4@ (octet &)
» Esxtended Capabilities: @x@@ {(octet 7)
I Extended Capabilities: x40 (octet 8)
» Tag: Cisco CCX1 CKIP + Device Name
Tag: Vendor Specific: Airenet: Aironet DTPC Powerlevel 8x@3
I Tag: WHT Capabilities (IEEE 5td 882.1lac/D3.1)
4 Tag: WHT Operation (IEEE Std 8082.1lac/D3.1)

- gerenciamento de transi¢gdo de BSS




& Fu:ed parameters {12 bytes)
El Tagged parameters (231 bytes)
#- Tag: SSID parameter set: tst-11v
#-Tag: Supported Rates 11(B), 12, 18, 24, 36, 48, 54, [Mbit/sec]
- Tag: DS Parameter set: Current Channel: 11
28 Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
Tag: Country Information: Country Code MX, Environment Any
‘Tag: QBSS Load Element 802.1le CCA Version
Tag: Power Constraint: 3
Tag: ERP Information
Tag: HT Capabilities (802.11n D1.18)
Tag: RSN Information
Tag: HT Information (862.11n D1.18)
Tag: RM Enabled Capabilities (5 octets)
Tag: Extended Capabilities (6 octets)
~-Tag Number: Extended Capabilities (127)
-~ Tag length: 6
B Extended Capabilities: @x@@ (octet 1)
#- Extended Capabilities: @x1@ (octet 2)
rﬁ Extended Capabilities: @x@8 (octet 3)
“sens 2:.8 = TFS: Not supported
..8. = WNM-Sleep Mode: Not supported

..@. .... = AC Station Count: Not supported

@.. .... = Multiple BSSID: Not supported
““@... 2... = Timing Measurement: Not supported

[" Extended Capabilities: ex@@ (octet 4)

#-Extended Capabilities: ex@l (octet 5)
| [ Extended Capabilities: ex4@ (octet 6)
- Tag: Vendor Specific: Aironet: Aironet DTPC Powerlevel @x82
. Tag Number: Vendor Specific (15@)

Suporte ao cliente

- DMS



802.11 radig
b IEEE 8@2.1 S S O
4 IEEE 822.11 wireless LAN management frame
4 Fixed parameters (4 bytes)
Capabilities Information: @x1@11
Listen Interval: @x@al4
4 Tagged parameters (144 bytes)
» Tag: 351D parameter set: tst-8221lvy
» Tag: Supported Rates 12(B), 18, 24, 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: 3, Max :22
© Tag: Supported Channels
> Tag: RSN Information
b Tag: HT Capabilities (8©2.11n D1.1@)
4 Tag: Extended Capabilities (4 octets)
Tag Number: Extended Capabilities (127)
Tag length: 4
» Extended Capabilities: @x2@ (octet 1)
Extended Capabilities: @x@@ (octet 2)
i Extended Capabilities: @x@@ (octet 3)
4 Extended Capabilities: @x@4 (octet 4)
R Channel Usage. Not supported
supported

wen. @... = UTC TSF Offset: Not supported
<@ .... = Peer U-APSD Buffer STA Support: Not supported

..@. .... = TDLS Peer PSM Support: Not supported
.@.. .... = TOLS channel switching: Not supported
@... ... = Interworking: Not supported

Tag: Vendor 5pe:1f1c. EBroadcom
> Tag: Yendor Specific: Epigram: HT Capabilities (8@2.11n D1.1@)
b Tag: Vendor Specific: Microsof: WMM/WME: Information Element

- gerenciamento de transi¢do de BSS




- Fixed parameters (4 bytEEJ
D-Tagged parameters (140 bytes)
-Tag SS5ID parameter set: tst-1lv
: Supported Rates 11(B), 12, 18, 24, 36, 48, 54, [Mbit/sec

0 5

,_.
!

“Tag: Supported Channels
RSN Information
HT Capabilities (802.11n D1.18)
Tag: Extended Capabilities (3 octets)
“Tag Number: Extended Capabilities (127)
Tag length: 3
# Extended Capabilities: @x8@ (octet 1)
[#- Extended Capabilities: @x@@ (octet 2)
=} Extended Capabilities: @x@8 (octet 3)
...8 = TF5: Not supported
..8. = WNM- Sleep Hode Not supported

- =
o o
oo oo

SRETI, r » : - pported
LB aeee = AC Statlon Cnunt Not supported
... .... = Multiple BSSID: Not supported

“@.v. e... = Timing Measurement: Not supported
-Tag: RM Enabled Capabilities (5 octets)
~Tag: Vendor Specific: Broadcom
Tag: Vendor Specific: Epigram: HT Capabilities (862.11n D1.10)
~Tag: Vendor Specific: Microsof: WM/WME: Information Element

Depurar atividade do cliente

Para monitorar a atividade do cliente 11v, esses comandos estao disponiveis.

> debug client <mac-add-of-client>
> debug mac addr <mac-add-of-client>
> debug 11v all enable

Cliente com capacidades DMS

O cliente tem capacidade para 11v

*apf MsConnTask_0: Nov 01 22:55:27.577: a4:f1:e8:58:95:0a Association received fromnobile on

BSSI D 7c: Oe: ce: 7d: d9: 10 AP AP-3700-1

*apf MsConnTask_0: Nov 01 22:55:27.577: a4:f1:e8:58:95:0a Cient is 11v BSS Transition capabl e
O cliente envia uma solicitagcdo DMS para o grupo 224.0.0.251 udp port 9 e o AP envia o DMS

aceite

*apf MsConnTask_0: Nov 01 22:56:43.928: a4:f1:e8:58:95:0a Got action frame fromthis client.
*apf MsConnTask_0: Nov 01 22:56:43.928: a4:f1:e8:58:95: 0a Received a 11v Action Frane w th code

[23] fromnobile station

*apf MsConnTask_0: Nov 01 22:56:43.928: Received 80211v_DMS_REQ Action Frane
*apf MsConnTask_0: Nov 01 22:56:43.928: WANid: 1| vap_ip: 1

*apf MsConnTask_0: Nov 01 22:56:43.928: a4:f1:e8:58:95:0a Posting nsg of type:



APF_80211v_MsG DMS_REQ for STA and LRAD: 7c: Oe: ce: 7d: d9: 10,sl ot: 0, |en: 26

*apf MsConnTask
rc =0

*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:

Last Sequence
*apf 80211vTask
*apf 80211vTask

_0: Nov 01 22:56:43.928: 11v g_nsgQueue = 0x2b415828, osapi MessageSend

Nov 01 22:56:43.929: Tclas found:

Nov 01 22:56:43.929: [

Nov 01 22:56:43.929: Version = 4,

Nov 01 22:56:43.929. Destination IP = 224.0.0.251,

Nov 01 22:56:43.929: Destination Port = 9,

Nov 01 22:56:43.929: Protocol = 17,

Nov 01 22:56:43.929: ]

Nov 01 22:56:43.929: a4:f1:e8:58:95:0a New client requesting DMS for this Tclas
Nov 01 22:56:43.929: DMS Request IE processed: State: DMS_REQ ADD ACCEPTED

Nov 01 22:56:43.929. DMS Response IE created.

Nov 01 22:56:43.929: Elenent ID: 100, Length: 5

Nov 01 22:56:43.929: DVs ID: 1, DMS Length: 3, Response Type: DMS_RESP_ACCEPT,
Control: 65535

: Nov 01 22:56:43.929: dnsRequest State = DVS_REQ ADD ACCEPTED

: Nov 01 22:56:43.929. a4:fl:e8:58:95:0a apf802llvSendPacketToMs: 802.1lv Action

Frame sent successfully to wlc

*apf 80211vTask

: Nov 01 22:56:43.929: apf80211vDmsDB_AddSTA: New DMS Client: ad4:fl:e8:58:95:0a

created and added under DMS ID: 1

*apf 80211vTask
capwap for s
*apf 80211vTask
=0

*apf 80211vTask

: Nov 01 22:56:43.929: a4:f1:e8:58:95: 0a apf Post DrsCl i ent Request Msg: posting
| radmac7c: Oe: ce: 7d: d9: 10
: Nov 01 22:56:43.929: 11v g_nsgQueue = 0x2b415828, osapi MessageSend rc

: Nov 01 22:56:43.929: a4:f1:e8:58:95: 0a apf 80211vHandl eDnsMsgSend: send capwap

for STA Iradmac 7c:Oe:ce: 7d: d9: 10

Do AP onde o

AP# debug dotl

*Nov 1 22:51:
*Nov 1 22:51:
*Nov 1 22:51:
*Nov 1 22:51:
*Nov 1 22:51:
*Nov 1 22:51:

*Nov 1 22:51:
Depois disso,

cliente esta conectado

1 dotllv all

04.323: DOT1llv: Inside DVMS ADD Qperation

04.323: DOT1lv: TCLAS found in DVS DB

04.323: DOT1lv: New client detected

04.323: DOT1lv: Ref Cnt: 1

04.323: DOT1lv: Cient A4:F1:E8:58:95:0A added to DVMS DB Entry

04.323: DOT1lv: DMS Add Operation Succeeded

04.323: Received and decoded a DVS client request payl oad SUCCESSFULLY

o cliente é adicionado ao banco de dados do DMS na wlan. Todos os clientes que

enviam uma solicitacdo DMS-Add para a mesma cadeia de caracteres multicast estdo listados na

mesma ID do

> show wlan 1

WLAN I dentifie
Profil e Name..
Net wor k Nane (
Status........

Nurber of acti

DMS.

1
................................... 11lv
SSID) . ot 11v
................................... Enabl ed
ve DM Cients..................... 1

DVMS ID Cdient MAC Addresses
1 a4:f1:e8:58:95:0a

O banco de dados do DMS é armazenado no AP onde este cliente esta conectado:

AP# show controllers dotllRadio { 0 | 1 } | beg Global DMS



G obal DMS - requests:2 uc: 130 drop: 0
DVS enabl ed on WLAN(sS): 11v
11v

DM5 dat abase:
Entry 1: mask=0x55 versi on=4 dst| p=0xEO0000FB srcl p=0x00000000 dstPort=9 srcPort=0 dcsp=0
protocol =17
{dient, SSID}: {08:74:02:77:13:45, 11v}, {A4:F1:E8:58:95:0A, 11lv},

Quando o cliente sem fio fecha o fluxo de DMS, ele envia uma solicitagdo de remog¢ao de DMS

*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Got action frame fromthis client.
*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Received a 11v Action Frane w th code
[23] fromnnobile station

*apf MsConnTask_0: Nov 01 22:57:33.990: Received 80211lv_DMS_REQ Action Frame

*apf MsConnTask_0: Nov 01 22:57:33.990: WANid: 1| vap_ip: 1

*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Posting nsg of type:

APF_80211v_MsG DMS_REQ for STA and LRAD: 7c: Oe: ce: 7d: d9: 10,slot: 0, len:5

*apf MsConnTask_0: Nov 01 22:57:33.990: 11v g_nsgQueue = 0x2b415828, osapi MessageSend
rc =0

*apf 80211vTask: Nov 01 22:57:33.991: DMS Request IE processed: State: DMS_REQ DEL_ACCEPTED
*apf 80211vTask: Nov 01 22:57:33.991: DMS Response | E created.

*apf 80211vTask: Nov 01 22:57:33.991: Elenent ID 100, Length: 5

*apf 80211vTask: Nov 01 22:57:33.991: pMs ID: 1, DMS Length: 3, Response Type:
DMS_RESP_TERMINATE, Last Sequence Control: 65535

*apf 80211vTask: Nov 01 22:57:33.991: dmsRequestState = DMS_REQ DEL_ACCEPTED

*apf 80211vTask: Nov 01 22:57:33.991: a4:f1l:e8:58:95:0a apf802llvSendPacketToMs: 802.11lv Action
Frame sent successfully to wlc

*apf 80211vTask: Nov 01 22:57:33.991: STA: ad4:fl1:e8:58:95:0a has dequeued and deleted from the
DMS Entry with ID: 1

*apf 80211vTask: Nov 01 22:57:33.991: apf80211vDmsDB_DeleteSTA: STA: a4:fl:e8:58:95:0a deleted
successfully under DMS ID: 1

*apf 80211vTask: Nov 01 22:57:33.991: a4:f1l:e8:58:95: 0a apfPost DnsCl i ent Request Msg: posti ng
capwap for nms |radmac7c: Oe: ce: 7d: d9: 10

*apf 80211vTask: Nov 01 22:57:33.991: 11lv g _nsgQueue = 0x2b415828, osapi MessageSend rc
=0
Do AP

*Nov 1 22:57:33.167: DOT1lv: Renoving client A4:F1:E8:58:95: 0A fromDVS DB Entry
*Nov 1 22:57:33.167: DOT1lv: DMS DB Del ete Operation Succeeded
*Nov 1 22:57:33.167: Received and decoded a DVS client request payl oad SUCCESSFULLY

Capacidade de transi¢cdo de BSS do cliente

O cliente tem capacidade para 11v

*apf MsConnTask_3: Apr 12 10:46:36.239: 08:74:02:77:13: 45 Associ ation received fromnobile on
BSSI D f0: 7f: 06: €8: 32: 76 AP AP-3700
*apf MsConnTask_3: Apr 12 10:46:36.239: 08:74:02:77:13:45 Cient is 11v BSS Transition capabl e

O cliente envia uma Consulta do BSS Transition Management

*apf MsConnTask_1: Nov 14 05:40:32.857: c4:7d:4f:3a:0f:5c Got action frame from this client.
*apf MsConnTask_1: Nov 14 05:40:32.858: c4:7d: 4f:3a: 0f : 5¢ Received a 11v Action Franme w th code
[6] frommobile station

*apf MsConnTask_1: Nov 14 05:40: 32. 858: Received 80211v_BSS_TRANS_ QUERY Action Frame

*apf MsConnTask_1: Nov 14 05:40:32.859: WAN-id: 1| vap_ip: 1

*apf MsConnTask_1: Nov 14 05:40:32.859: c4:7d:4£:3a:0£f:5c Posting msg of type:



APF_80211v_MSG_BSS_TRANS_QUERY for STA and LRAD:00:c8:8b:26:2c:d0,slot:0, len:1

*apf 80211vTask: Nov 14 05:40: 32. 860: Session URL is not NULL

*apf 80211vTask: Nov 14 05:40: 32. 860: Disassociation Imminent is 1

*apf 80211vTask: Nov 14 05:40: 32. 860: Disassociation Timer is 200

*apf 80211vTask: Nov 14 05:40: 32.860: Buil ding BSS Transition Request Frane

*apf 80211vTask: Nov 14 05:40: 32. 860: Addi ng Nei ghbor List Subel emrent

*apf MsConnTask_1: Nov 14 05:40:32.861: 11v g_nmsgQueue = 0x2b415828, osapi MessageSend
rc =0

*apf 80211vTask: Nov 14 05:40: 32.861: Location Info: 0,0,0 for BSSID: 7c:OQOe:ce: 7d:d9: 10

*apf 80211vTask: Nov 14 05:40:32.861: Data Length of BSS Transition Request Frane: 73

*apf 80211vTask: Nov 14 05:40: 32. 862: apf80211vHandl eBSSTransQuery: |radMacAddr:

00: c8: 8b: 26: 2c: dO rsch parent MAC ADDR: 00: c8:8b: 26: 2c: d0 rscb mac address: 00: 00: 00: 00: 00: 00
*apf 80211vTask: Nov 14 05:40: 32.862: 11lv Action Frane sent:

*apf 80211vTask: Nov 14 05:40: 32. 863: c4: 7d: 4f : 3a: Of : 5¢ apf 80211vSendPacket ToMs: 802. 11v Action
Franme sent successfully to wc

*apf 80211vTask: Nov 14 05:40: 32. 863: Successfully sent BSS Transition Request Action Frame to
STA: c4:7d:4f:3a:0£:5c

Como a wlan ativou a Desassociagao iminente, o cliente é desassociado depois que o
temporizador de desassociagao termina

*apf 80211vTask: Nov 14 05:40: 32.863: c4:7d:4f:3a:0f:5c Setting Session Timeout to 20 sec -
starting session timer for the mobile

*apf 80211vTask: Nov 14 05:40: 32. 863: c4:7d:4f:3a:0f:5c Disassociate client in 20 seconds

*osapi BsnTimer: Nov 14 05:40:52.768: c4:7d: 4f:3a: 0f: 5¢c Authentication session tiner expired:
mark nobile for imedi ate del etion

*osapi BsnTi mer: Nov 14 05:40:52. 768: c4:7d: 4f: 3a: Of : 5¢ apf MsSessi onExpi reCal | back (apf_ns. c: 707)
Expi ri ng Mobil e!

*apf Recei veTask: Nov 14 05:40:52. 769: apf MsExpireMobil eStation: Delete | mediately

*apf Recei veTask: Nov 14 05:40:52.769: c4: 7d: 4f: 3a: Of : 5¢c apf MsExpi reMobi | eStati on (apf_ns. c: 7521)
Changi ng state for nmobile c4:7d: 4f:3a: 0f: 5c on AP 00: c8: 8b: 26: 2c: dO from Associ ated to

Di sassoci at ed

*apf Recei veTask: Nov 14 05:40:52.769: c4: 7d: 4f: 3a: 0f : 5¢ apf SendDi sAssocMsgDebug

(apf_80211. c: 3541) Changing state for nobile c4:7d: 4f:3a: 0f : 5¢c on AP 00: c8: 8b: 26: 2c: dO from

Di sassoci ated to Di sassoci at ed

*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f: 3a: 0f : 5¢c Sent Di sassociate to nobile on AP

00: c8: 8h: 26: 2c: dO-0 (reason 1, caller apf_ms.c:7614)

*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f: 3a: Of : 5¢c Sent Deaut henticate to nmobile on BSSID
00: c8: 8h: 26: 2c: dO sl ot O(caller apf_mns.c:7616)

*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f:3a: 0f : 5¢c Setting active key cache index 8 ---> 8
*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f: 3a: 0f : 5¢c Del eting the PWK cache when de-

aut henticating the client.

*apf Recei veTask: Nov 14 05:40:52. 769: Sent Deauthenticate to STA: c4:7d:4f:3a:0f:5c on BSSID:
00:c8:8b:26:2c:d0, slotId: 0, vapId: 1

O AP envia o quadro de gerenciamento de transi¢ao do BSS devido ao balanceamento de carga

*apf MsConnTask_3: Apr 12 10:47:18.785: 08:74:02:77:13:45 11lv BSS Transition Request is posted to
1lv queue.

*apf 80211vTask: Apr 12 10:47:18.789: Session URL is not NULL

*apf 80211vTask: Apr 12 10:47:18.789: Disassociation Imrinent is 1

*apf 80211vTask: Apr 12 10:47:18.789: Disassociation Timer is 200

*apf 80211vTask: Apr 12 10:47:18.789: Building BSS Transition Request Frane

*apf 80211vTask: Apr 12 10:47:18.789: Addi ng Nei ghbor List Subel ement

*apf 80211vTask: Apr 12 10:47:18.789: Data Length of BSS Transition Request Frane: 22

*apf 80211vTask: Apr 12 10:47:18.789: apf80211lvHandl eBSSTransQuery: |radMacAddr:

fO:7f:06:e8:32: 70 rscb parent MAC ADDR fO0: 7f: 06: €8:32: 70 rscb mac address: 00: 00: 00: 00: 00: 00
*apf 80211vTask: Apr 12 10:47:18.789: 11lv Action Frane sent:

*apf 80211vTask: Apr 12 10:47:18.790: 08:74:02:77:13: 45 apf80211lvSendPacket ToMs: 802.11v Action
Franme sent successfully to wc

*apf 80211vTask: Apr 12 10:47:18.790: Successfully sent BSS Transition Request Action Frame to



STA: 08:74:02:77:13:45
O AP envia o quadro de gerenciamento de transi¢do do BSS devido ao roaming otimizado

*apf MsConnTask_0: Nov 04 04:58:55.320: a4:f1:e8:58:95:0a Posting nmsg of type:

APF 80211v_MSG BSS TRANS QUERY for STA and LRAD: 7c: Oe: ce: 7d: d9: 10,slot: 0, len:0

*apf MsConnTask_0: Nov 04 04:58:55.320: 11v g_nmsgQueue = 0x2b415828, osapi MessageSend
rc =0

*apf MsConnTask_0: Nov 04 04:58:55.320: a4:f1:e8:58:95:0a 1lv BSS Transition Request is posted to
11lv queue.

*apf 80211vTask: Nov 04 04:58:55.321: Session URL is not NULL

*apf 80211vTask: Nov 04 04:58:55.321: Disassociation Imrinent is 1

*apf 80211vTask: Nov 04 04:58:55.321: Disassociation Tiner is 40

*apf 80211vTask: Nov 04 04:58:55.321: Building BSS Transition Request Frane

*apf 80211vTask: Nov 04 04:58:55.321: Addi ng Nei ghbor List Subel ement

*apf 80211vTask: Nov 04 04:58:55.321: No Nei ghbor Candi date found : Resetting Candi date |ncluded
Li st

*apf 80211vTask: Nov 04 04:58:55.321: Data Length of BSS Transition Request Frame: 4

*apf 80211vTask: Nov 04 04:58:55.321: apf80211lvHandl eBSSTransQuery: |radMacAddr:

7c: Oe:ce: 7d: d9: 10 rscb parent MAC ADDR: 7c:0Oe:ce: 7d: d9: 10 rschb nac address: 00:00: 00: 00: 00: 00
*apf 80211vTask: Nov 04 04:58:55.322: 11lv Action Frane sent:

*apf 80211vTask: Nov 04 04:58:55.322: a4:f1l:e8:58:95:0a apf80211lvSendPacket ToMs: 802.11v Action
Frane sent successfully to wc

*apf 80211vTask: Nov 04 04:58:55.322: Successfully sent BSS Transition Request Action Frame to
STA: a4:f1:e8:58:95:0a

*apf 80211vTask: Nov 04 04:58:55.322: a4:fl:e8:58:95:0a Setting Session Timeout to 4 sec -
starting session timer for the mobile

*apf 80211vTask: Nov 04 04:58:55.322: a4:f1:e8:58:95:0a Disassociate client in 4 seconds

Referéncias

Capitulo: Roaming de transicdo rapida 802.11r, 802.11k, 802.11v, 802.11w

Padrao IEEE para Tecnologia da Informagao—Telecomunicagdes e intercambio de informagdes
entre sistemas Redes locais e metropolitanas—Requisitos especificos-Parte 11: Controle de
acesso médio de LAN sem fio

Especificagdes (MAC) e de camada fisica (PHY)
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