Configurar SAML SSO no Cisco Unified
Communications Manager com ADFS 3.0
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Introduction

Este documento descreve as etapas para configurar o Single Sign-On com o Ative Diretory
Federation Service (ADFS 3.0) com o uso do Windows 2012 R2 nos produtos Cisco Unified
Communication Manage (CUCM), Cisco Unity Connection (CUC) e Expressway. As etapas para
configurar o Kerberos também estao incluidas neste documento.

Prerequisites

Requirements

A Cisco recomenda que vocé tenha conhecimento dos produtos Single Sign-On (SSO) e
Windows.

Componentes Utilizados
As informacdes neste documento sao baseadas nestas versdes de software e hardware:

- CUCM 11.5

- CUC 115

- Expressway 12

- Windows 2012 R2 Server com as seguintes funcoes:
- Servigos de Certificados do Ative Diretory
- Servigos de Federagao do Ative Diretory

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Pré-verificacao da configuracao

Antes de instalar o ADFS3, estas fungdes de servidor ja precisam existir no ambiente:
Domain Controller e DNS
Todos os servidores devem ser adicionados como Registros A junto com seu Registro de

Ponteiro (um tipo de registro DNS que resolve um endereco IP para um dominio ou nome de
host)

A Records

Em fhlab.com. os hosts cmpubhcsc, cmsubhcsc, cucpubhcsc, cucsubhcsc, expwyc, exwye,



impubhcsc e imsubhcsc foram adicionados.

£ DNS MName Type
4 i AD . _msdcs
4 | Forward Lookup Zones || [ _sites
b : _msdcs.fhlab.com ke
4] ﬂ:lﬂh.tum = _udp
b A _nl'|sd.:5 _ DomainDnsZones
b —I sites _| ForestDnsZones
t z .
b _I - c: r| (same as parent folder) Start of Authonty (SOA)
g _I 4P _ i.—| (same as parent folder) Mame Server (N5)
b | DomainDnsZoned| .
b [ ForestDnsZones ﬂ (same as parent folder) Host (A)
4 | Reverse Lookup Zones ad Host (A)
< 228.89.10in-addr.arp|| = cMPubhasc Hast {2)
b ] Trust Points | emsubhesc Host (A)
¢ | Conditional Forwarders | cucpubhese Host (A)
b (] Global Logs L | cucsubhesc Host (A)
D EXpWyC Host (A)
D expwye Host (A)
| |imppubhesc Host (A)
| |impsubhesc Host (A)
Registros de Ponteiro (PTR)
£ ONS || Name Type Data Timestamp
i jm £] (same as parent folder) Start of Authority (SOA)  [14], ad.fhlab.com, hostmasterfhlab.co.. static
4 "] Forward Lookup Zones || 5] (same as parent folder) Name Server (NS) ad.fhlab.com. static
b & msdcsfhlab.com || 1049228144 Pointe (PTR) expwyc.hlab.com. static
4 gl fhiabcom El 1089228145 Pointes (PTR) expwyefhisb.com. satic
b (o msdes 1049228146 Pointer (PTR) cmpubhesc fhisb.com. static
b skes 11080228147 Pointes (PTR) emsubhese.fhlab.com. static
b o '::: Dlﬂmﬂ&lﬂ Pointer (PTR) imppubhcsc.fhlab.com. static
- E:ar:ainnn Jon £l 0.89.228.150 Pointes (PTR) impsubhesc fhlab.com. static
i = —_——" mﬁ 11089228151 Pointer (PTR) cucpubhesc.fhiab.com. static
_I: e 11080228153 Pointer (PTR) cucsubhese.fhlab.com. static
8 El 1080228154 Pointes (PTR) win10.fhlab.com. 5/12/2020 10:00:00 AM
4 () ReverseLookup Zones || 110922826 Pointes (PTR) adhlab.com. 5/12/2020 11:00:00 AM
) 22889.10in-addrarp. El 1080228227 Pointer (PTR) win10extfhiab.com. 5/7/2020 4:00:00 PM

Enecessario que os registros SRV estejam em vigor para o Jabber Discovery
Services



a-"n DS Mame Tm Diata 'iﬂ!mmp
4 § a0 7] cisco-usds Sevice Location (38Y)  [0][00[8443] cmsubhese Shiab.com. static
4 (5 Forward Lockup Zones || ] cisco-uds ServiceLocation (S8V)  [O][01[8843] empubhese fhiab.com. atic
b G madesfhlabcom | ] cuplogin Service Location (SRY)  [OJ[0J13443] impsubhese.hiab.com. static
4§ Misb.com 7. cuplagin Service Location (SRY)  [0J[0J[8443) imppubhesc filab.com. static
& B g« ServiceLocation (SRY)  [O][100][3268] ad Fhisk.com. S/12/2020 10:00:00 AM
g-—5=1 [] kesberos ServiceLocation (SRY)  [D][100][22] ad fhisk.com. $/12/2020 10:00:00 AM
3 _:: 7] kpasswd Service Location (38Y) [0[100][454) 3l Flsb.c orm. 5/12/2020 10:00:00 AM
: 2 DomsinDniZoned 1149 ServiceLocation (SRV)  [DI[100](329] adfhlab.co "
4 ] ForestDrsZones
B _sites
2 xep

4 ': Rioerse Lookup Zones
o 228.89.10.n-addrarp

b ] Trust Peints

b ] Conditsonal Foraarders

¢ (E Global Logs

- CA raiz (supondo que os certificados sejam assinados pela AC empresarial)

Um Modelo de Certificado precisa ser criado com base no Modelo de Certificado do Servidor
Web, o primeiro € duplicado, renomeado €, na guia Extensdes, as Politicas de Aplicativo sao
modificadas adicionando uma Politica de Aplicativo de Autenticacao de Cliente. Este modelo é
necessario para assinar todos os certificados internos (CUCM, CUC, IMP e Expressway Core) em
um ambiente de LAB, a CA interna também pode assinar as Solicitacdes de Assinatura de
Certificado (CSR) do Expressway E.

| 3] Cortificate Templates (AD.hiab. | Template Display Narfte Schemy Versign Versie  Int ~ || Actioss
3 ceP Encayption 1 Properties of New Template Lx]
5 ChentServeriuth 2 o m
3 Code Signing 1 | Subject Mame Sever | lemance Requremerts |
B Corputes 1 | Compatbity | General | Request Handing | Coptography | Wy Aestation
3 Croet Certifization Autherity 2 Superseded Teplates Extermans | Seasty -
3 Directory Email Replication B T oy an esdermon. seec] B, o ther chek Bt An agpkeamon pobcy defres b 8 cerEhcate can be
3 Domain Controfier 1 e,
3 Demain ControBer Authentication 2 Exdensions inchuded in this tempiate
3 PS5 Recovery Agent 1 1] Aecbcation Poiosa || aspicaton poices:
3] Eneollment Agent ] i A—— [ bt Authemtcatin
= Enveliment Agent (Computer) 1 | Cetheste Template bfomation Server Authentication
] Exchange Ervolimant Agent (Offine requ... 1 o muance Poloes
3 Bachange Signature Only 1 L&, Ky Usage
3 Exchange User 1
Fwsec 1
1 P5ec (Ol reguest) 1
] Merberos Authentication 2 E |
3 ey Recovery Agent 2 Deacrpton of Apphcation Poboes: [[(aad.. || e Remane
31 OCSP Response Signing 3 |5¢wm A
3 RAS andl 145 Server 2 Dert Aethwrbcaton [JMake thi extensicn recal
3 Roct Certification Autherity 1 |

O modelo criado precisa ser emitido para poder assinar o CSR.



File Action View Help

s 2 o= H

) Certification Authority (Local) Name Intended Purpose
4 g fhlab-AD-CA ) ClientServerAuth Server Authentication, Client Authentic...
| Revoked Certificates )| Directory Email Replication Directory Service Email Replication
—"- Issued Certificates 2] Domain Controller Authentication Client Authentication, Server Authentic...
- P“.“d'"g Requests 3 Kerberos Authentication Client Authentication, Server Authentic...
lee_d Requests - I EFS Recovery Agent File Recovery
| Certificate Te Manage Encrypting File System
: = St odo—Mcation, Server Authentic..
‘ New » | Certificate Template to Issue !
T L cation

Na Web do certificado CA, selecione o modelo que foi criado anteriormente.

Microsoff Active Direclory Certificate Senvices — fhlab-AD-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #T renewal request generated by an external sour
Web server) in the Saved Request box.

Saved Request:

Base-84-oncoded LAOdphFéLrurVeYIKLvHLER]lftTaSy48iyCamivl
certificate request OWOFZoLblbS80z iNTIQEFWSaCgi6 TDMOQBFKILEN

{CMC or 10y/ Ip6oDz TdZESw2pErKI¥xcebypovstoijlich
PKCS #10or AMSGinz0
PKCS #7): ~===-END CERTIFICATE REQUEST=====
Cortificate Tomplate:
[ User

Basic EFS
Additional Attriba  Administrator

EFS Recovery Agent ==

Altributey;  Web Server

Subordirate Cortification Autharity r.

CUCM, IMP e CUC Multi-Server CSR devem ser gerados e assinados pela CA. A finalidade do
certificado deve ser tomcat.



Generate Certificate Signing Request )

r Status
IS Warning: Genarating a new CSR for a specific certificate type will overwrite the existing CSR for that type
rGenerate Certificate Signing Regquest:
Certificate Purpase*® tomcat et |
S -
Distribution Multi- server{SAN) ]
Cemmen Name* cmpubhcsc-ms.fhlab.com
Subject Alternate Names [SANs)
Auta-populated Domains cmpubhesc.fhlab.com
cmsubhcsc.fhlab.com
imppubhcsc.fhlab.com
impsubhcsc.fhlab.com
Parent Domain thlzb.cem
Other Domains Browse_ | No file selected.
Please import .TXT file only.
Far mare information please refer to the notes in the
Help Section
i+ Add |
Key Type™™® RSA
Key Length* 2048 \J
Hash Algorithm* SHAZSE e
| Generate Close

O certificado raiz da CA deve ser carregado para o Tomcat Trust e o certificado assinado para
tomcat.

aliile  Cisco Unified Operating System Administration

E1388 jor Cinco Unified ©

Shiw *  Selings ~  Secely *  Solwies Upprades ~  Serioes v Hep =

|®?rmnlfnun-a |*
Cortilicate List (1 - 7 of 7) Rows per
Find Certlicate Lt where Cerbilwate w | begens with . |iomcst Find | Clear fillar g =

RSA

[ 1+

EC

EC al

e i e e s e e o i

Roemcat-trust - Self-mgred REA fhiab-AD-CA fhiab-AD-CA o4/ 187025 Sigred Certificate 1
| Garavste Sei-tigred | | Upload © chaen | | G [=_ -
it
| Certilicate List (1 - 6o 6) Rows por Page 1)
Find Cemdieate Lt mhere Certifieate v Begna with . [rement | Find | Clearvmer | =

Romeat-trust Esiukbene-EC fhlak. cam Self-pigrad EC cussubbonc Mabcom suspubhosc-EC. Mk com 402025 Trust Cortificate E
Roemcat-trust Eaoubhene BC st com Sefpgrand EC cutbubhoac hlab.oom eutpubhopc-EC Thab.com SA0L025 Trush Cartificats
Gererate Seif-pgrsd || Upload Cartifs risfacaite chaen (=2

Caso contrario, esta segao passara pela instalagao dessas fungdes. Caso contrario, ignore esta



secao e continue diretamente com o download do ADFS3 da Microsoft.

Depois de instalar o Windows 2012 R2 com DNS, promova o servidor para um controlador de

dominio.

A proxima tarefa sera instalar o Microsoft Certificate Services.

Navegue até Gerenciador de servidores e adicione uma nova fungao:

&

B Dashboand

I Lecal Servmr

kB Al Senvers

B aDcs

Wl ADDs

2% ADFS

& ons

BE File and Storage Services b
e s

Selecione a fungao Servigos de Certificados do Ative Diretory.

WELCOME TO SERVER MANAGER

ROLES AND SERVER GROUPS
Bediric B | Servid gioupes | | Sefveni bstsk 1

B spcs 1 i§l aDDs

|_r

Marage  Tools -

i S Biey pnd Feabures

Rierngeeg Robet and Featunes

Crbate Sener Groug

Higlg

Select server roles
Before You Bagin
Installation Type

Server Selection

Features

Select one or more roles to install on the selected server.

tification Autharity Web Enroliment (Installed

[C] Metwork Device Enroliment Service

v| Active Directory Federation Services (Installed]
] Active Directary Lightweight Directony Senaces
] Active Directory Rights Management Services
] Application Server

] DHCP Server

v| DS Server (Installed

] Fax Server

» [®] File and Storage Services (2 of 12 installed)

[ Hyper-¥
] Metwork Policy and Access Senices
] Print and Document Services

DESTINATION $ERVER
AD falab com

Description

(~]  Active Directory Certificate Services (AD CS) is used to
create certification authorities and related robe senices
that allow you to issue and manage certificates used in a
vatiety of applications.

||

[~

Ith‘m” Mext » Install I Cancel I




E implante esses servigos - Servigo Web de Politica de Registro de Certificado da Autoridade de
Certificagao primeiro. Depois que essas duas fun¢des forem instaladas, configure-as e instale o
Servico Web de Inscricao de Certificados e Inscricdo na Web de Autoridade de Certificagao.
Configure-os.

Os servicos e recursos de funcao adicionais necessarios, como o |IS, também serao adicionados
quando a Autoridade de Certificagao estiver instalada.

Dependendo da sua implantagao, vocé pode selecionar Empresa ou Independente.

Add Roles Wizard x|
ﬁi Specify Setup Type
Before You Begn Certification Authorities can use data in Acthve Directery to smplfy the ssuance and management of
e certificates. Specify whether you want to set up an Enterprise or Standalone CA.
ADCS & B
Riode Services Select this oplion if this CA is a member of a domain and can use Directory Service to issue and manage
P—— cer tiflentes,
CA Type =
Private Key Sedect this option if this CA does not wse Directory Service dats to Ssue or manage certificates. A
Cryptography standalone CA can be a member of a domain,
CA Name
Vabdity Period
Certificate Database
Web Server (I15)
Roke Servioes
Confirmabion
Fregress
Reziits

Para o tipo de CA, vocé pode selecionar CA raiz ou CA subordinada. Se nado houver outra CA ja
em execugao na organizagao, selecione CA raiz.



Add Roles Wirard

&- Specify CA Type

Before You Begin A combination of reot and subordinate CAs can be configured to create a hierarchical public key infrastructure
{PKI). & roat CA is & CA that Bsues it2 own self-signed certificate. A subordinate CA recehies its ceriificate
Server Roles from another CA. Spedfy whether you want to set up a root or subordinate CA.
ADCS
Roke Services ¥ Root CA

Select this option if you are instaling the first or only cerfificaon suthority in a public key infrastruchure.

Sehup Type

™ Subordinate CA

Select this opition if your CA will obitain its CA certificate from another CA higher in a public key
infrastruchurs.

Resdis

oo |[_met>_ | et |

A proxima etapa é criar uma chave privada para sua CA.

Add Roles Wirard
&h Set Up Private Key
Before You Begin To generate and issue certificates to dients, & CA must have a private key. Spedfy whether you want to
areabe & new oF USe AN & ane.
private key i ineg
AD C5 = Create a new private key
Role Senvices Lz this apbon if you don't have & private key of wish o reats & new private ey o enhanos searity.
T Yoo will be asked to select a oryplographic service provider and spedify a key length for the private key.
Setup Type To issue new certificates, you mmust sleo celect & hash alorithm.
CAType 7 Use existing private key
Lise this oplion io ensure continuity with previously Bsued certificates when renstaling & CA.
Cryptography = | Select a certificate and use it assodated private key
OB Mame :-.:r:-*ir.?h*. Q.\p:-:rn if you hanve |‘|"El||:"\.|".=':!'n': certificabe on this computer or if you want to import a
certificate and use its ascocated private key
clkity Pesiod 7| Select an exdzting private key on B computer
Cartificate Databass Select this oplion if you have retsned private keys from a previous installation of want io use & private
m ms.: EEY WO a0 SN TR DL e
Ruole Services
Confirmaion
Presgress
Results

e = e ||

Esta etapa so € necessaria se vocé instalar o ADFS3 em um Windows Server 2012 separado.




Depois de configurar a AC, os servigos de fungao do IIS precisam ser configurados. Isso é
necessario para a inscricao na Web na CA. Para a maioria das implantacdes de ADFS, é
necessaria uma funcao extra no IS, clique em ASP.NET em Desenvolvimento de Aplicativos.

Audd Roles Wirard
ﬁ Select Role Services
Before You Begin Select the robe services to instal for Web Server (I15):
Server Rokes Rl services: Description:
p—— ASEHET provides a server side object
e = “— Web Server =1 ariented PrOQIaMITing Snvironment
Role Services = [ Common HTTP Features forbuilding Web sites and Web
- [] static Content applications using managed code.
SeR e [¥] Defadt Document ASP NET is nct simply 8 n;mwn
CAType 7] Directory Browsing ASP, Having been entirely ra-
IE TR d . architected to provide a highly
Private Key Srror productive programming experience
= F HTTP Redrecton bassd an the NET Framewark,
yolography [ webDay Publshing ASPMET provides arobust
CA Mame = E tion Development = mfrllltmmnfnr building web
_ [+ T ay ‘________‘-‘-' applications.
Valbdity Period -
[+] JHET Extersblity
Certificate Database 7] asP
Web Server (II5) L cat
[ I5API Exterssrs
| RoleSenices | ) 15451 Fiters
Confirmation ] Server Side Indudes

= E Health and Dagrostics

Progress
[¥] HTTP Logging
[¥] Request Moritor
[ Tracina o |
More about role services

< Prévious I Neaxt > I Insts I Cancsl I

No Server Manager, clique em Web Server > IS e, em seguida, clique com o botéo direito do
mouse em Default Web Site. A associacao precisa ser alterada para permitir também HTTPS
além do HTTP. Isso é feito para suportar HTTPS.



@ v AD » Sites » Defsub WebSte »

Q-2 8 @ Default Web Site Home
= W G = (g Shew All | Group by

E @ @ &

MET NET JHET Errce J"I‘I' MET Profile
Aughodizel... Compiition  Paged

i‘%‘iIL?.

MET Rales .I'EITMI JHET Lhsers nulnm'-u Em

i‘ﬁl@&@

Machine Key Fages snd  Providers  Session State SMTP E-mail
Contrzls

T R 9

E Features View L.". Coontent Verw

Selecione Editar vinculos.

e Default Web Site Home

= W Go = g Show AN | Group by B

ASPMET A A

% ¢ e &
MET MET Errce MET MET Prefile

L. Compilaticn Pages  Globalization

¥ ® H B

B JMET Tna JETUHWEW
Ly

E%ll&l»_}:

Pagesand  Providers  Session State SMTP E-mad
Controls

|'Emm L. Conbert View

Adicione uma nova associagao de site e selecione HTTPS como o tipo. Para o certificado SSL,
escolha o certificado do servidor que deve ter o mesmo FQDN do seu servidor AD.



Internet Information Services (IIS) Manager

% -
®

& » AD » Sites » Default Web Site »

File WView Help

Site Bindings [2 x
Q-2 |8 .
| “jialtll'age Type  Host Name Port P Address Binding Informa...

493 AD (FHLAB\admini| | MIP 2o
L} Application Pog hittps

- Sibes
Default Web
@ = Type IP sddress: Port:
hitps All Unassigned v [-H-i
Host name:

[] Require Server Mame Indication

S5L certificate:

fhlab-AD-CA v[ Select... || Viiw— |
Mot selected

Todas as fungdes de pré-requisito estdo instaladas no ambiente, por isso agora pode continuar
com a instalagao dos Servigos de Federagao do Ative Diretory do ADFS3 (no Windows Server
2012).

Para a Funcao de Servidor, navegue para Server Manager > Manage > Add Server Roles and
Features e selecione Ative Diretory Federation Services se vocé instalar o IDP dentro da rede do
cliente, na LAN privada.

WELCOME TO SERVER MAMAGER

UK STRRT




DRETAT S0 TR
Select server roles  AGhA s
Baterg v, Bas e S Br B¢ SHaled 1l 1 oedEall sn The deketed Leeesr.
nsialaton Type Bcdes Dleratiphesm

Sarvdi Salaran
I O et SRR
o Actrve Dwerhory Licwssen Sereies [nsialed ichenbaty Sedpraticn prdl Wk gingle
s | i sign-on (S50 capabdities. AD F§
imchgdes 5 Federabon Senage thet
erables brosser-based Wes 550

[ Active Directory Lightweight Direxiory Sevvices
[T] &zt Cirectory Raghse Msnsgement Serncet
[ Applcation Servr |
] DHCP Serser

s DhS Server [Irgtalles

L] Fas Serees

(8] Fie and Seoenge Senvoes (2 of 12 installed)
[ rypeer-v

O] Metwerk Poicy snd &ore Services

[C] Bnnt snd Desumans Sanade

l.—_l Famats Riceti

— . Le

|-:| i ']

Quando a instalagao for concluida, vocé podera abri-la na barra de tarefas ou no menu Iniciar.

§B File Acton View Window Help - |&] =
+ | B[
s O
Overview Add Ralying Party Trust..
A FS peovides sngle-sgnon (550 scces for chent compulern. Add Claieres Brovider Taust..
Leam More Add Astribute Store..
Corfiguing Truat Relabonahips Edit Federstson Service Propasts..
Corfigung Authertication Pobcies Edit Published Claims
Treubleshasting AD F5 Revoke All Proxes
AD F5 Help View »
Mew Window from Here
|6 Refresh
Help

Configuragao inicial do ADFS3

Esta se¢céo passara pela instalagdo de um novo servidor de Federagao independente, mas
também podera ser usada para instala-lo em um Controlador de Dominio

Selecione Windows e digite Gerenciamento do AD FS para iniciar o console de Gerenciamento do
ADFS como mostrado na imagem.



Search

Selecione a opcéao Assistente de Configuragao do Servidor de Federagdo do AD FS 3.0 para

iniciar a configuragao do servidor ADFS. Essas capturas de tela representam as mesmas etapas
no AD FS 3.

i AD FS 2.0 Federation Server Configuration Wizard | x|
Welcome
Steps o ;
Welcome to the AD F5 2.0 Federation Server Confiquration Wizard
s Velcoma
This wizand helpz pou conhigurs Actve Dreclony Fedeiston Semces [A0 FS] 20 soltwae on ths
@ Select Deplopment Type

computer. which satz up the computer as a fedaiation server. Anirstanca of AD F5S & mleredtoaz a
Fed=iaton S=mce

@ Federation Service Name
@ Surmary * Cieale a new Federation Service

Select bus aphon lo s=f up alher a stand-alone Federston server or the frst sesve i & federation
@ FResuls server fam

) Add a tederation server to an existing Federation $ervice

Sedacl i oplion o o this compuler 1o an exsling ledsialion server lam

[ met> | concel He

Selecione Criar um novo Servigo de Federagao e clique em Avangar.




¥ AD FS 2.0 Federation Server Configuration Wizard

Select Stand-Alone or Farm Deployment

Steps Youcan credte athar a sland-alone fedaraton erver for evaliziion purposes of a smal production
@ ‘Welcome arviranment. o1 you can create a lederabion server in a new famm For load balancing and high avaiskbily
@ Select Deployment Type Selact ore of the following options. Either of these options vall uze the Windowe Intainal Database to store
configuration dala
@ Federshon Service Name
@ Surmary O New federation server Farm
a This option will create a new Federation Service with settings for high avaiabilty and load balancing.
@ Fesus The computer val b= the prmary fedeiation server nlbe lam. Lale, you can scale cul the lam by

adding more federation senvens

To crashe a lederation server lam, pou mus un thie wizard while you 202 lpged on vath 2n account
that has sufficient pemizsions in Active Directony to create a contaner object [fr sharing certificates]
and lo st an SPN [for the seivice accournl], such & an accounl thal is & member of the Domain
Admns group,

(*) Stand-alone federation server
This optian wil create a rew Federation Servica on this compurer. T his opbion iz recommanded foe
evaustion pupozes or & small production ersranment. |F vou selecl bis ophon, wou wil nol be able
to add more servers to create a faim,

(i Youcan e SOL Serves with AD FS 20 lo lake advaniage of the ful lealure set and achieve
~ maxsimum scalability. To 2et up AD F5S touss SOL Server. wie the command ine verzsion of thiz
wizad For mors nloemahion, click Help

< Previaus I ITI Cencel Heb

Selecione o Servidor de Federagao Independente e clique em Avangar conforme mostrado na
imagem.




"Fjl AD FS 2.0 Federation Server Configuration Wizard

Specify the Federation Service Name

Steps This wizard determines the Federation Service name from the Subject field of the SSL centificate for the

@ Welcome Default Web Site. If the wizard cannot determine the Federation Service name from the S50 settings, you
must select a certificate.

@ Select Deployment Type
Select the certificate and/ar port, and then click Mest.

@ Federation Service Name

@ Summary S5L certificate: Port
ad0z. idertibylzb, us - View... | IM—'|

@ Results
Federation Service hame:

ad0a.identitylab,us -

What kind of certificate do | need?

< Previous I MNewt = I Cancel | Help

Em certificado SSL, selecione o certificado autoassinado na lista. O nome do Servico de
Federacao sera preenchido automaticamente. Clique em Next.




" AD FS 2,0 Federation Server Configuration Wizard

Ready to Apply Settings

Steps The fcloning sattings wil be configured for AD FS 2.0
@ Welcoms
L = *  Slop AD FS serwer,

@ Sclect Deployment Type o Windows Intemal Databaze sanvics wil be staited and set to auomaic: startup.

2 Fadmalion Service Name » Sgong and loken-enciyphon ceilificales wal be geresat=d ard s=1 bo aulomatic 1ol over,

PR R »  Selected S5L certficate wil be wed for sacuiing service communication.

@ Surmary s  Melwers Senace sccount wil be gven acesss bo the database, to the catificabs povate keys and
endponts, 2nd the service wil un undan this accourt.

@ Resulis *  Delayk z2t of encpoints will be enabled

. B ému sipri-n web sle vl be daployed 1o the YadizAs vitual dieclony under the Delaul 'Web Sie in

s,

+ Federalion Seivics name is ad) aidenlilviab. us
= Start AD FS server

To begn configuning this compuber with thess sattings, cick Nexl.

cprevios [[ hets | concd | meb |

Revise as configuragdes e clique em Avangar para aplicar as configuragdes.




Wi AD FS 2.0 Federation Server Configuration Wizard

Configuration Results

Stope The folowing sottings are being configuad
@ ‘Welcome
Camgenent Slatus
@ Seclect Deployment Type
Y Stapthe 8D FS 2.0 ndows Semice Cenfiguration firvshed
@ Federshon Service Name .
E) Instal Windows Irkemal Database Configuration frizhed
@ Surmary . -
S0 Stant the Windows Intemnal Databass servics Configuration finished
Rezull
LBl ) Craze AD FS corfiguiation database Configuration fiished
#) Confipwe tervice talling: Configuration firiehed
U0 Deplop biowses sgpen Web sibe Conliguaation Frashed
“) Stait the 2D FS 2.0 ndows Sernce Conliguration Frizhed
¥} Creates delauk claim set Cenfiguration Frizhed
¢} Create defouk Achive Direcho claim acceptance ndes | Configuration firished

Wou have wiccssluly completad the AD FS 2.0 Fedealion Server Condiguration wizaid
To close thiz wazard, chck Oose

;qul

Confirme se todos os componentes foram concluidos com éxito e clique em Fechar para encerrar
o assistente e retornar ao console de gerenciamento principal. Isso pode levar alguns minutos.
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O ADFS agora esta efetivamente ativado e configurado como um provedor de identidade (IdP).
Em seguida, vocé precisa adicionar o CUCM como um parceiro confiavel. Antes de fazer isso, é

necessario primeiro fazer alguma configuracdo na Administragcdo do CUCM.

Configurar SSO no CUCM com ADFS

Configuragéo LDA

P

O cluster precisa ser integrado ao LDAP com o Ative Diretory e a autenticagédo LDAP precisa ser
configurada antes de prosseguir. Navegue até a guia Sistema > Sistema LDAP conforme

mostrado na imagem.




LDAP System Configuration

—Status

@ Please Delete All LDAP Directories Before Making Changes on This Page

® Please Disable LDAP Authentication Before Making Changes on This Page

- LDAP System Information

Enable Synchronizing from LDAP Server
LDAP Server Type Microsoft Active Directory
LDAP Attribute for User ID  sAMAccountName s

Em seguida, navegue até a guia Sistema > Diretério LDAP.

LDAP Directory

Eﬁw xnﬂm Gup‘,r b Perform Full Sync Now I:II]iAdde

~ LDAP Directory Information

LDAP Configuration Name® LDAPL

LDAP Manager Distinguished Name* fhlab\administrator

LDAP Password* eSS NEEEIeNEsEEIIsNSIIIINIIIES

Confirm Password* AN REREsssIsIINRESS

LDAP User Search Base™ cn=users,dc=fhlab,dc=com

LDAP Custom Filter for Users < Mone = B
Synchronize * © Users Only Users and Groups

LDAP Custom Filter for Groups

- LDAP Directory Synchronization Schedule
Perform Sync Just Once
Perfarm a Re-sync Every™® 7 DAY B

Mext RE-E‘_,'T'H: Time {W—HM-DD t‘ll"luiI'I‘.II‘I‘I::I:"c 2020-05-24 00:00




~Standard User Fields To Be

(Cisco Unified Communications Manager User Flalds |LDAR Attribute Cinco Unifled Communications Manager User Fieids | LDAP Attribute
|User 1D SAMACEcuntName First Nasrse grvename

Middle Mame migdiename [ Last Hame s

:Manngu ({s] IMSnagEr Diepartment department
Priare Numriber - | Mail ID il

| i title ome Mumber homephane
|Mobile Mumber mishile Pager Number pager
|pirectary URI mail 2] Display Name dexplayhame

LDAP Server Information
Host Name or IP Address for Server LDAP Port* Use TLS
10.89.228.226 389

Add Another Redundant LDAP Server

Save Delete Copy Perform Full Sync Now Add New

Ap0ds os usuarios do Ative Diretory terem sido sincronizados com o CUCM, a autenticagdo LDAP
precisa ser configurada.

alialn  Ciseo Unified CM Administration
5o For Cmao Unified Coammunications Solulians

r— v e - eatares v Devis ¥ Agglcaten ¥

owp putbentication
=

@m:m

~LDWP Authentication ler End Users

LHl LOAP Authartsiatss for End Users
LSAE Hanager Cutrgusshed Name ' [miss samevitrane

LDAP Password® [ses
Confirm Paspword® [ses
LOAR User Semnch Bace® [enmusers demprisk, demcem
LOAP Server Information
Hoat Hems or 1P Addrews for Server ™ LOAR Port®  Uas TLS
[iospameame b | O

Add Ancther Redurdart LDAP Seroer

Um usuario final no CUCM precisa ter determinados grupos de controle de acesso atribuidos ao
seu perfil de usuario final. O ACG é o padrao para superusuarios do CCM. O usuario sera usado
para testar o SSO quando o ambiente estiver pronto.



End User Configuration (TP NRT'TH Back to Find List Users ~ )| Go |

Confirm MLPF Password [ ] A
MLPP Precedence Authorization Level | Dafault v]

~ CAPF Information
Associated CAPF Profiles |

-

~Permissions Information

Groups | Standard CCM End Users

Standard CCM Super Users Add to Access Control Group ]

Standard CT1 Allow Control of All Devices
Standard CTI Enabled Remove from Access Control Group

Roles | Standard AXL APl Access |
Standard Admin Rep Tool Admin
Standard CCM Admin Users
Standard CCM End Users
Standard CCMADMIN Administration ¥ | view Details

~Conference Now Information

[Jenable End User to Host Conference Now
Meeting Number 1001
Attendees Access Code

Save | | Delete | | Add New |

Metadados do CUCM

Esta secdo mostrara o processo para o Editor do CUCM.

A primeira tarefa € obter os metadados do CUCM, para o que vocé precisa navegar até a URL;
https://<CUCM Pub FQDN>:8443/ssosp/ws/config/metadados/sp ou pode ser baixado da guia
System > SAML Single Sign-on. Isso pode ser feito por né ou por cluster. Preferivel fazer este
cluster inteiro.

L DpRaCELY LSS MAAREY . [SSLMBSSAREN X Ml jomsairaas w -

System v Calfeteg T Meda
T Mode
® Cluster wide (Ong metadats File por clusber Reguires multi-server Tomeat cartificate)

s Per mode (Oee metadsts e per node]
B omatie samn 550 s Expert asuasans awﬁmr- Fox A Disbind Sarvere

~Status
(Dunrnu-ubhdhrm.mmwﬁIﬁhrMnrm
@ SAML SEO erabied

| SAML Single Sign-On {1 -4 0f 4) Fows per Fape 50|

Tervar Hame D Tueten Pl [ Meqradels e Metedate §rgee Tnport Mytadate Layl Metadets Dupon RO Tem

crnpubhosc. fhish. com SAML WA Aprd 20, 2020 2190157 PH POT & e April 18, 2020 8105138 PH POT Passed - Aprd 20, mn:“mpg Bun 550 Test...
ernsubbcse fhiab.com SAML {5 LdP dprd B0, 3020 10057 FM POT ﬁ File dpel 18, 2030 5:05:37 P POT Fassed - Aprd 20, 2020 Lﬁp‘;# Run S50 Test...
imppubhcsc fhlab.com BAML -{'?' EdP dprd 20, 2030 2:00: 57 P POT & File Apeill 18, 2030 8:05:37 P POT Possed - May 24, 2020 !;ﬂ!pgg‘ Run S50 Test...
mpaukiczs. flab.com SAmL 4 tap aprd 20, 3030 2:00: 57 PM POT o Fie April 18, 2030 8:05:37 PM POT Passed - May 14, 2020 J’HNPDiiF_ Run S50 Teat..

Dupable SAML 550 Expord ANl Metadats  Upclate [dP Mataciata Filg Fix All Criabded Sarvers

Salve os dados localmente com um nome significativo como sp_cucmOa.xml, vocé precisara
deles depois.

Configurar entidade confiadora do ADFS

Volte para o console de gerenciamento do AD FS 3.0.



G File Actien View Window Help I!|!|n

% nm Bm

L erther h_
b 0 Service

- N Troe
a 2 Trust Relationships Device Regatraton Sernce You WS T ummedn adfhish com

i B Adid Relying Party Truze_.
) Cloims Provides Trusts CUCM,_Chster_Wide_Relying_Party vt Yeo  WST_ cmpubhcseiab com ki _
[ Relying Party Trusts s e = ) Yes WST_ curpubhese iab com e Mon-Claims-Bveare Rebying..
) Mttrioute Stores | Add Relying Party Trust_ J Yer WET.. sk com-S00D0FE107DTSEST Voo "
b ) duthentication Polcies| | Add Non-Claima-Aware Relying Party Trust_
Hew Windiow frcm Here
Wiew r | Refiesh
Bew Windiow from Hee a
Relresh B e
Help

Clique no Assistente para Adicionar Confianga de Terceiros Confiantes.

Welcome
Steps Welcome to the Add Relying Party Trust Wizard
Welcome
. This wizard wil help you add a new relying pany trust to the AD FS configuration database, Relying parties
@ S5alact Data Source consume claims in security tokens that are issued by this Federation Service to make authentication and
authorization decisions.
@ Configure Mutifactor
Authentication Now? The redying party trust that this wizand creates defines how this Federation Service recogrizes the relying
e C | party and issues claims to 2. You can define issuance transform rules for issung claims to the relying party
it o Al aliter you complete the wizard,
@ Readyto Add Trust
@ Finish

Activate W
<Previos || St |4, l:lﬂ,_J.

Clique em Iniciar para continuar.

Selecione o arquivo XML de metadados federationmedatada.xml que vocé salvou anteriormente e
cligue em Avangar.



Select Data Source

@ Welcome
@ Select Data Source

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorzation Rules

@ Readyto Add Trust
@ Finish

Selact an option that this wizard will use to obtain data about this relying party:

() Import data about the relying party published online or on a local network

Use this option to import the necessary data and cedificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address (host name or URL):

I I

Example: fs.contoso.com or hitps://www contoso.com./app

(® Impott data about the relying party from a file

Use this option 1o import the necessary data and cenificates from a relying pasty organization that has
exported ts federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:
:Z ‘Users \Administrat or' Downloads \federationmetadata xmi | | Browes |

() Enter data about the relying party marualy

r.\ ctiv: e I'-.I'I'l.l

Use CUCM_Cluster_Wide_Relying_Party_trust como o nome de exibi¢ao e clique em Avangar.



Enter the display name and any optional notes for this relng party
Diisplay name:

[CuCh_Cluster_wide_Relying_Party_trus|

Notes:

| <Previous | | Nees || Cancal |

Selecione a primeira opgao e clique em Avangar.



Steps

@ Welcome

@ Select Data Source

@ Specify Display Name

@ Configure Mutifactor
Authentication Now?

@ Choose lssuance
Authonzation Fules

@ Readyto Add Trust
@ Finish

Configure multifactor authertication settings for this relying party trust. Multifactor authentication is required if
there iz 2 match for any of the epecfied requiremants.

Muttifactor Authentication Global Settings

Requiremerts  Users/Groups
Device
Location

(® 1 do not wart to configure mutifactor authentication settings for this relying party trust at this time.
() Corfigure muli factor authentication settings for this nelying party trust

You can also configure multi-factor authentication settings for this ralying party trust by navigating to the
Authentication Policies node. For more information, see Configuring Authentication Policies.

| <Previous | | MNexs || Cancel /)|,

Selecione Permitir que todos os usudrios acessem esta terceira parte confiavel e clique em
Avangar conforme mostrado na imagem.



Choose Issuance Authonzation Rules

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Mutifactor
FAuthentication Now?

@ Choose lssuance
Authorization Rudes

@ Readyto Add Trust
@ Finish

lzssance authorization nules determine whether 3 user iz parmitted to receive claims for the relying party.
Choose one of the following options for the intial behavior of this relying party's issuance authorization ndes.
(®) Pemit all users to access this relying party
The issuance authorzation rules will be configured to pesmit all users to access this relying party. The relying
party service or application may still deny the user access.
() Deny al users access to this relying party

The issuance authonzation rules will be configured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.

‘You can change the issuance authodization rules for this relying party trust by selecting the relying party tust
and clicking Edi Claim Rules in the Acfions pane.

| <Previous | | Net> || Cancel ||

Revise a configuragao e clique em Avangar conforme mostrado na imagem.



Ready to Add Trust

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

The relying party trust has been configured. Ham&nfuhwm and then click Nexd to add the
relying party trust to the AD FS configuration database

Relying party’s federation metadata URL:

[ ] Monitor relying party
|:| Automatically update relying party
This relying party’s federation metadata data was last checked on:
<never >

This refying party was last updated from federation metadata on:
< never »

<Previous | | Next> || Cancel |°

Desmarque a caixa e clique em Fechar.



Finish

Steps The relying party trust was successfully added to the AD FS corfiquration database.

® Weloome You can modify this refying party trust by using the Properties dialog box in the AD FS Management snap-n.
@ Select Data Source

@ Specify Display Name

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

[ ] Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

Com o botdo do mouse secundario, selecione a Confianga da terceira parte confiavel que vocé
acabou de criar e edite a configuracéo das regras de reivindicagéo, como mostrado na imagem.

G File Action View Window Help

e 2m

£l ADFS Relying Party Trusts

b [ Service Disgley Name Ensbled | Type Identier

4 [ Trust Relationships Device Regisration Service Yes WS Tus / SAML / WS Federatonumms <3 b com
] Claims Provider Trusts

CUCM_Cluster Wide Relving Partv trust  Yes WS- Tnust ' cmpubhcsc fhlab com

;j Rdy.ing Party Trusts CUC_Cluster_\W Update from Federation Metadata... L f'l'h‘B-Fuclmﬂm cucpubhcsc fhiab com
] Attribute Stores EpwyC [ Eit Claim Rules. L/ WS-Federation friab.com~500D0F4107D76ES7
p (] Authentication Policies .
Disable
Propert
Delete
Help

Cliqgue em Adicionar regra conforme mostrado na imagem.



lssuance Transform Rules

lssuance Authonzation Rules

Delegation Acthorzation Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name

lssued Claims

Selecione Enviar atributos LDAP como reivindicagdes e clique em Avangar.




i Add Transform Claim Rule Wizard | X

Select Rule Template

Sepe Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type detais about each claim rule template.
@ Configure Claim Rule Claim rule template:

| Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LDAP Aftribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
multiple claims from a single rule using this nule type. For example, you can use this nule template to create
a rule that will extract attribute values for authenticated usaers from the displayName and telephonaNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be usad to send all of the user's group memberships. if you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

Configure estes parametros:

Nome da regra de reivindicagao: NamelD

Repositério de atributos: Ative Diretory (clique duas vezes na seta do menu suspenso)
Atributo LDAP: SAM-Account-Name

Tipo de solicitagdo de saida: uid

Cliqgue em FINISH/OK para continuar.

Observe que o uid ndo estda em minusculas e ainda nao existe no menu suspenso. Digite.



“You can configure this rubs bo send the values of LDAF stiritwtes s claims. Select an attibute stions from
mmimm Seeeciy b the atsbiutes wil map 1o the cubgoing clsim hypss that wil be

{Claim nube name:

frameic] I
Fule templabe; Send LDAP Agrbules &3 Claims

Atribute store:

| Actrve Diwctory v

Mapprsy of LOAF stirbutes 1o outgonyg clam bpes.

LOAP Aty (Select or typa bo Outgong Claim Type (Select or typs b add more) |

2dd more)
F LM Aneourd -hams we s u-l

| View Fude Language... | [ ox || W_l

Clique em Adicionar regra novamente para adicionar outra regra.



lssuance Transform Rules | lssuance Authonzation Fules | Delegation Authorization Fules |

Thee following transfom ries spaciy the clams that will be sent to the relying pasty.

Ordher  Fule: Hame Essued Claims
1 Mame i uid

[Addnue.. | [Edre. | [[Femove Rie.. |

Selecione Enviar reivindicagées usando uma regra personalizada e clique em Avangar.



g Add Transform Claim Rule Wizard x|

Select Rule Template

Seps Sglect the bemplabe fior the clam e thal you want 10 creale from the fpllowing s, The descripbon provides
& Choose Fule Type deliady shout emch Clasm nule bemplate
@ Corfigure Clam Fule Ol rule bemplate

Sered Claers Using a Cusiom Fuls w
Caim rulle template desonphon

Lising & custiom rubs, you can creabe naes that con't be crealed with & nils template. Cusiom nues e
writer inthe AD F5 clam nie brousge. Capabdiees that meguirs cusiom niles includs

+ Sending clawms from & 50U atvbute shors

+« Sandng claems bom & LDAF siirdbule shore using & custom LDVAF fller

» Sersching claims bom & cuom siribuls shone

+ Saruciing claers only whan 2 or mon incoming claima are present

+ Sending clasms only when an ncoming claim vale malches & complex pattem:
« Sending claimes with complen changes to an incoming claim value

+ Lrasing cleems bor uss only in leler rules

Crie uma regra personalizada chamada Cluster_Side_Claim_Rule.

Copie e cole este texto na janela de regras diretamente daqui. As vezes, os orgamentos s&o
alterados se forem editados em um editor de texto e isso fara com que a regra falhe quando vocé
testar o SSO:

c:[Type ==

"http://schemas. m crosoft.com ws/ 2008/ 06/identity/clains/w ndowsaccount nane"]

=> jssue(Type = "http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i dentity/cl ai ms/ nanei dentifier",

Issuer = c.lssuer, Oiginallssuer = c.Oiginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/identity/clainproperties/format"] =
"urn:oasis:nanes:tc: SAM.: 2. 0: nanei d-format : transi ent",

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/ i dentity/cl ai nproperties/namequalifier"]

= "http://<ADFS FQDN>/ adf s/ conf adf s/ servi ces/trust",

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/ i dentity/clai nproperties/spnanequalifier"] =
"<CUCM Pub FQDN>");

c:[Type == "http://schemas. nm crosoft. com ws/ 2008/ 06/identity/clai nms/w ndowsaccount nane"]

=> jssue(Type = "http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i dentity/cl ai ms/ nanei dentifier",

Issuer = c.lssuer, Oiginallssuer = c.Oiginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/clainproperties/format"] =
"urn:oasis:nanes:tc: SAM.: 2. 0: nanei d-format : transi ent",

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/identity/clai nproperties/nanequalifier"] =
"http://AD. fhlab. conl adf s/ services/trust",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/clai nproperties/spnanequalifier"] =
"cnpubhcsc. f hl ab. cont') ;

Clique em Concluir para continuar.



http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier
http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier
http://AD.fhlab.com/adfs/services/trust
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier

You can & cusine claim ruls, such 33 3 eule thal segunes multipls incoming claims of Bl edacty
clpiemg om0 afirkate sbore. To configure B cusbom ruls. Byes ong o mom oplional condiiors and n
BRance salement using the AD F3 claim rubs languace.

Claim rule name:

[Cluster_Sade_Claim_Flie

Flule bemplate: Send (laims Using & Custom Fule

Cusiom suls:

e [Type ==
“httpr//achenss.microsoft. comfwa /2008, 0EF identity S claime fwindowsaccoust
naze™]

=y igsue(Iype =

“RETRLS/SCRERAS . NE] SSAD . 200 wE /2005505 Ldean iy elaing S aane i den el 1R,
Issuer = c.Issuer; Origimallssuer = c.0riginallssuer, Value = c.Valwoe;
ValueType = c.ValoeType, Properties

[*heopr/Sachesas. xel aoap- 0Zg/ wal 2005/ 05/ Ldenticy/clalsproperties/ forsat
"] = “urhicEFLEiRADES:te:SAML: 2.0 nameid-formaT: CTADALERT", PropeCTies
["hrope/Sachesas. xol aoap - 0T/ wa s 2005/ 05/ Ldencicy/ claleprope r T 1es/ DA
alifier™] = "hEtp://AD. fhlab.comssdfs/ seCvices /Erust™, Properties
[“hrtp://ache=as. x=lscap. org/wal 2005/ 08/ identivy/claisproperties/ spaame
qaalifier®] = “cmpubhcsc. fhlab.con”) ;|

Agora vocé deve ter duas regras definidas no ADFS. Clique em Aplicar e em OK para fechar a
janela de regras.



| lssuance Transfom Fules | lssuance Authorization Rules | Delsgation Authorzation Rudes |

The folowing transfom nues specify the clames that wil be sent 1o the relying party.

Crcer  Fube Nama lsuad Claima
1 Mame [ i
2 Chester_Sde_Claim_Fuls £ 5ee claim nia>

O CUCM foi adicionado com éxito como uma parte confiavel ao ADFS.

File Action View Help
edmBDcz Bm »enn
o Senvices (Local) _
Active Directory Federation Hame = Dexeription Status | Startup Type Leg On A5
Services 4 Active Directory Certificate Services Creates, manages, and removes—  Running  Automatic Local System
4 Active Directory Domain Serdees AD DS Dormaan Controller terac—.  Funning  Automatsc Liscad Systermn
Sigg the service Active Directory Federation Services Enables Active Directory Federa...  Running  Automatic (D irminist
St the servic €3, Active Directory Web Services This service provides a Web Ser—  Runming  Automatic Local System
4 App Fleadiness Gets apps ready for use the first .. Msnasl Lecsl Systerm
iption: . 4 Application Experience Processes application compatib_ Manual (Trigger Stat)  Lio<al System
E""!‘“m"mm £, Application Host Helper Service Provides sdministrative services_ Running  Automatic Local System
4, Application identity Determines and verifies the ide... Manual (Trigger Start) Lol Service
4 Apgheation Information Facilitates the ranming of intera_ Muanual (Trigger Stast) Lol System
4 Application Layer Gatewsy Service Provides support fior 3rd pasty p— Manual Local Service
1 Applecation Management Processes installatson, removal, — Maral Loscal Systern
4 AppX Deployment Senice (AppXSVC)  Provides infrastructure support ... Manial Lecad Systern
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Antes de continuar, reinicie o servigo ADFS. Navegue até Menu Iniciar > Ferramentas

Administrativas > Servigos.




Metadados IDP

Vocé precisa fornecer ao CUCM informacgdes sobre nosso IdP. Essas informagdes sao trocadas
usando metadados XML. Certifique-se de executar esta etapa no servidor onde o ADFS esta

instalado.

irefox M= 3
| {14 Untrusted Connection Xl'ﬁaﬂuﬁ'ﬂfuxﬁtﬂtpag& ><[+,I

. ::'-._='_-'-::I'.1.id-enkity‘:'e..us FederationMetadata/2007-06/FederationMetadats Ly |E' Google ﬁ| B & #
|2} Most visiked | | Getting Started | | Suggested Sikes | : Web Shice Gallery

WA :
] Opening FederationMetadata.xml | x| buk we can't confirm that your

¥ou have chosen to open: dentification to prove that you
'* FederationMetadata.xml P
which is: WML Docurment
from: https:jfad0a.identitylab.us
r~What should Firefiox do with this file?
" Open with I Internet Explorer (default) j
&+ Save File
™ Do this automatically For files ke this from now on.

ban that someone is trying to

b this site's identification. Even

o Cancel | rmpering with your
Don't add an exception unless you know there's a good reason why this sibe doesnt use trusted
idenkification.
| Add Exception_ |

Primeiro, vocé precisa se conectar ao ADFS (IdP) usando um navegador Firefox para baixar os
metadados XML. Abra um navegador em https://<ADFS FQDN>/FederationMetadata/2007-
06/FederationMetadata.xml e SALVE os metadados em uma pasta local.

Agora, navegue até a configuracdo do CUCM até o menu do sistema > menu de logon unico

SAML.
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Volte para a Administracdo do CUCM e selecione SYSTEM > SAML Single Sign-On.
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SAML Single Sign-On
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Status
[@ SAML 550 disabled
~ SAML Single Sign-0n (1 -1 0f 1) Rows per Page| 0 =]
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cucrnila Dusabled AR Mever & File Mever Hever I
Run Test...
Selecione Ativar SSO SAML.

Clique em Continuar para confirmar o aviso.

) Reset Warning - Mozilla Firefox HFI m
I B Hips:/jeuembalcemadrinjgermricDislogWindow dotwindavtllskey=gensricd logairdow windowtite, sscenabie J

. !5 Web server connections will be restarted

Enabling SS0 and importing the metadata will cause web services to restart upon completion
of the wizard, All aFacted web applications will drop their connecion momentarily and nesd
to be lagged into again.

Continua | Cancel |

Na tela SSO e clique em Procurar. para importar o arquivo XML de metadados



FederationMetadata.xml que vocé salvou anteriormente, como mostrado na imagem.
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SAML Single Sign-On Configuration
B ren

r Status

@ Ready to inport Identity Provider metadats trust e to cluster servers

rIdentity Provider{IdP) Metadata Trust File

To configure the trust relationship between the 14P and your servers, you must first obtain trust metadata from your 1dP and import it 10 your servers, Tou will need Lo
manually obtain the file from the 1dP and upload it here.

1dP Metadala File Boowete . | Mo fle celected.

- Initiate the Metadata ||Jﬂn file selected

This action must be successful for at least the Publisher before moving on to the next task in this wizard,

Import 1dP Metadata |

Next I Cancel I

Selecione o arquivo XML e clique em Abrir para carrega-lo no CUCM em Downloads em
Favoritos.
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Depois de fazer o upload, cliqgue em Importar metadados IdP para importar as informagdes do IdP
para o CUCM. Confirme se a importagéo foi bem-sucedida e clique em Avancgar para continuar.
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Help =

SAML Single Sign-0n Configuration
mp e

= Shatus

-g? Import succeeded for all servers

= Identity Provider{ IdP) Metadata Trust File

To configure the trust relaticnshap batween the 1dP and your servers, you must first obfasn trust metadsts from yowr 1P and import £
to your servers. Tou will need to manwally obtsin the fle from the [dP and updoad it here.

IdP Metadata File  [C:\Users\bbanks\Downloads'\FederationMatadats.omd Browss...

- Inmitiate the Metadata Import
This acticn must be successful for at leask the Publisher before moving on to the next task in this wizard,

Tmpart TdP Metadata ] @hﬂpﬂﬂ: succesded for all servers

Mext | Cancel |

Selecione o usuario que pertence ao CCM Super Users padrao e clique em RUN SSO TEST.

@ SAML Single Sagn-On Configuration - Mezills Firefox - O =
@ & 25 mtpsermpubhcse frlab.oom: 8443 feemadmin/samiSingleSignOnConfigurationWizard3 doTserve ==+ @ | =

SAML Single Sign-On Configuration

- Test S50 Setup

This test vernfies that the metadata files are correctly configured and will allow S50 to start up on the servers. Ths test can be run on
any seryer for troubleshooting once 550 has besn enabled. S50 setup cannct be completed unless this test i successiul,

1}Pick & walid username to use for this test

You must already know the password for the selected username.
This user must have administrator nghts and alse exist in the [dR

';3 Please use one of the Usemames shown below. Usang any other Username to log into the 1dP may result in administrator
lockout.

Valid administrator Usarmames
farfar

2 fLench S50 test page

Run Test...

Cancel



Quando apresentado com uma caixa de dialogo de autenticagdo de usuario, faga login com o
nome de usuario e a senha apropriados.

Sign In - Mozilla Firefox - O X
g

© & https;//ad.fhlab.com/adfs/ls/?SAMLRequest=nZJPTwIXEMXvFIpN77CIAIANSQ ** —

FS

Sign in with your organizational account

farfar@fhlab.com|

Se tudo estiver configurado corretamente, vocé devera ver uma mensagem informando Teste
SSO bem-sucedido!

i Test AR - BAordls Fefon - . o

mn

| L] 5 e fhlshoom fld
SSO Test Succeeded!

! Congratulations on a successful SAML 550 configuration test. Pease
cloge this window.




Clique em FECHAR e CONCLUIR para continuar.

Agora concluimos com éxito as tarefas basicas de configuragao para ativar SSO no CUCM
usando ADFS.

Configurar SSO no CUC

O mesmo processo pode ser seguido para ativar SSO no Unity Connection.

Integracédo LDAP com CUC.
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Importe os usuarios do LDAP que terao correio de voz atribuido e também o usuario que servira
para testar o SSO.
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Navegue até Usuarios > Editar > Fungées como mostrado na imagem.

v Cisco Unity Comnection

B users
Users
Import Users
Synch Users
B Class of Service
Class of Sarvice
Class of Service Membersh
B Templates
User Templates
Call Handler Templates
Contact Templates
B Naotification Templates
B Contacts
Contacts
B Distribution Lists
System Distribution Lists
B Call Management
System Call Handlers
Directory Handlars
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I Save User Basics
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Atribua ao usuario de teste a funcdo de Administrador do sistema.

Edit Roles

B Class of Service

Clags of Service

Class of Service Membershin
H Templstes

User Templates

Call Hancler Templates.

Contact Templates

® Mothcation Templates

B Contacts

L=t
B Dastribution Lists

System Dutnbuton Lists
B Call Mansgemaent

Metadados CUC

Vocé ja deve ter ba

ixado os metadados do CUC, criado o ConyingPartyTrust para CUC e

carregado os metadados do CUC e criado as regras do AD FS no ADFS 3.0
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Va para SAML Single Sign-On (Logon unico SAML) e ative SAML SSO.

@ SAML Single Sign on Configuration - Mozilla Firefox

© & 25 https//cucpubhcschlab.com/cuadmin/samiSingleSignOnConfigurationWizard3.do?serverName: *** w =

SAML Single Sign on Configuration
SAML Single Sign on Configuration  Refresh  Help

SAML Single Sign on Configuration

r Test SSO Setup

This test verifies that the metadata files are correctly configured and will allow SSO to start up on the servers. This test can be run
on any server for troubleshooting once S50 has been enabled. S50 setup cannot be completed unless this test is successful.

1)Pick a valid username to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the IdP.

! Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator
lockout.

Valid administrator Usernames
farfar

2)Launch SS0O test page

Run S50 Test...

Cancel
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Configurar SSO no Expressway

Importar metadados para o Expressway C

Abra um navegador em https://<ADFS FQDN>/FederationMetadata/2007-
06/FederationMetadata.xml e SALVE os metadados em uma pasta local

Carregar para Configuragao > Comunicag¢des Unificadas > IDP.
Exportar Metadados Do Expressway C

Va para a configuragao -> Unified Communications -> IDP -> Export SAML Data
O modo cluster usa um certificado autoassinado (com longa duragao) que esta incluido no SAML

metadados e usados para assinar solicitagbes SAML

- No modo de cluster-wide, para fazer o download do unico arquivo de metadados para cluster,
clique em Download

- No modo por peer, para baixar o arquivo de metadados de um peer individual, clique em
Download ao lado do peer. Para exportar tudo em um arquivo .zip, clique em Baixar tudo.

Adicione uma confianga de terceira parte confiavel para o Cisco Expressway-E

Primeiro, crie Confiangas de terceira parte para o Expressway-Es e, em seguida, adicione uma
regra de declaragao para enviar identidade como atributo UID.
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OAuth com login de atualizagao

Em Parametros do Cisco CUCM Enterprise, Verifique se OAuth com parametro de fluxo de login
de atualizacao esta ativado. Va para Cisco Unified CM Administration > Enterprise Parameters >

SSO and OAuth Configuration.

~550 and OAuth Configuration
QAuth Token Expiry Timer (minutes) * [so |s0
Onuth Refresh Token Expiry Timer (days) * |so |80
ir for Third P. i [ |
550 Login Behavior for i0S * Iu;¢ embedded browser (WebView) Vl Use embedded browser (WebView)
QAuth with Refresh Login Flow * [Enabled \v| Disabled
Use SSO for RTMT * [True V| True

Caminho de autenticagédo

SAML SSO and UCM/LDAP

None

SAML SSO authentication
UCM/LDAP basic authentication
SAML SSO and UCM/LDAP

- Se 0 caminho de autenticagao estiver definido como "autenticagdo SSO SAML", somente os



clientes Jabber que usam um cluster Unified CM habilitado para SSO poderao usar MRA
neste Expressway. Esta € uma configuragdo somente SSO.

- O suporte de MRA do Expressway para todos os telefones IP, todos os endpoints do
TelePresence e todos os clientes Jabber associados a um cluster do Unified CM nao
configurado para SSO exigirdo que o caminho de autenticagéo inclua a autenticagao
UCM/LDAP.

- Se um ou mais clusters do Unified CM oferecerem suporte a Jabber SSO, selecione "SAML
SSO e UCM/LDAP" para permitir SSO e autenticacao basica.

Arquitetura SSO

O SAML é um formato de dados padrao aberto baseado em XML que permite que os

administradores acessem um conjunto definido de aplicativos de colaboragédo da Cisco de forma
transparente apos se conectarem a um desses aplicativos. O SAML SSO usa o protocolo SAML
2.0 para oferecer login unico entre dominios e produtos para solugdes de colaboragao da Cisco.
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Fluxo de login de MRA



Unified CM Expressway-C Expressway-E Cisco Jabber

G Lser
Aythorged

&

Active directory Identity provider
OAuth

OAuth € um padrao que suporta autorizagdo. Um usuario deve ser autenticado antes de ser
autorizado. O fluxo de concessao de cédigo de autorizagcao fornece um método para que um
cliente obtenha acesso e atualize tokens para acessar um recurso (servigos Unified CM, IM&P,
Unity e Expressway). Esse fluxo também é baseado no redirecionamento e, portanto, exige que o
cliente possa interagir com um agente de usuario HTTP (navegador da Web) controlado pelo
usuario. O cliente fara uma solicitacao inicial ao servidor de autorizacdo usando HTTPS. O
servidor OAuth redireciona o usuario para um servigco de autenticagao. Isso pode ser executado
no Unified CM ou em um IdP externo se o0 SSO SAML estiver habilitado. Dependendo do método
de autenticagao usado, uma exibicao de pagina da Web pode ser apresentada ao usuario final
para se autenticar. (A autenticagao Kerberos € um exemplo que nao exibiria uma pagina da Web.)
Ao contrario do fluxo de concessao implicito, um fluxo de concessao de codigo de autenticagao
bem-sucedido fara com que os servidores OAuth emitam um "Cédigo de autorizacao" para o
navegador da Web. Este € um cddigo exclusivo de uso unico e de vida curta que € entao passado
de volta do navegador para o cliente. O cliente fornece este "Cddigo de autorizagao" ao servidor
de autorizacao juntamente com um segredo pré-compartilhado e recebe em troca um "Token de
acesso" e um "Token de atualizagao". O segredo do cliente usado nesta etapa permite que o
servico de autorizagao limite o uso somente para clientes registrados e autenticados. Os tokens
sdo usados para as seguintes finalidades:

Token de acesso/atualizagao

Token de acesso: Este token € emitido pelo servidor de autorizagdo. O cliente apresenta o token
a um servidor de recursos quando precisa acessar recursos protegidos nesse servidor. O servidor
de recursos pode validar o token e confiar em conexdes usando o token. (Os tokens de acesso da
Cisco tém como padrao uma vida util de 60 minutos)

Atualizar token: Este token é emitido novamente pelo servidor de autorizagao. O cliente apresenta
esse token ao servidor de autorizagdo juntamente com o segredo do cliente quando o token de
acesso expirou ou esta prestes a expirar. Se o token de atualizagao ainda for valido, o servidor de
autorizagado emitira um novo token de acesso sem exigir outra autenticagao. (Os tokens de
atualizagdo da Cisco tém como padrdo uma vida util de 60 dias). Se o token de atualizagao
expirou, um novo fluxo de concessao de cddigo de autorizagdo OAuth completo deve ser iniciado



para obter novos tokens.

O fluxo de concesséo do cédigo de autorizagdo OAuth é melhor

No fluxo de concessao implicito, o token de acesso € passado ao cliente Jabber através de um
agente de usuario HTTP (navegador). No fluxo de concessao do cédigo de autorizagao, o token
de acesso é trocado diretamente entre o servidor de autorizacio e o cliente Jabber. O token é
solicitado ao servidor de autorizagao usando um cédigo de autorizagao unico limitado por tempo.
Essa troca direta do token de acesso € mais segura e reduz a exposi¢ao ao risco.

O fluxo de concessao de cédigo de autorizagdo OAuth suporta o uso de tokens de atualizagao.

Isso proporciona uma melhor experiéncia ao usuario final, pois ele ndo precisa se autenticar
novamente com a mesma frequéncia (por padrao, 60 dias)

Configurar Kerberos

Selecionar autenticagdo do Windows

Gerenciador dos Servigos de Informagdes da Internet (IIS) > Sites > Site Padrdo > Autenticagao >
Autenticacdo do Windows > Configuragdes Avancgadas.

1. Desmarque Ativar autenticagdo no modo Kernel.
2. Verifique se a protecao estendida esta desativada.

oy Internet Information Services (1IS) Manager - o x
@ @ » AD » Sites » Default WebSite » @ e~
File \View Help
Lomocte l Authenticati
utnenucaton .
Q- & & q Ly Click here to learmn how to
o Start Page configure Extended
- Group by:  No Groupin - .
483 AD (FHLAB\administrator) Py = g Protection
D Application Pools MName Status Response Type Acti
418 Sites Anonymous Authentication Enabled
p 4 Default Web Site ASP.NET Impersonation Disabled Disable
Forms Authentication Disabled HTTP 302 Login/Redir Advanced Settings...
Windows Authentication Enabled HTTP 401 Challenge Prowviders
Advanced Settings KR | 0 Help
Extended Protection:
Off “
Click here for more information goline
[+ Enable Kernel-mode authentication
. By default, IS enables kernel-mode authentication, which may improve
authentication performance and prevent authentication problems with >
spplication pools configured to use a custom identity. As a best practice, do not
disable this setting if Kerberos suthentication i3 used in your emvironment and the
spplication pool is configured to use a custom identity. -
Configuration: ‘localhost” application e

Chick here for more information gnling

Cancel |

O ADFS suporta o Kerberos NTLM



Certifique-se de que o AD FS Versao 3.0 suporta o protocolo Kerberos e o protocolo NT LAN
Manager (NTLM) porque todos os clientes ndao Windows n&o podem usar Kerberos e dependem

do NTLM.

No painel direito, selecione Provedores e verifique se Negociar e NTLM estao presentes em

Provedores Habilitados:

Fide View Help

28
ﬂ\: Start Page
4 "13 AD (FHLAENadministrator)
i3 Application Pools
4[] Setes
b i Default Web Site

i Features View :.

Cenfiguration: ‘lecalhest’ applicationHost.conlig , <location path="Default W

o Internet Information Services (1I5) Manager [=la] x |
@ §$| AD » Sites » Default Web Site » ] o 8-

@ Authentication

Group by: No Grouping

-

Name

Anonymous Authentication

ASPMET Impersonation
Forms Authentication
Windews Authentication

Status

1 Chick here to learm how to
configure Extended
Protection.

Fepense e Adtions
Enabled
Dizabled Disabile B
Disabled HTTP 302 Login/Redir Advanced Settings...
Enabled HTTP 401 Challenge Prowiders...
Providers IL-
Enabled Providers:
' Megetiate

NTLM

Select a provider from the list of available providers and chick Add
to add it to the enabled previders.

Available Providers:

Configurar o Microsoft Internet Explorer

Verifique se Internet Explorer > Advanced > Enable Integrated Windows Authentication esta

marcado.



General | Security | Privacy | Content | Connections | Programs Advar-ced|

Settings
() Do not submit unknown addresses to your auto-search pri »
@ Just display the results in the main window

AL Security
Allow active content from CDs to run on My Computer™®
Allow active content to run in files on My Computer™
| Allow software to run or install even if the signature is invi
Check for publisher's certificate revocation
Check for server certificate revocation™®
V| Check for signatures on downloaded programs
| Do not save encrypted pages to disk E
Empty Temporary Internet Files folder when browser is d{|ﬂ
Enable DOM Storage
Enable Integrated Windows Authentication™
[¥] Enable memory protection to help mitigate online attacks™® ™

4 | 10 | r
*Takes effect after you restart Internet Explorer
| Restore advanced settings |
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default | — |
condition.

You should only use this if your browser is in an unusable state.

OK Cancel

| Apply
Adicione o URL do ADFS em Seguranga > Zonas de Intranet > Sites
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