Configurar e solucionar problemas de backups
do Cisco Unified Communication Manager
(CUCM)
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Introduction

Este documento descreve o procedimento para adicionar um dispositivo de backup ao Cisco
Unified Communication Manager (CUCM).

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- Cisco Unified Communication Manager (CUCM)
- Administracao de servidor de Secure File Transfer Protocol (SFTP)

Componentes Utilizados
- Cisco Unified Communications Manager 11.5

- Linux Server
The information in this document was created from the devices in a specific lab environment. All of



the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Informacgdes de Apoio

O objetivo dos backups disponiveis no ambiente com qualquer software € a recuperagao em caso
de desastre. Os backups sao importantes para evitar a perda de dados quando o software fica
corrompido, o hardware falha ou desastres naturais ocorrem.

A topologia de CUCM e SFTP aparece na imagem:

CUCM - 192. %% 106

SFTP - 192. % 98.250
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_—m _—m
Gt bl

AN ¥ T Ak
A p b aeae. B T
— ¥ i N \
L — ": Hpl Jap Unified
L Unifed B4 ------=-== i->faD) “ou

k Y"'s! .:‘ov
A

- - l
~,, - !

A}

Subscribers

Configurar

Adicionar dispositivo de backup via procedimento de GUI

Etapa 1. Navegue para CUCM > Sistema de recuperagao de desastres > Backup > Dispositivo de
backup e clique em Adicionar novo conforme mostrado nas imagens:

PEWLENLLE Disaster Recovery System
=8 Csco Unified Reporting
Cisco Unified CM Administration
Disaster Recovery System
Cisco Unified Serviceabiity
Csco Unified OS5 Administration




ahalie Disaster Recovery System
CISCO

For Cisco Unified Communications Solutions

Device

Scheduler

Manual

Backup

— r Recovery System
S 11.5.1.15900-18

VMware Installation: 1 vCPU@ Intel(R) Xeon(R) CPU E5-2690 v4 @ 2.60

Backup * Restore * Help «

Backup Device List
o Add New

= 5Status

@ Status: Mo records found

-Backup Device List

No backup device configured.

Add New

@' The Backup Dewvice which is associated with 1 or more schedule(s) cannot be delated.

Etapa 2. Adicione um nome de dispositivo de backup, enderego IP, nome do caminho, nome de
usuario e senha conforme mostrado nas imagens:

- O endereco IP deve ser o servidor de destino SFTP no qual os backups sao armazenados.

- O nome do caminho € o diretdrio no servidor SFTP no qual os backups sdo armazenados.

- O nome de usuario e a senha devem existir no servidor SFTP para fins de autenticagao.

- O numero de backups armazenados no diretorio de rede deve ser definido como o numero de
backups que precisam ser mantidos no diretério SFTP.



Ao concluir, clique em Save (Salvar).

Backup + Restore + Help -

Backup Device

- Status

@ Status:Ready

—Backup device name

Backup device name® TAC-Backup

- Select Destination™®

Metwork Directory

Host name/IP address 192 250
Fath name JUCM/Backups/
Uzer name cisco

Paseword FTTTY NS

Mumber of backups to store on Metwork Directory ’7 1 vl

Save Back

Confirme Update successful (Atualizagdo com éxito), conforme mostrado na imagem:



Backup Device

Qs.-.re .Bact

- Status

(D Update successful

~Backup device name

Backup device name™® TAC-Backup
—-Select Destination™

Metwork Directory
Host name/IP address 192, 250
Path name l,ﬁ’UCWBa:kupsf |
User name [::iscu |
Password |Ill-l| |

Number of backups to store on MNetwork Directory 1 vl

Save| Back

Adicionar dispositivo de backup via procedimento de CLI

Etapa 1. Secure Shell (SSH) no endereco IP do editor do CUCM e autentique com o nome de
usuario e senha do sistema operacional (SO), como mostrado nas imagens:



ﬁ PuTTY Configuration ? >,
Category:
= Sfassinn Basic options for your PuTTY session
Ten L.-:lglging Specify the destination you want to connect to
= Termina —
- Keyboard Hu:n_st Mame (or IP address) Port
-~ Bel 192 s 2
- Features l.onnection type:
= Window (JRaw () Telnet () Rlogin [!_5 SSH | () Senal
F-ppea.rann::e Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
""':'z'l':'!"m Default Settings Load
—J- Connection
Data Sa".I'E
s Pn:lx!'l
- Telnet Delete
- Rlogin
+- 55H
""" Sefial Close window on exit:
() Aways (O Never (@ Only on clean exit
About Help Open Cancel

Etapa 2. Adicione o dispositivo de backup com a sintaxe: utils disaster_recovery device add
network <backup device name> <path> <ip-address of remote server> <username> [numero de
backups] conforme mostrado na imagem:



R 192, 106 - PuTTY

No momento do procedimento de adicionar dispositivo de backup, essas etapas ocorrem em
CUCM:

1. Entrar em contato com o servidor SFTP e autenticar
2. Transferir um arquivo de teste para o diretorio

3. Desconectar do servidor SFTP

4. Entrar em contato com o servidor SFTP e autenticar
5. Excluir o arquivo de teste no diretorio

6. Desconectar do servidor SFTP

Note: Se alguma dessas etapas falhar, o CUCM nao pode adicionar o dispositivo de backup.

Analise de registro de adicionar um dispositivo de backup

++++++++ bbb

A solicitagdo UpdateDestination é enviada para adicionar o novo destino de backup
+++++++H

2018-12-24 11:39: 22, 494 DEBUG [ Net MessageDi spatch] - drfMessageVal i dator. val i dat eMessage():
Starting introspection for Message I D = 3200 Message Body =

========== BEG N nsgSubUpdat eDesti nati on_REQ ==========

devi cepat h : [ UCM Backups/

devi cet ype : NETWORK

hostnane : 192. X X. 250

m_ i BackupSet Count : 1

password : 8f5fcb108a798014abf f 9ab4f c006f 2a83027d6c858f 0ac9b2720a32balb8d3c

st oragel ocati onname : TAGC Backup

user nanme : cisco

version : 1.0.0

schedules : []

++++++++ R

O CUCM tenta se conectar ao servidor SFTP
+++++++++++H

2018-12-24 11:39: 23,168 DEBUG [ Net MessageDi spatch] - drfUtils:establishSftpConnection: Trying to
connect to the SFTP server.

2018-12-24 11:39: 23,171 DEBUG [ Net MessageDi spatch] - drfUtils:establishSftpConnection:
Connecting SFTP server. ..

+++++++++

Autenticagédo concluida com éxito
+++++++++++++++

2018-12-24 11:39: 23, 373 DEBUG [ Net MessageDi spatch] - drfUtils:establishSftpConnection:
Aut henti cati on Conpl eted Successfully, connected to renpte server. Now opening a SFTP channel .

2018-12-24 11:39: 23,580 DEBUG [ Net MessageDi spatch] - drfUtils:sftpPutFile: SSH Authentication



success for user cisco on 192. X. X. 250

e L B e O T o o I S

O CUCM transfere arquivos de: /common/drf/d3-sb-11pub_dUmmlI_Drf ao servidor: 192.X.X.250
/UCM/Backups/d3-sb-11pub_dUmmlI_Drf

Isso é feito para confirmar se CUCM tem privilégios de leitura/gravagao.
+++++++++++++

2018-12-24 11:39: 23,581 DEBUG [ Net MessageDi spatch] - drfUtils:sftpPutFile: Transferring files
from /comon/drf/d3-sb-11pub_dUm _Drf to the server: 192. X. X 250 /UCM Backups/ d3-sh-
11pub_dUnm _Drf

2018-12-24 11:39: 23,581 DEBUG [ Net MessageDi spatch] - drfSftpProgressMnitor:: STARTING O
/ comon/ drf/d3-sb-11pub_dUnm _Drf -> /UCM Backups/ d3-sb-11pub_dUm _Drf total: O

+++++++

Transferéncia de arquivo concluida
++++++

2018-12-24 11:39: 23, 585 DEBUG [ Net MessageDi spatch] - drfSftpProgressMnitor:: ...File Transfer
Conpl et ed

++++++++H+

O CUCM fecha ChannelSftp...

++++++++H+

2018-12-24 11:39: 23,586 DEBUG [ Net MessageDi spatch] - drfUtils:cl oseSFTPConnections: C osing
Channel Sftp. ..

2018-12-24 11:39: 23,586 DEBUG [ Net MessageDi spatch] - drfUtils: cl oseSFTPConnecti ons:

Di sconnecting Channel . ..

2018-12-24 11:39: 23,586 DEBUG [ Net MessageDi spatch] - drfUtils:cl oseSFTPConnections: C osing
Session. ..

e T R R S S S e S i

O CUCM tenta se conectar ao servidor SFTP
++++++++++++++++

2018-12-24 11:39: 23,586 DEBUG [ Net MessageDi spatch] - drfUtils: establishSftpConnection: Trying to
connect to the SFTP server.

2018-12-24 11:39: 23,587 DEBUG [ Net MessageDi spatch] - drfUtils:establishSftpConnection:
Connecti ng SFTP server. ..

e I T S I S T S

Autenticacao concluida com éxito
+++++++H+H R

2018-12-24 11:39: 23, 733 DEBUG [ Net MessageDi spatch] - drfUtils:establishSftpConnection:
Aut henti cati on Conpl eted Successfully, connected to renpte server. Now opening a SFTP channel .

e

O CUCM exclui os arquivos /UCM/Backups/d3-sb-11pub_dUmmI_Drf do servidor: 192.X.X.250
Isso é feito para confirmar se CUCM tem privilégios de leitura/gravagao.
+++++++++++

2018-12-24 11:39: 24,277 DEBUG [ Net MessageDi spatch] - drfUtils:sftpDeleteFile: Deleting files
/ UCM Backups/ d3-sb-11pub_dUmm _Drf fromthe server: 192. X X 250



++++++++H e+

Excluido com éxito
+++++++++++++++++

2018-12-24 11:39: 24,277 I NFO [ Net MessageDi spatch] - drfutils.sftpDeleteFiles: Successfully
del eted /UCM Backups/ d3-sb-11pub_dUmm _Drf on the Server 192. X. X. 250

+++++++

O CUCM fecha ChannelSftp...

+++++++

2018-12-24 11:39: 24, 278 DEBUG [ Net MessageDi spatch] - drfUtils:cl oseSFTPConnections: C osing
Channel Sftp. ..

2018-12-24 11:39: 24, 278 DEBUG [ Net MessageDi spatch] - drfUtils: cl oseSFTPConnecti ons:

Di sconnecting Channel ...

2018-12-24 11:39: 24, 278 DEBUG [ Net MessageDi spatch] - drfUtils:cl oseSFTPConnections: C osing
Session. ..

2018-12-24 11:39: 24, 278 DEBUG [ Net MessageDi spatch] - drfUtils:isSftpLocati onAccessible: C osing
SFTP dient...

Iniciar um backup manual via procedimento de GUI

Etapa 1. Navegue até CUCM > Sistema de recuperagao de desastres > Backup > Backup manual
conforme mostrado nas imagens:

LEINLELLE Disaster Recovery System
=4 Csco Unified Reporting
Cisco Unified CM Administration
Disaster Recovery System

Csco Unified Serviceabiity

Csco Unifed OS5 Administration



|I|I|I|Ir
CIS5CO

Disaster Recovery System
For Cisco Unified Communications Solutions

Device

Scheduler

Manual
Backup

History

I Recovery System

Current Status

VMware Installation: 1 vCPU@ Intel(R) Xeon(R) CPU E5-2

n: 11.5.1.15900-18

Etapa 2. Selecione o Dispositivo de backup, os recursos de backup e clique em Iniciar. Neste
exemplo, somente o recurso UCM é enviado para backup, conforme mostrado na imagem:

Backup

> Restore ¥ Help v

Manual Backup
. Estimate Size @ Select Al E_g Clear Al

rStatus
@ Status:Ready
Select Backup Devic
|VDevice Name™ [ TAC-Backup v ]
Select Features *
Mucm
Ocor_car
Oewm
~The foll g comp are reg ed with D Recovery Sy
Feature
UCM D3-5B-11PUB CDPAGT
UcM D3-SB-11PUB SYSLOGAGT
UCM D3-SE-11PUB PLATFORM
ucMm D3-SE-11PUB CLM
UCM D3-SB-11PUB CCMDB
ucMm D3-SE-11PUB TCT
UCM D3-SB-11PUB CCMPREFS
ucMm D3-SE-11PUB TFTP
UCM D3-SB-11PUB MOH
ucMm D3-SE-11PUB ANN
ucM D3-5B-11PUB BAT
ucmMm D3-5B-11PUB CEF
UcM D3-5B-11PUB REPORTER
ucMm D3-SB-11PUB DNALIASLOOKUP
ucM D3-5B-11PUB DNALIASSYNC
CDR_CAR D3-5B-11PUB CAR
PLM D3-SB-11PUB ELM-AGENT
PLM D3-SB-11PUB ELM-SERVER

- Quando o backup estiver em andamento, vocé vera uma indicagao de status como mostrado

na imagem:



Backup v Restore = Help +

Q reresn (@ concen

@ Backup operation in progress for server [D3-SB-11FUB], please wat... *

- Backup detail
Tar Filename: 2018-12-24-13-04-38.tar
Backup Device: NETWORK
O i BACKUP
Percentage Complete: 26%

Feature Server Component Status Result ** Start Time Log File *
ucM D3-SE-11PUB CDPAGT 100 SUCCESS Mon Dec 24 13:04:38 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ucm cdoagtlog
ucM D3-SB-11PUB SYSLOGAGT 100 SUCCESS Mon Dec 24 13:04:40 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ucm svslogagtlog
ucH D3-SB-11PUB FLATFORM 100 SUCCESS Maon Dec 24 13:04:41 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ucm platform.log
ucHM D3-SB-11PUB CLM 100 SUCCESS Mon Dec 24 13:04:44 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ucm clm.log
V=] D3-SB-11PUB CCMOB 1] Active Mon Dec 24 13:04:44 PST 2018
ucM D3-SB-11PUB TCT 0 - -
ucM D3-SB-11PUB CCMPREFS 0 - -
ucM D32-5B-11PUB TFTP 0 - -

UcM D3-SB-11PUB MOH o == ==
ucHM D3-SB-11PUB ANN o == ==
[V=] D3-SB-11PUB BAT 1] = =
ucM D3-SE-11PUB CEF 0 - -
ucM D3-SB-11PUB REPORTER 0 - -
ucM D32-5B-11PUB DNALIASLOOKUP 0 - -
ucM D3-SB-11PUB DNALIASSYNC 0 - 5
Refresh Cancel Backup

- Quando o backup for concluido, vocé vera uma mensagem SUCCESS (EXITO) indicando
Backup Completed (Backup concluido) em CUCM como mostrado na imagem:

Backup = Restore ¥ Help ~

Backup Status

@ retresn | cancel
@ success: Backup Completed...
~Backup detail
Tar Filename: 2018-12-24-13-04-38.tar
Backup Device: NETWORK
Operation: BACKUP
[Per:entage Complete: 100%

Feature Server Componant Status Result ** Start Time Log File *
ucMm D3-5B8-11PUB COPAGT 100 SUCCESS Mon Dec 24 13:04:38 PST 2018 2018-12-24-13-04-38 b d3-gb-1ipub ucm cdpagt.log
ucH D3-5B8-11PUB SYSLOGAGT 100 SUCCESS Mon Dec 24 13:04:40 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ucm svslogagt.log
ucH D3-5B8-11FPUB PLATFORM 100 SUCCESS Mon Dec 24 13:04:41 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub wcm platform.log
ucH D3-5B8-11FPUB LM 100 SUCCESS Mon Dec 24 13:04:44 PST 2018 2018-12-24-13-04-38 b d3-sb-1ipub ycm cim.log
ucH D3-56-11PUB CCMDB 100 SUCCESS Mon Dec 24 13:04:44 PST 2018 2018-12-24-13-04-38 b d3-sb-1ipub ucm comdb log
UCM D3-S8-11PUB TCT 100 SUCCESS Mon Dec 24 13:04:59 PST 2018 2018-12-24-13-04-38 b d3-sb-1ipub ucm tctlog
UcM D3-58-11PUB CCMPREFS 100 SUCCESS Mon Dec 24 13:05:00 PST 2018 2018-12-24-13-04-38 b d3-sb-1ipub ucm log
ucM D3-5B-11FUB TFTR 100 SUCCESS Mon Dec 24 13:05:03 PST 2018 2018-12-24-13-04-38 b d3-sb-1ipub ucm tftplog
ucM D3-58-11PUB MOH 100 SUCCESS Mon Dec 24 13:08:57 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ucm mohlog
ucM D3-S8-11PUB ANN 100 SUCCESS Mon Dec 24 13:09:00 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ycm ann.log
ucH D3-58-11PUB BAT 100 SUCCESS Mon Dec 24 13:09:00 PST 2018 -12-2d-13-04- -sh- m 1
[[=] D3-58-11PUB CEF 100 SUCCESS Mon Dec 24 13:09:02 PST 2018 2018-12-24-13-04-38 b d3-sb-lipub ucm ceflog
UcM D3-58-11PUB REPORTER 100 SUCCESS Mon Dec 24 13:09:03 PST 2018 2018-12-24-13-04-38 b d3-sb-1ipub ucm reporterlog
ucM D3-58-11PUB DNALIASLOOKUP 100 SUCCESS Mon Dec 24 13:09:04 PST 2018 2018-12-24-13-04-38 b d3-sb-11pub ucm i 1
ucH D3-5B-11PUB DNALIASSYNC 100 SUCCESS Mon Dec 24 13:09:05 PST 2018 2018-12-24-13-04-38 b d3-sb-1ipub ucm Ii log

‘ Refresh Cancel Backup

- Quando o backup for concluido, vocé vera arquivos .TAR no diretério SFTP, como aparece
na imagem. Esses arquivos serao usados posteriormente se uma restauragao for necessaria:



Iniciar um backup manual via procedimento de CLI

Etapa 1. Secure Shell (SSH) no endereco IP do Editor do CUCM e autentique com o nome de

usuario e a senha do SO como mostrado na imagem:

Category:

. - Features
— - Window

: Appearance
- Behaviour

. Tranglation

About

Etapa 2. Inicie um backup manual com a sintaxe de comando: utils aster_recovery backup

ﬁ PuTTY Cenfiguration

Help

Basic options for your PuTTY session

Specify the destination you want to connect to

s

Hu:n_st Mame (or IP address) Port
152 06 22

L.onnection type:
(JRaw () Telnet () Rlogin I@ S5H | () Senal

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
(O Mways (JMNever  (® Only on clean exit

Open Cancel




network <featurelist> <backup device name> como mostrado na imagem:

- Quando o backup estiver em andamento, vocé vera uma indicagao de status com a sintaxe
de comando: utils disaster_recovery status backup conforme mostrado na imagem:

&P 192, 106 - PuTTY

- Quando o backup for concluido, vocé vera uma mensagem de éxito com a sintaxe de
comando: utils disaster_recovery status backup conforme mostrado na imagem:

29 106 - PuTTY

Ativar backup agendado via procedimento de GUI

Etapa 1. Navegue para CUCM > Sistema de recuperag¢ao de desastres > Backup >Scheduler >>
Adicionar novo como mostrado nas imagens:



Manual
Backup

History r Recovery System

=L 11.5.1.15900-18

VMware Installation: 1 vCPU@ Intel(R) Xeon(R) CPU E5-2690 v4 @ 2.60G

4. Disaster Recovery System

CIS€Q  For cisco Unified Communications Solutions

Backup * Restore * Help -

Schedule List

Status
[@ Status: No records found

|'5chedule List

No Schedules configured.

Etapa 2. Adicione um nome para a tarefa de backup automatico conforme mostrado na imagem:



g seve ﬁ’ SetDefaut () Disable Schedule | ) Enable Schedule . Back

Status
‘ @ Status:Ready

Schedule Name

Schedule Mame™ |w=ekly-Eackup

~Salert Racrkin Newvice

Etapa 3. Selecionar um dispositivo de backup

Q Save d'ﬁ, SetDefaut () Disable Schedule | > Enable Schedule . Back

~Status

@ Status:Ready

~Schedule Name

Schedule Name™ | Weekly-Backup |

Select Backup Device

Device Name™ | TAC-Backup v |

Etapa 4. Selecione os recursos de backup

[klm Backup Device

Device Name™ TAC-Backup ~

- Select

Muem Ocor_car Orm

rThe following components are registered with Disaster R ¥

Etapa 5. Escolha uma data de inicio e escolha a frequéncia:

[ Start Backup at*

Date 2018 | [Dec v 30« Time [00 +] Hour 00 | Minute
Frequency
O once
O paily
® weekly
COmonday O Tuesday [ wednesday O Thursday
[ Friday [l saturday Sunday
O Manthly

Etapa 6. Save



‘ O Monthly

et Defa

Passo 7. Ative o backup programado:

m} Weeklv-Backup TAC-Backup 192,088 250 : JUCM/Backups/ Disabled

Backup ~ Restore ¥  Help ~
Schedule List

o Asatew [ seectan [T Clearas gl Deite Seicied } Enable Selected Scheduies () Disable Selected Schedules

o Vigeklv-Backup TAC-Backup 152,008 100250 : JUCH/Backups! Enabled

Ativar backup agendado via procedimento de CLI

Etapa 1. Secure Shell (SSH) no endereco IP do Editor do CUCM e autentique com o nome de
usuario e a senha do SO como mostrado na imagem:



ﬁ PuTTY Configuration ? >,
Category:
= Sgassiu:un Basic options for your PuTTY session
Ten L.-:lglging Specify the destination you want to connect to
= Termina —
- Keyboard Hu:n_stHarne jor |IP address) Port
. Bell E 06 22
- Features l.onnection type:
= Windaow (JRaw () Telnet () Rlogin SSH | () Senal
F-ppea.rann::e Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
""':'z'l':'!"m Default Settings Load
—J- Connection
Data Sa".I'E
s Pn:lx!'l
- Telnet Delete
- Rlogin
+- 55H
""" Sefial Close window on exit:
() Aways (O Never (@ Only on clean exit
About Help Open Cancel

Etapa 2. Adicione o backup programado com a sintaxe de comando: utils desastre_recovery
agenda add <nome do agendamento> <nome do dispositivo> <lista de recursos> <data e hora>
<frequency> conforme mostrado na imagem:

EP 192, 106 - PuTTY

le's

rfac

Etapa 3. Ative o backup programado com a sintaxe de comando: utils disaster_recovery schedule
enable <schedulename> conforme mostrado na imagem:



&2 192, 106 - PuTTY

CUCM exclui um exemplo de backup antigo

Configuragao do dispositivo de backup com o numero de backups definido como 1, conforme
mostrado na imagem:

Q Save . Back

~Status

'@' Status:Ready

-Backup device name

Backup device name™ TAC-Backup

~Select Destination™®

Network Directory

Host name/IP address | 192. 250

Path name JUCM/Backups/

User name CisSco

PSS Ed = »
Number of backups to store on Network Directory |1 ]

Diretério de backup com apenas um backup disponivel (16 arquivos), como mostrado na imagem:



Primeiro, o CUCM comeca a transferir arquivos de backup antes de excluir o backup antigo

(chega a 32 arquivos):

@ reresn () Cancel

Status.
[@ Backup operation in progress for r [D3-58-11PUB], please wait..
rBackup details
Percentage Complete:
Feature Status Result **
ucH COPAGT 100 Tue Dec 2
ucH SYSLOGAGT 00 Tue Dec 2
ucH PLATFORM 100 Tue Dec 2
ucH ciM 00 Tue Dec 2
ucH 100 Tue Dec 2
ucH 00 Tue Dec 2
ucH 100 Tue Dec 2
ucH Tue Dec 2
ucH
ucH
ucH
ucH
ucH
ucH
ucH
Refresh Cancel Backup

* Click on the filename to view the loa file

&P 100t @CM-SFTP: home/cisco/UCM/Backups

Quando o backup for concluido, o DRS exclui o backup antigo para estar em conformidade com o
numero de backups armazenados no diretério de rede (16 arquivos):

Backup v Restore ~  Hep v

§Q rerrenn Cancel

ckup Completed

Backup details

Tar Filename

COPAGT
SYSLOGAGT

PLATFORM

CCMDB
TCT
CCMPREFS
TFTR

MOH

Refresh

* Click on the filename to view the log file

Tue Dec 25 1

2P rectDCM-SFTR: /home/cisco/UCM/Backups




Analise de registro de novos backups bem-sucedidos criados e antigos excluidos

++++++++++++

A mensagem que vocé vé quando um backup manual € iniciado: BEGIN MANUAL
++++++H++HH+

2018-12-25 11:11:59, 486 DEBUG [ Net MessageDi spatch] - drfMessageVal i dator. val i dat eMessage():
Starting introspection for Message I D = 1700 Message Body =

========== BEGQ N nsgSubBackup_REQ ==========

m bLeaveTenpBackupDi rect oryl nPl ace : fal se

destinationld : TAC- Backup

backupType : MANUAL

f eat ur esTobeBackedup : [ UCM

========== END nsgSubBackup_REQ ==========

+++++++

Este é o dispositivo adicionado como um dispositivo de backup: TAC-Backup
++++++++++++++++

2018-12-25 11:11:59, 486 DEBUG [ Net MessageDi spatch] - drf MessageHandl er: Handl eBackup: The backup
is being processed for the device: TAC Backup

+++++++

Garanta que o SFTP esteja acessivel
+++++++H R

2018-12-25 11:11:59, 487 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: Handl eBackup: Executing
sftpLsFiles to nmake sure SFTP is accessible.

2018-12-25 11:11:59,487 I NFO [ Net MessageDi spatch] - drfUtils:sftplLsFiles-: Executing JSCH SFTP
I's command for: User: ciscoHostNanme: 192. X. X. 250 from source :/UCM Backups/ with pattern -|
2018-12-25 11:11:59, 487 DEBUG [ Net MessageDi spatch] - drfUtil s: establishSftpConnection: Trying to
connect to the SFTP server.

++++++++H+

O CUCM se conecta ao servidor SFTP remoto
+++++++++H

2018-12-25 11:11:59, 617 DEBUG [ Net MessageDi spatch] - drfUtils:establishSftpConnection:
Aut henti cati on Conpl eted Successfully, connected to renpte server. Now opening a SFTP channel .

+++++++ b+

Numero de recursos selecionados:
Encontrado 1 recurso selecionado

Nome do recurso: UCM
+++++++++++++++++++++

2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Found 1 features selected for Restore

2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Feature Nane: UCM Server Nane: D3-SB-11PUB. Conponent Nane: CDPAGIDI rect Backup set to : yes
2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Feature Nane: UCM Server Nane: D3-SB-11PUB. Conponent Nane: SYSLOGAGTD rect Backup set to : yes
2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Feature Nane: UCM Server Nane: D3-SB-11PUB. Conponent Nane: PLATFORMDI rectBackup set to : yes
2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Feature Nane: UCM Server Nane: D3-SB-11PUB. Conponent Nane: CLMDirectBackup set to : yes
2018-12-25 11:11:59, 834 DEBUG [ Net MessageDi spatch] - drfMessageHandl er: set Conponent BackupType:
Feature Nane: UCM Server Nane: D3-SB-11PUB. Conponent Nane: CCMVDBD rect Backup set to : yes



2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
2018-12-25 11:
Feat ure Nane:
yes
2018-12-25 11:
Feature Nane: UCM Server
yes

UCM Server

UCM Server

UCM Server

UCM Server

UCM Server

UCM Server

UCM Server

UCM Server

UCM Server

++++++++++ b

33 arquivos encontrados no caminho especificado

++++++++++ b

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
gi ven path

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM PLATFORM t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_dr f Conponent . xmi

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM REPORTER t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CLM t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM DNAL| ASSYNC. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM REPORTER t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM MOH. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM BAT. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CCMDB. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM SYSLOGAGT. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CEF. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CCMPREFS. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CCMPREFS. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM TCT. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM CEF. t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]
SB- 11PUB_UCM PLATFORM t ar

2018-12-25 11:16: 23, 886 DEBUG [ Tar Wor ker Thr ead]

11: 59, 834 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nane: TCTDi rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Name: CCMPREFSD rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nanme: TFTPDi rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nane: MOHDI rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nane: ANNDI rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nane: BATDI rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Nane: CEFDirectBackup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Name: REPORTERDI rect Backup set to :
11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Name: DNALI ASLOOKUPDI rect Backup set to :

11: 59, 835 DEBUG [ Net MessageDi spat ch]
Name: D3-SB-11PUB. Conponent Name: DNALI ASSYNCDI r ect Backup set to :

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

yes

- drf MessageHandl! er: set Conponent BackupType:

- drf MessageHandl! er: set Conponent BackupType:

drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.
drfutils.

sftpLsFiles-:

sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFil es-:
sftpLsFiles-:
sftpLsFil es-:
sftpLsFil es-:

sftpLsFil es-:

33 files found at the

2018- 12- 24- 13- 21- 17_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 25- 11- 12- 03_D3-
2018- 12- 24- 13- 21- 17_D3-
2018- 12- 25- 11- 12- 03_D3-

2018-12- 25- 11- 12- 03_D3-



SB- 11PUB_UCM CDPAGT. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM ANN. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM SYSLOGAGT. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM TFTP. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM TFTP. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM CCMDB. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM ANN. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM DNALI ASSYNC. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM DNALI ASLOOKUP. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM CDPAGT. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM MH. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM CLM t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM DNALI ASLOOKUP. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM BAT. t ar

2018-12-25 11:16: 23,886 DEBUG [ Tar Wrker Thread] - drfutils.sftpLsFiles-: 2018-12-24-13-21-17_D3-
SB- 11PUB_UCM TCT. t ar

+++++++++++++
Isso € usado para controlar o numero de backups:

O DRS obtém uma lista das IDs de backup anteriores:
2018-12-24-13-21-17

2018-12-25-11-12-03
+++++++++++++

2018-12-25 11:16: 23,887 | NFO [ Tar Wor ker Thread] - drf SftpManager: drf GetLi st Of Backups: Adding the
backup id after the _pubhostnanme filtering: 2018-12-24-13-21-17
2018-12-25 11:16: 23,887 I NFO [ Tar Wor ker Thread] - drf SftpManager: drf GetLi st Of Backups: Adding the
backup id after the _pubhostnanme filtering:2018-12-25-11-12-03

+++++++++++++

tamanho da lista: 1
++++++H+H+HHH

2018-12-25 11:16: 24,852 | NFO [ Tar Wr ker Thread] - drf SftpManager. Renoved dBackupSet: |ist size :
1

+++++++ R

O CUCM remove: /JUCM/Backups/2018-12-24-13-21-17_D3-SB-11PUB*
+++++++ R

2018-12-25 11:16: 24,852 | NFO [ Tar Wr ker Thread] - drf SftpManager. Renoved dBackupSet: Renovi ng:
/ UCM Backups/ 2018-12- 24- 13- 21- 17_D3- SB- 11PUB*

+++++++ b+

A lista agora tem apenas um backup
+++++++++++++++++++++



2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 18 files found at the
gi ven path

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM REPORTER. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM CLM t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM MOH. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM BAT. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM CEF. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM CCMPREFS. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM TCT. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM PLATFORM t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM CDPAGT. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM ANN. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM SYSLOGAGT. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM TFTP. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM CCMDB. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM DNALI ASSYNC. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_UCM DNALI ASLOOKUP. t ar

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: 2018-12-25-11-12-03_D3-
SB- 11PUB_dr f Conponent . xmi

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfutils.sftpLsFiles-: Found 16 matching the
search criteria.

++++++++H+

O CUCM fecha ChannelSftp...
+++++++++++++++H+H+H+H+H+++

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfUils: cl oseSFTPConnecti ons: C osing
Channel Sftp. ..

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfUtils: cl oseSFTPConnecti ons: Di sconnecting
Channel . ..

2018-12-25 11:16: 26, 405 DEBUG [ Tar Wr ker Thread] - drfUils: cl oseSFTPConnecti ons: C osing
Session. ..

++++++++H A

Operacido de BACKUP concluida
+++++++H

2018-12-25 11:16: 26,572 I NFO [ Tar Wr ker Thread] - {STATE_I DLE} drfBackup: Conpl et eBackup(Devi ce=-
): === BACKUP operati on COVPLETED ===

Verificar

Para verificar se o backup foi bem-sucedido, vocé precisa ver a mensagem de status SUCCESS:
(EXITO) Backup concluido conforme mostrado na imagem:



Backup v Restors v Hepp v 1
£ 100t BCM-SFTP: fhome/cisco/UCM/Backugs - o x I
ey . m

@ success: Backup Completed...
~Backup
Tar Filename: 2018-12-25-11-12-03.tar
Backup Device: NETWORK
Operation: BACKUP
Percentage Complete: 100%
Featura Componant Status Rasult ¥
(V=) D3-SB-1 CODPAGT 100 SUCCESS Tue Dec
ucM D3-58-1 SYSLOGAGT 100 SUCCESS
(V=) D3-88-11 PLATFORM 100 SUCCESS
ucm D3-SB-11| cwm 100 SUCCESS T
ucHm D3-SB-111 CCMDB 100 SUCCESS Tue Dec bl
ucMm D3-8B-1 TCT 100 SUCCESS Tue Dec 25 1
ucM D3-5B-111 CCMPREFS 100 SUCCESS Tue Dec 25 I
ucMm D3-SB-11] TFTP 100 SUCCESS Tue Dec 25 1
ucHm D3-SB-111 MOH 100 SUCCESS Tue Dec 25 1
ucM D3-SB-1 ANN 100 SUCCESS Tue Dec 25 I
ucm D3-SB-111 BAT 100 SUCCESS Tue Dec 25 1
ucM D3-SB-1! CEF 100 SUCCESS Tue Dec 25
ucMm D3-SB-11] REPORTER 100 SUCCESS Tue Dec 25 I
ucM D3-58-111 DNALIASLOOKUP 100 SUCCESS Tue Dec 25 1
¥ =) D3-SB-111 DNALIASSYNC 100 SUCCESS Tue Dec 25
Refresh

* Click on the filename to view the log file

Troubleshoot

Para solucionar problemas de backups em CUCM, vocé precisa de:

- Logs locais de DRF
- Logs de mestre de DRF

No RTMT, navegue até Trace and log central > Collect files > Cisco DRF local & Cisco DRF
Master (Rastreamento e registro central > Coletar arquivos > Cisco DRF local e Cisco DRF
Mestre) para todos os servidores, conforme mostrado na imagem:
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Vocé pode encontrar detalhes sobre Como coletar rastreamentos para o CUCM 9.x ou posterior

O acesso ao SFTP remoto é recomendado.


https://www.cisco.com/c/pt_br/support/docs/unified-communications/unified-communications-manager-callmanager/200787-How-to-Collect-Traces-for-CUCM-9-x-10-x.html
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