Configurar o recurso de autoprovisionamento no
CUCM (baseado em IVR)
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Introduction

Este documento descreve como configurar o recurso de autoprovisionamento no CUCM (baseado
em IVR).

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:
- Cisco Unified Communication Manager.

- Voice over Internet Protocol (VolP)
- Processo de registro de telefone.

Componentes Utilizados

As informacgdes neste documento sdo baseadas no Cisco Unified Communications Manager 10.5
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

O que é o provisionamento automatico?

O provisionamento automatico € um recurso introduzido na versao 10.x do Cisco Unified



Communications Manager (CUCM). Ele fornece um tipo de funcionalidade plug and play que
simplifica o processo de implantagao do telefone. Usando o registro automatico, algumas
configuragdes de modelo e perfil, juntamente com um servigo IVR, os administradores do CUCM
tém a capacidade de implantar telefones com configuragao inicial minima.

Autoprovisionamento (baseado em IVR) semelhante em fungdo ao método antigo de ferramenta
para telefones registrados automaticamente (TAPS). A principal diferenga com o provisionamento

automatico é que o servigo de IVR é executado no CUCM para que vocé nédo precise do UCCX
como precisa com o TAPS.

Configurar

1. Crie um modelo de dispositivo universal (UDT).

Etapa 1. Navegar para Gerenciamento de usuario > Adicionar telefone do usuario > Modelo de
dispositivo universal e Adicionar novo modelo.

alimli  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System v CalRouting v Media Resources v  Advanced Features » Device »  Application v | User Management

Cisco Unified CM Administration Pags Layout Prference

Universal Device Template

System version: 10.5.2,13901-2
Universal Lina Templats

Feature Group Template
Quick UserPhane Add

VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, |

Last Successful Backup: 513 day(s) ago

alimln,  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

A‘ad Bm - Call Routing * Media R * Ad d Features = Device = Application = User Management + Bulk Administration =+ Help «
Find and List Universal Device Templates

11 selectan [ ciear A ﬁ Delete Selected

Etapa 2. Aplique a configuragao que vocé espera que os telefones usem apds o registro

automatico para o novo UDT.

System = Call Routing + Media Resources +  Advanced Features ~ Device + Application + User Management +  Bulk Administration = Help +

Universal Device Template Configuration
) save I Delete  Expand Al P Add New

~ Template Information

Name * | Auto-registration Template |

~ Required and Freguently Entered Settings

Device Description | #FirstName# #LastName# (#Pros| /

Device Pool * | Default +| View Details

Device Security Profile * | Universal Device Template - Moc = |

SIP Profile * | Standard SIP Profile -]

Phone Button Template * | Universal Device Template Butto ~ |




2. Criar Modelo de Linha Universal (ULT).

Etapa 1. Navegue até User Management > User/Phone Add > User Line Template, como
mostrado na imagem.

almli,  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System = Call Routing = Media Resources ~ Advanced Features * Device = Application = | User M nent « | Bulk Administration = Help «
Application User
End User
Cisco Unified CM Administration UseriPhone Add IO SR I
SIP Realm Universal Device Template
System version: 10.5.2.13901-2 .
User Settings | Universal Line Tempiate |
VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum B176 CPU @ 2.10GHz, | Self-Provisioning Feature Group Tempiate

Etapa 2. Adicione a partigdo de rota e o CSS esperados no telefone apds o registro automatico.

Systern ~  Call Reuting ~  Media Resoureas ~  Advanced Features = Deviea =  Application »  User Managemant ~  Bulk Administration ~  Halp =

Univarsal Lina Tamplate Configuration

G save X Delete Expand All P Add New

~ Template Information

Name = Sample Line Template with T£ [ | Urgent Priority

~ Required and Frequently Entered Settings

Line Description: #FirstName# #LastName# (# /

| Raute Partition: PT-Intra - |
Voice Mail Profile: -

‘ Calling Search Space: CSS-Inter - ‘
Alerting Name: #FirstName# #LastName# |/
External Call Control Profile: -

Note: Esses modelos de dispositivo universal e de linha universal devem ser vinculados ao
registro automatico para que os telefones possam assumir a configuragao quando
registrados automaticamente.

3. Adicione os Modelos ao n6 do CUCM para Autorregistration Configuration e navegue para
System > Cisco Unified CM, como mostrado na imagem.

alhali,  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System = | Call Routing + Media Resources = Advanced Features + Device ~ Application +  User Management =  Bulk Administration + Help +

Server
Cisco Unified CM
Cisco Unified CM Group




Systern v Call Routing + Media Resources v  Advanced Features + Device v Applicaton + User Management v  Bulk Administration + Help «

Cisco Unified CM Configuration

B Save %' Reset  Apply Config

~Cisco Unified Communications Manager Information
Cisco Unified Communications Manager: CM_UCM-PUB10 (used by 74 devices)

-Server Information

CTIID al
Cisco Unified Communications Manager Sarver® 10,106.114.151
Cisco Unified Communications Manager Name® |cvi_ycM-pUB10

Description 10.106.114.151
Location Bandwidth Manager Group < None >
—Auto-registration Information

Universa Device Template*  Auto-regist-atior Template B
Universa Line Tempiate™  Sample Line Template with TAG usage exampes |
Starting Directory Numbe* - ggg

4. Adicione um novo perfil de usuario para autoprovisionamento.

Etapa 1. Navegue até User Management > User Settings > User Profile, conforme mostrado na
imagem.

wlimlie  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System » CallRouling = Media Rescurces »  Advanced Features =  Device ~ Ay - | User t v | Buk - Help =
N -
End Liser
Cisco Unified CM Administration LetiFTione A '
SIF Realm
System version: 10.5.2.13901-2 r Ver 5 T )
VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, Salf-Provisioning Credential Policy

Assign Presence Lisars Raole
Last Successful Backup: 514 day(s) ago Agcass Control Group
Agplication User CAPF Profile

Iser administrator last logged in to this cluster on Friday, February 15, 2019 8:57:30 PM CST, to node 10.106.114.151, from 10.142.18 End User CAPF Profie
‘apyright @ 1995 - 2015 Cisco Systems, Ine. UG Service
Ul rights reserved. Sarvice Profile
‘his product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. User Profia pes not imply third-party authority
ts&rs are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and reg 5. and local laws, return this proc

Etapa 2. Adicione o Modelo de dispositivo do usuario, Modelo de linha do usuario e marque a
caixa de selegao Permitir que o usuario final provisione seu préprio telefone.



System + Call Routing » Media Rescurces = Advanced Features v  Device = Applization = User Manacamen! »  Bulk Administration = Help =

B Sava x Dalala E:} Add Mav,

—Status

®5talu5: Ready

User Profile

*
MNarme selrpro

Description

[ Make this the default User Profle For the system

- Unlversal Device Template

Desk Phanes Auto-registration Temalate view Detalls
Magile anc Desktop Devices Auto-reqistration Tamoalata Wiew Datalls
Remote Destination/Device Profles Autn-registraticn Temalata View Da=talls

~Universal Line Template
Universzl Line Template  Sample Line Template with TAG usage examples B‘u‘im Dctails

—Self-Provisioning
B Allow End User tc Provision thalr owna phones
Limit Provisionirg once End User has this many paones 1

Note: Essas configuragdes sao aplicadas quando os usuarios tentam provisionar
automaticamente os dispositivos com seus proprios ramais.

Note: Vocé também pode definir um limite maximo para usuarios para o nimero de
dispositivos apds 0s quais o provisionamento automatico nao funcionara para usuarios.
Por exemplo: se o usuario ja tiver 9 dispositivos atribuidos, ja que o limite maximo na
captura de tela Acima esta definido como 10, o usuario podera autoprovisionar apenas um
dispositivo.

Note: Se a caixa de selecao "Permitir que o usuario final provisione seu proprio telefone”
estiver desmarcada. O provisionamento automatico ndo funcionaria para os usuarios.

5. Criar Grupo de Modelos de Recursos e atribuir o Perfil de Usuario. Agora, navegue para User
Management > User/Phone Add > Feature Group Template e clique em Add New.

aluihe - Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions
System » Call Routing » Media Resources » Advanced Features » Device v A ion + | User M nt + | Bulk Administration + Help «
e I
End User
Cisco Unified CM Administration Usex/Phone Add P|  Pags Layout Preference
SIP Realm Universal Device Template

User Setlings Universal Line Template
VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum B176 CPU @ 2.10GHz, | Sel-Provisioning Fealura Group Tampiats

Cuick Usar/Phona Add

System version: 10.5.2.13901-2

Assign Pregence Users

Last Successful Backup: 514 day(s!



System = Call Routing + Media Resources * Advanced Features * Device * Application =

Feature Group Template Configuration

IB Save x Delete E,'}i Add New

Feature Group Template

Name * | self fqg

Description

Features

Home Cluster
] Enable User for Unified CM IM and Presence (Configure IM and Presence in the associated UC Servit
] Include meeting information in Presence(Requires Exchange Presence Gateway to be configured on

Services Profile | Use System Default ¥ | View Details

User Profile | selfpro ¥ | View Details

Allow Control of Device from CTI

| Enable Extension Mobility Cross Cluster
] Enable Mobility

] Enable Mobile Voice Access

Maximum Wait Time for Desk Pickup * | 10000 |

6. Crie um usuario a partir da pagina de adigao rapida de usuario/telefone e Adicionar o modelo
de grupo de recursos.

Etapa 1. Navegue até Gerenciamento de usuarios > Adicionar telefone do usuario > Adicionar
usuario rapido/telefone.

alli  Cisco Unified CM Administration _
cisco For Cisco Unified Communications Solutions
System v Call Routing v  Media Resources ~  Advanced Features =  Device v Applﬂﬂonv|l.hullmwluﬁv Bulk Administraion »  Help
End Usar

Cisco Unified CM Administration UsePhane Add *|  Page Layout Preference
SIP Realm Universal Device Te

System version: 10.5.2.13501-2 e o Thepsta
User Settings 3 Universal Line Termplate

VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, | Self-Provisioning Feature Group Template
Assign Presanca Usars | Quick UserPhone Add

Etapa 2. Adicione os Usudrios finais CCM padrdo na associagdo ao Grupo de controle de acesso.



System » CallRoufing + Media Resources »  Advanced Features * Device Application + User Management »  Bulk Administrafion » Help =

L sve

User Information

First Name | akash

Middle Name |

User ID* | akseth

|
|
Last Name * |seﬂ1i ‘
|
|

Feature Group Template | seff_fg ¥| View Details

Access Control Group Membership

User is a member of;

Access Control Group Membership

User is a member of:

| Standard CCM End Users HE

Etapa 3. Adicione um ramal no campo do ramal ao Usuario, clique em + icone em Agao para
ativar o Campo.

Access Control Group Membership
User is a member of:

| Standard CCM End Users | =

Credentials

V] Use default credential
Password

Confirm Password
PIN
Confirm PIN

Extensions

Order  Extension Line Primary URI/Partition Act

|| New. / v =H=

Etapa 4. Se uma nova extensao for criada, clique em New e Add a New DN, conforme mostrado
na opc¢ao de imagem 1. Se a Extensao ja existir no CUCM e for atribuida ao usuario, escolha



essa opgao no menu suspenso mostrado na opgao 2 da imagem aqui.

Access Control Group Membership
User is a member of:

| Standard CCM End Users | =

Credentials

] Use default credential
Password

Confirm Passward
PIN
Confirm PIN

Extensions

Order  Extension 2 1 Line Primary URI/Partition Action

| e )| 1] ] -

Note: Quando o usuario € criado, ele assume a linha principal como ID de usuario de
autoatendimento por padrao.

7. Verifique se o usuario final recebeu o ramal principal, a ID de usuario self-service, o perfil do
usuario e a fungao de usuario final CCM padrao. Agora, navegue para User Management > End
User e Access the recém-criado User, como mostrado na imagem.

aliuli.  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System + Call Routing + Media Resources » Advanced Features = Device Appicaﬁunv|lharlﬂmngarnanlv‘ﬂul(Mmimﬁmv Help «

Application User

T |

1l D e Acded k




System w Call Routing =  Media Resources »  Advanced Feclures +  Device +  Application »  UserManagement +  Eulk Administ-ation =+ Help «

End User Configuration

Q-Sava I eicle 3 Add Mow

-User Information
User Status Enabled Local User
User ID™ kseti
Password NN IBERNSNNSE SR RNIBEIISERSESOANS Edit Credential
Confirm Password SENEEINRESEsTSARITS IR ISSRNSREERS
Self-Service User 1D 1004
PIN L Edit Credential
Confirm PIN P T L LTI I TTIT T
Last name* sethi
Middle name
First name akash
Title

System = CallRouting * Media Resources »  Advanced Featuras v Device ¥  Application *  User Management »  Bulk Administration + Hep +

End User Configuration

BS&U& xDeIete o AddNew

User Locale < MNonz > B

Assaciatec PC

Digest Credentials PR PPPN

Confirm Dgest Credentials S EEINENNIeR RIS NeIEetINenINIIeIINININIINIIRS

User Profile selfpro View Details
Name Dialing sethiakash

Number of Digits needed for the Unique AA Name 2




System » CallRouting v  Media Resources »  Advanced Features » Device v  Applicaticn *  User Maracement +  Bulk Administration + Help =

End User Configuration

B Save x Delete H\}: Add New

Allow Contrel of Device from CTI

~ Enable Extension Motility Cross Cluster

~Directory Number Associations

Prmary Extension 1004

IPCC Extensicn < None >

o @

(LTS KT U T -

View Details

-Permissions Information

Groups Standard CCM End Users

Add to Access Control Group
Remove from Access Control Group

View Details

8. Para criar um ponto de rota CTl, navegue até Device > CTIl Route Point e clique em Add New,
como mostrado na imagem.

aliilie  Cisco Unified CM Administration
CIS€0  por Cisco Unified Communications Solutions

System » CallRouting ~ Madia Resourced »  Advancsd Feahaes - -

Etapa 1. Adicione as entradas Nome e Pool de Dispositivos e clique em Salvar, como mostrado
na imagem.



CTI Route Point Configuration
B Save

- Status

@ Status: Ready

- Device Information

Device is trusted
*

Device Name Gelf Pro ‘
Description Self_Pro
Device Pool* Defau t View Detai's
Commaoan Device Configuration < None > B View Detai's
Calling Search Space < None >
Location* Hub_Mone
User Locale < None =
Media Resource Group List < None >
Network Hold MOH Audio Source < None >
User Hold MOH Audio Source < None >
Use Trusted Relay Point* Defau t
Calling Party Transformation CS5 < None >
Geolacation < None >
Use Device Pool Calling Party Trznsformation CSS
Save
Etapa 2. Adicionar um numero de diretério ao ponto de rota CTI,
—Device Information
Registration: Unknown
IPv4 Address: None
Device is trusted
Device Name™® Eelf_Pro
Description Self Pro
Device Pool* Default View Details
Common Device Configuration < None > View Details
Calling Search Space < None >
Location * Hub_None
User Locale < None >
Media Resource Group List < None >

Network Hold MOH Audio Source < None >
User Hold MOH Audio Source < None >
Use Trusted Relay Point* Default

Calling Party Transformation C55 < None >

olololololololofo!

Geolocatior < None >

Use Device Pool Calling Party Transformation CSS

Association

L] Line [1] - Add a new DN




HS&W xDelelze chnpy %Reset & Apply Config #Mdmw

Device Information

Registration: Unknown

IPv4 Address: None

Device is trusted

Device Name®* Self_Pro

Description Self_Pro

Device Pool * Default View Detolls
Common Device Configuration < None > View Details
Calling Search Space < Nnne >

Location * Hub None

User Locale < None >

Media Resource Group List < None >

Network Hold MOH Audio Source < None >
User Hold MOH Audio Source < None >
Use Trusted Relay Paint* Detault

Calling Party Transformation CSS < None >

Geolocation < None =

ToEEOEEEE

llse Device Pool Calling Party Transformation €S8

9. Para adicionar um novo usuario de aplicativo, navegue para Gerenciamento de usuario >
Usuario do aplicativo e clique em Adicionar novo.

aliali.  Cisco Unified CM Administration
CIS€0  ror Cisco Unified Communications Solutions

System = Call Routing = Media Resources =  Advanced Features = Device = Application = | User Management =  Bulk Administration

Route Point Configuration bt

Fr I o

Etapa 1. Adicione o ponto de rota CTI criado, em Dispositivos controlados



G Save x Delete Copy Hl}i Add New

rApplication User Information

User ID* selforo Edit Credential
Pesswerd EEESBAIAREARIMSAASSENNAsRRARRRIRAuRRE

Confirm Password A T T T T papa.

Digest Cradentiale

Confirm Digest Credentials

BLF Presence Group* Standard Presence group

Accept Prasence Subscription
| Accept Qut-of-dialog REFER,
Accept Unsolidited Notification

| Accept Replaces Header

~Device Information

= LT

el it Sample Device Termnplate with TAG usage examples

Selftprocti Device Association
TCST Find more Route Polnts
PCNIPC

VTRIN I

ContrpllzdEienses Scf Pro

Etapa 2. Adicione o CTI padrao ativado e o CTI padrao permitem o controle de todos os
dispositivos na segao Informagdes de permissao.
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10. O servigo de autoprovisionamento pode ser configurado no nivel do sistema para usar o modo
seguro e uma senha pode ser definida. Este recurso é definido como Non-Authentication
Required Mode por padrao, que nao exige nenhum PIN para usar o provisionamento automatico.

Etapa 1. Navegue até User Management > Self-Provisioning.

Self-Provisioning
Q Save

- Status
@ Status: Ready

- Authentication Mode

Require Authentication
In this mcde, users may use their password or PIN to authenticate and provision devices based on the permissions in their User Profile. Additienally,administrators may authenticate on behal
* Allow avthentication for users only(via Passviord/PIN)
Allow authentication for users(via Password/PIN) and Administrators(via Authentication Code)
Authenticatior Code

© No Authentication Requirec
In this mcde, authentization is diszbled during device self-orovisioning. The administrator or end user czn enter a user 1D of self-provisioning ID into an endpeint and the endpoint will associi

Etapa 2. Adicione o ponto de rota CTl e o usuério do aplicativo ao provisionamento automatico.



Self-Provisioning

-Authentication Mode

Require Authentication
In this mode, users may use their password or PIN to authenticate and provision device
Allaw authentication for users only(via Password/PIN)

Allow authentication for users{via Password/PIN) and Administrators(via Authentit
Authentication Code

© No Authentication Required

In this mode, authentication is disabled during device self-provisioning. The administrat

-IVR Settings

Language Preference

Available Language Selected La
Eiarhse, Himig, md=, PEARRFE English, Ur
?>
<
CTI Route Point Self_Pro Dial 1111111 fror
Application User selfpro

Note: Sempre que uma alteragdo de configuragao é feita em Configuragdes de IVR, é
necessario reiniciar a Configuragao de IVR de autoprovisionamento para disparar a
alteracgao.

Servigos associados ao provisionamento automatico
Cisco Call Manager

Este servico esta associado ao registro do telefone e deve ser ativado no né para o qual o
registro é tentado.

IVR de autoprovisionamento

Este Servigo pode ser encontrado em servigos CM na pagina Servigos de Recursos no Cisco
Unified Serviceability.

Note: Vocé pode configurar o autoprovisionamento mesmo se o servigo estiver desativado,
mas o administrador ndo pode atribuir telefones IP a usuarios usando o servigo IVR. Por
padrao, este servigo € desativado.

Note: O servigo de RVI de provisionamento automatico € executado somente no Publisher.



Experiéncia do usuario final no telefone

- O usuario final disca para o ponto de rota CTl e é solicitado a inserir a ID de
autoatendimento.

- O usuario é solicitado a Confirmar a ID de autoatendimento e digitar o PIN.

- Depois que o PIN for verificado, o dispositivo vai para uma reinicializacao para obter a nova
extensao.

Troubleshoot

Erro: O alerta "Nao é possivel provisionar o dispositivo" é recebido.

Causa: O dispositivo ja esta provisionado, ndo pode ser reprovisionado.

Logs a serem coletados

Para fazer troubleshooting adicional, Colete o Log de "Servico de IVR de
Autoprovisionamento" da RTMT.

Os nomes dos arquivos sao do formato PnP#####.1og. (# representa um numero.)
Por padrao, os rastreamentos sao definidos como Nivel de informagdes.

O tamanho maximo do arquivo € 1 MB por padrdo. O numero maximo de arquivos
armazenados padrao € 10.

Note: Quando vocé altera o Numero Maximo de Arquivos ou as configuragbes do Tamanho
Maximo de Arquivo na janela Configuragcao de Rastreamento, o sistema exclui todos os
arquivos de log de servigo, exceto o arquivo atual, ou seja, se o servigo for executado.

Se o servigo nao tiver sido ativado, o sistema excluira os arquivos imediatamente apos a
ativagao do servigo.

Defeitos conhecidos

CSCun16461

Informacgdes Relacionadas

. Suporte Técnico e Documentacao - Cisco Systems



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCun16461
https://www.cisco.com/c/pt_br/support/index.html
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