Configurar Conexao/Contrato de IdP de SAML
Unica por Cluster com AD FS Versao 2.0
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Introduction

Este documento descreve como configurar a conexao/o contrato do Provedor de Identidade (IdP)
do SAML (Single Security Assertion Markup Language) por cluster com o AD FS (Ative Diretory
Federation Service).

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:
- Cisco Unified Communications Manager (CUCM) 11.5 ou posterior

. Cisco Unified Communications Manager IM and Presence versao 11.5 ou posterior
- Ative Diretory Federation Service versao 2.0

Componentes Utilizados
As informagdes neste documento sao baseadas nestas versdes de software:

- Ative Diretory Federation Service versao 2.0 como IdP
- Cisco Unified Communications Manager verséo 11.5
- Cisco IM and Presence Server versao 11.5

Informacgdes de Apoio



Para o SSO SAML, precisa ser um circulo de confianga entre o provedor de servigos (SP) e o IdP.
Essa confianga é criada como parte do SSO Enablement, quando a confianga (metadados) é
trocada. Baixe os Metadados do CUCM e faga o upload para o IdP, faga o download dos
metadados do IdP e faga o upload para o CUCM.

Antes do CUCM 11.5, o ndé de origem gera o arquivo de metadados, além de coletar os arquivos
de metadados de outros nds no cluster. Ele adiciona todos os arquivos de metadados a um unico
arquivo zip e apresenta ao administrador. O administrador precisa descompactar esse arquivo e
provisionar cada arquivo no IdP. Por exemplo, 8 arquivos de metadados para um cluster de 8 nés.

Um unico contrato/conexao de IdP SAML por recurso de cluster € apresentado a partir de 11.5.
Como parte desse recurso, o CUCM gera um unico arquivo de metadados do provedor de
servigos para todos os nés CUCM e IMP no cluster. O novo formato de nome para o arquivo de
metadados é <hostname>-single-agreement.xml

Basicamente, um no6 cria os Metadados e os envia para outros nés de SP no cluster. Isso facilita o
provisionamento, a manutencgao e o gerenciamento. Por exemplo, 1 arquivo de metadados para
um cluster de 8 nos.

O arquivo de metadados do cluster wide usa o certificado de tomcat de multiservidor que garante
que o par de chaves seja usado para todos os nds no cluster. O arquivo de metadados também
tem uma lista de urls do Servigo de consumidor de asser¢édo (ACS) para cada n6 no cluster.

CUCM e Cisco IM and Presence versao 11.5 Suporta os Modos SSO, em todo o cluster (um
arquivo de metadados por cluster) e por né (modelo existente).

Este documento descreve como configurar o modo de cluster-wide do SSO SAML com AD FS
2.0.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configurar

Etapa 1. Exportar metadados SP do CUCM

Abra um navegador da Web, faga login no CUCM como administrador e navegue paraSystem >
SAML Single Sign On (Sistema > Logon unico SAML).

Por padrao, o botdo de opgéo Cluster Wide esta selecionado. Clique em Exportar todos os
metadados. O arquivo de dados de metadados apresentado ao administrador no nome
<hostname>-single-agreement.xmi

SAML Single Sign-On

550 Mode
@' Cluster wide (One metadata file per cluster. Requires multi-server Tomcat certificate)

! Per node (One metadata file per node)

"‘L’rl Enable SAML 550 ;.t Export All Metadata Update IdP Meladata File Fix Al Disabled Servers




Etapa 2. Transferir metadados IDP do AD FS

Para fazer o download dos metadados IdP, consulte o link https:// <FQDN do
ADFS>/federationmetadata/2007-06/federationmetadata.xml

Etapa 3. Provisionar IdP

Como mostrado na imagem, navegue para Gerenciamento do AD FS 2.0 / Confianga de
Confianga / Envio de Relagao de Confianga do AD FS 2.0. Clique em Adicionar confianga de
terceira parte confiavel.
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O Assistente para Adicionar Confianca de Terceiros Confiantes € aberto conforme mostrado na
imagem e, agora, clique em Iniciar.


https:// <FQDN of ADFS>/federationmetadata/2007-06/federationmetadata.xml
https:// <FQDN of ADFS>/federationmetadata/2007-06/federationmetadata.xml

Welcome

Steps
@ Welcome

| @ Select Data Sounce

@ Chooze |zsuance
Authorization Rules

@ Feady 1o Add Trust

l @ Fiish

ﬁp‘t.ﬁdd Relying Party Trust Wizard

Welcome lo the Add Relping Party Trust Wizaid

This wazard wil help you 2dd 2 new rebyng pasty st to the A0 FS configuation databaze. Relang parhes
conzume claims in secuity okens that are issusd by thes Federabon Service fo make authentication and

authanzation decisions,

Thee relymg padty biuzt that thiz wizand creates defines bow this Federation Serace iecognizes the rshing
paity and sues clarns bo it You can define 1izsuance bransformn ules For issung claims to the relang party

after pou complete the wizand,

Start Cancel Help

Clique nos dados de importacao sobre a terceira parte confiavel de um arquivo. Navegue pelos
metadados SP baixados da pagina de configuracdo SSO do CUCM SAML. Em seguida, clique
em Avangar, conforme mostrado na imagem:




"'-:l Add Relying Party Trust Wizard

Select Data Source

ataps Galact an oplion that this wizard will usa 1o obtain dats about this raking party:

@ ‘Welcome
™ lmport data sbout the relping party published onlire or on & local network

3 SelectData§ A . x —_—
= s Lize thiz option bo import the neceszany data and certificates from a relwng party ciganzation that
@ Choote |ssuance puiblizhes itz federaton metadats online of on & local netwark.

Authonzation Rules

Federation metadata address (host name or URLE
@ Ready to Add Trust

E xample: f2. contoso. com of hilps S Asee, contoso, coms/app

@ Firish

% Impost data about the relying party from a file

Liza thiz option to impart the necessany data and certificates from a ralang party cogarization that has
expoited its federation metadata to a file. Ensure that s fle is from & tiusted sounce. This wizand wil
niot validate the sowce of the file.

Federation metadata file location

It:".Ll sershAdminiztrator\De sk topi Cluster Widehcucml 150-zingle-ageement. <ml Browse._. I

[ Enjes data about the relying party manualy
Lize thiz option o manually input the necessay data sbout this reling party ceganization

t.Erew'nus” Newt > | Cancel 1 Hep |

Digite o nome de exibi¢cao e todas as notas opcionais para a terceira parte confiavel. Clique em
Avancar, conforme mostrado na imagem:



"r"-_'t Add Relying Party Trust Wizard

Specify Display Name

Steps Type the display name and any optional notes for thiz relying party

@ ‘welcome

Dizplay name:
JCUCM_Chuster_wide_Relying_Party_trust

@ Select Data Souice
= Speciy Display Mame

@ Choose |ssuance HNates:
Authonzation Rules [ _‘_|

j @ Feady to Add Trust
| @ Finish

(F‘rwinus“ Nest > | Cancel |  Hep ]

Selecione Permitir que todos os usuarios acessem esta terceira parte confiavel para permitir que
todos os usuarios acessem esta terceira parte confiavel e clique em Avangar, como mostrado na
imagem:



Wi Add Relying Party Trust Wizard

Choose |lssuance Authorization Rules

aheps | ssuance authaization rules deteimine whether a user ks permitted to receive claims for the relying party.
g ‘Waloome Choose one of the following options for the nial behavior of the: relving party's iszuance authonzation
rulez,
@ Select Data Source
o Specify Display Name {* Permit 3l users to access this eling party
= The isuance authorization rules will be configured to permit &l users to access thiz ielving party. The
- Aﬁ;;mﬂﬁ“ 1eling parly service or application may sl deny the user access
@ Feady toAdd Truet [ Dery all users access bo this elying party
@ Finizh The rzuance authorzation ez wil be configued to dery all uzers access to this ralying paity. r'ou

later add issuance authonzation ndes bo enable any users fo access thes reling party,

Y'ou can change the issuance authonzation nules for this reling party tust by sslecting the relying party
trust and clicking Edit Claim Rules in the Actions pane,

-tElm-'inusl Newt> | Concel | Hep |

Na pagina Pronto para adicionar confianga, vocé pode revisar as configuragdes para a Confianga

da terceira parte confiavel, que foi configurada. Agora clique em Next, como mostrado na
imagem:



%1 Add Relying Party Trust Wizard

Ready to Add Trust

2ieps The isking party tiust has basn configured. Review the following settings. and than click Nast 1o add the
Waloome 1ehing parly st bo the AD FS configueabion database.

@ Select Data Source
B Monitosing | Idertifiers | Encption | Signature | Accepted Claims | Diganization | Endpoints | 1<+

[ B L ! o ST

@ Chooze lzsuance Specify the monitonng settings for thes reling party st

Buthaonzation Fules

el '+ federation metadata LAL:
@ Readyto Add Trust elying party's federation

i @ Finish
™ Menitor relimg patty
™| Ausomatically update reling party
Thiz relying parly's federation metadats dats was lazt checked ar
£ NEVEl >
Thiz relving party was last updated from federation metadata one
£ heyer >

cErwiausl Mext > I Cancel | Help I

A pagina Concluir confirma que a confianga da terceira parte confiavel foi adicionada com éxito ao
banco de dados de configuragao do AD FS. Desmarque a caixa e clique em Fechar, como
mostrado na imagem:



1:_-'! Add Relying Party Trust Wizard

Finish

il The relng party st waz successfuly added o the AD FS conhgurabon database.
Welcome "
— You can modiy this reling party tiust by using the Properties dislog bos i the AD FS 2.0 Management
@ Select Data Source SnAp-n.
@ Speciy Display Mame I

| | Dpen the Edit Clam Fules dislog for this relying paty trust when the wizard closes
# Choose |szuance

Authorization Bules
# Feady tobdd Trust
@ Finizsh

Clique com o botao direito do mouse em Confiangas de terceira parte e clique em Editar regras de
reivindicagéo, conforme mostrado na imagem:
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Agora cligue em Add Rule., como mostrado na imagem:



I""":a'jEEul:Iil: Claim Rules for CUCM_Cluster_Wide_ Relying_ Party_trust B =i |

lzzuance Transform Rules | |zsuance Authorization Fules I Delegation Authorization Fules I
The fallowing transtorm rules specify the claims that will be zent to the relwing party.

Order | Rule Mame |zzued Claims
Y
W
Bl
k-

Add Rule. . Edit Hule.. | Hemove Hule.. |

ak. | Cancel | Epply Help

Quando a op¢do Add Transform Claim Rule for aberta, clique em Next com o modelo de regra de
reivindicagao padrao Send LDAP Attributes as Claims, como mostrado na imagem:



=8 Add Transform Claim Rule Wizard

Select Bule Template

Steps Select the lemplste for the claim e thal pou veant b create from the following list. The deseaiption
@ Choose Rule Type prowides detals sbout each clam rule template
@ Configure Claim Rule Claim rule templale;

|Send LDAP Attibutes s Clams =]
Claim rule termplate descripbon:

Using the Send LDAP Attibute az Claims nde terplate you can select athibutes from an LDAP atiribute
store such as Active Directory to send &z claims to the reling pafy. Multiple atbibutes may be sent a5
multple claims fram a single nde using this rule pe. For exanple, pou can use this e template to
create arule that wil extract stitnbube values for suthenbcated weers from the displayM ame and
telephoneMumber Active Direchon athibutes and then send those vakies as two different outgoing
claims. Thes nde may alzo be used to send all of the user's group memberships, If pou want to only send
individual group rembeizhips, use the Send Growp Membership a2 a Claim e template.

Tell P

| Mew> |  Cancel Help

Clique em Configure Claim Rule conforme mostrado nesta imagem. O atributo LDAP deve
corresponder ao atributo LDAP na configuragao do diretério LDAP no CUCM. Gerenciar o tipo de
declaracéo de saida como uid. Clique em Concluir, conforme mostrado na imagem:



"":_E:- Add Transformm Claim Rule Wizard

. Configure Rule

Stops “Y'ou can configuee this nue fo send the values of LDAP sttibutes as clams. Select an attnbute store from
; isaed fram the ule.
@ Configure Claim Rule
Claim e narme:;
[NamelD
Fiule template: Send LDAP Attibutes as Clamsz
Atribute shone:
|active Directory |
tappng of LDAF attibutes to outgoing claim ypes:
| LDAP Attribute | Dutgaing Claim Type
P | SiMdbccountMame R =]
* =] |

¢Previous [[ Fish | Concel | Hew |

Adicione a regra personalizada para a terceira parte confiavel. Clique em Adicionar regra.
Selecione Enviar reivindicagées usando uma regra personalizada e clique em Avangar, conforme
mostrado na imagem:



"—F,.'p Add Transform Claim Rule Wizard

Select Rule Template

Steps Select the template for fhe claim e that yow want to create from the following list. The descripbon
2 Choose Rule Type provides detals about each clam rule templata
@ Configure Clam Fule Claim e template;

Claim e template description:

Using a custom iule. vou can create rules that can'l be created with a nile template. Custom rules ane
written in the A0 F5 2 0 claim nde langueage. Capabilfies that reqguee custom mules inchude:

+ Sending clams from a SO0 attribute store

+ Sending clams from an LDAP athibute store using a custom LDAP fiter

= Sending clams from & custom athibute shone

+ Sending clams only when 2 or more incoming claims are pragent

+ Sending clams only when an incoming claim value matches a compler pattein
+ Sending clams wih comples changes fo an mncomng claim vaue

+ Creating clams for use only in later ndss

Lell me more about the: nde templale,

| Mest = I Cancel | Hedn |

Em Configurar regra de Reivindicacgdo, digite um Nome da regra de Reivindicagéo e, em seguida,
Copie a regra de reivindicagao fornecida e passada no campo Regra personalizada do assistente
que modifica o qualificador de nome e qualificador de nome de nome na regra de Reivindicagao.
Clique em Concluir, conforme mostrado na imagem:

Regra de solicitagdo:

c:[Type == "http://schenmas. m crosoft. conf ws/ 2008/ 06/identity/clai ns/w ndowsaccount nane"]

=> jssue(Type = "http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai ms/ namei dentifier", |ssuer =
c.lssuer, Oiginallssuer = c.Oliginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/clai nproperties/format"] =

"urn: oasi s: nanes:tc: SAM.: 2. 0: nanei d-format:transient",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nproperties/nanmequalifier"] =
"http://<FQN of ADFS>/adfs/com adfs/services/trust",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nproperties/spnanequalifier"] =
"<Entity IDin the SP Metadata>");

Entity 1D = Open the SP metadata and check the Entity ID. Basically, its the CUCM Publisher’s
FCDN.



T

r

Configure Rule

Steps
@ Uhoose Rule Type
@ Configure Claim Rule

%5 Add Transform Claim Rule Wizard

ou can condigure a custorn clam rule, ssch as a e that requires muliple incoming clarms or that exfracts
clarnz from a SOL atinbute store. To configure a custom nile. type one or more ophonal condibons and an
issiance slatement uzng the AD FS 2 0 claim rule languaoe.

Chaan rule name:

}Eluster_ﬁlde_lilaim_ﬁ ule

Fiule termplate: Send Clars Using a Custom Ruls
Cuystom rule:

ntname™ ] _‘J
== issue(Type =

"hetp: //schenas, xplsoap, org/ws Z005/05/idencicy/clains /naneidencifier
", Issuer = c.lasuer, Originallssuer = c.0riginallszsuer, Value =
c.Walue, ValueType = c.ValueType, Properties

[http: f/echenas ., xmlsoap. org/ws f2005/05 fidentity/clainproperties /form
at”] = "urn:iossis:nhames:to:SAML: 2.0 nameid-format: transient”,
Froperties

[Mhttp: //achenas, xmlaoap. org/wa /2005/05 /identity/clainproperties /name
qualifier™] = "http://win-

Jd4i aTugmrn. adfs. ucce. con/adfs fcom/adfs/services /trust’ , Propercies
["http://fachenas.xnlsoap. org/vs ,—'ZEIEIEEEIE,-'identit‘jrfclalimptuper ties/spna

wequalifier”] = “cucmllS0. adfs.ucce, con™) il

Maie about the claim mile lanmiages.

<Brevious [[ Frosh | Cancel Heb

Como mostrado na imagem, clique em Apply e em OK.




il Edit Claim Rules for CUCM_Cluster_Wide_ Relying_Party_ktrust

lzzuance Transtorm Rules | |ssuance Autharization Fules | Delegation Authorization Bules I

T he following transform rulesz specity the claims that will be zent to the relying party.

Order | Bule Name [zzued Claims
1 MamelD uid

Cluster_Side_Claim_FRule <5See claim rule:

AddPule. | EdtRue. | RemoveRule. |

ak, | Cancel | Apply Help

Etapa 4. Ativar SSO SAML

Abra um navegador da Web, faga login no CUCM como administrador e navegue paraSystem
>SAML Single Sign On.

Por padrao, o botao de opgao Cluster Wide esta selecionado. Clique em Enable Saml SSO,
conforme mostrado na imagem:



SAML Single Sign-On

SS0D Mode
@ Cluster wide (One metadata file per cluster. Requires multi-server Tomcat certificate)

_ Per node (One metadata file per node)

Qf Enable SAML SSO @ Export All Metadata ‘5;; Update IdP Metadata File Fix All Disabled Servers

Como mostrado na imagem, o pop-up notifica o aviso de reinicializagdo do servidor Web e as
informacgdes para escolher o SAML SSO ou 0 SSO SAML por né de todo o cluster de acordo com
o idp. Clique em Continuar.

L 5 Web server connections will be restarted

Enabling 550 and importing the metadata will cause web services to restart upon completion of the
wizard. all affected web applications will drop their connection momentanly and need to be logged into
again.

® Click "Export All Metadata™ button

If the server metadata has not already been uploaded to the IdP, it can be done before running the
wizard. You can obtain the server metadata by clicking the "Export All Metadata" button on the main
page. Then go to the IdP and upload the file.

If IDP is provisioned with duster-wide SP meatdata, you need to enable custer-wide SAML S50. If IDP
is provisioned with per-node SP metadata, you need to enable per-node SAML 5S50.

[ Continue J[ Cancel .

O critério para ativar o SSO em todo o cluster é que vocé deve ter um certificado tomcat
multiservidor ja implantado. Clique em Test for Multi-Server tomcat Certificate, conforme mostrado
na imagem:



SAML Single Sign-On Configuration

@Nﬂ

 Status

@ Bratun: Ready

[ Test for Muli-Server lamcat centificate
The critera for enabling dustervades S50 = that you must have a multsanver tomeat cartficate alesdy deployed. If you have not done this already pleacs follow the below steps:

13 Legin 00 CEs0o Unified 05 Administraton Page and Navigate 00 Cemificats Management i der Sty Mend

2} Chck on Gereraite 50

3} Sel=ct Certificate Purpase as Tomeat

4} Select Dtribulion &8 "Mulli-Serwe™

5) Chil Generate

&) Dawnload the CSR and get it signed from the CA of yaur chake

7} Gnoe the cortficate |5 issued by the CA. uplead it wa the "Upload Certficate/ Certificate chain® option an the Certficnte Management page
0} Restart Tomeat service on il the nodes in the cluaber

4] Restaer TETR garvice on ol the TETP nodes in tha duster

IF the above steps have heen compheted, diok Test below which wil confiers o the malt- server tomest cemmficate s deployed before proceeding ta the next stags
| Test for Mulli-Server tomcal cerificate

| Mext | Cancel

Depois de confirmado, todos os nés tém o Certificado de servidor multiplo exibido e Todos os nés
tém o Certificado de servidor multiplo e, em seguida, clique em Avangar, conforme mostrado na
imagem:

SAML Single Sign-On Configuration

s Al nodes have Wl Server Cartificate

r Test for Multi-Server toncat certificate
The criteda fior enabing chistervads S50 5 that you miest have o mdlisenes oamcat oeificate alresdy deplowad, If yau have mal done this aleady pksse faliw the helow steps)

1} Legin 1o Cisco Unified OS5 Administration Page and Mavigate Do Certificate Management under Sacuity Manu

Z) Chok on Gererate C5R

3} Sakct Certificate PEpose as Tomeat

4) Select Distributian as “Multi-Server®

5} Clhick; Generate

&) Dawnkad the CSR and pet it sigred from the O of yawr cholos

7y Dnce the certificate ts issued by the CA, wpload it via the "Uplosd Ceificate’ Certificate chain®™ option on the Cedificate Management page
E) Restart Tomcat service an al the nodes in the duster

) Restart TFTR service am al the TFTR nodes in the clster

[f the abowe steps have been completed, chok Test beforw which will condfiom if the mulli-sender Demcat centificats o deployed befong proceeding [o the next sTage
| Test for Multi-Senver tomcat certificate |

Como mostrado na imagem, clique em Avangar.



SAML Single Sign-On Configuration

W tex

~ Download [dentity provider{1dP) Metadata Trust File

To configure the trust relationship between the IdP and vour devices, you must first obtain trust metadata from your IdP and

import it to your servers. You will need to manually obtain the file from the 1dP before you can upload it to your Collabaration
Servers,

'; 3 This is a manual step!

1)Log im to your IdP and download the metadata trust file to your local server.
2)Chck Next once you have this file avallable locally.

| mext || cancel |

Navegue e selecione os metadados IdP baixados. Clique em Importar Metadados do IdP, como
mostrado na imagem:

SAML Single Sign-0On Configuration

m ren

@ Ready to import Identity Provider metadata trust file to duster servers

- Import the IdP Metadata Trust File

This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers.
1)Select the IdP Metadata Trust File

federationmetadata.xml

2)import this file to the Collaboration servers
This action must be successful for at least the Publisher before moving on to the next task in this wizard.

. Import IdP Metadata |

wext |[Gance

A pagina confirma a Importagcdo bem-sucedida para todos os servidores e clique em Avangar,
como mostrado na imagem:



SAML Single Sign-On Configuration

"d'? Import succeeded for all servers

~ Import the [dP Metadata Trust File
This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers.
1)5elect the IdP Maetadata Trust File

Browse.. | Mo file selected.

2)import this file to the Collaboration servers
This action must be successful for at least the Publisher before moving on to the next task in this wizard,

| Import IdP Metadata | Qf Import succeeded for all servers

| Next || cancel |

Como mostrado na imagem, clique em Avangar, pois ja exportou os metadados SP da pagina de
configuragéo inicial do SSO SAML.

SAML Single Sign-0On Configuration

@ oo WP ren

If Admin has already uploaded the server metadata to IdP then skip the steps below and click Mext, Otherwise follow the
steps below to upload the server metadata to IdP

\/ IdP Metadata has been imported to servers in this duster

- Download Server Metadata and install on the Idp
Download the metadata trust file from Collaboration servers and manually install it on the IdP server to complete S50 setup.

1)Download the server metadata trust files to local storage

~ Download Trust Metadata File

';'_', This Is a manual step!

2)Log in to your IdP and upload the server metadata trust file.
F3)Chck Mext once you have installed the server metadata on the IdP.

| Back | Next | Cancel

O CUCM deve estar em sincronia com o diretorio LDAP. O assistente mostra os usuarios
administradores validos configurados no diretério LDAP. Selecione o usuario e clique em
Executar teste SSO, conforme mostrado na imagem:



SAML Simgle Sign-0On Configuration

@ s

~ Status

'IS The server metadata file must be installed on the IdP before this test is rum.

~ Test 5SSO Setup

This test verifies that the metadata files are correcty configured and will aliow S50 to start up on the servers, This test can be
run on any server for troubleshooting once S50 has been enabled. S50 setup cannot be completed unbess this test is
successhul,

1)Pick a vald username to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the 1dP.

'3\ Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator
lockout.

Valid administrator Usernames
| samiuser -

2)Launch S50 test page

 Run S50 Test... |

Back | | Cancel

Como mostrado na imagem, digite a ID de usuario e a respectiva senha assim que ela solicitar.

Authentication Required u

0 Enter username and password for https://win-jd4ia/ugmrm.adfs.ucce.com

User Name: samluser

Password: uuuu.|

| Ok | ‘ Cancel

O pop-up, como mostrado na imagem, confirma que o teste foi bem-sucedido.



SSO Test Succeeded!

Congratulations on a successful SAML SSO configuration test. Please
close this window and click "Finish" on the SAML configuration
wizard to complete the setup.

Como mostrado na imagem, clique em Concluir para concluir a configuragao para ativar SSO.

System * CallRouting » Media Resources »  Advanced Features = Device »  Application »  User Management »  Bulk Administra

SAML Single Sign-On Configuration

« Back ’ Finish

rStatus

\:/ 550 Metadata Test Successful

~ Ready to Enable S50
Clicking “Finish® will complete enabling SS0O on all the servers in this duster. There will be a short delay while the applications are

being updated.

To verify the S50 status of each server, check the main 550 Configuration page.
Additional testing and manual uploads may be performed from the main page if neccessary.

Back || Finish | Cancel |

A pagina mostrada na imagem confirma que o processo de ativagdo de SSO SAML ¢ iniciado em
todos os servidores.

SAML Single Sign-0n Configuration

Status

SAML S50 enablement process initiated on all servers.
4 There will be a short delay while the applications are being updated on each server.
To verify the S50 status of each server, check the main 550 Configuration page.

Faca logoff e logon novamente no CUCM usando as credenciais de SSO SAML. Navegue até
Sistema >Logon Unico SAML. Clique em Executar Teste SSO para outros nés no cluster,

conforme mostrado na imagem:



550 Mode

& Cluster wide (Dne metadata fike per cester, Requines multl-server Tomoas certificate)
P el (O imakad oto ke per nodie)

x Draanie TAML 350 ﬂ?awum e Lipelnin i Melndata Fie

Fo Al Disabied Seneers

r Status

(@) R is enaied for 550. You can cange SSO for RTMT here.
@5MLS&GEH&M¢

 SAML Single Sign-on (1 - 30/ 3)

PHIST

PM ST

Lorone Pgm e Re-Impait Lrperl
atus Metadata Lap Helsdsts Impare [Frericriy Lank Metadala Dspeort 50 Tenl
cucm] 150, adls ucce.com SAML HyA June 21, 2006 9:26:35 b rie Jane 21, 016 74656 Passed - ne 21, [ fun S5O Testu, |
PH 15T FHIST 006 9:29:14 FHIET
cucmllS0sub adis ucte.cam  SAML A 1ap June 21, 2006 9:28;39 &.' File Jene 31, 201G TiAB:56 Never  (pmm e
P IST PM ST
imp115.adfs ucce. com SAML & 1dp June 21, 3006 §:28:38 ik Fie June 21, 301G F146:56 Never | pees mem Taer

Verificar

Use esta segao para confirmar se a sua configuragao funciona corretamente.

Confirme se o Teste SSO foi bem-sucedido para os nés que estao ativados para SSO SAML.
Navegue até Sistema >Logon unico SAML. Testes SSO bem-sucedidos mostram o status
Passado.

SAML Single Segn-On

S50 Mode

2 Cluster wide (Ore metadata file per duster. Requires multi-sarver Tomeat certficate)
Per node (One metadata file per node)

xmmﬂm &Elpﬂﬂ.ﬁllm Bmmmaum f Fri Al Dizabled Servers

Status

@ RTHT is enaliled for S50, You can change S50 for RTMT here.

@ SAML 550 enabled

SAML Single Sign-0On {1 - 3 of 3) Rows per Page 50~ |
G50 Re-Impon Expert
Server Name SEatLE Hetadats Last Metadata Import: Mstadats Last Metadata Export S50 Teat

UL L 150,875, Wooe, Com SAHL N June 20, 2016 9:57:30 o Fie Jure 20, 2016 10:06:27 Pagsed - Jume 20, | punp S50 Test..
AM 15T P IST 2016 9:59:02 PH IST

U 115050, adrs . ucce com  SAHL A 1ap June 20, 2016 10/15:46 e Fie e 20 2016 10:06: 26 Passed - ume 20, | punp S50 Tesk..
FM 15T P 15T 2016 10:11:39 PH ST

iMp1L5.a07s, uce oom SAML 4p 1ap Juree 20, 2016 10;15:46 ik Fie June 20 2016 10:06: 26 Passed - Jume 20, | pup S50 Testk..
FM 15T P ST 2016 10:1:2:440 PH LST

_ Disabke SAML 550 | | Export All Metadata | | Update 1dP Motadata Fle | | Foo A Desabled Servers

Quando o SSO SAML ¢ ativado, os aplicativos instalados e os aplicativos de plataforma sao
listados para a pagina de login do CUCM, como mostrado nesta imagem.



Installed Applications

.

Cisco Unified Communications Manager
o Recovery URL to bypass Single Sign On (SSO)
¢ Cisco Unified Communications Self Care Portal
¢ Cisco Prime License Manager
e Cisco Unified Reporting
¢ Cisco Unified Serviceability

Platform Applications

¢ Disaster Recovery System
¢ Cisco Unified Communications OS Administration

Quando o SSO SAML ¢ ativado, os aplicativos instalados e os aplicativos de plataforma séo
listados para a pagina de login IM e Presence, como mostrado nesta imagem:

Installed Applications

¢ Cisco Unified Communications Manager IM and Presence
o Recovery URL to bypass Single Sign On (S50)

¢ Cisco Unified Reporting

¢ Cisco Unified Serviceability

Platform Applications

¢ Disaster Recovery System
¢ Cisco Unified Communications OS Administration



Troubleshoot

Esta secéo fornece informagdes que podem ser usadas para o troubleshooting da sua
configuragao.

Para definir os logs SSO como debug, use o comando set samltrace level DEBUG

Colete os registros SSO usando RTMT ou do ativelog /tomcat/logs/ssosp/log4j/*.log local usando
CLL.

Exemplo de logs SSO mostra os metadados gerados e enviados a outros nés

2016- 05- 28 14:59: 34,026 DEBUG [ htt p-bi 0-443- exec-297] cl uster. SAMLSSOC ust er Manager - Call GET
APl to generate Clusterwide SP Metadata in the Local node.

2016- 05- 28 14:59: 47, 184 DEBUG [ htt p- bi 0- 443- exec-297] cl uster. SAMLSSOC ust er Manager - Call to
post the generated SP Metadata to ot her nodes

2016- 05-28 14:59: 47,185 INFO [http-bio-443-exec-297] cluster. SAMLSSCO ust er Manager -

Begi n: post d ust er W deSPMet aDat a

2016- 05- 28 14:59: 47,186 DEBUG [ htt p- bi 0- 443- exec-297] cl uster. SAMLSSOO ust er Manager - Nodes

[ cucml150, cucnl150sub. adfs. ucce. coni

2016- 05- 28 14:59: 47,186 DEBUG [ htt p-bi 0-443- exec-297] cl uster. SAMLSSOC ust er Manager - Post

Cl uster WdeSPMet adata to the cucmll50

2016- 05- 28 14:59: 47, 187 DEBUG [ htt p- bi 0- 443- exec-297] cl uster. SAMLSSOC ust er Manager - Post
Cluster WdeSPMet adata to the cucmll1l50sub. adfs. ucce. com
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