Nota técnica sobre o fluxo de chamada do CTI
Manager para solicitacao de controle de telefone
de mesa Jabber
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Introduction

Este documento descreve o fluxo de chamada detalhado para a autenticagéo do gerenciador de
integracao de telefonia do computador (CTI - Computer Telephony Integration) para clientes de
desktop Jabber

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- LDAP (Lightweight Diretory Access Protocol)
- Integracao entre telefonia e computador (CTI)

Componentes Utilizados
As informacgdes neste documento sao baseadas nestas versdes de software:

- Cisco Jabber para Windows 11.5

- Cisco Unified Communications Manager (CUCM) 10.5(2) e superior
The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Mensagens CTI para controle de telefone de mesa Jabber

Verifique se os registros de servigo do CTl Manager estao definidos como Nivel de depuracao,
reproduza o problema e, em seguida, colete registros por meio da linha de comando ou da
Ferramenta de monitoramento em tempo real (RTMT). Siga as etapas aqui para verificar a



autenticagao CTI

Etapa 1. A solicitacdo de abertura do provedor do cliente Jabber é recebida pelo servigo CTI
Manager.

00895255. 002 | 08: 59: 16. 944 | Appl nfo |[CTI-APP] [CTIHandl er:: processl ncom ngMessage] CTI
ProviderOpenRequest ( seq#=2 provi der =UCProvi der | ogi n=wwhite heartbeat=60 tinmer=10 priority=0

I i ght Wi ght Provi der Open=0 Aut hType=0 Request A dFet ch=0 Encrypt edSSODat aSi ze=0)

00895256. 000 | 08:59:16.944 | Sdl Sig | Cti Provi derOpenReq |init_conpl ete_await_provopen

| CTI Handl er (1, 200, 22, 7) | CTl Handl er (1, 200, 22,7) |1, 200, 13,8.3"*~* |[R N-H:0,N:0,L:0,V:0,Z:0,D: 0]
Async Response=2 Provi der Name=UCPr ovi der Cl i ent Ver si on=UCProvi der LoginId=wwhite Appl Name=Shi bui
Server Heart beat =60 CMAssi gnedAppl d=1234 Pl ugi nName=Ci sco JTAPI Li ght Wi ght Provi der Open=0 Auth
Styl e=0 Request A dFet ch=0

00895256. 001 | 08: 59: 16. 944 | Appl nfo | SSOTOKEN =

00895256. 002 | 08: 59: 16. 944 | Appl nfo | CQBEBuI | der: : Bui | dQbeMessage(): objectl D=2

00895256. 003 | 08: 59: 16. 944 | Appl nfo | CTl Handl er: : Qut put QbeMessage: TcpHand=[ 1: 200: 13: 8]

QoePr ef ={ Ox0xf 74b346c, 0x70} pQLeMsg=0x0xf 74b3474 gbeMsgSi ze=0x70 t npLen=0x78 nsgSi ze_=0x78

Etapa 2. A resposta aberta do provedor € enviada ao cliente Jabber.

00895256. 004 | 08:59: 16.944 | Applnfo |[CTI-APP] [CTlIHandl er:: QutputCti Message ] CTI
ProviderOpenResponse (seq#=2) provider id=16777223 FI PSMbde = 0

Etapa 3. O processo de autenticagcao do usuario final € iniciado.

00895260. 000 | 08:59:17.057 | Sdl Sig | Cti ProceedWt hAppLogin |init_conplete_await_auth

| CTI Handl er (1, 200, 22,7) | Cti Manager (1, 200, 21, 1) |1, 200, 13,8.3"*~* |[R L-H O,N:0,L:0,V:0,Z:0,D: 0]
00895261. 000 | 08:59:17.058 | Sdl Sig | Cti Logi nCheckReq |ready | Directory(1, 200, 23, 1)

| CTI Handl er (1, 200, 22,7) |1, 200, 13,8.3"*~* |[T:N-H:0,N: 0,L:0,V:0,Z:0,D: 0] Login=wwhite Seq#=2
Auth Style=0 3rd Party Certificate=0 mCcsp_url = ml ssuer Nane= EncryptedSi ngl eSi gnOnData Si ze=0
00895261. 001 | 08:59: 17. 058 | Appl nfo | Cti Logi nCheckReq: : authenticateByUserName

Etapa 4. A descriptografia de chave ocorre e deve ser bem-sucedida antes da tentativa de
autenticacao.

00895261. 002 | 08:59:17. 058 | Appl nfo | CCMAsymmret ri cEncrypti on: : Decrypt Text Enter
00895261. 003 | 08: 59: 17. 067 | Appl nfo | CCMAsymmret ri cEncrypti on: : Decrypt Text Exit
00895261. 004 | 08:59: 17. 067 | Appl nfo | Decrypted Key Status success - [52]
00895261. 005 | 08: 59: 17. 067 | Appl nfo | Nonce =cc64fd13-d4el- 43bc-808f-f051f 7¢945d0
00895261. 006 | 08:59: 17. 067 | Appl nfo | Nonce validation success

00895261. 007 | 08:59:17. 067 | Appl nfo | CCMSymet ri cEncrypti on:: Decrypt Text: enter
00895261. 008 | 08:59: 17. 067 | Appl nf 0o | CCMEncryption: :DecryptText (Exit) (Success))
00895261. 009 | 08:59: 17. 067 | Appl nfo | Decrypted Password Status success - [8]

Etapa 5. O nome de usuario € recuperado e usado para autenticagao junto com a senha.

00895261. 010 | 08:59: 17. 067 | Appl nfo | Aut henti cationlnpl::1ogin:enter

00895261. 011 | 08:59: 17. 067 | Appl nfo | Authenticationlnpl::retrieveCredential:enter

00895261. 012 | 08:59:17. 067 | Appl nfo | userid is wwhite

00895261. 013 | 08:59: 17. 067 | Appl nfo | Authenticationlnpl::login - no encryptedpassword
Credential, |ook for password

00895261. 014 | 08:59: 17. 067 | Appl nfo | Authenticationlnpl::login (Auth with password. Calling
aut hent i cat eUser Wt hPasswor d)

00895261. 015 | 08: 59: 17. 067 | Appl nfo | aut henti cati onDB: : authenticateUserWithPassword() :enter
00895261. 016 | 08:59: 17. 067 | Appl nfo | Credential Length is: 8

Etapa 6. O CTl Manager verifica a Politica de Credenciais do usuario.



00895261. 021 | 08:59:17. 113 | Appl nfo |userType is: 1
00895261. 022 | 08:59: 17. 113 | Applnfo |ti meCf Lockout is: O
00895261. 023 | 08:59:17. 113 | Appl nfo |ti meHackedLockout is: O
00895261. 024 | 08:59: 17. 113 | Appl nfo | hackCount is: O
00895261. 025 | 08:59: 17. 113 | Appl nfo | daysToExpiry is: O
00895261. 026 | 08:59: 17. 113 | Appl nfo | doesNot Expire is: O
00895261. 027 | 08:59: 17. 113 | Applnfo |useExpiryWarning is: O
00895261. 028 | 08:59:17. 113 | Applnfo |islnactive is: O
00895261. 029 | 08:59:17. 113 | Appl nfo | user Must Change is: O
00895261. 030 | 08:59:17. 113 | Applnfo |endUserStatus is: 1
00895261. 031 | 08:59:17. 113 | Applnfo |imsInfo is: 1
00895261. 032 | 08:59:17. 113 | Appl nfo |l ast Successful Logi nTine is: 1455049675
00895261. 033 | 08: 59: 17. 148 | Appl nfo | XXXXXX Check 1

Passo 7. A autenticagao CTI para o usuario final continua.

00895261. 034 | 08:59:17. 149 | Applnfo |authenticationDB::|ogin (Authenticating using LDAP)
00895261. 035 | 08:59:17.149 | Applnfo

| aut henti cati onLDAP. cpp: : aut henti cat eUser Wt hPasswor d() : ent er

00895261. 036 | 08:59:17.149 | Appl nfo | LDAP userid is 'wwhite’

00895261. 037 | 08:59:17.149 | Applnfo

| aut henticationUils::escapeLDAPSpeci al CharsForFilter():enter

00895261. 038 | 08:59:17.149 | Applnfo

After Escaping for LDAP special Characters for Filter = white

Etapa 8. O servigo CTl Manager agora tenta se conectar ao LDAP antes da tentativa de
autenticacgao.

00895261. 040 | 08:59: 17. 149 | Applnfo |LDAP not initialized...connecting...
00895261. 041 | 08:59: 17. 149 | Appl nfo | aut henti cati onLDAP: : connect () : enter
00895261. 042 | 08:59: 17. 149 | Appl nfo | aut henti cati onLDAP: : Aut henti cate(): enter
00895261. 043 | 08:59: 17. 149 | Applnfo | Authenticating with SSL not enabl ed
(1dap://10.10.10.10:3268)

Etapa 9. A tentativa de conexao foi bem-sucedida com a conta de servigo configurada na
configuracado de autenticacdo LDAP.

00895261. 044 | 08:59: 17. 149 | Applnfo |LDAP initialize non-SSL Return Code (0)
Etapa 10. A autenticagdo do administrador foi bem-sucedida.

00895261. 051 | 08:59: 17. 158 | Appl nfo | LDAP authentication bind SUCCESS for
Administrator@joshlab.net

00895261. 052 | 08:59: 17. 158 | Appl nfo | Connection # (0): sucessfu

00895261. 053 | 08:59: 17. 158 | Appl nfo |Details :

00895261. 054 | 08:59:17. 158 | Appl nfo | 10. 10. 10. 10 3268

00895261. 055 | 08:59: 17. 158 | AppPINf O |- - - mmm s m o m o oo o o oo
00895261. 056 | 08:59:17. 158 | Appl nfo | Avail abl e Servers (1)

00895261. 057 | 08:59: 17. 158 | Appl nfo | aut henti cati onLDAP: : Aut henti cate(): exit(0)

00895261. 058 | 08: 59: 17. 158 | Appl nfo | Authentication of LDAP administrator successful.

Etapa 11. O servigo CTIl Manager recupera informag¢des LDAP e autentica com a conta do usuario
final.

00895261. 072 | 08:59: 17. 164 | Applnfo |Retrieve the specified user entry:
(&( &( obj ect cl ass=user) (! (obj ectcl ass=Conputer)) (! (UserAccount Control :1.2.840.113556. 1. 4. 803: =2))
) ( sAMAccountName=wwhite) )



00895261. 073 | 08:59:17. 164 | Appl nfo | LDAP Search for User base: 'OU=Breaking

Bad,DC=joshlab, DC=net'

00895261. 074 | 08:59: 17. 165 | Appl nfo | LDAP Search conplete. Code: O

00895261. 075 | 08:59: 17. 165 | Applnfo | Get DN of entry.

00895261. 076 | 08:59: 17. 165 | Appl nfo | Got DN: CN=Wal ter \Wite, OU=Breaki ng Bad, DC=j oshl ab, DC=net
00895261. 077 | 08:59:17. 165 | Appl nfo | Attempt to authenticate DN: CN=Walter White,OU=Breaking
Bad,DC=joshlab, DC=net

00895261. 078 | 08:59: 17. 165 | Appl nfo | aut henti cati onLDAP: : Aut henticate(): enter

00895261. 079 | 08:59:17. 165 | Appl nfo | Authenticating with SSL not enabled
(ldap://10.10.10.10:3268)

Etapa 12. A autenticacdo LDAP do usuario final foi bem-sucedida.

00895261. 087 | 08:59:17.171 | Appl nfo | LDAP authentication bind SUCCESS for CN=Walter

White, OU=Breaking Bad,DC=joshlab, DC=net

00895261. 088 | 08:59: 17. 171 | Appl nfo | Connection # (0): sucessful

00895261. 089 | 08:59:17.171 | Applnfo |Details ::

00895261. 090 | 08:59:17.171 | Applnfo | 10.10.10.10 3268

00895261. 091 | 08:59:17. 171 | APPINf O | -- - o m e
00895261. 092 | 08:59:17. 171 | Applnfo | Avail abl e Servers (1)

00895261. 093 | 08:59:17. 171 | Appl nfo | authenticati onLDAP: : Aut henti cate(): exit(0)

00895261. 094 | 08:59:17. 171 | Appl nfo | aut henti cati onLDAP: : aut henti cat eUser Wt hPasswor d() : Exi t (0)
00895261. 095 | 08:59:17.171 | Appl nfo | Successfully authenticated user: wwhite

Etapa 13. O CTl Manager verifica o banco de dados para garantir que o usuario final tenha as
permissoes corretas para permitir acesso ao telefone.

00895262. 000 | 08:59:17.171 | Sdl Sig | CtiLogi nCheckRes | authenticating | CTl Handl er (1, 200, 22, 7)

| Directory(1, 200, 23,1) |1,200,13,8.3"*~* |[RNHO,NO,L:O,V:0,2:0,D: 0] Seg#=2 result=Success
Logi nUser | D= Expire days=4294967295

00895263. 000 | 08:59:17.172 | SdlSig | Cti UserSetti ngsReq | ready | CTI DbAccess(1, 200, 26, 1)

| CTlI Handl er (1, 200, 22,7) |1, 200, 13, 8. 3**~* |[T:HH O0,N:0,L:0,V:0,Z:0,D: 0] mUserId=wwhite
00895263. 001 | 08:59: 17. 172 | Appl nfo | DbAccess: : ReadCtiUserSettingsReq

Etapa 14. As permissdes de usuario CTl sao confirmadas.

00895264. 000 | 08:59:17.172 | Sdl Si g | ctiUserSettingsRes |verifying | CTl Handl er (1, 200, 22, 7)

| CTI DbAccess(1, 200, 26, 1) |1, 200, 13,8.3**~* |[R NH O,N O, L:0,V:0,2Z:0,D:0] SuperProvider =

Di sabl ed Cal | ParkRetrieval Al |l owed = Di sabl ed Mdi fyCalli ngNunber = Di sabl ed CTI Enabled =
Enabled Cal | Monitor=Di sabl ed Cal | Record=Di sabl ed Userid = wwhite result=0

00895264. 001 | 08:59:17.172 | Applnfo |[CTI-INFQ [CTlHandl er::verifying_Cti User Setti ngsRes]

nCti User Settings. nbSecurit yEnabl ed=0

00895264. 002 | 08:59:17.172 | Applnfo |[CTI-INFQ [CTlHandl er::verifying_Cti User Setti ngsRes]
mListenPort=2748

00895264. 003 | 08:59:17.172 | Applnfo |[CTI-INFQ [CTlIHandl er::verifying _CiUserSettingsRes] sent
providerSubscriptionRegNotify for user wwhite

Etapa 15. Em seguida, o CTIl envia um DeviceOpenRequest para o telefone que o Jabber vai
controlar.

00895326. 002 | 08:59:17. 335 | Appl nfo |[CTI-APP] [CTIHandl er:: processl ncom ngMessage] CTI
DeviceOpenRequest ( seq#=4 devi ce name=SEP001794625DE5 soft keys Appl D=1234)

00895327. 000 | 08:59:17. 335 | Sdl Si g | ctiDeviceOpenDeviceReq |ready | CTl Handl er (1, 200, 22, 7)

| CTI Handl er (1, 200, 22, 7) |1, 200, 13, 8. 5214. 48. 68. 203"SEP001794625DE5 | [ R N
H:0,N:0,L:0,V:0,Z:0,D: 0] AsyncResponse=4 DH=0| 0 Nane=sSEP001794625DE5 Type=0 Ri sC ass=0

Ter mi nat eMedi a=5 Request Type=0 Rt pDesti nationl| 1 Appl nl pAddr Mode=3 Filter

Bi t map=000100000000000000000100000001001 AppLogi nUser | d=wwhi t e Appl PAddr = i pAddr Type=0

i pv4=10. 10. 10. 100 Applicationl DLi stCount = 1 Applicationlds are 1234, nftoftKeyApplicationlD =
1234 Provider|DListCount = 1 Providerlds are 16777223, IsCTIConnectionTLS = F



Etapa 16. O CTl Manager permite a conexao e envia a resposta DeviceOpenRequest.

00895329. 000 | 08:59:17.339 | Sdl Si g | ctiDeviceOpenDeviceRes |ready | CTl Handl er (1, 200, 22, 7)

| CTI Devi ceLi neMyr (1, 200, 25,1) |1, 200, 13, 8.5%10.10.10.1004SEP001794625DE5 | [ R N
H:0,N:3,L:0,V:0,Z:0,D 0] mAsyncResponse = 4 DH=1| 38 Nane=SEP001794625DE5 Type=7

StationPi d=(0, 0, 0,0) nOpenResul t =0x0 nEncodi ngType=3 nRequest Type=0 nDSSDevi ceState = 0
00895329. 001 | 08:59:17. 339 | Appl nfo | CQBEBuI | der: : Bui | dQbeMessage(): objectl| D=27

00895329. 002 | 08: 59: 17. 340 | Appl nfo | CTI Handl er: : Qut put QbeMessage: TcpHand=[ 1: 200: 13: 8]

QoePr ef ={ Ox0xf 74b346c, 0x98} pQeMsg=0x0xf 74b3474 gbeMsgSi ze=0x98 t npLen=0xa0 nsgSi ze_=0xa0
00895329. 003 | 08:59: 17. 340 | Appl nfo |[CTI-APP] [CTIHandl er:: CQutputCti Message ] CTI
DeviceOpenResponse ( seq#=4 result=0 DH=1| 38 devi ceNane=SEP001794625DE5 devi ceType=7 devi cel d=38
regi strati onAl | owed=0 devi ceLocal e=1 protocol =1 devi ceRestricted=0 altScript= Rollover=0 Bl B=0
DNDOpt i on=0 | pAddr Mode=0 supportsFeat =0 Vi siting=0)

00895330. 000 | 08:59:17. 340 | Appl nfo | -->Ri sCTI Manager Access: : Devi ceQpenActivityy(...)

00895331. 000 | 08:59: 17. 340 | Appl nfo | DeviceOpenActivity(): activity: 1, connlD: 7, deviceNane:
SEP001794625DE5, applD: wwhite-10.10. 10. 100-58667, rtpaddr: , assoclpAddr: , nediaControl: O,
devi ceType: 7, reason: O

00895332. 000 | 08:59:17. 340 | Appl nfo | <--Ri sCTI Manager Access: : Devi ceQpenActivityy(...)

Etapa 17. Finalmente, ha a mensagem DevicelnService que marca a conclusao bem-sucedida da
solicitacdo de controle do telefone de mesa.

00895336. 003 | 08:59:17. 343 | Appl nfo |[CTI-APP] [CTIHandl er:: CQutputCiMessage ] CTI
DeviceInServiceEvent ( DH=1|38 ) Encoding Type=3 Device |ocale=1 At Script= DNDStatus=0

DNDOpt i on=0)

00895337. 000 | 08:59:17.344 | Sdl Sig | Sdl Datal nd |ready | Cti Manager (1, 200, 21, 1)

| SdI TCPConnecti on(1, 200, 13, 8) |1, 200, 13, 8. 6**~* | *TraceFl agOverr ode

00895337. 001 | 08:59:17. 344 | Applnfo | Cti Manager: :ready_Sdl Dat al nd(): ConnHandl e=[ 1: 200: 13: 8] TCP
nmessage | engt h=0x108

00895338. 000 | 08:59:17.344 | Sdl Sig | Cti QpeGeneri cMessage | ready | CTl Handl er (1, 200, 22, 7)

| Cti Manager (1, 200, 21, 1) |1, 200, 13, 8. 6°*"~* | *TraceFl agOverrode

00895338. 001 | 08:59: 17. 344 | Appl nfo | CQBEPar ser: : Par seQbeMessage: PDU#=37

Neste ponto, o cliente Jabber é capaz de controlar o telefone de mesa através do CTI. Problemas
comuns podem ser vistos na autenticagcdo LDAP e no processo de permissdes do usuario final
dos registros CTI.

Informagdes Relacionadas

- Guia de configuracdo do Jabber
- Suporte Técnico e Documentacao - Cisco Systems
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