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Introduction

Este documento descreve como configurar o Ative Diretory e o Ative Diretory Federation Service
(AD FS) Versao 2.0 para permitir que ele use a autenticagdo Kerberos por clientes Jabber
(Microsoft Windows apenas), que permite que os usuarios fagam login com seu login do Microsoft
Windows e ndo sejam solicitados a fornecer credenciais.

Caution: Este documento é baseado em um ambiente de laboratoério e pressupde que vocé
esta ciente do impacto das alteracdes feitas. Consulte a documentacgao relevante do produto
para entender o impacto das alteracoes feitas.

Prerequisites

Requirements
A Cisco recomenda que vocé:

. O AD FS Versao 2.0 foi instalado e configurado com os produtos Cisco Collaboration como
Confiancga de terceira parte confiavel

- Produtos de colaboragdo como Cisco Unified Communications Manager (CUCM) IM and
Presence, Cisco Unity Connection (UCXN) e CUCM habilitados para usar o Security
Assertion Markup Language (SAML) Single Sign-on (SSO)



Componentes Utilizados
As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Ative Diretory 2008 (nome de host: ADFS1.ciscolive.com)
- AD FS Versao 2.0 (Nome do host: ADFS1.ciscolive.com)
- CUCM (nome de host: CUCM1.ciscolive.com)
- Microsoft Internet Explorer versao 10
- Mozilla Firefox verséo 34
- Telerik Fiddler versao 4
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configurar

Configurar o AD FS

1. Configure o AD FS Verséao 2.0 com Service Principal Name (SPN) para habilitar o
computador cliente no qual o Jabber esta instalado para solicitar tiquetes, o que, por sua
vez, permite que o computador cliente se comunique com um servico do AD FS.

e+ Administrator: Command Prompt
Microsoft Windows [Uersion 6.1.76H11
Copyright <(c? 2007 Microsoft Corporation. All rights reserved.

C:sUserssAdninistrator?setspn —a HITP-adfsl ciscolivessso

Registering ServicePrincipalMamesz for CN=Saml S80,CM=lsers.DC=ciscolive.DC=com
HITPradfs1

Updated object

C:sUserssAdministrator?>

Consulte o AD FS 2.0: Como configurar o SPN (servicePrincipalName) para a conta de
servico para obter mais informacgoes.

2. Certifique-se de que a configuracao de autenticacao predefinida para o servico AD FS (em
C:\inetpub\adfs\is\web.config) é Autenticacdo Integrada do Windows. Verifique se ele nao foi
alterado para Autenticacdo baseada em formulario.


http://social.technet.microsoft.com/wiki/contents/articles/1427.ad-fs-2-0-how-to-configure-the-spn-serviceprincipalname-for-the-service-account.aspx
http://social.technet.microsoft.com/wiki/contents/articles/1427.ad-fs-2-0-how-to-configure-the-spn-serviceprincipalname-for-the-service-account.aspx
http://social.technet.microsoft.com/wiki/contents/articles/1427.ad-fs-2-0-how-to-configure-the-spn-serviceprincipalname-for-the-service-account.aspx
http://social.technet.microsoft.com/wiki/contents/articles/1427.ad-fs-2-0-how-to-configure-the-spn-serviceprincipalname-for-the-service-account.aspx

«microsoft. identityserver.web>
<localAuthenticationTypes>
<add name="Integrated"”
<add name="Forms" page="Formssi
<add name="TIsClient” page="aut
<add name="Basic" page="auth/basic/" />
</localauthenticationTypes>
<commonDomainCookie writer=""
zcontext hidden="true" />
<error page="Error.aspx’ /=

HﬂIﬂ.apr" S

reader="" />

Jsslclient/" /=

page=”authf1ﬂtegratedf“ i

<acceptedFederationProtocols saml="true" wsFederation="true" /=
<homeRealmDiscovery page="HomeRealmDiscovery.aspx’ /=
<persistIdentityProviderInformation enabled="true" lifetimeInDays="30" />

<s5inglesignon enabled="true" /=
</microsoft. identityServer.web>

3. Selecione Autenticagdo do Windows e clique em Configuragdes avangadas no painel direito.
Em Advanced Settings (Configuragdes avangadas), desmarque Enable Kernel-mode
authentication, verifique se Extended Protection esta desativado e clique em OK.
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4. Certifique-se de que o AD FS Versao 2.0 suporta o protocolo Kerberos e o protocolo NT LAN
Manager (NTLM) porque todos os clientes ndao Windows ndo podem usar Kerberos e

dependem do NTLM.

No painel direito, selecione Provedores e verifique se Negociar e NTLM estdo presentes em

Provedores Habilitados:



"-"-E'Irtuut Information Services [I15) Manager
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Note: O AD FS passa o cabecgalho de seguranga Negociar quando a autenticagéo integrada
do Windows é usada para autenticar solicitagdes de clientes. O cabecgalho de seguranga
Negociar permite que os clientes selecionem entre a autenticacéo Kerberos e a autenticagao
NTLM. O processo Negociar seleciona a autenticacdo Kerberos, a menos que uma destas

condicOes seja verdadeira:

- Um dos sistemas envolvidos na autenticagao n&o pode usar a autenticagao Kerberos.

- O aplicativo de chamada né&o fornece informacdes suficientes para usar a autenticacao

Kerberos.

- Para permitir que o processo de negociagao selecione o protocolo Kerberos para
autenticagao de rede, o aplicativo cliente deve fornecer um SPN, um UPN (User Principal
Name, nome principal do usuario) ou um NetBIOS (Network Basic Input/Output System,
sistema basico de entradas e saidas) como o nome de destino. Caso contrario, o processo
Negociar sempre seleciona o protocolo NTLM como o método de autenticacao preferencial.

Configurar navegador

Microsoft Internet Explorer

1. Verifique se Internet Explorer > Advanced > Enable Integrated Windows Authentication esta

marcado.



I |

Internet Options

General | Security | Privacy | Content | Connections | Programs -ﬁ-d'ﬁﬁﬂEEd|

Settings

() Do not submit unknown addresses to your auto-search pri =
@ Justdisplay the results in the main window
ﬁ Security
(] allow active content from CDs to run on My Computer*
(] allow active content to run in files on My Computer®
(] Allow software to run or install even if the signature is invi
Check for publisher's certificate revocation
Check for server certificate revocation™
Check for signatures on downloaded programs
[ Do not save encrypted pages to disk
|| Empty Temporary Internet Files folder when browser is dc
Enable DOM Storage
Enable Integrated Windows Authentication™®
[#] Enable memory protection to help mitiqate online attacks
4 | [} | F

*Takes effect after you restart Internet Explorer

—
—
—

= v

| Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

Reset... |

¥ou should only use this if your browser is in an unusable state.

[ QK ] | Cancel Apply

2. Adicione a URL do AD FS em Segurang¢a >Zonas de intranet > sites.



.Internet Options @

General | >ecurity | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ & /v O

Internet Local intranet Trusted sites  Restricted
sites

Sites

Local intranet |

This zone iz for all websites that are
== found on your intranet.

b

Local intranet @

Use the settings below to define which websites are induded in
the local intranet zone.,

Automatically detect intranet network

Indude all local (intranet) sites not listed in other zones

Indude all sites that bypass the proxy server

Indude all network paths (UNCs)

What are intranet settings? | Advanced | | Ok || Cancel

Local intranet

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

Add

Websites:

adfs1.ciscolive.com Femove

3. Adicione os nomes de host CUCM, IMP e Unity a Seguranga >Sites confiaveis.



.Internet Options @

General | >ecurity | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ & / O

Internet Local intranet  Trusted sites  Restricted
sites

Trusted sites
r L [ Sites |

"
" I |

Trusted sites @

j You can add and remowve websites from this zone. All websites in

this zone will use the zone's security settings.

Add this website to the zone:

Add

Websites:

cucm 1. cscolive. com Remowve
imp 1. dscolive.com
ucxn 1. dscolive.com

|| Require server verification (https:) for all sites in this zone

Close

4. Certifique-se de que o Internet Explorer > seguranga > Intranet local > Configuragdes de
seguranca > Autenticagéo do usuario - Logon esteja configurado para usar as credenciais de
login para sites de intranet.



B

fy == Options % | =

*| 4]

General | Seaurity | privacy | Content | Connections | Programs | Advanced |
Security Settings - Local Intranet Zone ]

Select a zone to view or change security settings.

Settings

@ @& JV O oeate -
Internet  Local intranet  Trusted sites  § = (:jﬁiﬂ:; -
| This zone is for all websites that are &
™ found on your intranet. — éﬂlgf; Java apclets
@ Enable
. ™) Prompt
Security level for this zone o
82, User Authentication
Allowed levels for thes zone: All 3& Logon
Medium-low () Anonymous logon
En-"tlir!:"":fli;}'iﬂt for websites on your i@ Automatic logon only in Intranet zone
ane ) . Al
- Most content will be run without ¢ 8 Aub:m::nw vith l;l..lrl:f‘lt ol r'ldm ol pramuiond L
= Unsigned ActiveX controls will not Prompt for user name and passwor ™
-Same as Medium level without prg < E | -

[~ |Enable Protected Mode (requires restartin
| Custom level...
Reset custom settings

I Resetallzg — Reset to: [hhﬁa.m-lm{deﬁljt} v] [ Reset... ]

*Takes effect after you restart Internet Explorer

[ o J[]

Mozilla FireFox

1. Abra o Firefox e digite about:config na barra de enderecos.

I ' aboutconfi » |
L) about:config 'k+

&/ Firefox | about:config

2. Clique em Eu serei cuidadoso, prometo!

y Here be dragons!

Changing these advanced settings can be harmful to the stability, security, and performance of this
application. You should only continue if you are sure of what you are doing.

[+ Show this warning nest time

Tll be careful, I promise! |




3. Clique duas vezes no nome de preferéncia network.negotiation-auth.allow-non-fqdn para
true e network.negotiation-auth.trust-uris para ciscolive.com,adfs1.ciscolive.com para
modificar.

Semch:  retwarkn

Preference hams = Status Type Ve

nebanrk meqotiate-suthoalow-rasogre-nbm-o] defmuit boalesn Tl

etk regoliate-autb alicws-raecur e nbime] it e st baalean true

iz bwee ke mengartiab e autb ol o Dgde it &l Esstabiean e

nebvenrkregobate-authualicw - proses defanit bonlean nae

network negobate-auth delegation- uns defat string

mebwork reqotate-auth geslib L string

network negotiste-sth trusted-uris user sek wring izl adfz] ciucolive.com cscolive.com
nebventk regeiate-authusing-native-guklk ded it ] trus

arebenik Al end v s poras it il [ Take

4. Feche o Firefox e reabra.

Verificar

Para verificar se os SPNs do servidor AD FS foram criados corretamente, insira o comando
setspn e exiba a saida.

o+, Administrator: Command Prompt

Microsoft Windows [Version 6.1.76811]
Copyright <c? 200? Hicrosoft Corporation. All rights reserved.

CixlserssAdministrator>setspn —-L sso
Registered ServicePrincipalMames for CH=S5aml SS0,.CH=llzers,.DC=cizcolive DC=com:
HITPradf=1

CislUserssAdministrator>

Verifique se as maquinas clientes tém tiquetes Kerberos:

Bl CAWindows\system32\cmd.exe Bn R x|
iislzerssuserl .CISCOLIVE>K]list tickets ~

Current Logonld iz A:Bxabchd
Cached Tickets: (2>

Client: userli @ CISCOLIUVE.COM

Server: krbtgt/CISCOLIVE.COM @ CISCOLIUE.COM

KerbTicket Encryption Type: AES-256-CTS—HMAC-SHA1-96

Ticket Flags Bx4defdBbd -> forwardahle renewahle initial pre_authent
Start Time: 11772015 20:52:47 (local?

End Time: 1/48-2015 6:52:47 (local?

Renew Time: 1-24-2015% 28:52:47 (local>

Session KHey Type: AES-256-CTS-HMAC-SHA1-76

Client: userd @ CISCOLIUE.COH

Server: hostspcl_ciscolive.com @ CISCOLIUE.COM

KerbTicket Encryption Type: AES-256-CTE-HHMAC-SHA1-96

Ticket Flags Bx4baBlédpd -> forwardable renewahle pre_authent
Start Time: 1-.17-20015 28:52:47 (local>

End Time: 1-18-2015 6:52:47 (locald

Renew Time: 1242815 28:52:47 (locall

Session Hey Type: AES-256-CTS-HMAC-SHA1-96

C:xlserssuserl .CISCOLIVE



Conclua estes passos para verificar qual autenticagao (autenticagdo Kerberos ou NTLM) esta
sendo usada.

1.

2.

Baixe a ferramenta Fiddler na sua maquina cliente e instale-a.

Feche todas as janelas do Microsoft Internet Explorer.

. Execute a ferramenta Fiddler e verifique se a opgéo Capture Traffic esta ativada no menu

File (Arquivo). O Fiddler funciona como um proxy de passagem entre a maquina cliente e o
servidor e escuta todo o trafego.

. Abra o Microsoft Internet Explorer, navegue até o CUCM e clique em alguns links para gerar

trafego.

. Consulte a janela principal do Fiddler e escolha um dos Quadros em que o Resultado é 200

(sucesso) e vocé pode ver Kerberos como Mecanismo de Autenticagao
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%7 2 HTTPS  cuomciscolive..,  fescepfesmifogingrelapal... 00 00 O0 00 30 58 00 00 O0 &0 00 00 00 S8 00 00 ... .M. ..., ..

& . “ . ’ ogn ) 00 00 00 DO 00 58 00 G0 D0 0 00 00 00 56 0O 09 x .
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i 00 OO 00 OF FE AF 60 90 38 DT F3 E2 F4 5E B4  .....~ WBREN

Ee w2 s il l"df’l"" - EE OF 74 &5 20 AZ 42 04 40 04 0O OO 00 FE 47 AT =o€ —£.......B

z e} 401 HTTPS acts Loscoly...  fadfalsfauthfntegrated)®.., %0 M I3 BA B4 00 00 0D 0D L -

T 1 i HTTPS  adsigecoiv,, fedfedfadhfntegrated®,., 3 |

ton Fadfslefauthfinbegrabed ...

ﬂ 13 02 HTTR wmwe. domnioa.. . fmsdowmlosdiupdaiefifs. .. .

EH an1 HTTPS adfs 1l oscolie...  [ffawicon.ioo £ I"\llh Cacin | Cadoes | R | B | M

& 15 200 HTTP Turred b cuem. cisoniive. oot B443 N0 Proxy-Authenticate Header 3 present,

Epl6 T HTIPS  ouosmocedoive... feedep/eam[S50/das/0U. .. wWaw-Authenticate Header (Negotiate) appears to be a kerberos reply:

T1r 43 HTPS  womcscoive.,  fosospirelay 1 A1 1B B0 19 A0 OF 04 G1 00 AR 12 04 10 01 00 09 .9, ..oabeaeean

- : . 00 43 87 EO BB C1 36 E3 A% 00 00 00 00 JCOE AEAR. ...

= 18 200 HTTRS oucmLoEcDive.. . foscologo.gf
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-

1| ri
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. Se o tipo de autenticagdo for NTLM, vocé vera Negotiate - NTLMSSP no inicio do quadro,

como mostrado aqui.
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Troubleshoot

Se todas as etapas de configuragao e verificagao forem concluidas conforme descrito neste
documento e vocé ainda tiver problemas de login, consulte um Administrador do Microsoft

Windows Ative Diretory / AD FS.
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