Como obter a captura de pacotes do VXML
Gateway para analise de sinal e voz
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Introduction

Este documento descreve como obter uma captura de pacote (pcap) de um Gateway VXML para
analise de sinal e voz.

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:
- Unified Customer Voice Portal (CVP)

- Voice Extensible Markup Language Gateway (VXML GW)
. ferramenta Whireshark

Componentes Utilizados

Este documento n&o se restringe a versdes de software e hardware especificas.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Captura de pacote no gateway VXML

Vocé pode obter um pcap para verificar a sinalizagao e a midia do Cisco VXML GW com este
procedimento para a interface g0/0. Vocé precisa alterar o nome da interface no comando para o
apropriado.

conf t



ip traffic profile test mode capture
bidirectional

exit

int g0/0

ip traffic apply test size 20000000

end

traffic int g0/0 clear
traffic int g0/0 start

Gateway VXML capturando trafego, faca uma chamada de teste e interrompa rapidamente a
captura de pacotes.

traffic int g0/0 stop
Para copiar o pcap para um servidor TFTP, digite este comando.

traffic int g0/0 copy tftp://x.x.x.x/g00.pcap
Para copiar o pcap para um servidor FTP, digite este comando.

traffic int g0/0copy ftp://username:password@x.x.x.x/g00.pcap
A captura de tela mostra o arquivo pcap port1.pcap aberto com a ferramenta Wireshark.

M portlpeep [Wireshark 1.10.3 (SVN Rev 53022 from /trunk-1.10]]
Eile Edit View Go Capture Analyze Statistics Telephony Tools [ntemnals Help
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Filter:
Mo, Time
1 0.000000
2 0.000183
3 0.003746
4 0.107792
5 0.203785
6 0.251243
7 1.000105
8 1.000125
9 5.037823
10 5.038359
11 5.703503
12 7.201722
13 7.203454
14 7.203494
15 7.2365432

18 7.265297
19 7.265345
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Frame 1: 92 bytes on wire (736 bits),
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Qeaan #Emxa

E Expression... Clear Save
Protocel Length Info
S5H 92 Encrypted response packet len=52

TACACS+ 217 Q: Accounting
TACACS+ 57 R: Accounting

TCP 40 35576 > tacacs [AcK] Seq=1 Ack=1 win=3984 Len=0
TCP 40 63840 > tacacs [ACK] Seqwl?8 Ack=18 Win=3785 Len=0
TCP 40 58357 > ssh [ack] seg=1 Ack=53 win=65288 Len=0

syslog 143 LOCAL7.NOTICE: 48: 058316: Apr 6 20:58:28.410: X¥RITE-5-CAPTURE_START: started IP traffic capture for interf
Syslog 143 LOCAL7.NOTICE: 48: 058316: Apr 6 20:58:28.410: XRITE-5-CAPTURE_START: Started IP traffic capture for interf
sIP 508 Request: OPTIONS sip:10.251.92.10 |

SIP/SDF 1007 status: 200 oK |

BROWSEF 229 Host Announcement USQLCAWS1, workstation, Server, SQL Server, NT Workstation, NT Server

sIP 1358 Request: INVITE 5ip:5555522222222221362@VXMLGWLA. omnicare. com; transport=udp |

SIP 493 status: 100 Trying |

SIP/SDF 1100 Status: 200 OK |

SIP/SDF 804 Request:

40 63536 > irdmi [ACK] Seq=1 Ack=1 win=4128 Lei
TCP 576 [TCP segment of a reassembled Pou]
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92 bytes captured (736 bits)
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Internet Protocol version 4, src: 10.251.93.10 (10.251.93.10), Dst: 10.251.62.208 (10.251.62.208)
Transmission Control Protocol, Src Port: ssh (22), Dst Port: 58357 (58357), Seq: 1, Ack: 1, Len: 52
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Packets: 1727 - Displayed: 1727 (1000%) - Load time: ... | Profile: Default

Verificar

Para verificar se a captura de pacote € valida, use este procedimento.

Etapa 1. Filtrar sinalizagao sip.



Digite a palavra-chave sip na caixa de texto Filtro.

pol
File Edit View Go Copture Analyze Stefistics Telephony Tools Intemals Help
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Filter: | sip E Expression... Clear Apply Save
Mo, Time Source Destination Protocol Length Info A
9°5.037823 0. 3 508 Request: OPTIONS 51p:10.251.93.10 F
10 5.038359 10.251.93.10 10.251.93.33 SIP/SDF 1007 Status: 200 OK |
12 7.201722 10.250.93.57 10.251.93.10 SIP 1358 Request: INVITE s5ip:5555522222222221362@VXMLGWLA, omnicare, com; transport=udp |
13 7.203454 10.251.93.10 10.250.93.57 5IP 493 status: 100 Trying |
14 7.203494 10.251.93.10 10.250.93.57 SIP/SDF 1100 Status: 200 OK |
15 7.236543 10.250.93.57 10.251.93.10 SIP/SDE 804 Request: ACK sip:55555222232222221362@10.251.93.10:5060 |
436 10.045310 10.251.93.33 10.251.93.10 SIP 508 Request: OPTIONS sip:10.251.93.10 |
437 10.045836 10.251.93.10 10.251.93.33 5Ip/SDF 1007 5tatus: 200 OK |
711 11.870965 10.250.93.57 10.251.93.10 sIP 498 Request: BYE $1p:5555522222222221362@10.251.93.10:5060 |
714 11.872078 10.251.93.10 10.250.93.57 SIP 561 Status: 200 oK |
732 15.053366 10.251.93.33 10.251.93.10 5IP 508 RequesT: OPTIONS sip:10.251.93.10 | =
733 15.053737 10.251.93.10 10.251.93.33 SIP/5DF 1008 status: 200 OK |
734 20.123097 10.251.93.33 10.251.93.10 5IP 508 Request: OPTIONS sip:10.251.93.10 |
735 20.123454 10.251.93.10 10.251.93.33 SIP/SDF 1008 Status: 200 OK |
736 25.130902 10.251.93.33 10.251.93.10 5Ip 508 Request: OPTIONS sip:10.251.93.10 |
737 25.131482 10.251.93.10 10.251.93.33 SIP/SDF 1007 Status: 200 OK |
738 27.719707 10.251.93.57 10.251.93.10 SIP/SDF 1284 Request: INVITE sip:5555522222222221363@VXMLGWLA. ommicare. com; transport=udp |
739 27.721307 10.251.93.10 10.251.93.57 sIp 481 status: 100 Trying |
740 27.721345 10.251.93.10 10.251.93.57 SIP/SDF 1022 Status: 200 oK |
775 27.874125 10.251.93.57 10.251.93.10 5IP 488 Request: ACK s1p:5555522222222271363@10.251.93.10:5060 |
1010 30. 200873 10.251.93.33 10.251.93.10 S5IP 508 Request: OPTIONS sip:10.251.93.10 |
1011 30.201266 10.251.93.10 10.251.93.33 SIP/SDF 1006 Status: 200 OK |
1513 35.208687 10.251.93.33 10.251.93.10 sIP 508 Request: OPTIONS sip:10.251.93.10 |
1514 35.209051 10.251.93.10 10.251.93.33 SIP/SDF 1008 Status: 200 OK | =
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|@ Frame 9: 508 bytes on wire (4064 bits), 508 bytes captured (4064 bits)

% Raw packet data

|@ Internet Protocol version 4, Src: 10.251.93,33 (10.251.93.33), Dst: 10.251.93.10 (10.251.93.10)
# User Datagram Protocol, Src Port: 58B00 (58800), bst Port: sip (5060)

|@ session Initiation Protocol (OPTIONS)

| 54z-;rpo rt
|00a0 46 6f 72 77 61 72 64 73 3a 20 37 30 Od 0a 43 &f Forwards :

© B | File: "Ci\customen\brad\portl.pcap” 390 kB ... | Packets: 1727 - Displayed: 28 (1.6%) - Load time: (:00.... | Profile: Default

Etapa 2. Abra os fluxos de RTP com o Wireshark Player.

- Navegue até Telefonia - Chamadas Voip
- Escolher a chamada em questao
- Selecionar Player

M portlpcep [Wireshark1.10.3 (SVN Rev 53022 from /trunk-1.10)]
File Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help

e@ 48 BREXS AesTF L laaab *«B®% B

Filter: ' sip Izlf_xpnssinn... Clear Apply Save
No. Time Source Destination Protocol Length Info
9 5.037823 10.251.93.33 10.251.93.10 SIP 508 Request: OPTIONS sip:10.251.93.10 |
10 5.038359 10.251.93.10 10.251.93.33 S5IP/SDF 1007 Status: 200 ok |
12 7.201722 10.250.93.57 10.251.93.10 SIP 1358 Request: INVITE sip:5555522222222221362@vXMLGWLA. omnicare. com; transport=udp |
13 7.203454 10.251.93.10 10.250.93.57 SIP 493 status: 100 Trying |
14 7.203494 10.251‘_%‘ 10 10.250.93.57 SIP/SDF 1100 Status: 200 OK |

15 7.236543 10.250.| s e
436 10.045310 10, 251 M Portlipcsp - VolP Calls
437 10.045836 10.251.
711 11.870965 10.250. Detected 2 VolP Calls. Selected 1 Call.

714 11.872078 10.251. - 2 it
= 4 4 4 4 4 4 4 1
732 15.053366 10,251 Start Time Stop Time Initial Speaker From To Protocol Packets State Cormments

733 15.0523737 10.251. 7201722 11872078 10.250.93.57 "USRXL Main AA - Vanda | <sip:555552222222222136: SIP 6 COMPLETED

734 20.123087 10.251 27.719707 36979711 10.25 ! 5555522222223 6 COMPLETED
735 20.123454 10.251,
736 25.130902 10.251.
737 25.131482 10.251,
738 27.719707 10.251.
739 27.721307 10.251,
740 27.721345 10.251.
775 27.874125 10.251.
1010 30.200873 10.251
1011 30.201266 10.251.]
1513 35.208687 10.251.
1514 35,209051 10.251.| “ [ | »

1E00 & N7EETD AN 51

.\

Total: Calls: 2 Start packets: 0 Completed calls: 2 Rejected calls: 0

Frame 9: 508 bytes on
Raw packet data
Internet Protocol vers
| @ User Datagram Protocol, 5rc Port: 58800 (58800), Dst Port: sip (5060)
|[@ Session Initiation Protocol (OPTIONS)

EEL]

™

Etapa 3. Clique em Decodificar.



‘ portl.pcap [Wireshark1103 (SVN Rev 53022 from /trunk-1.10)]
Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

(=)

M portl.pcap - VolP - RTP Player
Filter:
Mo,

=] View as time of day

["] Use RTP timestamp Decode

Jitter buffer [ms] |50 Play

1
1 2BVXMLGWLA. omnicare. com; transport=udp |
1t

14 7.203494
15 7.236543
436 10.045310
437 10.045836
711 11. 870965

714
732
733
734
735
736
737
738
739
740
775

1010

1011

1513

1514

Rl

11.872078
15.053366
15.053737
20.123097
20.123454
25.130902
25.131482
27.719707
27.721307
27.721345
27.874125
30. 200873
30.201266
35. 208687
35.209051

D

10.251.93.10
M portl.pcap - VolP Calls

10.250.
10.251.
10.251.
10.250.
10.251,
10.251.
10.251.
10.251.
10.251.
10.251.
10.251.
10:251.
10.251,
10.251.
10.251.
10.251.
10.251.
10.251.
10.251.

e

10.250.93. 57

B -4
SIP/SDF 1100 Status: 200 ok |

Start Time

~ Stop Time

4 Initial Speaker

4 From

Detected 2 VoIP Calls, Selected 1 Call,

1 To

4 Protocol

7.201722
27.719707

11872078 10.25093.57
36979711 102519357

"USRXL Main AA - Vanda | <5ip:555552222222222136. SIP
+18505471607 <sip:+1859! <5ip:555552222222233136: SIP

4 Packets

4 State

===

4 Comments 4

6 COMPLETED
6 COMPLETED

I

Total: Calls: 2 Start packets: 0 Completed calls: 2 Rejected calls: 0

BHEB

Frame 9: 508 bytes on
Raw packet data
Internet Protocol Vers

Prepare Filter |

Player |

Etapa 4. Reproduzir a gravagao.

Para reproduzir a conversacgao gravada, selecione o grafico decodificado para a chamada em
questédo e selecione Reproduzir.

M portlpcap [Wireshark 1103 (SVN Rev 53022 from /trunk-1.10)]
File Edit View Go (Capture Analyze Statistics Telephony Tools Internals Help

e ®

M portl.pcap - VoIP - RTP Player

Filter:

Mo.

B e e

28VXMLGWLA. omnicare. com; transport=udp |

28 30s 315 325 33s 34 356

« it | +
[ From 10.251.93.177:20796 to 10.251.93.10:18902 Duration:8.08 Drop by Jitter Buff:0(0.0%) Out of Seq: 0(0.0%) Wrong Timestamp: 0{0.0%)

29s

B =

28s

23s

30s

3ls

[¥] From 10.251.93.10:18902 to 10.251.93.177:20798 Duration:0.20 Drop by Jitter Buff:0(0.0%) Out of Seq: 0(0.0%) Wrong Timestarmp: 0(0.0%)

[

| View as time of day

4 Packets

4 State

4 Comments 1

6 COMPLETED
6 COMPLETED

1014 Jitter buffer [ms] |50 [T} Use RTP timestamp Decode l I Play

101
151

151 - ] »
Total Calls: 2 Start packets: 0 Completed calls: 2 Rejected calls: 0

® Frame 9: 508 bytes on

Raw packet data

1&8en ;:’nvp;v-: 1n-1:1'

Internet Protocol Vers
| User Datagram Protocol, Src Port: 58800 (58800), Dst Port: sip (5060)
Session Initiation Protocol (OPTIONS)

®B

]

O procedimento descrito pode ser usado para solucionar problemas com qualidade de audio,
audio unidirecional ou condi¢des de ar inativo.

Esses comandos debug podem ser digitados no gateway VXML para diagndstico adicional.

debug ccsip mess
debug ccsip error
debug voip ccapi inout




debug
debug
debug
debug
debug
debug
debug

voip
http
voip
voip
voip
voip
voip

dialpeer inout

client all

application script
application wvxml

rtp session named-events
rtp sess nse

rtp
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