Faca backup e restaure a configuracao principal
do AP no Cisco Business Wireless

Objetivo

O objetivo deste artigo € mostrar as etapas necessarias para fazer o backup e restaurar a
configuragcéo do Ponto de Acesso Primario (AP) ao usar os APs Cisco Business Wireless (CBW).

Dispositivos aplicaveis | Versao do software

140AC (Data Sheet) | 10.3.1.0 (Download mais recente)

145AC (Data Sheet) | 10.3.1.0 (Download mais recente)

240AC (Data Sheet) | 10.3.1.0 (Download mais recente)

Introduction

O CBW tem um novo recurso disponivel na versado 10.3.1.0 e superior, que permite exportar e
importar a configuragcdo do AP primario na interface de usuario da Web (Ul).

Esse arquivo de configuragao contém todas as informagdes sobre o AP primario, incluindo as
configuracdes de radio, malha e local. Os arquivos de configuragédo sao criados no formato XML.

Isso € util quando vocé precisa executar uma redefinicao de fabrica. Se vocé tiver o arquivo de
configuracao, podera carrega-lo em vez de ter que reconfigurar o AP primario do zero. Outra
instancia que um arquivo de configuracao seria util € se vocé deseja que as mesmas
configuracdes sejam definidas em um novo AP primario.

Se vocé nao tiver a versao mais recente do software para seu AP, precisara fazer isso antes de
comecar. Nao € possivel executar estas etapas sem a atualizacido. Se precisar de assisténcia,
consulte Atualizar software de um ponto de acesso sem fio comercial da Cisco.

Se vocé nao esta familiarizado com os termos neste documento, clique em Cisco Business:
Glossario de Novos Termos.

Faga login no AP primario
Passo 1

Usando um computador em sua rede, faca login na interface de usuario da Web do seu AP
principal inserindo https://[IP address of your Primary AP] na barra de pesquisa. Certifique-se de
usar https:// como um prefixo ou vocé nao tera acesso. Neste exemplo, https://192.168.1.124 foi
usado, mas o seu ira variar. Se tiver problemas com o acesso, experimente outro navegador da
Web.

C | @ https://192.168.1.124


https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/2063-Upgrade-software-of-CBW-access-point.html
https://www.cisco.com/c/pt_br/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2331-glossary-of-non-bias-language.html
https://www.cisco.com/c/pt_br/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2331-glossary-of-non-bias-language.html
https://www.cisco.com/c/pt_br/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2331-glossary-of-non-bias-language.html

Etapa 2 (Opcional)

Se vocé nao tiver um certificado de seguranga, podera ver um pop-up com um aviso. Esse aviso
pode parecer diferente dependendo do navegador da Web. Clique para avangar e continuar.

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.124 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Help improve security on the web for everyone by sending URLs of some pages you visit, limited

system information, and some page content to Google. Privacy policy

Back to safety

Pode haver um segundo pop-up para clicar para continuar.

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.124 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Hide advanced Back to safety

This server could not prove that it is 192.168.1.124; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

[ Proceed to 192.168.1.124 (unsafe)]

Etapa 3

Clique em login.

Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password

(o)



Passo 4

Insira seu nome de usuario e senha. Click OK.

| ® https://192.168.1.124 is requesting your username and passwerd. The site says: "Cisco Business
| Wireless"
User Name: |admin |
Password: |ooooooo. |

Faga o download do arquivo de configuragao
Passo 1

Clique em Avangado > Ferramentas AP primarias.

@ Monitoring
¢ Wireless Settings

I‘l- Management

-"-'- Advanced .

¥ SNMP
B Logging

«ill RF Optimization

® -

Passo 2

Clique na guia Gerenciamento de configuragao. Clique no menu suspenso Direction para
selecionar Download. Deixe o modo de transferéncia em HTTP. Clique em Apply.

Restart Master AP Configuration Management Troubleshooting Files Troubleshooting Tools

Config Update

Uploading a configuration might disrupt the network and wireless connectivity shall be lost.
Pop-up blocker should be disabled in Browser settings to upload or download configuration file.

Direction Download v o

Transfer Mode HTTP -

Etapa 3

Vocé vera uma janela pop-up solicitando uma confirmacao de que deseja baixar o arquivo. Clique
em Sim.



Download Configuration

Are you sure you want to download this file.?

Passo 4

Uma janela pop-up mostra algumas opg¢oes. Neste exemplo, escolhemos Abrir com Bloco de
Notas (padrao). Click OK. Se vocé n&o quiser visualizar antes de salvar, selecione Salvar arquivo
e va para a segao Carregar a configuracdo deste artigo.

Opening config.bd X

You have chosen to open:
config.txt

which ist Text Docurnent (34.7 KB)
from: blob

What should Firefox do with this file?

pen with: | Notepad (default) hd
) Save File

[ Do this automatically for files like this from now on.

QK Cancel

Etapa 5

Este é um exemplo de uma segao de um arquivo de configuragao.

| config.txt - Notepad - O X

File Edit Format View Help

# WLC Config Begin <Fri Nov 13 ©9:34:09 2020>! Number of APs: A
2! PID: CBW145AC-B, SN: FGL2418L84T ! Product Version:

10.3.1.0 | | ##wkssiisiiikiisiis PORT SUMMARY
**********************!

! STP  Admin Physical Physical Link Link

' Pr Type Stat Mode Mode Status Status Trap

POE
[
' 1 Normal Forw Enable Auto 1080 Full Up Enable
N/A 11 ekssckackackaokkkaok sk k- CDP NEIGHBOUR SUMMARY

**********************!

| Capability Codes: R - Router, T - Trans Bridge, B - Source
Route Bridge
! S - Switch, H - Host, I - IGMP, r -

Repeater,

! M - Remotely Managed Device

!

| Device ID Local Intrfce Holdtme Capability
Platform Port ID

! c47d4fece3s2 wirede 152 SI

SG200-50P giSconfig location expiry tags 5 config macfilter
add 6c:71:0d:55:73:c4 © @ CBW145AC-73c4 config macfilter add
6c:71:0d:55:5d:a4 ©@ © 141ACM config countries-list add US
config rf-profile data-rates 802.11a disabled 6 High-Client-
Density-862.11a config rf-profile data-rates 802.l1la disabled
9 High-Client-Density-802.11a config rf-profile data-rates
802.11a mandatory 12 High-Client-Density-862.11la config rf-
profile data-rates 802.1la supported 18 High-Client-Density-
802.11a config rf-profile data-rates 862.1la mandatory 24
High-Client-Density-802.11a config rf-profile data-rates
802.11a supported 36 High-Client-Density-862.11la config rf-
profile data-rates 802.1la supported 48 High-Client-Density-
802.11a config rf-profile data-rates 862.1la supported 54
High-Client-Density-802.11a config rf-profile data-rates

Etapa 6

Clique em Arquivo e, no menu suspenso, selecione Salvar como....

|

File | Edit Format View Help
New Ctrl+N
Open... Ctrl+O



Etapa 7

Digite um nome para o arquivo de configurag&o. Click Save. Anote a localizagdo do arquivo para
upload.

| Save As X
1 « Documents » Notepad v U Search Notepad y o]
Organize ~ New folder = - (7]
Fa¥
: A Name Date modified .
v
5 Documents < >
SN EIMERRA C 145-config.txt v
Save as type: Text Documents (*.txt) v
A Hide Folders Encoding: |ANSI w Save Cancel

Fazer upload do arquivo de configuragao
Passo 1

Clique em Avangado > Ferramentas AP primarias.

@@ Monitoring
£ Wireless Settings

I'l- Management

-"-'- Advanced .

¥ SNMP
E Logging

«ll RF Optimization

@ -

Passo 2

Clique na guia Gerenciamento de configuragdo. Clique no menu suspenso Direction para



selecionar Upload. Deixe o modo de transferéncia em HTTP. Clique em Apply.

Restart Master AP Configuration Management Troubleshooting Files Troubleshooting Tools Upload File

Config Update

Uploading a configuration might disrupt the network and wireless connectivity shall be lost.
Pop-up blocker should be disabled in Browser settings to upload or download configuration file.

Direction = Upload v 99

Transfer Mode HTTP v

(3]

Etapa 3

Vocé vera uma janela pop-up solicitando uma confirmagao de que deseja baixar o arquivo. Clique
em Sim.

Upload Configuration

Importing a configuration file will overwrite existing settings and will
restart the Master AP. If you want to continue, select the config file and
click on "Yes' button.

Mo file selected.

Passo 4

Navegue até o arquivo de configuragao baixado na primeira segao. Clique em Abrir.

@ File Upload X
« “ 4 4 » ThisPC » Documents v O Search Documents o
Organize v New folder =~ @ @

~ MName Date mc:dif\i,ed ~
o . Documents
9 MNotepad 11/13/2020 9:43 AM
v
LU 4 >
File name: ~| | A Files (=) ~
O o= [ o=
@ File Upload M
- v <« Documents » MNotepad v O Search Motepad 2
Organize v New folder =~ @ @
™ Name Date modified
o AC145-config.bd 11/13/2020 %:43 AM




Etapa 5

Vocé recebera um pop-up solicitando confirmagéo com um aviso de que a importagao de um
arquivo de configuracao substituira as configuragdes existentes e reiniciara o AP primario. Clique
em Sim.

Upload Configuration

Importing a configuration file will overwrite existing settings and will
restart the Master AP. If you want to continue, select the config file and
click on "Yes' button.

AC145-config.txt

Yes No

Etapa 6

Vocé recebera atualizagcdes na parte superior da interface de usuario da Web comegando com a
mostrada abaixo.

Quando vocé vir o sistema sendo redefinido, a configuragao foi carregada e o AP esta sendo
reinicializado. Seja paciente, isso pode levar até dez minutos.

Etapa 7

Quando a reinicializag&o for concluida, vocé sera solicitado a fazer login novamente no AP
primario. Digite suas credenciais e clique em OK.

| @ https://192.168.1.124 is requesting your username and passwerd. The site says: "Cisco Business

Wireless"
User Name: |admin |
Password: |ooooooo. |
e
Passo 8

Clique no icone Salvar.

? Q A 0B = @

Passo 9

Click OK.

Are you sure you want to save configuration to flash so that on a reboot the Master AP retains the configuration?

canci



Passo 10

Clique em Sim para salvar as configuracdes antes de reiniciar. Isso levara até 10 minutos.

Restart Master AP

Click "Yes' to save configurations before restart or 'No’ to proceed
without saving configurations

Cancel

Conclusao

La vocé esta, agora vocé tem as habilidades para fazer download e carregar arquivos de
configuracdo. Recomendamos que vocé faga backup dos arquivos de configuragcao regularmente
como uma pratica recomendada.

Para obter mais artigos sobre topicos Cisco Business Wireless, clique em qualquer um dos
seguintes itens:

Novidade para os negécios da Cisco: Glossario de equipamentos e redes basicas Introducdo a
malha Perguntas frequentes sobre a malha Decodificador de modelo sem fio comercial da Cisco
Dicas de reinicializacdo Redefinir para o padréo de fabrica Dia zero:Configurar via aplicativo/\WWeb
Aplicativo mével versus IU da Web Praticas recomendadas para uma rede de malha sem fio
empresarial da Cisco Permitir listas Atualizar software Familiarize-se com o aplicativo CBW
Troubleshooting Configuracdes de hora Solucionar problemas do LED vermelho Nomes dos
grupos de bridge



https://www.cisco.com/c/pt_br/support/docs/smb/routers/cisco-rv-series-small-business-routers/kmgmt-1080-New-to-Cisco-Business-General-Glossary.html
https://www.cisco.com/c/pt_br/support/docs/smb/routers/cisco-rv-series-small-business-routers/kmgmt-1080-New-to-Cisco-Business-General-Glossary.html
/content/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/1768-tzep-Cisco-Business-Introduces-Wireless-Mesh-Networking.html
/content/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/1768-tzep-Cisco-Business-Introduces-Wireless-Mesh-Networking.html
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/1769-tz-Frequently-Asked-Questions-for-a-Cisco-Business-Mesh-Network.html
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/1776-CBW-PID-Decoder.html
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/1873-tz-Reboot-Tips-for-Cisco-Business-Wireless-Access-Points.html
/content/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2120-reset-to-factory-default-cbw.html
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/1771-1906-day-zero-config.html
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/2117-mobile-app-vs-web-ui-cbw-support.html 
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/2133-cbw-best-practices.html
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/2133-cbw-best-practices.html
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/2126-Whitelists-cbw-Mesh-Network.html
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/2126-Whitelists-cbw-Mesh-Network.html
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/2063-Upgrade-software-of-CBW-access-point.html
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/2084-Get-familiar-with-Cisco-Business-Mobile-App.html
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/2109-tz-troubleshooting-CBW-Mesh-Network.html
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/2130-Configure-Time-Settings-CBW.html
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2322-flashing-red-LED-pattern-day-zero-setup-CBW.html
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/2109-Bridge-Group-Names-on-a-Cisco-Business-Wireless-Mesh-Network.html
https://www.cisco.com/c/pt_br/support/docs/smb/wireless/CB-Wireless-Mesh/2109-Bridge-Group-Names-on-a-Cisco-Business-Wireless-Mesh-Network.html
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