Como importar certificado nos switches Sx350 e
Sx50X Series

Obijetivo

Este objetivo deste documento é fornecer as etapas para importar com éxito um certificado nos
switches das séries Sx350 e Sx550X usando a Interface Grafica do Usuario (GUI - Graphical User
Interface) e a Interface de Linha de Comando (CLI - Command Line Interface).
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Introduction

Um dos problemas encontrados ao importar um certificado em switches Sx350 e Sx550X é que o
usuario enfrenta o cabegalho da chave ausente e/ou falha ao carregar erros de chave publica.
Este documento explicara como ultrapassar esses erros para importar com éxito um certificado.
Um certificado € um documento eletrénico que identifica um individuo, um servidor, uma empresa
ou outra entidade e associa essa entidade a uma chave publica. Os certificados sdo usados em
uma rede para fornecer acesso seguro. Os certificados podem ser autoassinados ou assinados
digitalmente por uma autoridade de certificacdo externa (AC). Um certificado autoassinado, como
o nome indica, € assinado por seu proprio criador. As CAs gerenciam solicitacdes de certificado e
emitem certificados para entidades participantes, como hosts, dispositivos de rede ou usuarios.
Um certificado digital assinado por CA é considerado padrao do setor e mais seguro.

Dispositivos aplicaveis e versao de software

- SG350 versao 2.5.0.83

- SG350X versao 2.5.0.83

- SG350XG versao 2.5.0.83
- SF350 versao 2.5.0.83

. SG550X versao 2.5.0.83

- SF550X versao 2.5.0.83

- SG550XG versao 2.5.0.83
. SX550X versao 2.5.0.83

Prerequisites

Vocé deve ter um certificado de Autoridade de Certificagado (CA) ou autoassinado. As etapas para
obter um certificado autoassinado estéo incluidas neste artigo. Para saber mais sobre certificados



CA, clique aqui.

Importar usando GUI

Passo 1

Faca login na GUI do switch digitando seu nome de usuario e senha. Clique em Login.

lrale Switch

CISCO TNellle= o Switch Management

Username:
Password:

Language:

Passo 2

No Modo de exibigcdo na parte superior direita da GUI, escolha Avangado usando a opgao
suspensa.

S EVANGLES Advanced

Advanced

Etapa 3

Navegue até Security > SSL Server > SSL Server Authentication.
v Securi
/" U S

2
SSL Server Authenticatio'/ 3

Passo 4

Selecione um dos certificados que € gerado automaticamente. Selecione a ID de certificado 1 ou
2 e clique no botao Editar.


/content/en/us/td/docs/switches/datacenter/mds9000/sw/5_0/configuration/guides/sec/nxos/sec/digicert.html#37318

SSL Active Certificate Number: @ 1
O 2

[ Gertificate ID Organization Unit | Organization Name valid From | Valid To Certificate Source
LI @
2 2 0000 2015-Dec-10 2016-Dec-09 Auto Generated

Etapa 5

Para gerar um certificado autoassinado, na nova janela pop-up, habilite Recriar chave RSA e
insira os seguintes parametros:

Comprimento da chave
Nome comum

Unidade organizacional
Nome da organizagdo
Local

Estado

Pais

Duration

Clique em Gerar.
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Certificate ID: 01
@ 2
(Regenerate RSAKey: # )
Key Length: (® 2048 bits ) 9
() 3072 bits
% Common Name: ‘Ciscc (5/64 characters used; Default: 0.0.0.0)
QOrganization Unit: ‘US (2/64 characters used)

Organization Name: ‘Ciscc (5/64 characters used)

State: ‘Califcrnia (10/64 characters used)

Country: Us 3072 bits

|
|
|
Location: ‘San Jose | (8/64 characters used)
|
|
|

Days (Range: 30 - 3650, Default: 365)

# Duration: \355
© \

Vocé também pode criar um certificado de uma CA de terceiros.

Etapa 6

Agora vocé podera ver o certificado definido pelo usuario na Tabela de chaves do servidor SSL.
Selecione o certificado recém-criado e clique em Detalhes.

SSL Active Certificate Number: @ 1

O 2

m Certificate ID Organization Unit | Organization Name m Valid From Valid To Certificate Source
[]

2 Cisco i San Jose California US 2019-Mar-13  2020-Mar-12 User Defined

Etapa 7

Na janela pop-up, vocé podera ver os detalhes Certificado, Chave publica e Chave privada
(criptografada). Vocé pode copia-los em um arquivo do bloco de notas separado. Clique em
Exibir dados confidenciais como texto sem formatacgao.



@ SSL Details - Google Chrome - O X
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Certificate ID: 2

Certificate: F---—-BEGIN CERTIFICATE-—-- a
MIIDRzCCAIBCEEQ0bzMCJXp/nT+78tBROBWDQYJKOZInveNAQELBQAWYJELMAKG
A1UEBhMCVVMXEZARBgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbIBKb3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGA1UECgwFQ2IzY28xCzAJBgNVBASMAIVTMB4X

DTESMDYxODA1NTc1NIoXDTIwMDYxNzA1NTc1NlowYjELMAKGA1UEBhMCVVMXEZAR v
BgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbiBKb3NIMQ4wDAYDVQQDDAVD A
Public Key: ----BEGIN RSA PUBLIC KEY--—- o

MIIBCgKCAQEAuUXUF71CPBJ6asoghDOEZbiFnXhflPSFDIu0SGDwQHJ7doPp6XVMh7ZZC1TuVWdV5jpe0Jp
BCFUMH/AZzj9JDR1fsVgBAFU2vOL+hPS5VDNE3iUHjeAhICMmAX1pegbLvb/A+ginie TgB/Z2EL 3eT2xjJTOMyqF |
mBPNuL4awjvtt9E7IEXhBt1HLONr/cuWTLmMAOIDmImKN2CRHuz2cxjp0+uA2bY85bNefQoJbE3GBwWxACel2n4d
mK4GFQvOxzS0A5PcsKUMEfaeF/afcBvRcpyv+y88P/DQ/Spg4xsBwjrZUDafqt2aSkIr8L8yHSSD1BWB09X5fv1 ~

QNAMQ+QIDAQAB Y
Fingerprint(Hex): 4F:49:F5:A0:36:C5:AC:C8:F5:A1:E1:62:4F:AD:05:B8:E7:CC:5A:D6
Private Key (Encrypted): [ —-BEGIN RSA ENCRYPTED PRIVATE KEY—- -

olAbmgdHV/WOCsWTno8EsO1FXk81mvaSRGX2rBMhCDJjzeZjmj6aa8y4rDJmcrF98ri5CBJ+WVESKbjvH3UsR
Km1b7WO0jcoh7CYBkGIAxeS5p24pgXf5QWPH2830A0qY0dAIInwlZkwPat9BUkVV913eY 1tHzHFN/1kvOpvKggus
0085USFgFMFUpFD94YDgQ+Xpp+LDuiVPjgFh6DCXg2wBnFBzws7doSHMBU77LHOFNWybmzzmT63DNFN
igoUIpOnwskdPoigiHLjrtESSJ5x/tizkfJx2rGreHz2AMwa1urtJv/+ysGu+R4T0++1RkiUJISCYZW7kmtwFdichMBv1 ¥
[YJWPQZ0I9znTXOXgZQbtR1MGISNgrTh1V110sltb63dgRAKJ4XUdTIdQpRPgrhTrXUwXHgegCpBiqLg1D6Hp -

[ Close [ Display Sensitive Data as Plaintext

Passo 8

Uma janela pop-up sera aberta para confirmar a exibicdo da chave privada como texto nao
criptografado e cligue em OK.

& Confirm Display Method Change - Google C... = ] X

@® Not secure | 192.168.1.254/csf94298e9/mts/kubrick/co...

Sensitive data for the current page will be displayed as
plaintext. Your HTTP web session is insecure. Do you want to
continue?

(] Don't show me this again

Passo 9

Agora vocé podera ver a chave privada no formato de texto simples. Copie essa saida de texto
simples em um arquivo do bloco de notas. Clique em Close.
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Certificate ID:
Certificate:

Public Key:

Fingerprint(Hex):
Private Key (Plaintext):

2

-—--BEGIN CERTIFICATE--——- a
MIIDRzCCAISCEE90bzMCJXp/nT+78tBROBWDQY JKoZIhveNAQELBQAWYJELMAKG ||
IATUEBhMCVVMXEZARBgNVBAgMCKNBTEIGT 1JOSUEXETAPBEgNVBACMCFNhbIBKb3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGA1UECgwFQ2IzY28xCzAJBgNVBASMAIVTMB4X

DTE5SMDYxODA1TNTc1NIoXDTIwMDYxNzA1NTc1NlowY]ELMAKGA1UEBhMCVYMXEZAR v
BgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbiBKb3NIMQ4wDAYDYQQDDAVD

[_BEGIN RSA PUBLIC KEY—
MIIBCgKCAQEAUXUF71CPBJ6asoghDOEZbiFnXhflPSFDIu0SGDwQHJ7doPp6XVMh7ZZC1 TuVWdV5jpe0Jp
SCFuMHIAZjSJDR1fquBAFU2v0L+jhPSEVDNBSiUHjeAhICMmAx1pegvab;’A+gInieTgB:‘ZZELSeTijJTDMquII
mBPNuL4awjvtt9E7IEXhBt1HLONHCUWTLmMAOIDmImKN2CRHuz2cxjp0+uA2bY85bNefQoJbE3GEWXACeI2ndd
IMK4GFQvOxzS0A5PcsKUMEfaeF/afcBvRcpyv+y88P/DQ/Spg4xsBwjrZUDafqt2aSkIr8L8yHSSD1BWB09X5fv1 ~
DQNAMQ+QIDAQAB

o o > |

4F:49:F5:A0:36:C5:AC:C8:F5:A1:E1:62:4F:AD:05:B8:E7:CC:5A:D6

--—-BEGIN RSA PRIVATE KEY-—

MIIEogIBAAKCAQEAuUXUF71CPBJ6asoghDOEZbiFnXhflPSFDIu0SGDtwQHJ7doPpEXVMh7ZZC1TuVWdVSjp
e0Jp8CFuMH/Azj9JDR1fsVqBAFU2vOL+jhPS5VDNG3iUHjeAhICMmAXx1pegbLvb/A+ginie TgB/Z2EL3eT2xjJTO
MyqFImBPNuL4awjvtt9E7IEXhBtTHLONr/cuWTLMAOIDMIMKN2CRHuz2cxjp0+uA2bY85bNefQoJbE3GEWXAC
el2n4dmK4GFQvOxzS0A5PcsKUMEfaeF/afcBvRcpyv+y88P/DQ/Spg4xsBwjrZUDafqt2aSkIr8L8yHSSD1BWB0O ™
9X57jv10QNAMQ+QIDAQABAOCIBAAIZHOLg 1V/145VC/SPkZmOczkr426J04DDhFcXdzMIBPZQ6EIKEXUHOYpY 4

-~
|

ho« By

Passo 10

Selecione o certificado definido pelo usuario recém-criado e clique em Importar certificado.

SSL Active Certificate Number: @ 1

O 2

San Jose California US 2019-Mar-13  2020-Mar-12 User Defined

Passo 11

Na nova janela pop-up, ative a opgao Importar par de chaves RSA e cole a chave privada
(copiada na etapa 9) no formato de texto simples. Clique em Apply.
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Certificate 1D:

Certificate Source:

& Certificate:

When a Cerificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

2/

User Defined

-—-BEGIN CERTIFICATE-—---

-
MIIDRzZCCAISCEE30bzMCJXp/nT+T8IBROtBWDQYJKOZINVCNAQELBQAWY]ELMAKG
ATUEBRMCVVMXEZARBgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbIBKb3NI
MQ4wDAYDVQQDDAVDaxXNjbzEOMAWGATUECgWFQ2IzY28xCzAJBgNVBASMAINVTIMBAX v
DTESMDYXODATNTCTINIOXDTIWMDY XxNZATNTCTNIowY]ELMAKGATUEBhMCVVMXEZAR
BaNVBAGMCKNBTEIGT1JOSUEXETAPBGNVBACMCFNNDIBKb3NIMQ4wDAYDVQQADDAVD S

Gmport RSA Key-Pair:

L4} Enabla

£ Public Key:

% Private Key:

) Encrypted

- BEGIN RSA PUBLIC KEY—

MIIBCgKCAQEAUXUF71CPBJ6as0ghDOEZbiFnXhIPSFDIU0S GDwWRHJ7doPp6XVMh7ZZC 1 TuVWdVsijpe
0Jp8CFUMHIAZ]9JDR11sVgBAFU2vOL+hPS5VDNG3IUHjeANICMmAX 1 pegbLvb/A+ginie TgB/Z2EL3e T2xJT
OMygFImBPNuL4awjvit9E7IEXhBt HLONI/CUWTLMAOIDMIMKN2CRHuz2cxjp0+uA2bY85bNefQobESGEW v
XACeI2n4dmK4GFQVOXZS0ASP csKUMEfaeF/afcBVRCpyv+y 88P/DQ/Spg4xsBwjrZUDafqt2aSkIrsLayHSSD
1BWB09X5fjv10QNAMQ+QIDAQAB “

(® Plaintext

-—---BEGIN RSA PRIVATE KEY---—
MIIEogIBAAKCAQEAUXUFT1CPBJGasoghDOEZDIFNXniIPSFDIU0SGDWQHJI7doPpeXVMhTZZC1 TuvWdV
5jpe0Jp8CFuMH/AZI9JDR1fsVOBAFUZVOL +jnPSSVDNE3IUHeANICMmAX1pegbLvb/A+ginie TaB/Z2EL 3eT2
X TOMygFImBPNulL4awjvit9ETIEXhBIIHLONIcuWTLmADIDmMIMKN2CRHuz2cxjp0+uA2bY §5bNefQaJbES
GEWXACelZn4dmK4AGEQvOxzS0ASPcsKUMEfaer/afcBvRCcpyv+y88P/DQ/3pgdxsBwirZUDafqt2asSkirs LeyH
SSD1BWBOIXSIVI0QANAMO+QIDAQABACIBAAIZHOLg1V/45VC/SPKZmOCczkrd26J04DDhFCXdzMISPZ

@[ Close ] [ Display Sensitive Data as Plaintext ]

Neste exemplo, a palavra-chave, RSA, esta incluida no BEGIN e END da chave publica.

Etapa 12

Vocé vera a notificagao de sucesso na tela. Vocé pode fechar esta janela e salvar a configuragao

no switch.
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@ Success. To permanently save the configuration, go to the File Operations page or click the Save iCDD

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.
Certificate 1D: 1
. 2
Certificate Source: User Defined
& Cerificate:. | BEGIN CERTIFICATE---—-
MIIDRzCCAISCEESObzMCJXp/nT+7EIBROWBWDQYJKoZIhveNAQELBQAWYJELMAKG
A1UEBhMCVVMxEZARBgNYVBAGMCKNBTEIGT1JOSUEXETAPBgNYBACMCFNNDIBKb3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGATUECgwWFQ2IzY28xCzAJBgNVBASMAINTMB4X -
DTESMDYXODATNTCINIoXDTIWMDY xNzATNTC1NIowY]ELMAKGAT1UEBhMCVYVMXEZAR
BgNVBAQMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhDIBKb3NIMQ4wDAY DVQQDDAVD S
Import RSA Key-Pair: Enable
w
S
b
s

| Apply|| Close || Display Sensitive Data as Plaintext

Possiveis erros

Os erros discutidos pertencem a chave publica. Normalmente, ha dois tipos de formatos de chave
publica que sao usados:

1. Arquivo de chave publica RSA (PKCS#1): Isso € especifico para chaves RSA.
Comeca e termina com as marcas:

—INICIAR A CHAVE PUBLICA RSA—

DADOS CODIFICADOS BASEG64

—ENCERRA A CHAVE PUBLICA RSA—

2. Arquivo de chave publica (PKCS#8): Trata-se de um formato de chave mais genérico que
identifica o tipo de chave publica e contém os dados relevantes.

Comeca e termina com as marcas:

—INICIAR CHAVE PUBLICA—

DADOS CODIFICADOS BASEG64

—CHAVE PUBLICA FINAL—

Erro de cabegalho de chave ausente

Cenario 1: Vocé gerou o certificado de uma CA de terceiros. Vocé copiou e colou a chave publica
e clicou em Aplicar.
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When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Certificate 1D: o1
Certificate Source: User Defined
% Certificate. |- BEGIN CERTIFICATE--—- -
MIIDRzCCAISCEE90bzMCJXp/nT+78tBROt8BWDQYJKoZIhveNAQELBQAWYJELMAKG
A1TUEBhMCVVMxEzARBgNVBAGMCKNBTEIGT 1JOSUEXETAPBgNVBACMCFNhbIBKb3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGATUECgwFQ21zY28xCzAJBgNVBASMANTMB4X -
DTESMDYxODA1TNTcINIoXDTIwMDYxNzA1NTc1NlowY]ELMAKGA1UEBhMCVVMXEZAR
BgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbiBKb3NIMQ4wDAYDVQQDDAVD A
Import RSA Key-Pair l# Enable
.
% Public Key: ( ----- BEGIN PUBLIC KEY--—-—- a
UX J6asoghDOEZbiFnXhfIPSFDIu0SGDtwQHJ7doPpEXVYMh7ZZ C1TuVWdVvsjpeldJ

p8CFuUMH/AZ]9JDR1fsVaBAFU2vOL +hPS5VDNBE3IUHIeAhICMmAX 1 pegbLvb/A+glnie TgB/Z2EL 3e T2xJTOMY
gEImBPNuL dawjvit9E 7TIEXhBEIHLONI/cuWTLmAQIDMIMKN2CRHuz2cxip0+uA2bY85bNeiQoJbE3GEwxACe!
2n4dmKAGFQvOxzS0ASPcsKUMEfaeF /afcBvRcpyv+y88P/DQ/Spg4xsBwirZUDafgt2aSkir8L8yHSSD 1BWEBO
9X5fiv1 0QNAMQ+QIDAQAB #

£ Private Key. () Encrypted

® Plaintext | BEGIN RSA PRIVATE KEY-—-- a
MIIEogIBAAKCAQEAuUxUFT71CPBJ6asoghDOEZbiFnXhilPSFDIu0SGDIwQHJ7doPp6XVMh7ZZCA TuVWdV5j
pe0Jp8CFuMH/AZI9JDR1sVaBAFU2v0L +1hPSSVDNE31IUHIeANCMmAX1pegbLvb/A+ginieTaB/Z2EL 3 T2x)JT
OMygFImBPNul 4awjvit9E7IEXhBt1HLONH/cuWTLmAOIDmImKN2CRHuz2cxip0+uA2bY 85bNefQoJbE3GEwx

ACel2n4dmK4G FQVOXZSOASPCSKUMEfaeFfachchpywyBBPf___QfSQg4xs BwirZUDafgt2aSkir8L8yHSSD1B v
DhFcXdzMIBP EIKExU

H
(lappiyf)  Close || Display Sensitive Data s Plaintext |
——

Vocé recebeu a mensagem, Erro: Cabecalho da chave ausente. Feche a janela. Algumas
modificagdes podem ser feitas para que esse problema desapareca.
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‘o Error: Key header is missina

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Certificate |D: o1
- 2
Certificate Source: User Defined
& Certificate: -—-BEGIN CERTIFICATE----- -
MIIDRzZCCAISCEEI0bzMC JXp/NT+TEIBROIBWDQY JKoZIhveNAQELBQAWYJELMAKG
A1UEBhMCVVMXEZARBgNVBAQMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNNDIBKD3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGATUECgWFQ2IzY28xCzAJBgNVBASMANTMBAX v
DTESMDYXODATNTCINIoXDTIwMDYxNzATNTc1NIlowY]ELMAKGATUEBhMCVVMXEZAR
BgNVBAgMCKNBTEIGT 1JOSUEXETAPBgNVBACMCFNhbiBKb3NIMQ4wDAYDVQQDDAVD 5
Import RSA Key-Pair: | Enable
£ Public Key: [ — BEGIN RSA PUBLIC KEY-—-

rF Y
MIIBCgKCAQEAuUxUF71CPBJ6asoghDOEZbiFnXhfIPSFDIU0SGDiwQHJ7doPp6XVMh7ZZC 1 TuvWwdV5jpe
0JpSCFUMH/AZ|9.JDR1TsVgBAFU2vOL+hPSSVDNGE3iUHjeARICMmAX 1 pegbLvb/A+gInie TgB/Z2EL3eT2xjJT
OMygFImBPNuL4awjvitSEFIEXhBHTHLONMcuWTLMAOIDmImKN2CRHuz2cxjp0+uAZbY85bNefQoJbE3GEW
xACel2nddmK4GFQvOxzS0ASPcsKUMETaeF/afcBvRcpyv+y38P/DQ/SpgdxsBwijrZUDafgi2aSkirLAyHSSD

1BWBO09X5Tv10QNAMO+QIDAQAB v

# Private Key: @ Encrypted
A

Plaintext
i

M [ Close ] [ Display Sensitive Data as Plaintext

Para corrigir este erro:
Adicione a palavra-chave, RSA, ao inicio da chave publica: INICIAR CHAVE PUBLICA RSA
Adicione a palavra-chave, RSA, ao fim da chave publica: CHAVE PUBLICA FINAL RSA

Remova os primeiros 32 caracteres do codigo de chave. A parte destacada abaixo € um
exemplo dos primeiros 32 caracteres.

8, PUBLIC KEY-——- B

MIIBC ok CAQEApAqowACDSESor Y wilhvin 'EI'_|'d-r'g,'F"3FQIGEDHIE“D5MS':CHTQ5IE;IND|1WEL[EHE]E-DIIEHDlLJ

07 P 28mgdVFHX pIAKS 3CHUD S T2+ ARG GV IS PG EgKwSSHWREIM o Ovbig DL iTALx|fi

blJomil MM%*W&W&H@MH&&%M
p11qDOVYy4FAGIR 10IDIAY He/sVXUCCUAF 192aDPeK 1ZCMACD aMaQ4inaX KmbugBvBePl 1y aw

.-"'

Ao aplicar as configuragdes, vocé nao obtera o erro Cabegalho da chave ausente na maioria dos
casos.

Falha ao carregar erro de chave publica

Cenario 2: Vocé gerou um certificado em um switch e o importou em outro switch. Vocé copiou e



colou a chave publica apos remover os primeiros 32 caracteres e clicar em Aplicar.
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Certificate |1D:

Certificate Source:

& Certificate:

Import RSA Key-Pair

£ Public Key

& Private Key: (| Encrypted

@ Plaintext

2]

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers

1
User Defined

————— BEGIN CERTIFICATE----- -
MIIDSTCCAJECEHV4M/bIKGoJFHMCvny TWUwWDQY JKoZIhveNAQELBQAWYZELMAKG
ATUEBhMCSU4XxEDACBgNVBAgMBOhhcnihbmEXEDAOBgNVBACMBOd1cmdhb24xEDAO
BgNVBAMMBzAUMC4wLjAxDjJAMBgNVBAOMBUNpc2NvMQ4wDAYDVQQLDAVDaXNjbzAe
FwOxOTA2ZMTkwM|QyMzRaFw0yMDAZMTgwMjQyMzRaMGMxCzAJBgNVBAYTAKIOMRAwW
DgYDVQAIDAdIYXJSYWShMRAWD QY DVQQHDADHAXInYWIUMRAWDgY DVQQDDACWL]AU VA

| Enable

o

#_BEGIN RSA PUBLIC KEY— N
/oy4ryP3fqi08QHTZQsMS CCHrg5repNDILIRVSLIBFIg3QiIBHDILJ07P[29mgdVFHX/p3ArKS3QUDST21+A0CGYN
J5ZPG3aKw58HWRIMCyvOvblgDJl/ej0aYiGA1 0GX8eiTaIxIIMblJomiF d/MWOTSC2/3nmbhKk/ LsKi+koTucChauVi
shpwP2WdWWReDUSgh8WL FRANNQhGWR/N794HIAUOHY x0T 7aDOVIYVAFAGIR 1phiDdAY HeB/sVXUCCUAFI

92aDPek1ZCMACDJaMaQ4trxgX/KmbvgBnvBeP1yaWiSOgaGlzgiir 7Y QIDAQAB
—-END RSA PUBLIC KEY-— y
- —

—

————— BEGIN RSA PRIVATE KEY--—--- a
MIIEpQIBAAKCAQEAPAGavACD58ScvYwWWavzx/oy4ryP3fqiO8QHIZQAsMSCCHrgdrepNDILIRVELIBFIQ3QIIBH
DILJO7Pj29mgdVFHX/p3ArKS3QUDST2I+AQOCGYNJSZPGBgKwSHWRIMcyvOvbigDJIl/ej0aYIGA10GX8eiTs
IxIfMblJomilFd/MWOTSC2/3nmbhkk/LsKl+kaTucCbauVfshpwP2WdWWReDU9gb8WIL FRANNQhGWR/N794H

aAUOHyxpT7aDOVIYv4FAGIR 1pblDdAY He8/sVXUCCuAFil92aDPeK1ZCMACDJaMaQ4trxgX/KméGvgBnvBeP| M
1yaWiSOgaG0zgjjr7YQIDAQABAoCIBAQCTUvpS1Qvzi21FbNZmhBYkmMoxTpYKHguvoxwbZqlSOTKdPFSv 2

P—
@[ Close l [ Display Sensitive Data as Plaintext l

Vocé recebeu o erro Falha ao carregar chave publica na tela.



A Not secure | 192.168.1.254/csf94298e9/mts/ssl/ss|_serverauth_imp_jq.htm

@ Failed to load public k%

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Certificate |D: 1
) 2
Certificate Source: User Defined
& Certificate: -—--BEGIN CERTIFICATE----- -
MIIDSTCCAJECEHV4m/bIKGoJFHMCvny TWUwDQY JKoZIhve NAQELBQAWY ZELMAKG
ATUEBhMCSU4XEDACBgNYVBAgMBOhhcninDmEXEDACBGNYBACMEOd1cmdhb24XEDAC
BgNVBAMMBZAUMC4WL]JAXDJAMBgNVBAOMBUNPCZNVIMQ4wDAYDYVQQLDAVDaXN]bzAe -
FwOxOTAZMTkwMjQyMzRaFwOyMDAZMTgwMjQyMzRaMGMxCzAJBgNVBAY TAKIOMRAwW
DgYDVQQIDAdIYXJ2YWOhMRAWDOYDVQQHDAHAXJNYWIUMRAWDgYDVQQDDACWLJAU &
Import RSA Key-Pair: ] Enable
# Public Key: | — BEGIN RSA PUBLIC KEY-—-

.
MIIBCgKCAQEAPAGQVACD58ScvYwWsvzx/oy4ryP3fgiO8QHzQsMSCCHIgq5repNDILRVSLIBFIg3QiIBHDIL
J07Pj29mgdVFHX/p3ArKS3QjuUDST2I/+A0CGVNI5ZPGE gKw5SHWRIMCyvOvVblgDJI/ej0aYiGA10GX8eiT8Ix
IAviblJomiiFd/MWOTBC2/3nmbhKk/LsKI+koTucCbquVishpwP2WAWWReDUIgb8WLFRANNQhGWRINTI4H
gAUOHYXpT7qDOVIYv4FAGIR1pbIDdAYHe8/sVXUCCUAFiI92aDPekK1ZCMACDJaMaQ4trxgX/KmévgBnvBe

PHyawiSOqaGO0zgjjriYQIDAQAB b

%t Private Key: @® Encrypted
b

Plaintext
Vs

fewhpplys | Ciose || Display sensitive Data as Piaintext |

Para corrigir esse erro, NAO exclua os primeiros 32 caracteres da chave publica nesse caso.



A Not secure | 192.168.1.254/csf94298e9/mts/ssl/ssl_serverauth_imp_jg.htm

Certificate 1D

Certificate Source:

£ Certificate:

Import RSA Key-Pair:
£ Public Key

& Private Key: Encrypted

® Plaintext

When a Certificate and/or a Key is entered it should contain the "BEGIN" and "END" markers

1
e 2

User Defined

MIIDSTCCAJECEHV4)M/bIKGoJFHMCynyTWUwDQYJKoZIhveNAQELBQAWYZELMAKG
ATUEBhMCSU4xEDAOBgNVBAgMBOhhcnihbmExEDAOBgNVBACMBOd 1cmdhb24xEDAD
BgNVBAMMBzAUMC4wLjAxDJAMBgNVBAoMBUNpc2ZNvMQ4wDAYDVQQLDAVDaXNjbzAe
FwixOTA2ZMTkwMjQyMzRaFw0OyMDA2MTgwMjQyMzRaMGMxCzAJBgNVBAY TAKIOMRAwW
DgYDVQQIDAIYXJSYWShMRAWDGYDVQQHDAIHAXJnYWIUMRAWDgYDVQQDDACWLjAU 4

« Enable

----- BEGIN RSA PUBLIC KEY-—--
Lo o e N N fo (T D e A § VL Y e /0y 4ry P 3qi08QH Iz QsMSCCHrgSrepNDILRVELIBFlg3QilBHDtLJ
07Pj29mgdVFHX/p3ArKS3QuDST21/+A0CGVYNJSZPG8gKw5SSHWRIMcyvOvblgDJI/ej0aYiGA10GXSei T8IxIIM

blJomilEd/MWOTBC2/3nmbhKk/LsKl+koTucCbauVfshpwP2WdWWReDUIgb8WLFRANNQhGWR/NT94HaAUD
HyxpT7qDOVIYVv4FAGIR 1pbIDdAYHe8/sVXUCCuAFII92aDPeK1ZCMACDJaMaQ4trxagx/KmbévgBnvBeP | 1yaW

iISOgaG0zgjr/ YQIDAQAB o

S

roiJNnzjgteU9ggz GvAGre 1+{9z4tawGn+9/reRa3J 16w8vriA3wucP9ImyRIUCOY EAVUIASK3f+pRGBO/NDmMOWD &

IFkSmIG6azhiA4IYTRQPVISUEU /ne T 7edoNTX|XeB/zptOhQBHicyl 1xscogv2Kyvp Tx8k0usuBavinP1gGsEuePc
(G+ynDTRAYIMZLcOpDEtGWBKV362YnyX4rCZT6TRVXBRI3geAmN30DgpygcYLMCgYEAIghyEg9cWrkQSo3

e904IVACLgJVGO5nkfE6Q1BFt8sTDDOGoSKGZLY hRxIIkLOXRP990Z2Gugt3xKivLighFmZHOYaSTLKEY 8hzr/
uTe]GQLoCYNoZAOzC1Ac+QneCbQ4GIDualamyetkAJIEUog7cx2skgozjQSIC3dw2FStw=
----- END RSA PRIVATE KEY--—- Vi

}—Apply—‘ [ Close J [ Display Sensitive Data as Plaintext J

Importar usando CLI

Passo 1

Para importar certificado usando CLI, digite o seguinte comando.

swi tch(confi g) #crypto certificate [nimero do certificado] import

O certificado 2 é importado neste exemplo.

swi tch(confi g) #crypto certificate 2 import

Passo 2

Colar a entrada; adicione um ponto (.) em uma linha separada apos a entrada.

—+ NI Cl AR A CHAVE PRI VADA RSA—

M | Evgl BADANBgkghki GOWOBAQEFAASCBKgwggSkAgEAAol BAQT r ZQ6f Or j 8neA
...truncada 24 linhas....

h27Zh+aWK7dxakaoF5Qok BTqWDHc MAVNI uwG Z/ GBBQYgSi | +SYr ZXAbUi Svf | R4
NC1WjkWe ML6j W+521 DY GoknlJ

—ENCERRA A CHAVE PRI VADA RSA—

—NI Cl AR A CHAVE PUBLI CA RSA—

M | BCgKCAQEAV62UN9K4/ J3gCAK7i 9nYL5z Ymtk QVChCc Ao 7uGbl Epr xdVkf TOI

...truncada 3 |inhas.

64j c5f zI f \nE2QogBX/ 9MAOE41BX5Z0B/ QI DAQAB




—ENCERRA A CHAVE PUBLI CA RSA—

— NI Cl AR CERTI FI CADO—

M | FvTCCBKWJAW BAgl RACOBW)4bk St dWPv CNY] HpbYWDQYJKoZI hvc NAQEL BQAW
—truncada 28 linhas...

8S+39mOWPACZi pl 0JAL/ 0l eG7ChLWOXKnc MeZW/TI UZaEwVFf OcUzgXwQJcsTr W
JDPt nbKXGE6WOTr ecu6U@Hs UBoDONl sN5ZBHt 1Vyj AP

—CERTI FI CADO FI NAL—

Certificado i nportado coméxito

Em tido por: C=xx, ST=Gxxxx, L=xx, O=xx CA Limited, CN=xx RSA Organization Validation Secure
Server CA

Valido de: Jun 14 00: 00: 00 2017 GMI

Valido para: 11 de setenbro 23:59:59 2020 GMI

Assunt o: C=DE/ post al Code=xxx, ST=xx, L=xx/street=xxx 2, O=xxx, OU=IT, CN=*.kow .eu

I mpresséo digital SHA: XXXXXX

Conclusao

Agora vocé aprendeu as etapas para importar com éxito um certificado nos switches das séries
Sx350 e Sx550X usando a GUI e a CLI.
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