Configurar a VPN (Virtual Private Network) IPsec
Site-to-Site em um roteador RV132W ou
RV134W

Obijetivo

As VPNs (Virtual Private Networks, redes virtuais privadas) de site a site sdo implementadas
com base nas politicas IPsec atribuidas as topologias VPN. Uma politica IPsec € um
conjunto de parametros que definem as caracteristicas da VPN site a site, como os
protocolos de seguranga e os algoritmos que serdo usados para proteger o trafego em um
tunel IPsec.

Os roteadores RV132W e RV134W suportam VPN IPsec site a site para um unico tunel
VPN gateway a gateway. Depois de configurar as configuracdes basicas de VPN, vocé pode
se conectar com segurancga a outro roteador ativado para VPN. Por exemplo, vocé pode
configurar seu dispositivo em uma filial para se conectar a um roteador que conecta tuneis
VPN de site a site no local corporativo, de modo que a filial tenha acesso seguro a rede
corporativa.

Este artigo tem como objetivo mostrar como configurar as configuragbes basicas de VPN
para uma conexao IPsec de site a site em seu roteador RV132W ou RV134W.

Dispositivos aplicaveis

- RV132W
- RV134W

Versao de software

- 1.0.0.17 — RV132W
- 1.0.0.21 — RV134W

Configurar VPN IPSec de site para site em um roteador

Etapa 1. Faca login no utilitario baseado na Web e escolha VPN > Site-to-Site IPSec VPN >
Basic VPN Setup.
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Etapa 2. No campo New Connection Name, digite um nome para o tunel VPN. O nome pode
conter apenas letras, numeros e hifens.

Note: Neste exemplo, o nome é Branch1.

Basic VPN Setup

About Basic VPN Setup

The basic VPN setup sets most parameters to defaults as proposad by the VPN Consorium (VPNC),
and assumas a Pre-shared Key, which greally simplifies setup. After creating the policies through the Basic VPN Setup,
you can atways update the parameters through the Policies menu

| View Default Setings

Connection Name and Remole IP Type

New Connection Name: Branch1

Fre-Shared Key: Cisco1234%

Protocol ESP v

Endpoint Information

Remote Endpoint IP Addrass =

Remote WAN (Intemet) IP Address: 10.11.12.13 (Hint 1.2.3.4 or abc.com)
Local WAN (Infernel) IP Address: 192 168 100.121

Secure Connection Remote Accessibility

Remote LAN (Local Network) IP Address: 10.10.100.162 (Hint 1.2.3.4)

Ramote LAN (Local Network) Subnet Mask: 255.0.0.0 (Hint 255.255.255.0)

Local LAN (Local Network) IP Addrass; 192.168.100.128 (Hint 1.2.3.4)

Local LAN (Local Network) Subnet Mask: 25525525510 (Hint 255.255.255.0)
[ save || cancel || Back |

Etapa 3. No campo Pre-Shared Key, insira a chave ou senha pré-compartilhada, que sera
trocada entre os dois roteadores. A senha deve ter entre 8 e 49 caracteres.



Note: Neste exemplo, a chave pré-compartilhada é Cisco12348$.

Basic VPN Setup

About Basic VPN Setup

The basic VPN setup sets most parameatens o defaulls as proposad by the VPN Consortium (VPNC),
and assumes a Pre-shared Key, which gréatly simplifies setup. After créating the policies through the Basic VPN Setup,
you can abways update the parameters through the Policles menu

| View Default Setings |

Connection Name and Remole IP Type

New Connection Name Eranchi

Pre-Shared Key:

Protocol ESP *

Endpoint Information

Remate Endpoint IF Address ¥

Remole WAN (Intarnat) IF Addrass; 10.11.12.13 (Hint 1.2.3.4 or abc.com)
Local WAN (Intarnet) IP Address: 192.168.100.121

Secure Connection Remaote Accessibility

Remole LAN (Local Network) IP Address: 10.10.100. 162 {Hint 1.2.3.4)

Femote LAN (Local Network) Subnet Mask 255.0.0.0 (Hint 255.255.255.0)

Local LAN (Local Nebywork) IF Address: 192 168.100.128 {Hink 1.2.3.4)

Lacal LAM (Local Network) Subnet Maslk 2552552550 (Hint 255.255.255.0)
| Save || Cancel || Back |

Etapa 4. Na lista suspensa Protocolo, escolha o nome do protocolo. As op¢des sao:

- ESP — O protocolo ESP (Encapsulating Security Payload, payload de seguranca de
encapsulamento) fornece a autenticidade de origem, integridade e protecao de
confidencialidade dos pacotes.

- AH — O protocolo AH (Authentication Header, cabegalho de autenticagdo) autentica a origem
dos datagramas e garante a integridade dos dados.

Note: Neste exemplo, o ESP é escolhido.



Basic VPN Setup

| About Basic VPN Setup

The basic VPN selup sets most parametars o defaults as proposed by the VPN Consortium (VPNC],
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup,
you can always update the parameters through the Folicies menu

View Default Setings
Connection Name and Remote IP Type

Mew Connection Name: Branchi

Pre-Shared Key: Cisco1234%

Protocol: b

Endpoint Information &

Remote Endpaint: [IF Address »

Remaote WAN (Internet) IP Address: 10.11.12.13 (Hint 1.2.3.4 or abc.com)
Local WAN (Internet) IP Address: 192.168.100.121

Secure Connection Remote Accessibility

Remofe LAN (Local Network) IP Addrass: 10.10.100.162 (Hink 1.2.3.4)

Remofe LAN (Local Metwork) Subnet Mask: 255.000.0 (Hint 255.255.255.0)

Local LAN (Local Metwaork) IP Address: 192.168.100.128 (Hint: 1.2.3.4)

Local LAN (Local Matwork) Subnat Mask: 265.255.255.0 (Hint 255255 255.0)
| save || cancel || Back |

Etapa 5. Escolha o ponto de extremidade remoto no menu suspenso. As opg¢oes sao:

- Endereco IP — Essa opc¢ao identificara o roteador ao qual seu dispositivo se conectara com
seu endereco IP.

- FQDN — Nome de dominio totalmente qualificado (FQDN) identificara o roteador ao qual seu
dispositivo se conectara com seu nome de dominio.

Note: Neste exemplo, Enderecgo IP é escolhido.



Basic VPN Setup

About Basic VPN Setup

The basic VPN setup sets most parameters o defaulls as proposed by the VPN Consortium (WPNC),
and assumes a Pre-shared Key, which greally simplifies setup. After creating the policies through the Basic VPN Sefup,
you can always update the parameaters through the Policies menu

| View Default Settings. |
Connection Name and Remote IP Type

New Connection Name: 'Blancht
Pre-Shared Key: [Clsco12345
Protocol: |ESP »
Endpoint Information
Remaote Endpoint: e
IP Address
Remate WAN (Internet) IP Address: (Hint: 1.2.3.4 or abc.com)
Local WAN (Internet) IP Address: [192 168 100,121

Secure Connection Remote Accessibility

Remote LAN (Local Network) IP Address: _"Il.'l 10.100.162 (Hint 1.2.3.4)

Remote LAN (Local Network) Subnet Mask: (255000 {Hint 255.255 255.0)

Local LAN (Local Network) IP Address: ;192.163.100.123 ] (Hint 1.2.3.4)

Local LAN (Local Network) Subnet Mask: |255 255 2550 (Hint 255 255 255.0)
| sae || cancel || Back |

Etapa 6. Insira o endereco IP remoto da WAN (Internet) ou FQDN no campo Endereco IP da
WAN remota (Internet).

Note: Neste exemplo, o endereco IP da WAN remota (Internet) € 10.11.12.13.



Basic VPN Setup

About Basic VPN Setup

| View Default Setings r
Connection Name and Remolte IP Type

New Connection Namea:
Pre-Shared Key:

Frotocol
Endpoint Information

Remote Endpoint
Remot: WAN (Internet) IP Address;

Local WAN (Internel) IP Address:
Sacure Connection Remaote Accessibility

Remote LAN (Local Network) IF Address:
Ramota LAN (Local Network) Subnat Mask:
Local LAN (Local Network) IP Address:

Local LAN (Local Network) Subnet Magic

Branchi

Cisco1234%

ESF ¥

IF Addrass »

The basic VPN setup sats most parameters to defaults as proposed by the VPN Consorium (VPNC),
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup,
you can always update the parametlers through the Policies menu

10.11,12.13

}-Iinl.‘ 1.2.3.4 or abc.com)

192.168.100.121

10.10.100.162
255.0.0.0
192 168.100.128

255.255.255.0

(Hinkt 1.2.3.4)
(Hint 255.255.255.0)
(Hink 1.2.3.4)

(Hint 255.255.255.0)

| Save ” Cancel || Back

|

Passo 7. Verifique se o enderego IP origem no campo Local WAN (Internet) IP Address
(Enderego IP da WAN local) esta correto. Isso € gerado automaticamente.

Note: Neste exemplo, o endereco IP da WAN local (Internet) é 192.168.100.121.



Basic VPN Setup

About Basic VPN Setup

Thia basic VPN setup sets most parameters to defaults as proposed by the VPN Consortium (VPNC),
and assumes a Pre-shared Key, which greatly simplifies selup. After creating the policies through the Basic VPN Setup,
you can always update the parameters through the Policies menu

| View Defaut Setings |
Connection Name and Remote IP Type

New Connection Name Branch1

Fre-Shared Key: Cisco1234%

Protecol ESP ¥

Endpoint Information

Remole Endpoint IF Address =

Remote WAN (Internet) IP Address: 10.11.12.13 (Hint 1.2.3.4 or abc.com)
Local WAN (Internel) IP Address: 192.168.100.121

Secure Connection Remote Accessibility

Remote LAN (Local Network) IP Addrass: 10.10.100.162 (Hint 1.2.3.4)

Ramota LAM (Local Network) Subnat Maskc 255.0.0.0 {Hint 255.255.255.0)

Local LAN (Local Network) IP Address: 192 168,100,128 {Hink 1,.2.3.4)

Local LAN (Local Network) Subnet Mask: 255.256.255.0 {Hint 255.255.255.0)
| save || Cancel || Back |

Etapa 8. Insira o enderecgo IP da rede privada (LAN) do ponto final remoto no campo
Remote LAN (Local Network) IP Address (Endereco IP da LAN remota). Esse € o endereco
IP da rede interna no local remoto.

Note: Neste exemplo, o Endereco IP da LAN Remota (Rede Local) € 10.10.100.162.



Basic VPN Setup

About Basic VPN Setup

The basic VPN setup sets most parameters to defaulls as proposad by the VPN Consorium (VPHNC),
and assumes a Pre-shared Key, which greatly simplifies selup. After creating the policies through the Basic VPN Setup,
you can atways update the parameters through the Policies menu

| View Default Setings
Connaction Name and Remote IP Type

Mew Connection Name: Branchi

FPre-Shared Key: Cisco1234%

Protocol ESP ¥

Endpaint Information

Remaote Endpoint IP Addrass v

Remote WAN (Intemet) IP Address: 10.11.12.13 (Hink 1.2.3.4 or abc.com)

Local WAN (internel) IP Address: 192.168.100.121

Secure Connection Remote Accessibility

Remote LAN (Local Network) IP Address: 10.10.100.162 it 123.4)

Ramote LAN (Local Network) Subneat Mask 255000 (Hint 255.255.255.0)

Local LAN (Local Network) IP Address: 192.168.100.128 (Hint 1.2.3.4)

Lecal LAN (Local Network) Subnet Mask: 255.255.255.0 (Hint 255.255.255.0)
| save || Cancel || Back |

Etapa 9. Verifigue a mascara de sub-rede da rede privada (LAN) do endpoint remoto no
campo LAN remota (Internet) Mascara de sub-rede. Isso é gerado automaticamente.

Note: Neste exemplo, a mascara de sub-rede da LAN remota (rede local) € 255.0.0.0.



Basic VPN Setup

About Basic VPN Setup

Thie basic VPN setup sets maost parameters to defaulls as proposed by the VPN Consorium (VPNC),
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup,
you can atways update the parameters through the Policies menu

| View Dafault Setings r
Connection Name and Remolte IP Type

MNew Connection Name: Branch1

Pre-Shared Key: Cisco1234%

Protacol ESF »

Endpaint Information

Remote Endpoint IP Addrgss v

Remote WAN (Intemet) IF Address. 10.11.12.13 (Hint 1.2.3.4 or abc.com)
Local WAN (Internet) IP Address: 192.168.100.121

Secure Connection Remote Accessibility

Remote LAN (Local Network) IP Addrass: 10.10.100.162 (Hint 1.2.3.4)

Ramote LAN (Local Metwork) Subnat Maskc 255.00.0 lHInl: 255,255 .255.0)

Local LAM [Local Mebwvork) IP Address; 192.168.100.128 (Hink 1.2.3.4)

Local LAN [Local Network) Subnet Mask 255.255.255.0 (Hint 255.255.255.0)
[ save || Cancel || Back |

Etapa 10. Insira o enderecgo IP da rede privada (LAN) na rede local no campo Local LAN
(Local Network)IP Address. Esse é o enderecgo IP da rede interna no dispositivo.

Note: Neste exemplo, o enderecgo IP da LAN local (rede local) € 192.168.100.128.



Basic VPN Setup

About Basic VPN Setup

| View Default Setings
Connection Name and Remobe IP Ty pe

New Connection Namea:
Pre-Shared Key:

Protocol
Endpoint Information

Remote Endpoint
Remole WAN (Internet) IP Address:

Local WAN (Internel) IP Address:
Secure Connection Remote Accessibility

Remole LAN (Local Network) IF Address:
Remota LAN (Local Network) Subnet Maskc
Lacal LAN (Local Network) IP Address:

Local LAN (Local Network) Subnet Maskc

Branch1
Cisco1234%

ESF »

IP Address v
10.11.12.13

192.168.100.121

10.10.100.162

255.0.0.0

The basic VPN setup sets most parameters to defaults as proposed by the VPN Consorium (VPNC),
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup,
you can ahways update the parameters through the Policles menu

(Hint 1.2.3.4 or abc.com)

(Hint 1.2.3.9)

(Hint 255.255.255.0)

192.168.100.128

lHInI.' 1.2.3.4)

255.255.255.0

(Hint 255.255.255.0)

| Save ” Cancel || Back

Etapa 11. Verifique a mascara de sub-rede da rede privada (LAN) do ponto de extremidade
local no campo Mascara de sub-rede Local LAN (Rede Local). I1sso € gerado

automaticamente.

Note: Neste exemplo, a mascara de sub-rede da LAN local (rede local) € 255.255.255.0.



Basic VPN Setup

About Basic VPN Setup

The basic VPN setup sets most parameters to defaults as proposed by the VPN Consortium (VPNC),
and assumeas a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup
you can always update the parameters through the Policies menu

| View Default Settings |

Connection Name and Remole IP Type

Hew Conngction Name Branch1
FPre-Shared Key: Cisco1234%
Frotocaol ESP »

Endpoint Information

Remaote Endpoint IF Addrass v
Remote WAN (Internet) IP Address: 10.11.12.13 (Hint 1.2.3.4 or abc.com)
Lacal WAN (Internel) IP Addrass: 192.168.100.121

Secure Connection Remote Accessibility

Remote LAN (Local Network) IP Address: 10.10.100.162 (Hint 1.2.3.4)

Remota LAN (Local Network) Subnet Mask 255.0.0.0 (Hint 255.255.255.0)

Local LAM (Local Network) IF Address: 192 168.100.128 (Hink 1.2.3.4)

Local LAN (Local Network) Subnet Mask: 255.2556.255.0 lu-linl' 255.255.255.0)
[ save || Cancel || Back |

Note: Os enderecos IP remotos da WAN e da LAN nao podem estar na mesma sub-rede.
Por exemplo, um endereco IP de LAN remota 192.168.1.100 e um endereco IP de LAN local
192.168.1.115 causam um conflito quando o trafego é roteado pela VPN. O terceiro octeto
deve ser diferente para que os enderecos IP estejam em sub-redes diferentes. Por exemplo,
um endereco IP de LAN remota 192.168.1.199 e um endereco |IP de LAN local
192.168.2.100 sao aceitaveis.

Etapa 12. Click Save.

Agora vocé deve ter configurado com éxito a VPN IPsec de site a site no roteador RV132W
ou RV134W.
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