Configurar o IP Source Guard no RV34x Series
Router

Obijetivo
Quando um roteador nao esta fisicamente protegido, a rede € deixada em uma posigao
vulneravel. Para impedir o acesso nao autorizado a rede por meio da desconexao de um
cabo Ethernet de um dispositivo de rede e sua reconexao, € importante registrar uma lista

de hosts permitidos para se conectar diretamente ao roteador com seus respectivos
enderecos IP e MAC.

O IP Source Guard permite que um administrador proteja fisicamente as portas ao vincular
enderecos IP e enderecos MAC.

O objetivo deste artigo € mostrar a vocé como configurar o IP Source Guard no RV34x
Series Router.

Dispositivos aplicaveis
. Série RV34x

Versio de software

- 1.0.00.33

Configurar o IP Source Guard

Etapa 1. Facga login no utilitario baseado na Web e escolha Security > IP Source Guard.
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Etapa 2. Marque a caixa de selegdo EnablelP Source Guard para ativar o recurso. Por
padrao, este recurso esta desabilitado.

Note: Uma linha de texto vermelho aparecera no painel da area do IP Source Guard para
informa-lo de que ativar o IP Source Guard e o Block Unknown MAC Address bloqueara
todos os hosts da LAN, exceto os adicionados a tabela de vinculacao.

IP Source Guard  Notice: Enabling IP Source Guard/Block Unknown MAC address will block
all the LAN Hosts except the ones added in the binding table.

Enable IP Source Guard

Block Unknown MAC Address

IP & MAC Binding Table (Max Entry Number: 45, Current Entry Mumber: 0)
Static IPvd Address MAC Address

| Add |

DHCP Lease Table (Static DHCP & Dynamic lease from DHCP server)

IPv4 Address MAC Address Action
192.168.1.106 80:e8:6f:0a:5d:ee | Add to IPEMAC Binding Table |
Apply | I Cancel ]

Etapa 3. (Opcional) Marque a caixa de selegao Bloquear endereco MAC desconhecido para
bloquear quaisquer hosts que tentem se conectar a rede através de uma porta. Por padrao,
este recurso esta desabilitado.



IP Source Guard  Notice: Enabling IP Source Guard/Block Unknown MAC address will block
all the LAN Hosts except the ones added in the binding table.

] Enable IP Source Guard
Block Unknown MAC Address

IP & MAC Binding Table (Max Entry Number: 45, Current Entry Number: 0)
Static IPvd Address MAC Address

. DHCP Lease Table (Static DHCP & Dynamic lease from DHCP server)

 IPv4 Address MAC Address Action
192.168.1.108 80:e8:6f.0a:5d:ee | Add to IP&MAC Binding Table |
| Appy || cancel |

Etapa 4. Clique em Apply.

IP Source Guard  Notice: Enabling IP Source Guard/Block Unknown MAC address will block
all the LAN Hosts except the ones added in the binding table.

Enable IP Source Guard
Block Unknown MAC Address

IP & MAC Binding Table (Max Entry Number: 45, Current Entry Number: 0)
Static |1Pwd Address MAC Address

. DHCP Lease Table (Static DHCP & Dynamic lease from DHCP server)
" IPv4 Address MAC Address Action

192.168.1.106 80:e8:6.0a:5d:ee | Add to IPAMAC Binding Table |

=) o |

Etapa 5. Na Tabela de vinculagéo IP e MAC, cligue em Adicionar para criar uma entrada
para vincular um endereco IP e um endere¢co MAC atribuidos estaticamente.

Note: Um maximo de 45 entradas pode ser criado.



IP Source Guard  Notice: Enabling IP Source Guard/Block Unknown MAC address will block
all the LAN Hosts except the ones added in the binding table.

Enable IP Source Guard
Block Unknown MAC Address

. IP & MAC Binding Table (Max Entry Number: 45, Current Entry Number: 0)
' Static IPv4 Address MAC Address

" DHCP Lease Table (Static DHCP & Dynamic lease from DHCP server)

IPv4 Address MAC Address Action
192.168.1.106 80:e8:61.0a:5d:ee |_Add to IP&MAC Binding Table |
Apply | | Cancel

Etapa 6. No campo Static IPv4 Address, insira o endereco IP atribuido estaticamente do
host a ser registrado no roteador.

Note: Para este exemplo, 192.168.1.122 é usado.

IP Source Guard  Notice: Enabling IP Source Guard/Block Unknown MAC address will block
all the LAN Hosts except the ones added in the binding table.

Enable |IP Source Guard
Block Unknown MAC Address

| IP & MAC Binding Table (Max Entry Number: 45, Current Entry Number: 1)

Static IPv4 Address MAC Address
192.168.1.122 |
| Edt | | Delete |

DHCP Lease Table (Static DHCP & Dynamic lease from DHCP server)
. IPv4 Address MAC Address Action

192.168.1.106 80:e8:6f:0a:5d:ee | Add to IP&MAC Binding Table |

Cancel

Passo 7. No campo MAC Address, insira o endereco MAC do host estaticamente atribuido a
ser vinculado.

Note: Neste exemplo, 80:e8:6f:0a:d5:aa é usado.



IP Source Guard  Notice: Enabling IP Source Guard/Block Unknown MAG address will block all the
LAN Hosts except the ones added in the binding table.

Enable IP Source Guard
Block Unknown MAC Address

IP & MAC Binding Table (Max Entry Number: 45, Current Entry Number: 1)

) Static IPvd Address MAC Address
Add | | Edt | | Delete |

. DHCP Lease Table (Static DHCP & Dynamic lease from DHCP server)

1Fvid Address MAC Address Action
192.168.1.106 80:e8:67:0a:5d:ea | Add to IP&MAC Binding Table |

Etapa 8. Clique em Apply.

IP Source Guard Notice: Enabling IP Source Guard/Block Unknown MAC address will block all the
LAMN Hosts except the ones added in the binding table.

Enable IP Source Guard
Block Unknown MAC Address

IP & MAC Binding Table (Max Entry Number: 45, Current Entry Number: 1)

3 Static IPv4 Address MAC Address
192.168.1.122 Bl:ef8:6-0a:d5:aa
Add | | Edt | | Delete |

. DHCP Lease Table (Static DHCP & Dynamic lease from DHCP server)
IPv4 Address MAC Address Action

192.166.1.106 80:e8:6.0a:5d:ee |_Add to IPEMAC Binding Table |

(=) oo

Etapa 9. (Opcional) Para vincular um host a um endereco IP atribuido dinamicamente a seu
respectivo endereco MAC, clique no botdo Add to IP&MAC Binding Table (Adicionar a
tabela de vinculo IP&MAC) na DHCP Lease Table (DHCP estatico e aluguel dindmico do
servidor DHCP).




IP Source Guard  Notice: Enabling IP Source Guard/Block Unknown MAC address will block all the
LAN Hosts except the ones added in the binding table.

Enabile IP Source Guard
Block Unknown MAC Address

 IP & MAC Binding Table (Max Entry Number: 45, Current Entry Number: 1)

Static IPv4 Address MAC Address
192 168.1.122 B0:e8:6f:.0a:d5:aa
| Aid || Edt | | Deete |

' DHCP Lease Table (Static DHCP & Dynamic lease from DHCP server)

' IPvé Address MAC Address Action
192.168.1.106 B0:ef:600a:5d a8
| Appy |[ cancal |

Note: Para este exemplo, o host dinamico usado tem um IP de 192.168.1.106 com um
endereco MAC de 80:e8:6f:0a:5d:ee. Em seguida, ele aparecera na Tabela de vinculagao IP
e MAC.

IP Source Guard  Notice: Enabling IP Source Guard/Block Unknown MAC address will block all
the LAM Hosts except the ones added in the binding table.

Enable IP Source Guard
Block Unknown MAC Address

. IP & MAC Binding Table (Max Entry Number: 45, Current Entry Number: 2)
Static IPv4 Address MALC Address

192 168.1.108 B0:e8:6f:0a:5d.00a

192, 168.1.122 Bles6f:0ad5aa

. DHCP Lease Table (Static DHCP & Dynamic lease from DHCP server)
IPvd Address MAC Address Action

| Aeply || Cancel |
Etapa 10. Clique em Apply.




IP Source Guard  Notice: Enabling IP Source Guard/Block Unknown MAC address will block all
the LAN Hosis except the ones added in the binding table.

B Enable IP Source Guard
Block Unknown MAC Address

A

Static IPv4 Address ' MAC Address

192 168.1.106 B0:e8:60-0a:5d:ea
192, 168.1.122 B0:e8:60-0a:d5:aa

Etapa 11. (Opcional) Para salvar a configuracdo permanentemente, va para a pagina

Copiar/Salvar configuragéo ou clique no icone na parte superior da pagina.

Agora vocé deve ter configurado com éxito o IP Source Guard no RV34x Series Router.
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