Configuring GRE over IPSec Between a Cisco
|OS Router and a VPN 5000 Concentrator Using
Static Routing
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Introduction

Este documento descreve como configurar o Generic Routing Encapsulation (GRE) sobre IPSec
entre um Cisco VPN 5000 Series Concentrator e um roteador Cisco executando o software Cisco
IOS®. O recurso GRE sobre IPSec foi incorporado no release do software VPN 5000
Concentrator 6.0(19).

Neste exemplo, o roteamento estatico € usado para rotear pacotes pelo tunel.

Prerequisites

Requirements

Nao existem requisitos especificos para este documento.

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Software Cisco I0S versao 12.2(3)



- Software Cisco VPN 5000 Concentrator versao 6.0(19)

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Configurar

Nesta sec¢ao, vocé encontrara informacgdes para configurar os recursos descritos neste
documento.

Observagio: para encontrar informagdes adicionais sobre os comandos usados neste
documento, use a ferramenta Command Lookup Tool (somente clientes registrados).

Diagrama de Rede

Este documento utiliza a configuragdo de rede mostrada neste diagrama.
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O GRE sobre IPSec é configurado entre o roteador 1720-1 que executa o software Cisco I0S e o
VPN 5002 Concentrator. Atras do roteador e do VPN Concentrator, ha varias redes anunciadas
através do OSPF (Open Shortest Path First). O OSPF é executado dentro do tunel GRE entre o
roteador e o VPN Concentrator.

- Essas redes estdo por tras do roteador 1720-1.10.1.1.0/2410.1.2.0/2410.1.3.0/24
- Essas redes estao por tras do VPN 5002 Concentrator.20.1.1.0/2420.1.2.0/2420.1.3.0/24

Configuracoes

Este documento utiliza estas configuragdes.

. Roteador 1720-1
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. Concentrador VPN 5002

Observagao: com o Cisco |IOS Software Releases 12.2(13)T e posteriores (cédigos T-train com
numeragao mais alta, 12.3 e codigos posteriores), vocé deve aplicar o mapa de criptografia IPSec
configurado somente a interface fisica. Vocé n&o precisa mais aplicar o mapa de criptografia na
interface de tunel GRE. Ter o mapa de criptografia nas interfaces fisica e de tunel quando vocé
usa o Cisco 10S Software Release 12.2.1(13)T e posterior ainda deve funcionar, mas a Cisco
Systems recomenda que vocé aplique o mapa de criptografia somente na interface fisica.

Roteador 1720-1

Current configuration : 1305 bytes
!

version 12.2

service timestanps debug uptinme
service timestanps | og uptine

no service password-encryption

!

host nane 1720-1

!

no | oggi ng buffered

no | oggi ng nonitor
enabl e secret 5 $1$vl zl $RqDOLgl gbSFCG VELFLf H
!
menory-size i onem 15
i p subnet-zero

no i p domai n-| ookup
!
ip audit notify |og

ip audit po max-events 100

ip ssh tinme-out 120

ip ssh authentication-retries 3
!
crypto isakmp policy 1

hash md5

authentication pre-share
crypto isakmp key ciscol23 address 172.16.172.21
!
!
crypto ipsec transform-set myset esp-des esp-md5-hmac
mode transport

!
crypto map vpn 10 ipsec-isaknp

set peer 172.16.172.21

set transformset nyset

mat ch address 102

!
cns event-service server

!
!
!
interface Tunnel0

ip address 50.1.1.1 255.255.255.252
tunnel source FastEthernet0

tunnel destination 172.16.172.21
crypto map vpn

!
interface FastEthernet0

ip address 172.16.172.39 255.255.255.240
speed auto

crypto map vpn
|




interface Serial0
ip address 10.1.1.2 255.255.255.0
encapsul ati on ppp
|
ip classless
iproute 0.0.0.0 0.0.0.0 172.16.172. 33
iproute 10.1.0.0 255.255.0.0 10.1.1.1
ip route 20.1.0.0 255.255.0.0 Tunnel O
no ip http server
|
access-list 102 permit gre host 172.16.172.39 host
172.16.172.21
|
line con O
line aux O
line vty 0 4
password ci sco
| ogin
!
no schedul er allocate

end

Concentrador VPN 5002

[ General ]

VPNGat eway = 172.16.172. 17

Et her net Addr ess = 00: 05: 32: 3e: 90: 40

Devi ceType = VPN 5002/ 8 Concentrat or
Confi guredOn = Ti neserver not configured
Confi gur edFrom = Conmmand Li ne, from Consol e

[ IKE Policy ]

Protection = SHA_DES_G1
Protection = MD5_DES_G2
Protection = MD5_DES_G1

[ Tunnel Partner VPN 1 ]

KeyLifeSecs = 3500
KeepaliveInterval = 120

TunnelType = GREinIPSec
InactivityTimeout = 120

Transform = ESP(MD5,DES)
BindTo = "Ethernet 1:0"
SharedKey = "ciscol23"
Certificates = Off

Mode = Main
KeyManage = Reliable
Partner = 172.16.172.39
[ TP VPN 1]

Hel | ol nt erval = 10

Subnet Mask = 255. 255. 255. 252
IPAddress = 50.1.1.2

Di r ect edBr oadcast = Of

Nunber ed = On

Mbde = Rout ed

[ I'P Ethernet 1:0 ]

Mode = Rout ed
Subnet Mask = 255. 255. 255. 240
| PBr oadcast = 172.16.172. 32

IPAddress = 172.16.172.21




[ P Ethernet 0:0 ]

Mbde = Rout ed

| PBr oadcast = 20.1.1.255
Subnet Mask = 255.255.255.0
| PAddr ess =20.1.1.1

[ Logging ]

Level = Debug
LogToAuxPor t = On

Enabl ed = O

[ Ethernet Interface Ethernet 0:0 ]

DUPLEX = hal f
SPEED = 10nmeg
[ IP Static ]

0.0.0.0 0.0.0.0 20.1.1.5 1

10.1.1.0 255.255.255.0 VPN 1 1
10.1.2.0 255.255.255.0 VPN 1 1
10.1.3.0 255.255.255.0 VPN 1 1

Configuration size is 1696 out of 65500 bytes.

Verificar

Esta sec¢éao fornece informagdes que vocé pode usar para confirmar se sua configuragao esta
funcionando adequadamente.

A Output Interpreter Tool (somente clientes registrados) oferece suporte a determinados
comandos show, o que permite exibir uma analise da saida do comando show.

- Esses comandos podem ser executados no roteador Cisco |0S.show crypto isakmp sa —
Mostra todas as associagdes de seguranga (SAs) atuais do ISAKMP (Internet Security
Association and Key Management Protocol).show crypto ipsec sa — Mostra todas as SAs
IPSec atuais.show crypto engine connection ative —Mostra o contador de
criptografia/descriptografia de pacotes para cada IPSec SAs.

- Vocé pode executar esses comandos no VPN 5002 Concentrator.show system log buffer —
Mostra informacgdes basicas do syslog.vpn trace dump — Mostra informacgdes detalhadas
sobre os processos de VPN.

Troubleshoot

Esta sec¢ao fornece informagdes que podem ser usadas para o troubleshooting da sua
configuragao.

Comandos para Troubleshooting

Observagao: antes de emitir comandos debug, consulte Informacdes importantes sobre
comandos debug.

Vocé pode executar esses comandos no roteador Cisco |0S.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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- debug crypto isakmp — Mostra informacdes detalhadas sobre a negociagéo da fase | (Modo
Principal) do Internet Key Exchange (IKE).

- debug crypto ipsec — Mostra informagdes detalhadas sobre a negociagao IKE fase Il (Modo
Rapido).

- debug crypto engine —Depura a criptografia/descriptografia de pacotes e o processo Diffie-
Hellman (DH).

Exemplo de saida de depuracéao

A saida de depuragao de exemplo para o roteador e o VPN Concentrator € mostrada aqui.

. Cisco IOS Router

. Concentrador VPN 5002

Depuracoes no Cisco I0S Router

A saida dos comandos debug crypto isakmp e debug crypto ipsec no roteador € mostrada aqui.
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| SAKMP (0:0): received packet from 172.16.172.21 (N) NEW SA

| SAKMP: | ocal port 500, remote port 500

| SAKMP (0:81): processing SA payl oad. nessage ID =0

| SAKMP (0:81): found peer pre-shared key matching 172.16.172.21

| SAKMP (0:81): Checking | SAKMP transform 1 against priority 1 policy

| SAKIVP: encrypti on DES- CBC
| SAKMP: hash SHA

| SAKIVP: auth pre-share

| SAKIVP: default group 1

| SAKMP (0:81): atts are not acceptable. Next payload is 3
| SAKMP (0:81): Checking | SAKMP transform 2 against priority 1 policy

| SAKIVP: encrypti on DES- CBC
| SAKIVP: hash MD5

| SAKIVP: auth pre-share

| SAKIVP: default group 2

| SAKMP (0:81): atts are not acceptable. Next payload is 3
| SAKMP (0:81): Checking | SAKMP transform 3 against priority 1 policy

| SAKIVP: encrypti on DES- CBC
| SAKIVP: hash MD5

| SAKIVP: auth pre-share

| SAKIVP: default group 1

| SAKMP (0:81): atts are acceptable. Next payload is 0O

| SAKMP (0:81): processing vendor id payl oad

| SAKMP (0:81): SA is doing pre-shared key authentication
d type I D | PV4_ADDR

| SAKMP (0:81): sending packet to 172.16.172.21 (R) MV _SA SETUP

| SAKMP (0:81): received packet from 172.16.172.21 (R) MM _SA SETUP
| SAKMP (0:81): processing KE payl oad. nessage ID =0

| SAKMP (0:81): processing NONCE payl oad. nmessage ID =0

| SAKMP (0:81): found peer pre-shared key matching 172.16.172.21

| SAKMP (0:81): SKEYID state generated

| SAKMP (0:81): sending packet to 172.16.172.21 (R) MM _KEY_EXCH

| SAKMP (0:81): received packet from 172.16.172.21 (R) MM _KEY_EXCH
| SAKMP (0:81): processing | D payload. nessage ID =0

| SAKMP (0:81): processing HASH payl oad. nessage ID = 0

| SAKMP (0:81): SA has been authenticated with 172.16.172.21

| SAKMP (81): |D payl oad

next - payl oad : 8

type 1



pr ot ocol : 17

port : 500

I ength : 8
5d20h: | SAKMP (81): Total payload |length: 12
5d20h: | SAKMP (0:81): sending packet to 172.16.172.21 (R) QVLIDLE
5d20h: | SAKMP (0:81): received packet from 172.16.172.21 (R} QVL.IDLE
5d20h: | SAKMP (0:81): processi ng HASH payl oad. nmessage |ID = 241
5d20h: | SAKMP (0:81): processing SA payl oad. nessage |ID = 241
5d20h: | SAKMP (0:81): Checking | PSec proposal 1
5d20h: | SAKMP: transform 1, ESP_DES
5d20h: | SAKMP: attributes in transform

5d20h: | SAKMP: SAlife type in seconds

5d20h: | SAKMP: SAlife duration (VPI) of 0Ox0 Ox0 OxD OxAC
5d20h: | SAKMP: SAlife type in kil obytes

5d20h: | SAKMP: SAlife duration (VPI) of 0Ox0 0x10 0x0 0xO
5d20h: | SAKMP: encaps is 2

5d20h: | SAKMP: aut henticator is HVAC MD5

5d20h: | SAKMP (0:81): atts are acceptable.
5d20h: | PSEC(val i date_proposal _request): proposal part #1,
(key eng. nsg.) dest= 172.16.172.39, src= 172.16.172.21,
dest _proxy= 172.16.172. 39/ 255. 255. 255. 255/ 47/ 0 (type=1),
src_proxy= 172.16.172. 21/ 255. 255. 255. 255/ 47/ 0 (type=1),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x0
5d20h: | SAKMP (0:81): processi ng NONCE payl oad. nmessage |ID = 241
5d20h: | SAKMP (0:81): processing |ID payl oad. nessage ID = 241
5d20h: | SAKMP (81): 1D | PV4A_ADDR src 172.16.172.21 prot 47 port O
5d20h: | SAKMP (0:81): processing |ID payl oad. nessage ID = 241
5d20h: | SAKMP (81): 1D | PV4_ADDR dst 172.16.172.39 prot 47 port O
5d20h: | SAKMP (0:81): asking for 1 spis fromipsec
5d20h: | PSEC(key_engi ne): got a queue event..
5d20h: | PSEC(spi _response): getting spi 895566248 for SA
from172.16.172.21 to 172.16.172. 39 for prot 3
5d20h: | SAKMP: received ke nessage (2/1)
5d20h: | SAKMP (0:81): sending packet to 172.16.172.21 (R} QVLIDLE
5d20h: | SAKMP (0:81): received packet from 172.16.172.21 (R} QVL.IDLE
5d20h: | SAKMP (0:81): Creating |PSec SAs

5d20h: i nbound SA from 172.16.172.21 to 172.16.172. 39
(proxy 172.16.172.21 to 172.16.172. 39)

5d20h: has spi 0x356141A8 and conn_id 362 and flags O

5d20h: lifetinme of 3500 seconds

5d20h: lifetinme of 1048576 kil obytes

5d20h: out bound SA from 172.16.172. 39 to 172.16.172.21

(proxy 172.16.172.39 to 172.16.172.21 )

5d20h: has spi 337 and conn_id 363 and flags O

5d20h: lifetinme of 3500 seconds

5d20h: lifetinme of 1048576 kil obytes

5d20h: | SAKMP (0:81): deleting node 241 error FALSE reason
"qui ck nmode done (await()"

5d20h: | PSEC(key_engine): got a queue event..

5d20h: I PSEC(initialize_sas):

(key eng. nmsg.) dest= 172.16.172.39, src= 172.16.172.21,
dest _proxy= 172.16.172.39/0.0.0.0/47/0 (type=1),
src_proxy= 172.16.172.21/0.0.0.0/47/0 (type=1),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 3500s and 1048576kb
spi = 0x356141A8(895566248), conn_id= 362, keysize= 0, flags= 0x0

5d20h: I PSEC(initialize_sas):

(key eng. nmsg.) src= 172.16.172.39, dest= 172.16.172.21,
src_proxy= 172.16.172.39/0.0.0.0/47/0 (type=1),
dest _proxy= 172.16.172.21/0.0.0.0/47/0 (type=1),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 3500s and 1048576kb



spi = 0x151(337), conn_id= 363, keysize= 0, flags= 0x0
5d20h: | PSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.39, sa_prot= 50,
sa_spi = 0x356141A8(895566248),
sa_trans= esp-des esp-nd5-hmac , sa_conn_i d= 362
5d20h: | PSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.21, sa_prot= 50,
sa_spi = 0x151(337),
sa_trans= esp-des esp-nd5-hmac , sa_conn_i d= 363
5d20h: | PSEC(add_sa): peer asks for new SAs -- expire current in 120 sec.
(sa) sa_dest= 172.16.172.21, sa_prot= 50,
sa_spi = 0x150( 336),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 361,
(identity) local= 172.16.172.39, renpte= 172.16.172. 21,
I ocal _proxy= 172.16. 172. 39/ 255. 255. 255. 255/ 47/ 0 (type=1),
renote_proxy= 172.16. 172. 21/ 255. 255. 255. 255/ 47/ 0 (type=1)
1720- 1#

1720- 1#show crypto isakmp sa
dst src state conn-id sl ot
172.16.172. 39 172.16.172. 21 QM | DLE 81 0

1720- 1#show crypto ipsec sa

interface: FastEthernetO
Crypto map tag: vpn, local addr. 172.16.172.39

| ocal ident (addr/mask/prot/port): (172.16.172.39/255.255.255. 255/0/0)
renote ident (addr/mask/prot/port): (172.16.172.21/255.255. 255. 255/0/0)
current _peer: 172.16.172.21
PERM T, flags={transport_parent,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.172.39, renote crypto endpt.: 172.16.172.21
path mu 1514, nedia ntu 1514
current outbound spi: 0

i nbound esp sas:
i nbound ah sas:

i nbound pcp sas:
out bound esp sas:
out bound ah sas:
out bound pcp sas:

| ocal ident (addr/mask/prot/port): (172.16.172.39/255.255. 255. 255/ 47/ 0)
renote ident (addr/mask/prot/port): (172.16.172.21/255.255. 255. 255/ 47/ 0)
current_peer: 172.16.172.21

PERM T, flags={origin_is_acl,transport_parent, parent_is_transport,}
#pkts encaps: 34901, #pkts encrypt: 34901, #pkts digest 34901
#pkts decaps: 34900, #pkts decrypt: 34900, #pkts verify 34900
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.172.39, renote crypto endpt.: 172.16.172.21



path mu 1500, nedia ntu 1500
current outbound spi: 151

i nbound esp sas:
spi: 0x356141A8(895566248)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 362, flow.id: 163, crypto nmap: vpn
sa timng: remaining key lifetime (k/sec): (1046258/3306)
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: 0x151(337)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 363, flow.id: 164, crypto nmap: vpn
sa timng: remaining key lifetime (k/sec): (1046258/3306)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

interface: Tunnel O
Crypto map tag: vpn, local addr. 172.16.172.39

| ocal ident (addr/mask/prot/port): (172.16.172.39/255.255.255. 255/0/0)
renote ident (addr/mask/prot/port): (172.16.172.21/255.255. 255. 255/0/0)
current _peer: 172.16.172.21
PERM T, flags={transport_parent,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.172.39, renote crypto endpt.: 172.16.172.21
path mu 1514, nedia ntu 1514

current outbound spi: 0

i nbound esp sas:

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

out bound ah sas:

out bound pcp sas:

| ocal ident (addr/mask/prot/port): (172.16.172.39/255.255. 255. 255/ 47/ 0)
renote ident (addr/mask/prot/port): (172.16.172.21/255. 255. 255. 255/ 47/ 0)



current_peer: 172.16.172.21
PERM T, flags={origin_is_acl,transport_parent, parent_is_transport,}
#pkts encaps: 35657, #pkts encrypt: 35657, #pkts digest 35657
#pkts decaps: 35656, #pkts decrypt: 35656, #pkts verify 35656
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.172.39, renote crypto endpt.: 172.16.172.21
path mu 1500, nedia ntu 1500
current outbound spi: 151

i nbound esp sas:
spi: 0x356141A8(895566248)
transform esp-des esp-nd5-hmac ,
in use settings ={Transport, }
slot: 0, conn id: 362, flow.id: 163, crypto nmap: vpn
sa timng: remaining key lifetime (k/sec): (1046154/3302)
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: 0x151(337)
transform esp-des esp-nd5-hmac ,
in use settings ={Transport, }
slot: 0, conn id: 363, flow.id: 164, crypto nmap: vpn
sa timng: remaining key lifetime (k/sec): (1046154/3302)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:
out bound pcp sas:

1720- 1#show crypto engine connections active

ID Interface | P- Addr ess State Algorithm Encrypt Decrypt

81 FastEthernetO0 172.16.172.39 set HWVAC MD5+DES 56_CB 0 0
362 FastEthernet0 172.16.172.39 set HVAC MD5+DES 56_CB 0 23194
363 FastEthernet0 172.16.172.39 set HVAC MD5+DES 56_CB 23195 0

Depuracées no VPN 5002 Concentrator

A saida de syslog no VPN Concentrator € mostrada aqui.

VPN5002_8_323E9040: Main# VPN 0:1 opened for 172.16.172.39 from 172.16.172. 39.
User assigned |IP address 50.1.1.2

VPN5002_8 323E9040: Mai n#show vpn partner verbose

Por t Par t ner Partner Default Bindto Connect
Nurnber Addr ess Por t Part ner Address Ti me
VPN 0:1 172.16.172. 39 500 No 172.16.172. 21 00: 00: 13: 26

Aut h/ Encrypt: MD5e/ DES User Auth: Shared Key
Access: Static Peer: 172.16.172.39 Local : 172.16.172.21
Start: 14518 seconds Managed: 15299 seconds State: i mt_mai nt enance



| OP slot 1:
No active connections found.

VPN5002_8_323E9040: Mai n#show vpn statistics verbose

Current In H gh Running Scri pt Scri pt Scri pt
Active Negot Wt er Tot al Starts (04 Error
Users 0 0 0 0 0 0 0
Partners 1 0 1 81 81 1 158
Tot al 1 0 1 81 81 1 158
Stats VPNO: 1
W apped 79733
Unw apped 79734
BadEncap 0
BadAut h 0
BadEncr ypt 0
rx IP 79749
rx I PX 0
rx O her 0
tx IP 79761
tx | PX 0
tx O her 0
| KE r ekey 0

I nput VPN pkts dropped due to no SA: 0
I nput VPN pkts dropped due to no free queue entries: O
I10OP slot 1:

Current In H gh Running Scri pt Scri pt Scri pt
Active Negot Wt er Tot al Starts (04 Error

Users 0 0 0 0 0 0 0

Partners O 0 0 0 0 0 0

Tot al 0 0 0 0 0 0 0

Stats

W apped

Unw apped

BadEncap

BadAut h

BadEncr ypt

rx IP

rx I PX

rx O her

tx IP

tx | PX

tx O her

| KE rekey

I nput VPN pkts dropped due to no SA: 0

I nput VPN pkts dropped due to no free queue entries: O

Configuracao incorreta do modo de tunel

O VPN 5000 Concentrator propde o modo de transporte por padrdo quando o GRE sobre IPSec é
usado. Quando o roteador Cisco |IOS esta configurado incorretamente para o modo de tunel,



€SSesS erros ocorrem.

A saida de depuragao no roteador Cisco IOS é mostrada aqui.

2d21h: | SAKMP (0:23): Checking | PSec proposal 1

2d21h: | SAKMP: transform 1, ESP_DES

2d21h: | SAKMP: attributes in transform

2d21h: | SAKMP: SA life type in seconds

2d21h: | SAKMP: SA life duration (VPI) of OxO0 Ox1 0x51 0x80

2d21h: |1 SAKMP: SA life type in kil obytes

2d21h: | SAKMP: SA life duration (VPI) of Ox0 0x10 0x0 0xO

2d21h: | SAKMP: encaps is 2

2d21h: | SAKMP: authenticator is HVAC MD5

2d21h: | PSEC(val i date_proposal): invalid transform proposal flags -- 0x0

O log no VPN 5002 Concentrator mostra uma entrada semelhante a esta saida.

lan-1an-VPNO: 1:[172. 16.172.39]: received notify from partner --
notify: NO PROPCSAL CHOSEN

Informagdes Relacionadas

- Anuncio do fim do ciclo de comercializacdo dos concentradores Cisco VPN 5000 Series
- Pagina de suporte do Cisco VPN 5000 Concentrator

- Pagina de suporte do Cisco VPN 5000 Client

- Pagina de suporte do IPSec

- Suporte Técnico - Cisco Systems
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