Configurando um Cisco VPN 5000 Concentrator
com autenticacao externa para um servidor
RADIUS de IAS do Microsoft Windows 2000.
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Introduction

Este documento descreve os procedimentos usados para configurar um Cisco VPN 5000
Concentrator com autenticagao externa em um Microsoft Windows 2000 Internet Authentication
Server (IAS) com RADIUS.

Observagio: o Challenge Handshake Authentication Protocol (CHAP) nao funciona. Use somente

o PAP (Password Authentication Protocol Protocolo de Autenticagdo de Senha). Consulte o bug
da Cisco ID CSCdt96941 (somente clientes_registrados) para obter mais detalhes.

Prerequisites

Requirements

Nao existem requisitos especificos para este documento.

Componentes Utilizados

As informagdes aqui sao baseadas nesta verséo de software:

- Software Cisco VPN 5000 Concentrator versao 6.0.16.0001
The information in this document was created from the devices in a specific lab environment. All of


//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdt96941
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the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Configuragao do concentrador Cisco VPN 5000

VPN5001_4B9CBA80

Ent er Passwor d:

Edi ted Configuration not

[ General ]

Et her net Addr ess =
Devi ceType =
Confi guredOn =
Conf i gur edFrom =
Enabl ePasswor d =
Password =

[ IP Ethernet 0 ]

Mode =
Subnet Mask =
| PAddr ess =

[ IP Ethernet 1 ]
Mbde =

[ IKE Policy ]
Prot ection =

[ VPN G oup "rtp-group” ]

Bi ndTo =
Transform =
Local | PNet =
MaxConnect i ons =
| PNet =

[ RADIUS ]

Bi ndTo =
Chal | engeType =
PAPAuUt hSecr et =
Pri mAddr ess =
Secr et =
UseChapl6 =
Aut henti cation =

[ Logging ]
Level =
Enabl ed =

Configuration size is 1065
VPN5001_4B9CBA80#

Present,

VPN5001_4B9CBA80> show config

usi ng Runni ng

00: 02: 4b: 9c: ba: 80

VPN 5001 Concentr at or

Ti meserver not configured
Command Line, from Console

Rout ed
255. 255. 255. 0
172.18. 124. 223

Of

MD5_DES_Gl

"et hernet 0"
esp( nd>5, des)
10.1.1.0/ 24
10
0.0.0.0/0

"et hernet 0"

PAP

" pappasswor d”
"172.18.124. 108"
"radi uspasswor d"”
O f

On

7
On

out of 65500 bytes.



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Configurar o Microsoft Windows 2000 IAS RADIUS Server

Estas etapas o guiam por uma configuragao simples do servidor Microsoft Windows 2000 IAS
RADIUS.

1. Nas propriedades IAS do Microsoft Windows 2000, selecione Clients e crie um novo
cliente.Neste exemplo, uma entrada chamada VPN5000 é criada. O endereco IP do Cisco
VPN 5000 Concentrator € 172.18.124.223. Na caixa suspensa Client-Vendor, selecione
Cisco. O segredo compartilhado € o segredo na se¢cao [ Rrab Us ] da configuracdo do VPN

¥PN5000 Properties el

Settings I

Friendly name for chent:
VRNEOO0

— Client address

Addresz [|P or DHS]:
17218124223

Werify. . I

Client-fendar: I Cizco bl

[ Client rmust always send the signature attribute in the request

B

Shared zecret:

HENMENEE

Canfirm zhared secret:

] I Cancel Apply

Concentrator.|=
2. Nas propriedades da Politica de acesso remoto, selecione Conceder permissdo de acesso
remoto na secao "Se um usuario corresponder as condicdes" e clique em Editar




T

Allow access if dial-in permission is enabled Properki

Sethings

Palicy name: Allow access F dialin permizzion iz enabled

Specify the conditions to match:

D ay-And-Time-Restrictions matches "Sun 00:00-24:00; Man 00:00-24:00;

« | i

fod. | Remove | Edi.

—If a uzer matches the conditions
% Grant remote access permission
™ Deny remote access permission

Access will be granted with the praofile you zpecify, unlesz access
iz overndden on a per-user bagis.

Edit Profile... |

QK. Cancel oy

perfil
3. Clique na guia Authentication (Autenticacao) e verifique se Unencrypted Authentication
(PAP, SPAP) esta




Edit Dial-in Profile : 2| x|

Dialin Constraints | IP | Multiin:
Authentication | Encrvption I Advanced

Check the authentication methods which are allowed far this connection.

I Extenzible Authentication Protocol

Select the EAP twpe which iz acceptable for thiz policy.

|MD5-EhaIIenge j [Eontigure...

[T Microsoft Encrypted Authentication version 2 [MS-CHAP +2)
[T Microsoft Encrypted Authentication [M5-CHAP)

[T Encrupted Authentication [CHAP)
W Unencrypted Authentication [PAP, SPAP)

Unauthenticated &ccess

Allow remote PPP clientz to connect without negaotiating
any authentication method.

k. Cancel Lpply

4. Selecione a guia Avangado, clique em Adicionar e selecione Especifico do
fornecedor.



YEdit Dial-in Profile

Dighn Constramnts | P | Mudtiiri | | order |
Austhentication | E nciyplion Advanced f
Specily addibonal conrechion atinbubes to be retumed to the Remcte
Access Serval
p Addaributes L E
arameters:
Hame | Vendo To sdd an tribuse to the Profie, select the atibute and click Add
RADILIS atribubes:
| Name | endor | ]|
Repl-Message RADILIS Standard  Message to be deplayed bo user when sutherc sl
Sennce-Type RADIUS Stendard  Type of service uses has requesshed =l
Tunrel-&ssonmeant-D RADIUS Standard  Tunnel bo which & sesson iz 1o be atsgned
Tunrnel-Lhent-fut b FAUS Standard  Mame wred by the lunned inhator dunng the authen
Tunrel-Chent-£ noot RADIUS Standard 1P address of the mtiator end of the unnel
TunreHedium-Type RADILUS Standard  Transpoil medum 10 use when ciesing & hinnel fo
Tunnel-Passveond RADILIS Standard  Passwond for suhenboating bo & semobe server
Tunrel-Pistererce RADIUS Standard  Felstive predersnce assigned to each lunnsl when
| Tumrel-Pyet-Group 0 RADIUS Standard  Gaowp [D hor 2 parcula unneled sezmon
TumrelServerdafdl RaliUs Standard  Mame ured by the lunned terminsion durng the st
Add. | Femove | Tunnel-ServesrEndpt RADIUS Standard 1P addvess of the serves end of the turmel
= | Tunne-T RADIUS Standard  Tunneling protocals 10 be wsed
RADIUS Standard  Lised bo support peopnetany MAS leahurnes
Chzco-i'Par Cisoo Cizeo AV Pas VEA
USR-ACCHM-Type U5, Robobes., | Dretcnpion mnob avalshie
USHAT L all-d nput-Fiter U5, Hobotics, ..  Descoplion not avalable
LUSH-AT-Call-0utput-Filtes U5, Aobobes, ..  Descoplion nol avalable:
LSR-AT Anput-Fiber 5. Robghcs. |, Descrpiion not svalable
OF | USRAT Quiput Fiter 5. Robotics, |,  Dhescrpion not avalable
— | USRATATMPiroutFikes  US5 Robolics. | Desciiphon rol svalsbls -
a | 3

add | Cow |

5. Na caixa de dialogo Informagdes de atributo com varios valores para o atributo Especifico do

fornecedor, clique em Adicionar para ir para a caixa de dialogo Informagdes de atributo
especificas do fornecedor. Selecione Inserir cédigo do fornecedor e digite 255 na caixa
adjacente. Em seguida, selecione Sim. Ele estda em conformidade e clique em Configurar

atributo. |
ﬁ.—*—!l Yendor-Specilic Attribute Informatisn 1%

S T Aitiage name

[Verdor Speciic o

: Cpecily resbesndl BCCEEL TaaT VEnG0

P‘ ™ Selact hom st [FADIS Standard =]

et @ EnieVerdoCode |25

[DetstSting

Altibule v Sﬂrﬂhh#?hmhhﬂmmlmh

 Vendor | Valun e ; m"'" "':mi""m'“"'

1]

™ Mo It doss nol confioem.

Cancel |

6. Na caixa de didlogo Configurar VSA (compativel com RFC), insira 4 para o numero de

atributo atribuido pelo Fornecedor, digite String para o formato do Atributo e digite rtp-group




(nome do grupo VPN no Cisco VPN 5000 Concentrator) para o valor do Atributo. Clique em
OK e repita a etapa
Configure ¥SA {RFC compliant) = 2| x|

YWendor-azzigned attnbute number:

4

Attribute farmat;
| String j

Sttribute value:

Irtp-grnud

Ok, Cancel

5
7. Na caixa de dialogo Configurar VSA (compativel com RFC), insira 4 para o numero de

atributo atribuido pelo fornecedor, digite String para o formato Attribute e digite cisco123 (o

segredo compartilhado do cliente) para o valor Attribute. Click

Configure ¥SA {RFC compliant) L e

Yendor-aszigned attribute nurmber:;
]

Attribute format;
String j

Attribute value;
cizcol2d

ak. Cancel

OK
8. Vocé vé que o atributo Vendor-Specific contém dois valores (grupo e senha de




Edit Dial-in Profile =3 2 x|

Dialin Constraints | Iz l M ultiliek; | |
Authentication I E ncryption Advanced

Specify additional connection attibutes to be returned to the Remote
Arcess Server.

Farameters:
M arne Wendor Walue
Yendor-5pecific RADIUS Standard  rtp-group, cizcol23

add. Aemove | | Edie |

Q. Cancel Apply

9. Em suas propriedades de usuario, clique na guia Discar e verifique se o acesso de controle
por meio da Diretiva de acesso remoto esta




Eenerall Meml:uerl:lfl Profile  Dlial-in I

— Remote Accezz Permizzion [Dial-in ar WEH ]

™ Allow access

" Deny access

™ Werify Caller-|D:
- Callback Ophions
% Mo Callback

™ Set by Caller [Routing and Femate Access: Service anly)
™ Alwayps Callback to:

[T Aszsign a Static |P Address

1 Apply Static B outes

Define routes to enable faor this Dial-in Cratie ot . |
connechir,

Q. I Cancel | Apply

selecionado

Verificar o resultado

Esta secao fornece informagdes que vocé pode usar para confirmar se a sua configuragcao
funciona corretamente.

A Output Interpreter Tool (somente clientes registrados) oferece suporte a determinados
comandos show, 0 que permite exibir uma analise da saida do comando show.

- show radius statistics —Exibe estatisticas de pacotes para comunicagao entre o VPN
Concentrator e o servidor RADIUS padrao identificado pela secao RADIUS.
- show radius config — Mostra as configuragdes atuais dos parémetros RADIUS.
Esta € a saida do comando show radius statistics.

VPN5001_4B9CBA80>show radius statistics

RADI US Stats
Accounti ng Primary Secondary
Request s 0 na

Responses 0 na


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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Ret r ansmi ssi ons 0 na
Bad Aut henticators 0 na
Mal f or med Responses 0 na
Packets Dropped 0 na
Pendi ng Requests 0 na
Ti meout s 0 na
Unknown Types 0 na
Aut henti cati on Primry Secondary
Request s 3 na
Accept s 3 na
Rej ect s 0 na
Chal | enges 0 na
Ret r ansmi ssi ons 0 na
Bad Aut henticators 0 na
Mal f or med Responses 0 na
Packets Dropped 0 na
Pendi ng Requests 0 na
Ti meout s 0 na
Unknown Types 0 na

VPN5001_4B9CBABD>
Esta é a saida do comando show radius config.

RADI US State UDP CHAP16

Aut henti cati on On 1812 No

Accounti ng O f 1813 n/a

Secr et ' radi uspasswor d'

Server | P address Attenpts Acct Secret
Primry 172.18.124. 108 5 nla

Secondary O f

Configurar o VPN Client

Este procedimento o orienta na configuragdo do VPN Client.

1. Na caixa de dialogo Cliente VPN, selecione a guia Configuragdo. Em seguida, na caixa de
didlogo VPN Client-Prompt for Secret, digite o segredo compartilhado no VPN Server. O
segredo compartilhado do VPN Client é o valor inserido para a senha VPN do atributo 5 no
VPN
Concentrator.



VPNClient x|

Configuration I Logging | Gereral | Certificates | about |

Login Configuration -
M arme Fartrer Login Method Bdd...
arnar 17218124215 Manual
7218124.223  Shared Key Remove
Edit. ..
Login Mame: omar Ok I
YPH Server: 17218124 223 Eakicel |
Shared Secret: |.|
< | | ﬂ Advanced...
[T futo-Connect to Default when Opened
[T Auto-Connect to Default before Logon

Connecting user omar to 172.18.124.223
Hide E wit

2. Depois de inserir o segredo compartilhado, vocé sera solicitado a fornecer uma senha e um
segredo de autenticacdo. A senha é sua senha RADIUS para esse usuario, e o segredo da
autenticagao € o segredo da autenticacdo PAP na se¢do [ Rrabpi us] do VPN
Concentrator.



VPN Client X

Configuration IL::nggingI Eenerall Eertificate&l About I

Login Configuration
Mame Fartrer Login Method Add...
arnar 17218124215 Manual
amar 17218124223 Shared ey Remove
Edit...
I}
Pazzword: [| Ok, I
Authentication Secret; I Cancel | =
4 | | _'J Advanced...
[T Auto-Connect ta Default when Opened
I Auto-Connect to Default before Logon

Connecting user omar to 172.18.124.223
Hide | Exi

Registros do concentrador

Notice  4080.11 seconds New | KE connection: [172.18.124.108]:1195: omar

Debug 4080. 15 seconds Sendi ng RADI US PAP chall enge to omar at 172.18.124.108

Debug 4087. 52 seconds Recei ved RADI US PAP response fromonar at 172.18.124.108, contacting
server

Noti ce 4088. 8 seconds VPN 0: 3 opened for omar from 172.18. 124. 108.

Debug 4088.8 seconds dient's |ocal broadcast address = 172.18.124. 255

Noti ce 4088. 8 seconds User assigned |IP address 10.1.1.1

Info 4094. 49 seconds Command | oop started from10.1.1.1 on PTY2

Troubleshoot

Atualmente, nao existem informacdes disponiveis especificas sobre Troubleshooting para esta
configuragao.

Informacoes Relacionadas

- Anuncio do fim do ciclo de comercializacido dos concentradores Cisco VPN 5000 Series
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- Pagina de suporte do Cisco VPN 5000 Concentrator
- Pagina de suporte do Cisco VPN 5000 Client

- Pagina de suporte do IPSec

- Suporte Técnico - Cisco Systems
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