Configurando o Cisco VPN 3000 Concentrator
4.7.x para obter um certificado digital e um
certificado SSL
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Introduction

Este documento inclui instrugdes passo a passo sobre como configurar os Cisco VPN 3000
Series Concentrators para autenticar com o uso de certificados digitais ou de identidade e
certificados SSL.

Observagao: no VPN Concentrator, o balanceamento de carga deve ser desabilitado antes de
gerar outro certificado SSL, pois isso impede a geracao do certificado.

Consulte Como obter um certificado digital de uma CA do Microsoft Windows usando o ASDM em
um ASA para saber mais sobre 0 mesmo cenario com o PIX/ASA 7 .x.

Consulte Exemplo de Configuracao de Inscricido de Certificado do Cisco IOS Usando Comandos
de Inscricao Avancados para saber mais sobre 0 mesmo cenario com as Plataformas Cisco
IOS®.

Prerequisites

Requirements

Nao existem requisitos especificos para este documento.

Componentes Utilizados

As informacgdes neste documento sao baseadas no Cisco VPN 3000 Concentrator que executa a
versao 4.7.
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The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

Consulte as Convencoes de Dicas Técnicas da Cisco para obter mais informacdes sobre
convencoes de documentos.

Instalar certificados digitais no VPN Concentrator

Conclua estes passos:

1. Escolha Administration > Certificate Management > Enroll para selecionar a solicitagao de
certificado digital ou de
identidade.

Thiz section allows you to create an SSL or identity certificate request. The identity certificate request allows the
VPH 3000 Concentrator to be enrolled into the PEI The certificate request can be sent to a CA, which will
issue a certificate. The CA's corfificate must be installed gz a Cortificate Authority before insialng the
carfificate you requested.

Choose the type of certificate request to create

o Ldentity certficate >
s 53L certficate

—

<< (10 back to Certibcate Manasement

2. Escolha Administration > Certificate Management > Enroliment > Identity Certificate e clique
em Enroll via PKCS10
Request(Manual).

Select the enrolinent method for the sdentity cerbficate. T'o mstall a certificate wath SCEP, the wwomng CA's
certficate must also be mstalled with SCEP. Click: here to mstall a new CA usme SCEP before enrolling.

“a_Enroll ma PECS10 Bequest 'l-.-im:_-'“-
s Enroll na SCEP at BSAvS TR oothD SerwCH

o Enroll ma SCEF at TestCA6-8 at Cisco

<= 3¢ back and choose a different type of cermficate

3. Preencha os campos solicitados e clique em Inscrever.Esses campos sao preenchidos neste
exemplo.Nome comum — altiga30Unidade organizacional—IPSECCERT (a OU deve
corresponder ao nome de grupo IPsec configurado)Organizagdo — Cisco
SystemsLocalidade — RTPEstado/Provincia — Carolina do NortePais — EUANome de
dominio totalmente qualificado —(ndo usado aqui)Tamanho da chave — 5120bservagéo: se
vocé solicitar um certificado SSL ou um certificado de identidade usando o Simple Certificate
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Enroliment Protocol (SCEP), essas sao as unicas opgdes RSA disponiveis.RSA 512 bitsRSA
768 bitsRSA 1024 bitsRSA 2048 bitsDSA 512 bitsDSA 768 bitsDSA 1024
bits

Administration | Cenificate Management | Enroll | Identity Cenificate | PRCS10
Enter the mformation to be mcluded mn the certificate request. The CTA % certificate must be installed as a Certificate Authority
before mstalling the certificale vou reguested. Please wait for the operation to finish.
- Enter the common name for the VPN 2000 Concentrator
¢ on Name (CN) [ahige30 o be used n thes PEL
Organizational Unit () |IPEEL‘[:EF1T Enter the department.
Organization (1) [Eﬁim Systems Enter the Organization or company.
Locality (L) [FTP Enter the city or town.
State/Province (3F) |Nn:-r1hl:a:c|lina Enter the State or Provmce.
Enter the two-letter country abbrewaton (e.g Umted
C s
ountry (C)| States = US),
Subject AlternativelName | Enter the Fully Qualfied Domain Mame for the VPN
(FODN) 3000 Concentrator to be used m thas PEL
Subject AlternativeName (E- M Enter the E-Ial Address for the VEIT 3000
Mail Address) Concentrator to be used o thus PEL
Eey Size | RE4 512 bits ""'I Select the key size for the generated ESADSA key parr.
Enoll | Cancel |

4. Depois de clicar em Inscrever-se, varias janelas serao exibidas. A primeira janela confirma
que vocé solicitou um
certificado.

A certificate request has been generated. In a few seconds, a new browser window will open up with the certficate request The
request can be saved as a fle, or copied then pasted mto a CA's management mterface.

The request 15 located on the VPR 2000 Concentrator wath the Glename pkes0001.t . When you are done, you should delete
thus file, go to the Fde Management page to delete the cemheate request.

s 3o to Cerbificate Management
o 030 to Certficate Enrollmert
s Goto Certficate Installation

Uma nova janela do navegador também € aberta e exibe seu arquivo de solicitagao
PKCS.
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5. No servidor da Autoridade de Certificagdo (AC), realce a solicitagao e cole-a no servidor da
AC para enviar sua solicitagao. Clique em

Next.

Y it st I
],,.......,g;ga'qm et (Peetary | Sy Gb

Jﬂ-h]ru:u_lrlh.:lu.l_w.m-m_l 3# _J_“

Walcome

ol S s e 58 10 reques! & centihcate for your wab broweser, a-miall chant, of other Secure program . Once you acqusie & carificale, you
will b= able (o sacuraly identify woursall 1o offesr peopks ower e weeb, Sign your &-mail messagses, encrypl your e-masl messages, and mors
Clapaincling L0 B iyl of Corbiicale You request

Select a task:
© Retrieve the CA carficate o cartificate revocation st
# Raquest & cedtificate
& Chaclk on a pending certificate

6. Selecione Solicitagéo avangada e clique em
Avangar.
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Choose Request Type

Plaase select the type of réquest you weould ke to miske

O Lbgir Coatif cale fisguss Bt

& Advanced request

TR

7. Selecione Submit a certificate request using a base64 encoded PKCS #10 file or a renew
request using a base64 encoded PKCS #7 file e clique em

Next.
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Advanced Certificate Requests

Wioid Cln eques! & Carthcale for yoursel, BRoTT USer, OF 8 COMmpLlber Using O of i Molloweng msthods Mo thal the polcy of B cedtihc abion
suhofity (CA) wall detenrming the cetifcalss that you cah obilain

© Submil a certificale reguast 1o this CA wsing a form

Submit & certmcate request usang & basetd ancoded PHCS #10 file o & renewal request Using & basetd ancoded PHCS &7 liks

Frequast & Certificate for @ smae card on Dehall of another user using the Sman Cand Enroliment Stalion
¥iow must harve a0 encliment agent cetdoate fo subimi 8 mqesl for sncther waer

8. Corte e cole seu arquivo PKCS no campo de texto na sec¢ao Solicitagdo salva. Em seguida,
clique em

Enviar.
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Submit A Saved Reguest

Faste a basetd encoded FEKCS #10 carrhcate raguest or PHICS #T renewal request generated by an estemal application (such &5 a web
sarvel) info the requast field to submit e reguest to the certificalion authonty (CA)

Saved Hegquess
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Carrficate Peguest |-——--END NEV CERTIFICATE FEQUEST--———
PHCS #10 o 8
-
®
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9. Emita o certificado de identidade no servidor

CA.
(T e
| dten o= | = @@ DB
fres | quest I
B Covnricmion fumanty (Local)
& E!'hﬂ'
Ll e Carttuates
[0 D it i

10. Faga o download da raiz e dos certificados de identidade. No servidor CA, selecione

Verificar um certificado pendente e clique em

Avancar.
]
| Fs b Vew Feols Tk Hip

eted s - D[] 2| Dsewch [alfeies Jeimoy Y- b
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Welcome

You uSe this web site to request a certificate for your web browser, e-mail chent, or other secure program. Once you acquire a certficate, you
will b abde o Sacunsly idenidy yoursell 1o ofher peopie over the wisb, Sagn your a-mail Messages, encrypl your e-mail messages, and mone
dapending upon the type of cartificate ywou request

Select a task:
 Rafrieesn the CA centificate o cermficale revocation list
r© FE'IE'I}..IEEI a carmhcate
& Check on a pending certificale

[z ]

11. Selecione Base 64 codificada e clique em Download de certificado CA no servidor

CA.
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Certificate Issued

The cartificabe YOI reQuesied was 155Uad (D you

©DER encoded of * Basa 64 ancoded
Download ChA cemificate
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12. Salve o certificado de identidade na unidade

local.
Savein I [ﬂ Desktop l‘l
My Documents
My Compuker
My Mebwork Places
Save a3 type: |Se::urity Certificate j Cancel
' 7/

13. No servidor CA, selecione Recuperar o certificado CA ou a lista de revogagéo de certificado

para obter o certificado raiz. Em seguida, clique em
Avangar.
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Welcome

You use this wab site to request 8 cemificate for your web browser, e-mail chent, or other sacure program. Once you acquire a cerificate, you
vill b alla 1o Secunahi (dantify yoursel 10 olhed Deople over T wab, Sigh your é-mal Massages, enciypl your &.mal Messages and mors
dapanding upon the bype of certificate you raguest

Select a task:
& Retrieve the CA cerbtficate or certficate revocation st
© Request 8 comhcale
 Check on a pending cestificates

14. Salve o certificado raiz na unidade

local.
Saveas R d .
Savein I@ Desktop j EIF "'*

Hizta iy

M4 My Documients
!_EI,_, My Computer
{5 My Mebwork Places

certnew.cer
Deskta
Fié)g.‘.

Fy Dacumetita

k- Compiker

Save as type: | Securty Certificate j Cancel

15. Instale os certificados raiz e de identidade no VPN 3000 Concentrator. Para fazer isso,

selecione Administration > Certificate Manager > Installation > Install certificate obtido por
meio da inscrigdo. Em Status da inscrigao, clique em
Instalar.

anagement | Install centificate obtained via enrollment

Select a enrcllment request to mstall

Enrollment Status
|— Suhject | Issuer | Date ['I.T:e Reason (Methud Status |r Actions
laltiga30 at Cisco Systems WA (05222003 (T |Tnnal  Manual  [Tn Pregress [View]lnstall] Delste

<< (7o back and choose a different bype of cerbibicate

16. Clique em Carregar arquivo da estagéo de
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17. Clique em Procurar e selecione o arquivo de certificado raiz que vocé salvou na unidade
local.Selecione Instalar para instalar o certificado de identidade no VPN Concentrator. A
Administracao | A janela Gerenciamento de certificados é exibida como uma confirmacgéao e
seu novo certificado de identidade é exibido na tabela Certificados de
identidade.

Enter the name of the identty cerificate file

Filename | Browse... |

Install ‘ Cancel

Nota: Conclua estes passos para gerar um novo certificado se o certificado
falhar.Selecione Administration > Certificate Management.Clique em Excluir na caixa Agdes
da listagem Certificado SSL.Selecione Administration > System Reboot.Selecione Salvar a
configuragédo ativa no momento da reinicializagao, escolha Agora e clique em Aplicar.
Agora vocé pode gerar um novo certificado apos a conclusao do recarregamento.

Instalar certificados SSL no VPN Concentrator

Se vocé usar uma conexao segura entre seu navegador e o VPN Concentrator, o VPN
Concentrator exigira um certificado SSL. Vocé também precisa de um certificado SSL na interface
que usa para gerenciar o VPN Concentrator e para WebVPN, e para cada interface que termina
os tuneis WebVPN.

Os certificados SSL da interface, se ndo existirem, sdo gerados automaticamente quando o VPN



3000 Concentrator € reinicializado apos a atualizagao do software VPN 3000 Concentrator. Como
um certificado autoassinado é gerado automaticamente, esse certificado n&o é verificavel.
Nenhuma autoridade de certificagao garantiu sua identidade. Mas esse certificado permite que
vocé faga contato inicial com o VPN Concentrator usando o navegador. Para substitui-lo por outro
certificado SSL autoassinado, faga o seguinte:

1. Escolha Administration > Certificate

Management.
Hetresh{

Thas sechon lets vou view and manage cerifficates on the YFH 2000 Concentrator

¢ Click hiere to endoll with a Certdficate Awthoritsy

o Click bar . T
Certificate Anthorifes [ View 80 CEL Cackes | Clewr &1 CRL Caches 1 Coarrent: 1, masimam: 20

Subject Iszuer Expiratien SCEF lguer Actons
ms-rooi-sha-06-2A01 &l cisco mas-roob-shala-2000 at epsco Q45702 2 Hao View | Confimne | Dielete

Identity Cevtifie ates (ourent: |, mesinaurm 20)
Suhject Issurr | Expiration Ao ns
Gatavray & at Cisco Syatetns ma-roob-alia-08-2001 ot ciaco |EIE.-U¢I.-'EEID4 Yieg | Barew | Delote

S5L Certificates
Iaterfase Subject Laguer Expiration Aetions
Preate 10561 al Cisco Systems, Inc. (10541 alCisco Syrstems, Ine. 020172006 .'u':-".-'| Repewr | Delele | Expord |l|:-:l-r'!|-l 1?-'1 Enmll | Impord

S5H Host Kev
Ery Size Eey Type Dade Generated | Actions
1024 bits i==TN D1/05/2004 [E—

2. Clique em Gerar para exibir o novo certificado na tabela Certificado SSL e substituir o
certificado existente.Essa janela permite configurar campos para certificados SSL que o
VPN Concentrator gera automaticamente. Esses certificados SSL sao para interfaces e para
balanceamento de
carga.

You are about to generate & certiicats for the Public Itetface | The cermficats wal have the followang DI for both Sebject and Leser

The cerbficate will be wald for 3 vears from vesterday

Common Name (CIV) |1 0.86.194.17% Enter the Commeon Mame, usually the TP or TS address of this mierfacy
Organizational Tndt (017 |"u'1"M 3000 Concentratar Enter the depastroent
Crganization () [I:ia oo Systems, e Enter the Organization of company,
Localiy (L) |F'cu|ldl" Enter the caly or bewn
StateProvince (5T |h"|155:|.chusal'c5 Enter the State or Frovince
Country (C) IE Enter the twro-letter country abbrewiation (e.g TUnited States = T2
ESA Key Size W celect the Key size for the penerated B34 key pair,

GenerMEl Cancel I

Se quiser obter um certificado SSL verificavel (isto €, um certificado emitido por uma
autoridade de certificagao), consulte a secao Instalar certificados digitais no VPN
Concentrator deste documento para usar o mesmo procedimento usado para obter
certificados de identidade. Mas desta vez, na janela Administragéo > Gerenciamento de




Certificados > Inscrever, clique em Certificado SSL (em vez de Certificado de
Identidade).Observagao: consulte a Administracdo | Se¢ao de gerenciamento de certificado
do VPN 3000 Concentrator Reference Volume |I: Administration and Monitoring Release 4.7
para obter informacgdes completas sobre certificados digitais e SSL.

Renovar certificados SSL no VPN Concentrator

Esta secao descreve como renovar os certificados SSL:

Se for para o certificado SSL gerado pelo VPN Concentrator, va para Administration > Certificate
Management na secao SSL. Clique na opgéao renovar e ela renovara o certificado SSL.

Se for para um certificado concedido por um servidor de CA externo, faga o seguinte:

1. Escolha Administragédo > Gerenciamento de Certificados >Excluir em Certificados SSL para
excluir os certificados expirados da interface

publlca
Re[msh'l:

Thaz section lets you wiessr 2nd manage certtficates on the VPR 3000 Concentrator

* Click here bo enroll wilh a Cerlificate Authonity

* Click here to install 2 certificate
Certificate Anthorities [ View ALCEL Caches | Clear 81 CEL Caches ] (cusrent: 1, massirmum )

SCEP
Subject Issuer Expiration Y Actions

Thawe Test CA Root at Thawde Thawte Tesl CA Fool al Thavwte i
Ceriifiation Certificafion 1 2312020 Ho View | Comfigums | Dalate

Identity Certificates { current: 0, masarmam: 2

_ Subject | Issuer Fxpiration Artions
No ldemiity Certificaies

3L Certificates

Imterface ' Subject | Issner |Etp1rminn - Actinns
10, 168 116 116 at Cisco |lE|]ﬁSJI|5-ll|SaLC1'sc|:-
Prvrat | 097172010 |Vew | Ferew | Delele | Expord | Gensrate | Enroll | Import
| e [Systems, Inc. |&ystems, Inc. ‘ | Dilet: | | saersts
. : earlygates. ocp org at quuifa:-c Secure Certificate :
Putlic [ 0841 6/2008 [View | Rezew [[Delete] Export | G Enoll| Import
b [pearlygates. ocp.org st .. 3t Equifice Vi | Eesew fiDe axport | Cenemle | Exoll] Lp

B

Clique em Sim para confirmar a exclusao do certificado
SSL.
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dministration | Certificate Management | Deleta

Subject Issuer
CN=pearlygates. ocp.org OU=Equifax Secure Certificate Aothorty
OU=Domain Control Validated - QuickS5L Premmium(R) O=Equifax
OU=5ee www. geotrust comfresourcesfcps (c)07 C=15
OU=GT74524223
O=pearlygales ocp.org
C=ITS
Serial Number 07E267
Signing Algorithm SHAIWihRESA

Public Key Type FSA (1024 bits)
Certificate Usage Digital Signature Mon Fepudiation Key Encipherment,Data Encipherment
I-'lDS".l'hu.lrIJprirlt 2C:EC:GD:8B:FE: 59:9D: FE:04: An:B2: 1B C5:09: 94z 27
SHAL Thumbpring 5E:9A:7C:D3:02: FE: L0z AC: 75: 72: 00 AA: 6A: 73: 84: 54: CZ: DCIBE: 95
Validity 8/16/2007 at 17-26:35 to &/16/2008 at 17:26:35
CRL Distribution Point hitp./crl geotrust comferls/secureca crl

Are you sure you warnt to delete thus certificats?
I Q- I ] Mo ]

2. Escolha Administration > Certificate Management > Generate para gerar o novo certificado
SSL.

nistration | Certificate Management

Refresh(

This sectiom let=s you wew and manage ceritficates on the VPR 3000 Concentrator.

* Chek here bo enroll with a Cerificate Authoniy

= Click here io install 4 ceriificate
Certificate Authorities [ Visw A1l CRL Caches | Clear A1l CRL Caches ] (current: 1, masimum: 6)
r - 5T T -

2 ' ERERR SCEP z

| Suhject ; Issuer E:]matum | b Actions
Thawte Test CA Foot at Thawte Thawie Test CA Root al Thawie L
|Eu1|ﬁcaﬂcm Certific ELIII'EIHEII[I| Mo (Wiew | Configume | Delete

Tdentity Certificates (current 0, masomam: 3
| Subject L tower | Expiration | Actions

SEL Certificates

) Suer I
Interfar Subject Is j Actions
izt 10.168.116. 116 at Cisco  |10.168.116.116 at Cisco L. _
-[Pn'l.rale |Eﬁm3: o Systems, Inc. DWI?#ID[D!WJIRmelmhuIMIGmnulEmmm_
Fublic  [No Certificate Installed. |Oenerste) Enol | Lmport

O novo certificado SSL para a interface publica é
exibido.
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Hefresh

This section lets you view and manage cerlificates an the VPR 3000 Concentrator.

¢ Click here to enroll with a Certificate Awthorily
& Click here to install 5 cerlificate

Certificate Authorities [ View All CRL Cackes | Clear Al CRL Caches ] (current 1, massmurn: 6)

I| Subject | Issuer !lE:pnatnnJ Reinit Artions
|Thawte Test CA Root at Thawte | Thawte Test CA Root at Thawte = i :
[ceticaton |ceticaion R T P
Identity Certificates cumrent 0, massmum: 1)
Subject Issuer ] Expiration I Actions
Mo Identity Certificales
S5L Certificates
|Imterface Subject Issuer Espiration | Actions
.. 10,163 116,116 at Cisco 10.168. 116,116 at Cisco | Il
?F't:rvma S sl B Skl Bk . UF'”TH“IU!‘Vﬂl Retew | Delete | Export | Genemte | Ensoll | [mport
Public hll“”":” A S YR ;:Ll'l'm Cizco Syvlems, | EIDIIEHlJlﬂ View | Bepew | Delete | Export | Gensrate | Ensoll | Inpost

Informacdes Relacionadas

- Pagina de suporte do Cisco VPN 3000 Series Concentrator
- Negociagéo |Psec/Protocolos IKE
- Suporte Técnico e Documentagéo - Cisco Systems
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