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Introduction

Este documento inclui instrugdes passo a passo sobre como configurar os Cisco VPN 3000
Series Concentrators with VPN Clients com o uso de certificados.

Prerequisites

Requirements

Nao existem requisitos especificos para este documento.

Componentes Utilizados

As informacgdes neste documento sao baseadas no software Cisco VPN 3000 Concentrator
versao 4.0.4A.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is

live, make sure that you understand the potential impact of any command.

Conventions

Consulte as Convencoes de Dicas Técnicas da Cisco para obter mais informacoes sobre
convencoes de documentos.
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Certificados do VPN 3000 Concentrator para clientes VPN

Conclua estes passos para configurar certificados do VPN 3000 Concentrator para VPN Clients.

1. A politica IKE deve ser configurada para usar certificados no VPN 3000 Concentrator Series
Manager. Para configurar a politica de IKE, selecione Configuration > System > Tunneling
Protocols > IPsec > IKE Proposal e mova o CiscoVPNClient-3DES-MD5-RSA para as Ative

Proposal.

Add, delete, prioninee, and configure THE Proposals

Zelect an Inactive Proposal and chck Activate to make f Active, or chck Modify, Copy or Delete as approptiate
Zelect an Active Proposal and chck Deactivate to make it Tnactive_ or click MMove Up or Move Down te change its prionty
Chcke Add or Copy te add a new Inactive Proposal. TEE Propesals are weed by Secunty Assocahons to specify [EE

PHIHI[I.L"'-:T'E.
Artive
Proposals Artons
CiscoVPMHChient-JDES-MDS < Achvale I
IKE-IDES+4DE :
IKE-3DE S4D5-DH1 Deactvete>> |
IKE-DES-MDE MaveUp |
IKE-3DES-HDE-DHT
IKE-3DES-MDE-REA bowe Diown |
CiscoVPNClient-3DES-MD5-DHS
CiscoVPMNClient-AES128-SHA Acldl |
IKE-AES126-5HA
- badlity |
Copy I
Deleta |

hawe Heerle:l-d

Inartive
Proposals

IKE-3DES-SHADSA

IKE-3DE S-MDS-H 501
IKE-DES-+DE-DH?

Ciscov PR Clien-1DES-SHA-DSA
Cigoov PR Client-10E 3-tDE-RE4A-DHS
Cigoov PR Client-10E 5-EHA-DS4A-DHS
Ciscovw PR Client-AE 5256-5HA
IKE-AES06-5HA

2. Vocé também deve configurar a politica de IPsec para usar certificados. Selecione
Configuration > Policy Management > Traffic Management > Security Associations, realce
ESP-3DES-MDS5 e clique em Modify para configurar a politica de IPsec para configurar a

politica de

IPsec.

Proposals to negohate IEE parameters

Click Add to add an S4 or select an SA and chick Modify or Delete

IPSec SAz

ESP-IDES-MOS-DHS
ESP-IDESMOS-DHT
ESP-IDES-MHOKNE
ESF-AES12B-5HA
ESP-DES-MOS
ESPL2TP-TRAMNSPORT
ESFARE-3DES-MDA

Thiz section lete vou add, configurs, moddy, and delets [FPSec Securmty Asseciabons (SA:) Secunty Associabons use [HE

Add
Madity |
_ Deiete |

save Hee |imlE

Artinns

Delete




3. Na janela Modificar, em Certificados Digitais, selecione o certificado de identidade instalado.
Em IKE Proposal, selecione CiscoVPNClient-3DES-MD5-RSA e clique em

Management | Traffic Manac
MWodifr a configured Securty Assooation
54 Name |ESF’-]DE SHA0E Specdy the name of tus Securtty Aszociaton [(SA)
Inheritance | From Rule *i Select the granulanty of tas SA.
TPSec Parameters
Authentication Algorithm | ESFEMDS M- 28 _:] Select the packet avthenhcaton algorthm to use.
Encryption Algorithm | 30ES-168 'rI Select the ESF encryption algonthm to use
Encapsulation Mode |Tunnel '| Select the Encapaulation Moda for this 24
Perfect Forward Secrecy |Dizabled =] Select the uge of Perfect Forward Secrecy
Lifetime Measurement | Time *I Select the Lfstmme measurement of the TP Sec keys.
Data Lifetime |1 0o Specdy the data hfstmme in lalobiytes (B
Time Lifetime [28500 Specidy the time Lfetrne in seconds.
IEE Parameters
IEE Peer |E.I1I] ] Specdy the TEE Peer for a LAN-to-LAN IPSec connechon
Megotiation Mode | hdain 'I Select the TEE Negohation mode to use.
Digital Certificate [EESRMUMMMN ~| Scloct the Digtal Certificate to use
~ . ) .
Certificate Transmission Eﬂm’f_; cet‘I:IE!:al:e chain Choose how bo send the dimeal certficats to the TKE peer
& Tdentity certficate only
IKE Proposal | IKE-3DES-MDk j Select the IEE Proposal te use as IKE invhator.
I areke 1 coneal |

4. Para configurar um grupo IPsec, selecione Configuration > User Management > Groups >
Add, adicione um grupo chamado IPSECCERT (o nome do grupo IPSECCERT corresponde
a OU (Organizational Unit, unidade organizacional) no certificado de identidade) e selecione
uma senha.Esta senha nao sera usada em nenhum lugar se vocé usar certificados. Neste
exemplo, "cisco123" é a
senha.

This sechion lets wou add a groug. Check the Inherit? box to set a field that wou want to defalt to the base group walue.
Uncheck the Inherit? box and enter a new valus to override base proup valuss,

Attnbute Value Description
Froup - :
=
HmEIﬁF‘SEG CER Enter & unigue name For the grovup.
FPassword |“"“'"' Enter the passwrard for the groug,
Venfy I“‘“‘“‘] Wenfy the growp's passwerd,
External groups e configured on an external authenticanon server (e g RADIUE)
T ||n1 | '! ' -
Ly L Intermad proups are configred on the VPR 2000 Concentrater's Intemal Database.

Add Cancsl |

5. Na mesma pagina, clique na guia Geral e certifique-se de selecionar IPsec como o
Tunneling



Protocol.

Anribute Value Inherit? Description
Access Hours ]-Nn:! REE!ridlnns-_ﬂ W |Select the access hours assigned to Hus growp.
Simultaneous 3 = Enter the number of smultaneows logns for ths
Logins |group.
Mlinitnumm Pas mrdpﬂ P Enper the mimrmum password length for users in this
Length |group.
Allow Alphabetic- P w Enter whether to allow uzers with alphabetic-only
Cmly Passwords Lpassvmfds to be added to thiz group,
Tdle Timueout i][l W |(remates) Enter the sdle bmeout for this group,
MMaxirmum Connect i = {rummtes) Enter the mesamurm commect troe for fhos
Time group.
Fﬂter1—h|-:|r1 &= j |Enter the filter aszigned to this group
Fritnary DINS W |Enter the IF address of the promary DTS server.
Secondary DINS W  |Enter the IP address of the secondary DEIS server.
Primary WINS I  |Enter the IP address of the pronacy WIPS server.
Secondary WINS 1 P Enter the TP address of the secondary WIS
SRIVED
SEF Card| ¥ SEF 1 = SEF 2 .
Assignment| ¥ SEP 3 ¥ SEP 4 W |=elect the SEF cards thes group can be assigned to.
™ FFPTF
ki rLzTFP Select the tmneling protocols this group can
ok Pratacila W IPSec a cofmect with
T LZTF over IP3ec

6. Clique na guia IPsec (IPsec) e certifique-se de que a associagado de seguranga (SA) IPsec

configurada esteja selecionada em IPsec SA e clique em

Apply.




Inherit? Drescription
M |Select the grovp's [FSec Security Association.
TEE Peer Ident - Select whether or not to validate the identity of the peer
o 1} rted ificate = [ i i
Validatio | cuppdriod by petifiers I Y [using the peer's cerficate.
| : '
IKE Eeepa]ivesl = = Checle to enable the use of IEE keepabves [or members
of thiz group
Esecmdsj Enter how long a peer 18 pennitted to idle
(Confidence Intawal"iﬂﬂ ¥ efore the WEI Concentrator checles to see s sl
connectsd.
Select the trpe of tunnel for thiz group Tpdate the
T 1T Famote Ac - [+
Eoeatle | amate Accacs i Eemote Access parametsrs below as needed.
Hemote Access Parameters
Ciroup Lock| [T [# Lock users mbo this group
Zel=ct the authentication method for members of ths
huﬂ:.enti:aﬁnn" Internal ﬂ [ lgreup This parameter does not apply to Individual Tser
Authentication,
I members of thes group need authonzabon m addiion to
. authenncation, select an authonzaton method, I you
Authorization T M - e
— ‘TPHI A ¥ confimure thas feld, vou st also configure an
B uthenzaton Server.
futho ; ™ W  JCheck bo requre successhul authonzaton
Required)
For certiicate-based users, select the sukgect
DI Fie |I:N atherwize 0L _‘_"J M |Dushnpuizhed ITame (DIT) =14 that iz used az the
lusername, This field is wsed for user Authorization
. :l [ W |Check to require successfil suthonzanen
Require
For cerificare-based wsers, select the subject
DI Field)| CH otherwise OU =|| F |Ditngushed Name (D) field that i used as the
username. This Geld iz used for user Authonzation
[chﬂ'lmhll = zzliit the method of TP Compression for members of this
I 5
Reauthentication Check to reauthenticate the user on an IEE (Phasze-1)
r =)
on Relkey [reley.
Check to mitiate the exchange of Mode Configuration
Mode o = [parameters with the cient. This st be checked if version
Configuratio 2.5 {or earher) ol the Alhga’Cizcs chent 15 beng uzed by
I].l {members of this group

[ Add | cancel |

7. Para configurar um grupo IPsec no VPN 3000 Concentrator, selecione Configuration > User
Management > Users > Add, especifique um User Name, Password e o nome do grupo e
clique em Add.No exemplo, esses campos sao usados:Nome de usuario = cert_userSenha =

cisco123Verificar = cisco123Grupo =
IPSECCERT



Configuration | User Management | Users | Add

This section lets you add a user, Tncheck the Inherit? boox and enter a nesw walie 1o overnde group sahies,

ldentity | General | IPSec | PPTP/LZTP

Tdentity Parameters
Description

Enter a unique username,

Enter the user's pazsword. The password must sansfy the group password reguirements

Werfy the user's password,
Enter the group to which this user belongs.
IP Address Enter the [P address assimed o thas wser
subnet Mask I Enter the subnet mask assigned to this uzer.

add | cancel |

8. Para habilitar a depuragéo no VPN 3000 Concentrator, selecione Configuration > System >
Events > Classes e adicione estas classes:CERT 1-13IKE 1-6IKEDBG 1-10IPSEC 1-

6IPSECDBG 1-

stemn | Events | Classes

This section lets you configure special handling of specific event classes.

Check the Add button to add an event class, or select an event class and chck Modify or Delete.

Chclk here to co e general event parameters.

Configured
Event Classes Actions

CERT
IKE
IKEDBG
IPSEC Add
IPSECDBG -
MIBZTRAP Mecih

Delete

9. Selecione Monitoring > Filterable Event Log para exibir as
depuracgoes.



Select Filter Options
Event Class | Classes

Client TP Address [1000 Events/Page I 100 '-|
Group I—-Ii‘ull— -'I Direction Ilildc-sr to !dew“zmﬂ

HIII ﬂl HI-I Hl-ll G2t Log EweLugl C-Ien.anql

e <] v | o]

Observacgao: se vocé decidir alterar os enderecos IP, podera fazer uma inscricao dos novos
enderecos IP e instalar o certificado emitido posteriormente com esses novos enderecos.

Verificar

No momento, ndo ha procedimento de verificagao disponivel para esta configuragao.

Troubleshoot

Consulte Troubleshooting de Problemas de Conex&do no VPN 3000 Concentrator para obter mais
informagdes sobre troubleshooting.

Informacoes Relacionadas

- Cisco VPN 3000 Series Concentrators

- Cisco VPN 3002 Hardware Clients

- Negociacao |Psec/Protocolos IKE

- Suporte Técnico e Documentagio - Cisco Systems
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